Chapter 1: Blockchain 101
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Chapter 2: Decentralization
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Chapter 3: Symmetric Cryptography
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Chapter 4: Asymmetric Cryptography
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Chapter 5: Consensus Algorithms
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Chapter 6: Bitcoin Architecture
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Filter: (Ip.dstnsz.l.los.zwandbltcoln ~ | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
131 98.598526000 192.168.0.13 52.1.165.219 Bitcoin 192 version
156 99.186294600 192.168.0.13 52.1.165.219 Bitcoin 90 verack
151 99.186421000 192.168.6.13 52.1.165.219 Bitcoin 122 getaddr
152 99.180715000 192.168.0.13 52.1.165.219 Bitcoin 1288 addr, getheaders[Malformed Packet]|

486 112.053746000 192.168.6.13 52.1.165.219 Bitcoin 127 inv
818 143.630367000 192.168.6.13 52.1.165.219 Bitcoin 127 inv
1604 178.729768000 192.168.6.13 52.1.165.219 Bitcoin 127 inv

» Transmission Control Protocol, Src Port: 52864 (52864), Dst Port: 18333 (18333), Seq: 207, Ack: 1291, Len: 1222
~Bitcoin protocol
Packet magic: 6x0b116967
Command name: addr
Payload Length: 31
Payload checksum: 0xa03fce7d
~Address message
Count: 1
~Address: afbde2 ffff...
vNode services: AxAAAAAANANAAAAAAA

. ...0 = Network node: Not set
::ffff:86.15.44.209)

Node address: ::ffff:86.15.44.209
Node port: 18333
Address timestamp: Oct 16, 2016 60:37:19.000000000 BST
~Bitcoin protocol
Packet magic: 6x6b116967
Command name: getheaders
Payload Length: 1029
Payload checksum: ©x4e54961d
~Getheaders message
Count: 126
Starting hash: 1101001f152142abccc039503abc56b149bd56c2b3925b65. . .
Starting hash: 000000001986703bd53bec7bfeac995bccfeeffdScddc78e. ..
Starting hash: 000000007ad1fed813d20301b1762895a2e5b08c8a58b3ea. . .
Starting hash: 000000003624c451f726a3e983d02279d9c7cf672d36f1d5. ..

192.168.0.13
e 136.243.139.96 L

97.734135000 " oy —eLslon o Bitcoin: version

X —verack . itcoin:
98.025045000 e 1833y ki verack
98.025177000 (rey 90taddrpin . Bitcoin: getaddr, ping, addr
98.025468000 ‘ WM"IM Biteoin: {unknown {unknown funknown headers
98.160419000 (ruee [TCRREMAN .. Bitcoin: [1CP i [unknown [unknown [unknown
98.598399000 (rase—oetdata o Bitoin: getdata
144, ‘ 7 iny. 1) Biccin: inv
176.152240000 (ren—oetdata o Bicoin: getdta
179.493755000 (orney —getdata_o Bitcoin: getdata
218.101646000 (7mes —RI0G o Bitcoin: ping
218.192004000 5788/ UOKOOWNCOL o o Bikcoin: [unknown command]
218.444431000 m,,;u:nmn.. 8an3) Bitcoin: [TCP Retransmission] , [unknown command]
336.234936000 g —getdata o Bitcoin: getdata
337.843423000 o7ue lunkoownco.n Sicoin: [unknown command]
338.143885000 - rses——RI08—w 55 Bitcoin: ping
448.764093000 | reen—oetdata o Bitcoin: getdata
457.894823000 mwmm‘ 13y Bitcoin: [unknown command]
458.195265000 mqm Bitcoin: ping
578.011774000 | ia3) Bitcoin: [unknown command]
578.212044000 s7asei——RID8—w 1035y Bicoin: ping
585.587671000 s7868)———Y 31333y Bitcoin: inv
647.169633000 (s868) w33 Bicoin inv
671.962545000 ‘ —getdata ..., Bitcoin: getdata
698.037067000 Zﬂmm.m.. 08333) Bicoin: [unknown command]
698.237350000 | rsie—RIng— g0y sitcin: ping
701.563581000 | ey e Bicoin inv
701.986269000 sase) a333) Bitcoin: inv
705.022173000 a5y Bitcoins v
812.115878000 m ) Bitcoin: inv
818.198570000 L 8a33) Bitcoin: [unknown command]
818.298733000 | eras—BI0G 2 Biteoin:ping




Chapter 7: Bitcoin in Practice
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"amount": 0.00000000,
"fee": -0.00003320,
"confirmations": 7,
"blockhash": "7c50e79b54dcdal7e32cc7b7b53fc095584befed4e952422bdf096de3b93fe539",
"blockindex": 1,
"blocktime": 1577228072,
"txid": "a83ff460a32f29387d531f19e7092a5dcf6ce52d20931227447cOb9b7a5f2980",
"walletconflicts": [
1,
"time": 1577227733,
"timereceived": 1577227733,
"bipl25-replaceable": "no
"details": [
{
"address": "2NC31WFFRwRkwd3S4TpyjN5GGDY7E63GSvd",
"send",
-20.00000000,

*label™: **,
"vout": O,

"fee": -0.00003320,
"abandoned": false

"address": "2NC31WFFRwRkwd3S4TpyjN5GGDY7E63GSvd",
"receive",

"amount": 20.00000000,

*labal®: **,

"vout": ©

}

1,
"hex": "02000000000101871203019a3456fc50b2044e79a4f078bcOceb278734d44faf82cedf24
35770000000017a914celafadc71513d952194695adedfad119faf8f87870851d0b20000000017a914
c730f514cc654f222cecce@9faf6a8e87d07c9a4420220273478b3f452bec625d3d87002ch00831476
6ef37cf310609bce20e575c8000000"
}

[Commented [KS1]: Left it here, apply borders




Chapter 8: Smart Contracts
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Chapter 9: Ethereum Architecture
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DApps

Users




Chapter 10: Ethereum in Practice

Block reward

After EIP-1559

L

——
Base Fee
Tip

\«c -
g/

Block reward




FILE EXPLORERS 3 . % 1 Storagesol X

workspace_simple

. O 1
YL

=
7

DEBUGGER % SimpleContract2.sol X

~0.8.0;

pleContract2

addition(

0x117fc242a90a59a659f05d1c4a29e...

Stop debugging difference(

division(

currValue()

ContractDefinition SimpleContract2 e® 1 reference(s) A Vv




window.ethereum.chainId

'Ox2a’

window.ethereum. isConnected()
true
window.ethereum.networkVersion
142"

q}pdow.gthereum._evgnts

_initializeState
addListener
constructor

amit

. Sepolia test network v @
My accounts

. . SepoliaTestAccount
0.1 SepoliaETH

KovanTestAccount
0 SepoliaETH +

<+ Create account

A Import account

\P Connect hardware wallet
@, Support

£+ Settings

0.1 SepoliaETH >

Don't see your token?

Import tokens




' @ Localhost 8545 v @

Networks

® Cot

Show/hide test networks

® Ethereum Mainnet

® Ropsten Test Network

® Kovan Test Network
Rinkeby Test Network

® Goerli Test Network

@ v/ ® Localhost 8545

Add Network

MetaMask Notification

n https://remix.ethereum.org
Injected Web3 ol 1 2

Custom (786) network

Connect With MetaMask

Select the account(s) to use on this site

B Selectall New Account

. Account 1(0xb83...c96e)

O ETH

= KovanTestA... (Oxceb...b16b)
b 0 ETH

SimpleContract2 - contracts/SimpleCo!

Deploy

Only connect with sites you trust. Learn more

Transactions recorded @ Cancel

Deployed Contracts




DEPLOY & RUN TRANSACTIONS &

Injected Web3

Custom (786) network

Oxccb...EB16B (0 ether)

3000000

SimpleContract2 - contracts/SimpleCos:

Deploy

. @ Localhost 8545 v @

i

My Accounts (_ Lock )
‘ Account 1
O ETH

v . KovanTestAccount
0ETH

A

<+ Create Account

& Import Account

¥ Connect Hardware Wallet
®, Support

£+ Settings




- @ Localhost 8545 v @

Import Account

Imported accounts will not be associated with
your originally created MetaMask account Secret
Recovery Phrase. Learn more about imported
accounts here

JSON File v
Used by a variety of different clients
File import not working? Click here!

Choose file | UTC--2022...87ae2af82f

- @ Localhost 8545 v @

Account 3
[m]

O Not connected

4
985ETH

Send Swap

Assets Activity




My Accounts

VLill

’ KovanTestAccount R
0 ETH

‘ Account 3 IMPORTED
985 ETH

v . Account 4 IMPORTED
100 ETH

SOLIDITY COMPILER % SimpleContract2.sol X

:

0.8.7+commit.e28d00a7

clud ghtly build

Solidity

default

currValue()

& Compile SimpleContract2.sol

Compile and Run script

SimpleContract2 (SimpleContract2.s¢




Y & RUN TRANSACTIONS &

Injected Web3

Custom (786) network

'+

Oxccb...EB16B (0 ether)

3000000

SimpleContract2 - contracts/SimpleCoz

Deploy

At Address

% SimpleContract2.sol X

addition( x)

difference(

division(

currValue()

@ Localhost 8545

. Account 4 New Contract

https://remix.ethereum.org

CONTRACT DEPLOYMENT

DETAILS DATA

EDIT

0.0000275

Estimated gas fee @
0.000027 ETH
Site suggested Max fee: 0.0000275 ETH
0.0000275

Total
0.0000275 ETH
Amount + gas fee Max amount: 0.0000275 ETH
Reject Confirm

@ Localhost 8545

. Account 4 New Contract

https://remix.ethereum.org

CONTRACT DEPLOYMENT

DETAILS DATA

Origin:  https://remix.ethereum.org
Bytes: 870
HEX DATA:

0x608060405234801561001057600080fd5b5061034680610020600039600013fe608
060405234801561001057600080fd5b506004361061004c5760003560e01c80632d9c
8bcbl461005157806346bd069b1461006f6578063543209b71461009f5780636db43eéd1: 5 00041019e84828501410 05092915050565b6101b08161
028c565b82625050565b60006020820190506101cb6000830184610107565b9291506
0565b60006101dcB8261028c565b9150610178381028c565b9250827fFfFHf T
FFffef f f f 1HH0382111561021c5761021b610296565b5b82620190509
2915050565b60006102328261028c565b915061023d8361028c565b92508261024d5761
024610 28204905092915050565b60006102638261028c565b9150610260
B8341028c565b92508282101561028157610280610296565b5b828203905092915050565
b4000819050919060565b7f4e487b7100000000000000000000000000000000000
0000000000000000000006000526011600452602446000fd5b7f40487b710000000
000000 X )0000000000000000000000000000000060005260126004
5260246000fd5b600080fd5b6103028161028c565b811461030d57600080fd5bS054fe
Q2646970667358221220005515190689c67b0f255e868a03a5bdaBede78c44255da90d
8dd990fe03cdescé4736f6c63430008070033




Deployed Contracts

SIMPLECON

addition

difference

division

currValue

Low level interactions

addition

difference

division

currValue

Low Level interactions




@ Localhost 8545

. Account 4 ’3 0x7d8...5BEF

New address detected! Click here to odd to your
address book.

https://remix.ethereum.org

0x7d8...513EF : ADDITION @

<
DETAILS DATA HEX
EDIT
0.0000275
Estimated gas fee @
0.000027 ETH
Site suggested Max fee: 0.0000275 ETH
0.0000275
Total
0.0000275 ETH
Amount + gas fee Max amount: 0.0000275 ETH

Reject )

Low level interactions




- @ Localhost 8545 ©

Assets Activity

(=) Addition -0 ETH
=/

May 21 - remix.ethereum.org -0ETH
() Contract Deployment -0ETH
= May 21 « remix.ethereum.org -0ETH
,»:) Addition -0ETH
L=t
e May 21 « remix.ethereum.org -0 ETH
f_'_} Contract Deployment -0ETH
=t May 21 « remix.ethereum.org -0ETH
(=) Contract Deployment -0ETH
~— May 21 « remix.ethereum.org -0 ETH

DEPLOY & RUN TRANSACTIONS B8

Web3 Provider

‘Custom (786) network

Ox6E9...af82f (11096.00413«

3000000

SimpleContract2 - contracts/SimpleCo

Deploy




External node request

Note: To use Geth & https:/remix.ethereum.org, configure it to allow requests
from Remix:(see Geth Do«

geth --http --http.corsdomain https://remix.ethereum.org

To run Remix & a local Geth test node, use this command: (see (
)
geth --http --http.corsdomain="https:/fremix.ethereum.org" --http.api
web3,eth,debug,personal,net --vmdebug --datadir
<path/to/local/folder/for/test/chain> --dev console

WARNING: It is not safe to use the --http.corsdomain flag with a wildcard: --
http.corsdomain *

For more info: Remix Docs

Web3 Provider Endpoint

http://127.0.0.1:8545




Chapter 11: Tools, Languages, and Frameworks for
Ethereum Developers

B Ganache

CREATE A WORKSPACE

Quickstart for a one-click blockchain or create
a new workspace for advanced setup options.

‘9 QUICKSTART v s NEW WORKSPACE V¥
ETHEREUM e—d ETHEREUM

WORKSPACE ACCOUNTS & KEVS CHAIN ADVANCED ABOUT £ CAMCEL D) RESTART

/\ Restarting the Quickstart workspace resets the blockchain. All transactions and contract states will be reset.

SERVER

HOSTNAME
The server will accept RPC connections on the following host and

127.0.0.1 - o0 Y| port.

PORT NUMBER

7545

NETWORK ID
5777

Internal blockchain identifier of Ganache server.

AUTOMINE
ss transactions instantaneously.

ERROR ON TRAMSACTION FAILURE

CHAIN FORKING

E- Fork an existing chain cr
chain's accounts, centrac

g a new sandbox with the existing
transactions and data.




) ACCOUNTS

MNEMONIC HD PATH

truth bubble apology pill pigeon knock verb range whip grain main young m/44* /60" /0" /8/account_index
ADORESS BALANCE TX COUNT INDEX
0xB1EEOde1829cAAB2347223f17f0a407301871F9  100.00 ETH 0 0 &
ADDRESS BALANCE TX COUNT INDEX J
©xC89C82dC810C463e2173F72E2BC979C984237321  100.60 ETH 0 1 =
AADDRESS BALANCE TX COUNT INDEX
©x232287057EC43F0490aF4C2fbO3FCODOeDBBOOCh  166.00 ETH 0 2 &
/ADORESS BALANCE TX COUNT INDEX @7
©x71Ad813C0266 A71322ae897 43e  100.00 ETH 0 3

ADDRESS BALANCE TX COUNT INDEX J
©xe199bB4066DOFebD2d737a01b4F7cD71d6406FIC  100.00 ETH 0 4

ADDRESS BALANCE TX COUNT INDEX '}
©x3B4EbCEC19CcA78f431F1508Fad0c7f6946C9dbE  100.00 ETH 0 5 &




Chapter 12: Web3 Development Using Ethereum

SOLIDITY COMPILER v > @ @  § Valuecheckersol X

) ~9.8.0;
fa ; = valueChecker
0.8.7 +commit.e28d00a7

Include nightly builds
returnValue);

x)

valueEvent( Y
# Compile Valuechecker.sol H

Compile and Run script

valueChecker (Valuechecker.sol)
Publish on Ipfs =

Publish on Swarm

Compilation Details

@ ABI [ Bytecode

HTML / JS

Frontend Web3 js Blockchain

Users

Sources

Enter your value: ol

15 |
Click the "get decision" button to get the decision from the smart contract.

return

return value: true
true
return value: false

Calling the contract manually with hardcoded values, result logged in browser debug console: return value:
return valu

callTrue || callFaise | return value: true




(&7 ) TRANSACTIONS

MINING STATL
AUTOMINING

TXHASH

0x0c928933b3eb6290d5f7f9fa5f08fdfIb6f2db7b862676922937ff2e160325¢c2

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
8x09bE44Lca4cfOB283aF45B135a159Ee10ccac1ChB ©x6D20327DEA592511d69bdC6825FERE2655Fe7200 51508 ]
TX HASH

CONTRACT CALL

0x95b3e1f47645c60e8bf59aleb6c2cd36dbcd049cd55ea0822365971932fa25897

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
x89bE4LCAHCFOB283aF4581352150E10CcacIChB 8xB3I60C46CeAFI18F73232046F01h352D0611b435 27361 0
0x1028e0d1c2968369cdf70d73d72a94e62f6beeb913ef76710132149e71745161

FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0x@9bE4LCHLcFO6283aF45B135a159Ee10ccac1Cb 9x60203270Ed592511d69bdC6825FEOE2655Fe7200 286565 0
0xadf37732d6640f81ca®98def7cecefcas452d91c6864c26868fa8c48870bd446

FROM ADDRESS CREATED CONTRACT ADDRESS 0AS USED VALUE
8x09bE44CA4CFO6283aF45B135a159E10cCac1ChB 0x87aCEC7997899cC9eb6418CIbILBISTFOEEF3DB 95470 o

MNEMONIC HD PATH
m/44'/60'/0'/0/account_index

alter damage choice crawl glare glide disagree pact frog owner finger country

ADDRESS BALANCE TX COUNT INDEX
0x09bE44c44cf06283aF45B135a159Ee10ccaciChB  99.97 ETH 11 0 &
ADDRESS BALANCE TX COUNT INDEX &
Ox4bef5593d63380c7FF12e5BE4a077A18DaD421ee  1600.00 ETH 0 1 2

) CONTRACTS

MINING STATU
AUTOMINING

tproject jusers/immnforoject

NAME ADDRESS TX COUNT ’ 2y
ConvertLib 0xD7B9a384196e4F2524C4410B3f43ea343655b10D o

NAME ADORESS TX COUNT
MetaCoin ©0x670939B81a085d8eBD6a6Fb2C2530d9f04b2a21D L




) TRANSACTIONS

~mx TX 0x367595f5a40c092b8e3b294eadf26a0e9ed6590c8cdfadf6e825373bf3bed3c3

SENDER ADDRESS CREATED CONTRACT ADDRESS
0x9559428d898A807ce57B76b760Da37Cc849dd6Ae 0x676939B81a085d8eBD6a6Fb2C2530d9f04b2a21D

VAWE GASUSED GAS PRICE GAS LIMIT MINED IN BLOCK
0.00 ETH 286565 20000000000 358206 4

TXDATA

9x608060405234801561001057600080fd5b506127106000803 273 F ffffffffffffffffffffffffffffffffffffffeler3fffffffffffffffffffffffrffffffffffffffeffa
68152602001908152602001600020819655506163d680661060656000396000f3 fe608060405234801561001057600086d5b50600436106100415760003560001c80637bd703
©81461004657806390b98a111461009e578063 fB8b2cb4f14610104575b600080fd5b6100886004803603602081101561085¢57600080fd5b81019080803573FFFFFffffffff
FEEFFFEFFErffrfffefffffffff16906020019092919050505061015¢565b60405180828152608200191505060405180910390f35b61000a606480360360408110156100b457
600080fd5b81019080803573ffffffffffffffffffffffffffffffffffffffff16906020019092919680359060200190929190505050610200565b604051808215151515815
260200191565060405180910390135b6101466004803603602081101561011a57600080fd5b81019080803573F fffeffffffffffffffffffffffeffffffffffff1690602001
90929196505050610359565b6040518082815260200191505060405180910390f35b600073d7b9a384196e4F2524c4410b3F43a343655D10d639604003d610181846103595
65b60026040518363ffffffff1660e01b8152600401808381526020018281526020019250505060206040518083038186803b1580156101be5760008801d5b505af415801561
01d2573d6060803e3d6000fd5h5050505606040513060208110156101e857600880fd5081019680805190602001969291965050509650919050565b6000816000803373FFFFF
e frfffffaeraffffrfefrfffefffffffffffffffffffffffffff168152602001908152602001600020541015610251576000965061035356
5b8168008033 73 f Fffffffffffffffeffffffffffffffffffffffffl673fiffffffffffffffffffffffffffffffffffffff16815260200190815260200160002060008282540
39250508190555081600080857 3 F ffffffffffffffffffffffffffffffffffffffflo73ffffffeffffffffrffffffffffffffffffffffff1681526020019081526020016000
2060008282540192505081905550827 3 F f ff fffffffffefffefffffrffffffffffffffffri63373fffffffeffffffffffffffffffffffffffffffff167fddf252ad1be2c89b6
9¢2b068fc378daa952ba7f163c4a11628f55a4df523b3ef84604051808281526020019150506040518091039023600190505b92915050565b60008060008373fFFFFfffffff
i frffrrLe7affffrffrfeffreffifffffffffffffffffffffff16815260200190815260200166002054905091905056fea265627a7a72315820dc4
476efcd2381d275d9¢3bced7d4316d8c557c2e03ece57484ee7dfdc733ac64736f6c63430005100032




Chapter 13: The Merge and Beyond

Epoch
6.4 minutes (384 seconds)

12 seconds 12 seconds 12 seconds

51 |« » S2 53 |ap .- ap 531 » 532

@ @ validators @
O HOFY®
O% 0 ®®

N
] 7 Y N o
yd
v * *
Validator committee 1 Validator committee 2 Validator committee 3 Validator committee 32
ORO, oo =
010y Yo1o)o) {olofo oI

ﬁ-

E@@ ’[ o)0) ’[@@}
@wm 01010

Subnet 1 Subnet 2 Subnet 3 @ e Subnet 64 @

Collects attestations

Aggregated attestations are

Aggregator  proadcast to the Ethereum
(chosen from network Ethereum

each subnet at
every epoch)




Transaction via
ether.js or web3js
or wallet

JSON RPC

Execution client

1 1 5
L —

Transaction
2 validated
added to
memory pool

Execution payload |

6

Execution payload

9

Validator
client 10

Beacon
block 7

Ethereum mainnet node

DevP2P

Transaction broadcast

LibP2P

Other

Block attestations

4 Block

/ proposerqQ
consensus
Other nodes dlients Validators
Ethereum L1 : Before the merge
PoW PoW PoW PoW PoW
Menolithic chain
EVM e EVM e EVM o EVM 3 EVM
Ethereum L1 : After the merge
Consensus layer
Staki
PoS }< ‘ PoS }- ‘ PoS }- | PoS }- ‘ PoS ‘ e
| | ‘ attestations
Execution layer
EVM EVM EVM EVM EVM Smart contract

code & execution,
transaction pool




REST API

JSON RPC

i
1

1

1

1

1

:

! .

! Consensus client
1

1

|

1

1

|

1

1

Execution client

Ethereum mainnet node

LibP2P

DevP2P

REST API

JSON RPC

Validator

X Engine API
Consensus client <

Execution client

Lighthouse, Teku, Prysm, Nimbus, Lodestar

Geth, Erigon, Nethermind, Besu

Ethereum mainnet node

LibP2P

DevP2P




Before the merge

Block
Block header

T Ommer hash
i Beneficiary

State root

Transaction root
Receipts root
Logs bloom
Difficulty
Number

il

Gas limit

Gas used

Time stamp

Extra data

! Mix Hash

Nonce

Base fee per gas

After the merge and Capella upgrade

Block
1 Execution payload Header
H Header Payload Slot Parent root
i Parent hash Same fields as Proposer Index State root
\ header except
' Fee recipient the root
1 Body
' State root i
i Transactions Randao Deposhts
) — ecews o (5 ] s
3 Eth1 data Voluntary exits
| Pre-merge Pow Logs bloom [ma] 5
' raffiti 5
i ""’I"‘m ; Prev. RANDAO i piacs)
' encapsulat in =
! post-Merge PoS reT—— Proposer slashings | | Execution payload
1 block with some BLS to execution
' Attester slashings
: changes Gas limit )
' Gas used Attestations
i Time stamp 3
H Attestations
E Extra data e bk
i Base fee per
' L Data
1 Block hash
1 Signature
' Transaction root
" Y
H Withdrawals root Data
o Slot Source
' Index [ Target
H Beacon block root

Vs TS
Beacon node 1 Beacon node 2 Beacon node 3 Beacon node 4
I I ) I I ]
Distributed validator Distributed validator Distributed validator Distributed validator
client 1 client 2 client 3 client 4
A
mofn
I I I I >sis"a e Validator client
Consensus
(IBFT)

Key share 1

Key share 2

Key share 3

Key share 4




Reed-Solomon-encoded blob

Random sampling at several indices

Client

Execution payload Beacon block
+ containing
2 u blob Block execution payload Blob sidecar ™
5 i C peer L2 verifier
sequencer client (consensus client) Blob sidecar
Memory
pool
Execution payload
L1 execution
client

Data
availability
&

settlement
layer

L1 execution layer

i
H EVM e EVM e EVM ol EVM [ EVM
'
H
'
H

Transaction execution

:' Submitted to execution layef clients at L1 '
E Short-term storage Blobs [ Blobs [ Blobs o Blobs e Blobs E
| atllconsensus '
i layer and long-t !
| persisted at layer 2 i

i
1
'
'

Multiple EVMs submitting rollup transactions to L1




L1 consensus layer

Pos le

PoS

Pos

PoS

PoS

{ L1 execution layer

EVM 1 EVM [ EVM [ EVM I EVM
Transaction execution
Submitted to execution layef clients at L1 Sharding at L1
Short-term storage Blobs [ Blobs [« Blobs [« Blobs e Blobs
at L1 consensus
! layer and long-term
L [ 3 L L] [ Ed [ ¥
 persisted at layer 2 [~ " Y
Layer 2
EVM I | EVM | l EVM | | EVM | | EVM | I EVM

Data
availability
&

settlement
layer




Chapter 14: Hyperledger

Hyperledger APls, SDKs, CLI

Data hash

Pravious hash

| [
T

7

Pravious hash

SMART

IDENTITY POLICY CONTRACTS
Identity Policy Blockchain Services Smart Contract
Services Services Services

Ledger Configuration
Identities

Access Control
Resource [EgEy
Identities
Event Stream |
J L I 1 J L
Hyperledger Services

Block N -1 Block N Block N +1
Block header Block header Block header

Data hash

Previous hash

Transaction
Transactien ID

Previous transaction ID

All participants of a
channel store a copy
of the world state

Block data Block data Block data
(Transactions) (Transactions) (Transactions)
Block metadata Block metadata Block metadata
Previous block Current block Next block
__________________ P ——————— Py ———————
World state data Organization 1 Organization 2 Organization 3

Private data
Only the organizations
defined in the collection
store the private data;

Data collection

Data hash

all other
on the channel only store Private data
a hash of the private d:

i

Data hash

Private data

i
i
i
|
i
i
i
I
i
i
i
i Data collection
i
i
i
|
i
i
i
I
i
i
I
i
i

e

i
'
'
i
'
'
i
'
'
i
T
'

Data collection B
'
'
i
'
'
'
i
'
'
i
'
'
'




User Interface
Frontend
(HTML/CSS/JS)

API|

R

Ledger

\

Block

Chaincode

Other organizations

Organization

Endorser

Channels
Gossip

Orderer Com

Users

Membership services

C
authorit

Organ
wnits

Administrators | Keystore

miter

Ledger World state
Existing Emits events
systems
Block [ Block [ Block [ Block
Reads Reads | Records
Put, Delete : Write operation via consensus
Gt : Read operation
S Smart Invoke{ )
SDK Teads contract
———— T
Client
application




endorsement

ordering

commitment

Application
or
Client

Registration

Membership service
provider

1. Proposes transaction

3. Returns endorsed transaction

Fabric SDK

Endorser

2. Simulates
transaction
execution

Runs
chaincode

9. Returns notification

Committer

Orderer

5. Sorts

4. Submits transaction and 6. Broadcasts

transaction
in a block

7. Vali
transaction

8. Commits transaction

Ledger




\ /
7 A
MSP
— Fabric oA
o DB
T~

Private
data
7'y
// Ledger
7-4('>/'
MSP
Fabric [« - .
> G Private
data
Private e /‘
data code i/ Ledeer
x ; \
2 Ordering | =
__ service =5
code - Ledger (consensus) b
\ Peer |e«—»| Fabric A
- A DB




Chapter 15: Tokenization

nmit.e14f2714

& Compile MyERC20Token.sol

Compile and Run script

MyERC20Token (MyERC20Token.sol)

Publish on Ipfs
Publish on Swarm

Compilation Details

© A8l

DEPLOY & RUN , § MyERC20Token.sol X
TRANSACTIONS :
~0.8.0;
Yy MyERC2@Token {
Remix VM (London)

w

0x583..eddC4 (99.9999999

3000000

MyERC20Token - contracts/MyERC20 totalSupply - es[

Deploy balance0f(

_batances [_o

allowance( n g ning) {
allowed|(

value)

owed [ nder] [_spender] = _valu




}

ContractDefinition MyERC20Toke|

allowance

balanceOf

decimals

symbol

totalSupply

Low level interactions

" Sepolia test network v @
ey

SepoliaTestAc...
0Oxb83...c96e ]

® Connected

0.099 SepoliaETH

Buy

Send

Assets Activity

|~ Portfolio site




- Sepolia test network v @

X

Import tokens

Custom token

© Token detection is not available on this network
yet. Please import token manually and make sure
you trust it. Learn about scams and security
risks.

Token contract address

0x07C152A6ab577E8F78e3bedE502D7¢

Token symbol Edit

MET

Token decimal

Add custom token




Chapter 16: Enterprise Blockchain

) ) DApps
Application layer Smart contracts
Tools
i Messaging
Integration layer Adapters
Oracles
Security
Access control
Governance layer
Performance
Scalability
PriVaCy |ayer Private transactions
Monitoring
Transactions
Consensus
Protocol layer Storage
Ledger
Secure P2P
Network Iayer Node memberships
Enterprise Events, transactions C c
blockchain blockchain APIs and operations X o
n n
n n
Enterprise Events, transactions e e Other systems
blockchain | blockchain APIs and operations |i ¢ ApaChe Camel c
t t Internet,
o o enterprise,
Enterprise Events, transactions S r oracles, :
blockchain | blockchain APls and operations | S S other enterprise
systems

and chains




Preliminary
Architecture
/ e \
Architecture 5
L et
Requirements Information
architecture
Migration Technology
planning architecture
\ Opportunities /
and solutions

On site Infrastructure as a Platform as a service Software as a service Blockchain as a
service service
( Applications ] [ Applications j [ Applications ] [ Applications j [ Blockchain j
C oo [0 o [ o [0 0w | [ o=
( Runtime ] [ Runtime ] [ Runtime ] [ Runtime ] ( Runtime ]
[ Middeware | [ Mddeware | ( Middeware | ( Miodewae | ( Mdeware |
[ Operating system ] [ Operating system ] [ Operating system J [ Operating system J ( Operating system j
[ virtualization ] [ vinuetzation | ( vitalization | ( viualization | ( viuaiaton |
( Servers ] ( Servers ) [ Servers ] [ Servers j [ Servers ]
( Storage ] ( Storage : [ Storage | ( Storage ] § Storage ]
( Networking J ( Networking j [ Networking j [ Networking j ( Networking ]

Managed by the enterprise internally D

Managed by the cloud service provider D




VMWa

re blockchain

............ T ——

- - -
DAML Ledger| ! Client nodes 1 Replica network \
APlinterface| ™1 i 5
Applications ' ' Replica node H
i ) ] e \
! H s DAML execution i
! 4 engine \
H e 1" State queries i
! Regular client node 3 SBET for global ordering & '
G { 4 v execution of requests to update :

Object Archiving ' " lobal state =
St(’xre i 1 Replica node L Replica node s
i e |
: ——— 1 DAML execution s1 52 s3 s OO :
! Full copy client node E E"C""e g 3 @ 5 @ 2 @ engine !
¥ i Cryptographically verifiable database H
H ! H
' H il
i ! s i
REST ' ) - !
B ' Replica node H
i ! = '
Orchestrator 1 ! DAML execution i
H i engine '
: i R :
Client node architecture
Client node
nAME ""5:’ BFT client TofFrom replica network (Primary replica)
Privacy filtered Thin replica g ~» To/From replica nodes and other client nodes
ubset of state client i
PostgresQL
Quorum node
JSON RPC
DApps — Enhanced RPC API
Privacy manager

Modified block
generation

Modified block
validation

Private transactions

EVM

Mempool

Pluggable consensus

Private, Pul
Enhanced state

P2pP

IPC or HTTPS I

Transaction manager

Enclave

storage




Party A Party B Party C
DApp
1
7 7 ~ = .
Quorum node Quorum node Quorum node
8
A mooom ) B o |«* C mmmm
p. /
9 6 2 12
5 : (Transac:tion manager |
A ' B : C :
B! 8 =Bl
I : §
I H i
E: 11 10 : {
[ : H
@ " .
z! : H
g ! i
! Enclave : Enclave T :
B : Cc i
(1) Private transaction (5) Store and forward (9) Transaction existence check
(2) Transaction payload (6) Transaction hash (10) Decryption request
(3) Encryption request (7) Transaction propagation (11) Decrypted payload / data
(4) Encrypted payload / data (8) Block propagation (12) Transaction response
Transaction manager Enclave

Transaction 4. Enclave encryptionprocess || ...
manager H
Symmetric key for Two random
Enclave transaction nonces
&. Store and send Sends H
+  [Encryption/ Decryption request of Encrypts H
: transaction payload
SHA3-512 hashofthe | : 1 First random
! ransaction payload
transastion payload i rayl nance
Renime ! Curved5519 Shared symmetric key
payioad | | | Enerypted ransecton parioad il Eliptic curve Diffie-Hellman
i |Encrypted symmetric key for transaction | ! (ECDH)
i |Two random nonces i [
i | Public keys of the sender and receivers | | lE"CWD|5 !
i | XSalsa20 i
SK for Tx i | Pecrypted wansaction payioad | e [ Seconc |}
H i transaction randorm
i nonce |
i Poly1305 .
i ! Message Authentication Coda 11: Enclave decryption progess ..................

Acknowledgement

Push to the other
transaction managers

Shared symmetric key

lDecryms i

Symmetric key for
transaction

Transaction payload

Stored nonce




Network

Organizations

External
user

Roles Nodes

Accounts
; ! Statuses :

Accounts

Welcome to Quorum Wizard!

This tool allows you to easily create bash, docker, and kubernetes files to start up a quorum network.
You can control consensus, privacy, network details and more for a customized setup.
Additionally you can choose to deploy our chain explorer, Cakeshop, to easily view and monitor your network.

We have 3 options to help you start exploring Quorum:
1. Quickstart - our 1 click option to create a 3 node raft network with tessera and cakeshop

2. simple Network - using pregenerated keys from quorum 7nodes example,
this option allows you to choose the number of nodes (7 max), consensus mechanism, transaction manager, and the option to deploy cakeshop

3. Custom Network - In addition to the options available in #2, this selection allows for further customization of your network.
Choose to generate keys, customize ports for both bash and docker, or change the network id

Quorum Wizard will generate your startup files and everything required to bring up your network.
All you need to do is go to the specified location and run ./start.sh

> Ouickstart (3-node raft network with tessera and cakeshop)
Simple Network
Custom Network
Exit

‘CAKESHOP // DASHBOARD nodel L]

CONSOLE

@  MANAGED NODE ’ NODE STATUS
Running

B CONTRACTS

PEERS BLOCKS —)  QUEIEDTHNS

4 25 e 0

4  SANDBOX

NODE INFO v Cx TRANSACTIONS/MIN v Cx
&  CHAIN EXPLORER N )
o 7577115fd9184a27da527128d8d ba507e85 .
W WALLET 1 15
Node URL enodeactb1096¢a56bIf6d00ab77%ae372.. & -
w  PEERs
Rpc URL httpi/focalhost:22000 1 1
T HELP .
Node Name Geth/v1.9.7-stable-9339be03(quorum-+26... 05 05
Cakeshap0.11.0
Boild 136714 Node P 0 0
05:26:00 PM 05:26:17 PM
Latest Block 5
BLOCKS/MIN v o

Display s menu 052617 PM.




CONSOLE

MANAGED NODE

CONTRACTS

SANDBOX

CHAIN EXPLORER

WALLET

PEERS

HELP

Cakeshop 0.11.0
Build 1f9e7f14

CAKESHOP // DASHBOARD

NODE STATUS PEERS
h [ 1
Running a 4
FIND BLOCK / TRANSACTION v x

Identifier [number, hash, tag]
0x258ec5e7466129a5d09fba73639¢574f1a174275e62277396b141cc79456bf4

Block
© Transaction

TRANSACTION #OXAS58FC5F7466129A5D09FBA73639C574F 1A174275E62D277396B141CC79456BF4 % v C x
Status committed
Block ID 0x9283710132b07¢80058abddc1d 7672972d5
Block Number 418
Contract Address 0x9d13c6d3afel721beef56b55d303b09e021e27ab
Transaction Index 0

Gas Used 0

BLOCKS

547




Chapter 17: Scalability

Scalability

High performance, efficient,

Decentralization

No barrier to joining the network for anyone

Security

and flexible capacity

Consistency, resiliency

Transaction -

Parachain community
with fishermen and collators

V: Validator
C: Collator
F: Fisherman

Parathreads

AR

Cross/chain transaction,-"

_—Relay chain i E
" BABE N
GRANDPA T
NPOS \

|
Parachain slot

Parachain

&%

Para chain

/ Otherexternal

{ blockchains \

)

Para chain

&

Para chain




Blockchain and smart contracts

3. Final state written to the blockchain 1. Lock state

Party A ——»

«——— Party B

2. Off-chain transactions between parties

Application layer ™
DApp
DAP DApp
DAR P
DApp
Transactions signed by users
submitted to layer 2
~
i Sequencer Layer 2
State and execution handled in layer 2 (S00- 10K+ TPS)
Sequencers {coardinator) verify, execute, order all |
ramaciony B EIEETEL ]
Ordered batches
~
Layer 1

~15TPS

Base settlement layer (consensus layer)
Programmable blockchain — Ethereum




Users sign and submit
transactions to layer 2

Rollup
coordinator

U

Transaction summary Verifier smart
and zk-proof contract
Layer 2 Layer 1
Program, public input,
private input SNARK/ STARK Proof

Prover

Verifier

D

Program, public input

SR

Initial state

|

Program

(Code) ZK-EVM

Final state

Witness

|
|

ZK Proof

Hii

Category Project Process
6l Micro .
Polygon Hermez [ Solidity H IR H Bytecode H Opcode J»{ Micro VM J
Native EVM Scroll [ solidity ]—-[ R H Bytecode H ZKEVM ]
EVM bytecode
Consensys [ Solidity H IR J»{ Bytecode ] -[ ZKEVM ]
- Readabls Cai
R E RS
Custom EVM
[ Solidity ]—-[ IR }
)
zkSync )
Zinc LM insts:fims ZKVM




! Ethereum layer - Staking, checkpointing, rewards contracts (Roat chain)

Fraud proofs

Fraud proofs
Exit queue

Fraud proofs
Exit queue

Exit queue

£ 3) submits checkpoint to Ethereum as an
Monitorsthe (2. Eipereum transaction once canfirmed on
staking contracts g Heimdall after collecting signatures and votes

Heimdall layer - Peppermint PoS chain

2) validates |

/ A
. /N
;l::::?;r;l ," ‘ \ Aggregation of blocks
[
Vo..-f A

]

. Bor layer - Sidechain block producer. Runs EVM and Consensus

Layer N
Further scaling,
application-specific chains

Layer 3
Application-specific chains , customized,
semi trusted scaling, interop

Layer 2
Scalability provider-specific,
general purpose, rollups

Layer 1
Core decentralization
and security provider
(Root chain)




Chapter 18: Blockchain Privacy

USER

CoinJoin Transaction

e

USER

USER

/

INPUTS OUTPUTS

[]
[]
[]

(.

Graph construction,

Stem phase,
Transaction propagation

Fluff phase, broadcast by

with a statement

Response

subset of the network graph on arandom line diffusion

—» Construct

—_— stem

................. Broadeast

Proof
L ] [ 4
ﬂ Challenge w
Peggy the Prover . . . .
99y Public coin Victor the Verifier




.
Proof N w

® [ ]
Peggy the Prover w
with a statement [ ]

Publicly verifiable

No interaction required

Common
reference string

(CRS)
Verifier
Prover T
— Vicrs.x.®)
x = public input
P(crs,x,w) e = accept or
w = private input )
reject




Inputs A B C
Wires
Gates
Output (A+B)xBx C
SRS Verifier — Accept/Reject?
Setup
procedure -
r'y Proof
Circuit
DSL for writing SNARK- SNARK
circuits C . friendly | producer
e.g. Zokrates, 3 format e.g.
Cairo R1CS (Backend)
Frontend Backend
) ) .
I | |
. I R1CS
Computation Circuit HPR PlOP PCS FS SNARK
Computer program Algebraic circuit Encode as Idealized model Real world Apply Fiat-Shamir Succinct non-
e.g. smart contract matrices heuristic interactive
Information Cryptographic for transformation argument of
DSLs for writing theoretic compilation into non-interactive knowledge
programs that are compilation protocol
compiled into a Get succinct
circuit Interactive oracle Interactive argument
proof by applying a
for R1CS polynomial
commitment scheme




SRS
(0858 s 0 ™ 1

SRS (9.9
i ] k|
Sender Receiver (verifier)
c
c=g¢®
¢(@ =b [ a
T = q(T) b,ﬂ.’
o e(cg™®g)=elmg’.g™

ZOKRATES

ZoKrates is a toolbox for zkSNARKSs on
Ethereum. It helps you use verifiable
computation in your DApp, from the

specification of your program in a high

level language to generating proofs of
computation and verifying those
proofs in Solidity. Get started by
creating an example file.

a proving

Groth16




FILE EXPLORER [ main.zok X

+ main(

default_workspace

() main.zok X

main(

Grothl6

< Compile

v Successfully compiled!




~ Compile

¢ Compute

Computes a witness for the
compiled program. A witness is
a valid assignment of the
variables, which include the

results of the computation.

@ Compute

« Computed successfully!

ZOKRATES > A Q h| ) verification_keyjson X

Groth16

a proving key and a

on key. These k

£ Run Setup

v Setup complated!




ZOKRATES

Groth16

compu
gram u:

put

« Generate

[["0x18a2c2e7910c1a3c06 Iy

ZOKRATES

P1()
GlPoint(1,

ntract

the generated

yand ap

@, Export

v Solidity verifier exported!

) proofjson X




DEPLOY & RUN TRANSACTIONS

% verifiersol X

Verifier - verifier.sol rifyTx(
Proof proof, (1]
( r) {

inputValues =

input

[ [1(1);

( i=0; 1<

input.length; i++){
inputvaly

[i] = input[il;

}

if (verify(inputvValues, proof)

} else {

verifyTx
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Interface layers [

Application layer

Protocol layer

Cryptography

Network layer

Hardware layer {

User interfaces
Web3 frontends Bridges Oracles
APIs
Smart contracts VMs DAPPs
Blockchain Consensus Execution -
X All layers can
Network services Network protocols be attacked
Large attack
surface
Node hardware Node operating system Node client software

Reguirements

\ 4

Formal

specification

System

System model

Model checker

Satisfied

Counterexample




1 pragma solidity /0.4.0;

2~ contract Fund {

3 mapping(address => uint) shares;

4~ function withdraw() public {

5 if (msg.sender.call.value(shares[msg.sender])())
6 shares[msg.sender] = 0;

7

8 }

= }

7

OO O root@ragef6ac84ss: /home/oyente/oyente

(venv)root@fa9ef6ac8455: /home/oyente/oyentes python oyente.py al.sol
Contract Fund:
Running, please walt...
= Results ==
Callstack Attack:
THIS IS A CALLLLLLLLLL
('path_condition': [Iv >= 0, {nit_Is >= Iv, {nit_Ia >= 0, If(1d_0/
26959946667150639794667015087019630673637144422540572481103610249216 ==
1020253707,
1,
0) !=
O, Not(Iv != 0)], 'Is': Is, 'Iv': Iv, 'some_var_1': some_var_1, 'Id_6': Id
| 0, 'Ia_store_some_var_1': Ia_store_some_var_1, 'Ia': Ia}

This s the global state

{('Ia': ('some_var_1': 0}, 'miu_{': 3L, 'balance': {'Ia': {nit_Ia + Iv, 'Is
inteilrs - 1v}))

{64: 96, 0: Is & 1461501637330902918203684832716283019655932542975, 32: 0)
CALL params

Is & 1461501637330902918203684832716283019655932542975

Ia_store_some_var_1

=>>>>>> New PC: []

Reentrancy_bug? True

Added True
Concurrency Bug: False
Time Dependency: False
Reentrancy bug exists: True
Analysis Conpleted
(venv)root@fadef6ac8455: /home/oyente/oyentes i
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O
o

User 1

O
o

User 1

O
N

User1

S

Account 1 Service provider

1

-
Y

Service provider
2

N/
N

Service provider
3

Ne

Account 2

Account 3

O
N

User

Identity
provider

Account

)

Service provider
1

| S
)

Service provider
2

N ¥
)

Service provider
3

Control

Proving relationship

Issuer

Control

Prove O Prove
Lrove, A
(User)

Verifier

Verifiable data registry




Retrieves VCs

Stores VCs

Iss

Requests VCs 4

uer EIO
! (folder)

Issues VCs

Verifier trusts issuer

Requests VPs

Verifier

Digitally signs VCs

Verifies DIDs, cryptographic keys and schemas
>

Verifies DIDs,
cryptographic keys and
schemas

Verifies DIDs,
<

Presents VPs

Verifies digital signatures

cryptographic keys and schemas

Verifiable data registry e.g. blockchain
[contains issuer DID and verification keys,
credential schemas, other metadata]

Verifiable credential

VC metadata

Context

Type

Issuer

Issuance date

Status

ID :

VC Claim

Credential subject

Property

1
1
1
1
1
1
1
1
1
1
ID ]
1
]
1
1
1
1
1
1
1
]




Verifiable presentation
Fossssssssssssssmssses | rTTTTT T T e ooy |
i VPmetadata | ! Set of VCs :
1 ! 1 !
: Context i : VC1 E
Type - VC 2 :
! | : :
E D Lo VCn '
e .

E Proof E
- I
Scheme DID method DID method specific identifier

|

did : ethr : Ox2fEFA78F636002fe9B3B43A3d3672b011420ea90

Stored on

Describes

: Subject / Controller
Controls m ekt

Identifies] [Cuntrols, owns, generates

DID document

Llll |
x |

Verifiable data registry

e.g. blockchain &
Resolves to
Stored on

did:ethr:0x2fEFA78F636002fe9B3B43A3d3672b011420ea90

DID
Digital wallet

! Agent
' ' pemdsRsEsaEsEsSRRLsRRRRE S |
:| Messaging | i ] Wallet '
1 1 ]
! I API : Encrypted storage !
- :| Secure storage |-: " (TEE, HSM, SE) :
1 1 ]
D}D D e Routing i - H
o Whthe sl 4:| | ; : Key manager E
ecosystem via i| Backup & recovery | ) :_ ________________________ :

; :

other agents




SSI Stack

Governance

Credentials

Communications & interfaces

DIDs & cryptographic keys

Web 1
Traditional centralized model (username and password)

Web 2
Federated model ("Log in using Google" and "Log in
using Twitter" buttons)

Web 3
Connect with the service provider directly and access
services using credentials
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3 Execution and i A End of day
> Pre-execution > booking > Confirmation >> Post-booking > Settlement > processing >

Traditional KYC

i
?

: — e

: Institution
i
' m — — —
i
i
i
i
;
'
i
'

Customer Bank Intermediary  Database \

O

\ Customer

B |

R

; Customer’s
Vi wallet




Without blockchain — current scheme

“' Payer '-‘ ! Payee '
i | 3 o |
S : ooo ‘
L TSN N . sk Pae
With blockchain — new scheme
—] —]
! - o~ go[al-
- — ——
Payer Payer's wallet Blackehain Payee's wallet
P
5 Multi protocol
Aggregation layer DEX aggregators o Faces
\
'S =%
Interoperability layer Cross chain bridges Relay chains Oracles Legacy interfaces
. FN
N
AP 0~0
Application layer DApps Wallets e > (—%—\
Keepers
Users
Traders
Protocol layer Defi loans DeFi insurance DeFi exchanges Many ottier
protocols
Nati h kel
anve Tokens Stable coins v
Asset layer cryptocurrency ERC-20 Wrapped assets Tokenized assets
ETH, SOL, DOT ERC-721 B
Blockchain platform h Native
Settlement layer (Ethereum, Solana, cryptocurrency
L Polkadot) ETH, SOL, DOT




Decentralized @)

— 0~
Exchange
2 r
interface
Traders

Smart contract
(Price discovery + trade matching)

!

Trade clearing and settlement

Blockchain
y
y Vd —‘\
J/ \
' x
. -
x x
- 3 _
xXXy=k x+y=k (x xyxz)'3/ =k




O

m Deposits tokens and

redeems the principal
Lender loan amount and
interest

y Price oracle

Price feeds

DeFi Loan

smart contract Deposits collateral and m

borrows tokens

contains assets

Liquidates and earns
discount

O
M

Liquidator

O

Borrower

O corli v @ 0x64b5..a6A0 ~

@ 0x64..a6A0 D g O

ETH Balance

0.0833 gorETH

B3 Buy crypto

Transactions >
Language EN >

Dark theme (S




Confirm Swap X
Swap Tokens NFTs Pool Q, Search tokens and NFT collections
0.05 O ETH
v
0.0678274 o UNI
Swap &
1UNI= 073716 ETH
0.05 QFTH v
Expected Output 0.0678274 UNI
ce: 01521 Max A
Price Impact 0.00%
+
Minimum received after slippage 0.06749
0 06783 & UNI v (0.50%) UNI
Balance: 0.285
/\ Price Updated
1UNI = 0.73715 ETH M mated. You will receive st least 0.06749 UNI
E‘} Swap Tokens NFTs Pool Q  Search tokens and NFT collections
Pools
Create a pool ®
Migrate »
@ V2 liquidity
Learn m
Your active V3 liquidity positions will
appear here.
< Add Liquidity ClearAll UNI ETH {3}
Select Pair Set Price Range
9 ETH o & UNI e Current Price: 1.35721 UNI per ETH
0.05% fee tier
=
0% select
~\
Q| o3% 1% Your position will appear here.
table Best for most Best for exotic
pairs. pairs.
0% select 0% select

Deposit Amounts

0.05)

0197936

Min Price Max Price
i 1 + - 14993 +
O ETH UNI per ETH UNI per ETH
Balance: 0.1015 MAx Full Range
& UNI Preview

Balance: 0.3528 Max




Add Liquidity X

(.“.\ UNI/ETH  Inrange
& UNI 01979
O emH 0.04999
Fee Tier 0.05%
Selected Range UNI ETH
Min Price Max Price
0.667 1.00
ETH per UNI ETH per UNI
Your position will be 100% Your position will be 100%
composed of UNI at this price composed of ETH at this price

Current price

0.7368
ETH per UNI
Add
Pools
Your positions (5) Hide closed positions
) RBK/ETH 0.05% ® Inrange
Min: <0.001 RBK per ETH < Max: 1.00 RBK per ETH
> ADI/ETH 005% ® Inrange
Min: <0.001 ADI per ETH «— Max: 1.00 ADI per ETH
= ETH/RBK 0.3% ® In range

Min: 19.96 ETH per RBK < Max: 100.26 ETH per RBK

4 UNI/ETH o0.05% * In range
Min: 1.00 UNI per ETH < Max: 1.50 UNI per ETH

4) UNIJETH 005% © Closed
WMin: 0 UNI per ETH «— Max: oo UNI per ETH




.e UNI/ETH 005% @ Inrange Increase Liquidity QEEHUNCIRETIL: 137

Liquidity
UNI/WETH $_
0.05%
& UNI 2 01979 74%
O ETH 0.04999 26%

Unclaimed fees
& UNI 0

© ETH 0

Price range @ Inrange UNI ETH
Min price Max price
1.00 . 1.50
UNI per ETH UNI per ETH
Your position will be 100% ETH at this price. Your position will be 100% UNI at this price.

Current price

1.35721
UNI per ETH
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|
|
! JERFY
' WCKE NODE | " OTHER NODES
i REF LEDGER | —
[ LEADER T
USER |_TRANSACTION 1 | "NopE REPLICATE -
>
— » OTHER NODES]
| | LEDGER = /?Epuc LEDGER
I ATE
|
£, NODE
I ——» OTHER NODES|
e LEDGER
o
Q
o |

drequinox@drequinox-0P7010:-/Downloads$ . /pact
pact> 1234

1234

pact> (+ 1 2)

3

pact> (if (= (x 1 2) 3 "OK" "ERROR")
(interactive) :1:31: : unexpected

EOF, expected: ")", ";", ,
Boolean false, Boolean true,

Decimal literal, Integer literal,
String literal, Symbol literal,
list literal, pact, sexp, space

(if (= (+ 1 2) 3 "OK" "ERROR")

pact> (if (= (+1 2) 3) "OK" "ERROR")
|[0K||
pact>

1 |“Define keyset"

2 define-keyset ‘admin-keyset (read-keyset "admin-keyset"

3 "Define module"

4 addition admin-keyset

5 "Define function addition that takes 3 argument of type integer"
6 addition x y z integer

7  "Run format"

8 format "Result : {}" [ X y z))D

9

10

11 "Run addition function with three arbitrary numbers to add"
12 addition 432 4562 87




Env REPL Messages Module Explorer

; Welcome to the Pact interactive repl

;; Use 'LOAD into REPL' button to execute editor text

; then just type at the "pact>" prompt to interact!

;: To reset the REPL type 'reset'!
"Result : 5081"

pact> I

!/ )
St | Wallet |
contract code \\ /
/ J
keosd
EOSIO.CDT /
cleos
nodeos
Blockchain
4 B
Baker
Shell /
/ Validator
AN—
Economic
Protocol
(selt-amending)
— > «— | Endorser
HTTP /JSON
P2P layer \ (
T NODE Accuser
' _

Network




collection
phase

ledger
closing
phase

consensus
phase

Data Data
£ :
= Hashl Hash3 ...y HashN Hashher
Genesis input .m Counter1 FounterT Counter 3 Counter N 'm Caunter Nk >
o o

Time
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7 @
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\ / :
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The internet
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Resistor 330 ohm

Ribbon cable

admin.nodelnfo
enode:

id:

cat static-nodes.json

[
"enode://44352ede5b9e792e437c1c0431c1578ce3676a87elf588434af11299d30325c233c8d426fc
57a25380481c8a36fb3be2787375e932fb4885885f6452f6efa77f@92.168.0.19:30301"

> admin.peers

cap. eth/6
id: 31c Aaff1299d

network: {
localAddress: “1¢
remoteAddress:

b tocols: {
rotocols:
o eth: {

difficulty
head 52clebf511915bb618a




> admin.peers

localAddress:
remoteAddress:

3
protocols: {
eth: {

difficulty: A
head: "0x1188f58b4900al1d771d333141¢
version:




Raspberry Pi

Smart contract

Blockchain
ry
Web3 HTTP provider
(HTTP-RPC on TCP 8545)
v
NodeJS
A
v
LED control module
(door lock)
Raspberry Pi
Nolocalledger (Geth)
" Web3 HTTP provider Geth client Smart contract
o Remote Geth (RPC enabled) |~ .
HTTP-RPC on TCP 8545 Blockchain

LED control module
(door lock)




Passport

Scan

Scanner
and RFID
reader

Read data

system
frontend

Border control

ID and hash,

Yes / No

Smart contract
Blockchain

[n = = = u|
Check blacklist

IPFS
More details




