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Chapter 2: Bypassing Network Access Control 

 

 

























 

 

 

 

 

 

 

 

 

 

 

 



Chapter 3: Sniffing and Spoofing 

 

















 

 

 

 

 



Chapter 4: Windows Passwords on the Network 

 









 

 

 

 

 

 

 

 

 



Chapter 5: Assessing Network Security 

 

 



























 

 

 

 

 



Chapter 6: Cryptography and the Penetration Tester 

 























 

 

 

 

 

 

 

 

 

 



Chapter 7: Advanced Exploitation with Metasploit 

 













 

 

 

 

 

 

 

 

 

 



Chapter 8: Python Fundamentals 

 









 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 9: PowerShell Fundamentals 

 



















 

 

 

 

 

 

 

 

 

 

 

 



Chapter 10: Shellcoding – The Stack 

 











 

 

 

 

 

 

 

 

 

 

 

 



Chapter 11: Shellcoding – Bypassing Protections 

 



 

 











 



Chapter 12: Shellcoding – Evading Antivirus 

 













 

 

 

 

 

 

 

 



Chapter 13: Windows Kernel Attacks 

 







 

 

 

 

 

 

 



Chapter 14: Fuzzing Techniques 

 





















 

 

 

 

 

 

 



Chapter 15: Going Beyond the Foothold 

 















 



Chapter 16: Escalating Privileges 

 





















 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 17: Maintaining Access 

 











 

 


