Chapter 1: Introduction to Raspberry Pl and MQTT
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SD Memory Card Formatter for Mac Download

» Downloads

» 80 Association Whitepapers

> Simplificd Specificatizns

* 50 Memory Card Formatter

= 8D Mesiory Casd Formnatlar for
‘Windows. Downlcad

*FAQ

50 Association Brechure
Download

SD Memory Card Formatter
END USER LICENSE AGREEMENT

NOTICE:

BY DOWNLOADING, INSTALLING OR USING THE PRODUCT, THE ENTITY OR INDIVID-
LAL ENTERING INTD THIS AGREEMENT AGREES TO BE BOUND BY THE FOLLOWING
TERMES. IF ¥OU DO NOT AGREEE WITH ANY OF THESE TERME, OO NOT DOWNLOAD,
INSTALL, OR LSE THE PRODUCT, PROMETLY RETURM {IF APPLICABLE)} THE FROD-
UGT TO THE S0AOR YOUR S0A DISTRIBUTOR. IF YOU REJECT THIS AGREEMENT,
YOLWILL NOT ACQUIRE ANY LICENSE TO USE THE PEODUICT.

This Agreement (*Agreamant’) 15 between the entity or iIndividual entening Inta this Agrse-
ment (“You') and the S0 Card Associatan, a Galitarmia Mutual Benefit Corporation (“SDA').
SVOLT IREIIES You and your empleyees and Amiiates. "ARIate” |5 defined a8 an entity which
cantrols, |3 contralled by, of shares comman control with a party where such cantrol may ex-
Ist through cwnership of secunties of by contract. In addition to the restrictions Imposed un-
cer this Agreemeant, any other Usags restrictions contained In the Pracuct Installatien Instie-
tons or releass nates shall apply 1 Your use of he Product,

1. PRODUCT. “=DA Software” means the object code versian of the S0 Memory Card
Formatier

ﬂ SD Card Formatter - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SD Card
Formatter. Click Finish to exit the wizard.

< Back Cancel




B sD Card Formatter >

File Help
Select card
Card information
Type
Capacity

Formatting options
Quick format

Overwrite format
CHS format size adjustment

Volume label

Format

SD Logo, SDHC Logo and SDXC Logo are trademarks of SD-3C, LLC.

SD Card Formatter X

0 Formatting was successfully completed.

Volume information:

File system: FAT32

Capacity: 14.83 GB (15,923,150,848 bytes)
Free space: 14,83 GB (15,923,118,080 bytes)
Cluster size: 32 kilobytes

Volume label: BOOT

OK

Q gparted|




/dev/sda - GParted

View Device Partition Help
o
/dev/sda10 Jdev/sda12
135.24 GiB 93.80 GiB
Partition File System  Mount Point Label
Jdev/sda1 nkfs System Reserved
v [dev/sda2 @, [ extended
J/dev/sda9 M linux-swap
/dev/sda10 ©, [l exta /
unallocated unallocated
/devfsda11 [ linux-swap
Jdevfsda12 M exta
J/dev/sdas M rat32
[dev/sdas nkfs
unallocated [ unallocated
[dev/sda7 ntfs Txdata_STUDY
unallocated unallocated
Jdev/sdag @, Entertainment

0 operationsl. pending

GParted Edit

ntfs

[/media/fton...

Partition Help

Size
500.00 MiB
465.27 GiB

3.26 GiB
135.24 GiB

1.18 MiB

6.52 GiB

93.80GiB
2.05GiB
43.46 GiB

3.00 MiB

34.91GiB

2.00 MiB
146.03 GiB

[E) /dev/sda (as5.76GiB) ~

Jdev/sda8
146.03 GiB
Used Unused Flags
362.80 MiB 137.20 MiB boot
- — lba
0.00B 3.26 GiB
118.62 GiB 16.62 GiB
0.00B 6.52 GiB
32.02 GiB 61.79 GiB
8.02 MiB 2.04GiB lba
40.46 GiB 3.00GiB
27.12 GiB 7.79GiB
134.86 GiB 11.16 GiB

B /dev/sda  (20.00GiB) |
(7.70 GiB)
Jdev/sda1
20.00 GiB
Partition File System Mount Point Size Used Unused Flags
fdevfsda1 €. [l exta / 20.00 GiB 13.18 GiB 6.82 GiB boot
unallocated unallocated 1.00 MiB — -
Jdev/sdb1
14.65 GiB
i
Partition File System Mount Point Size Used Unused Flags
fdevfsdb1 = I Fat32 [media/ex... 4.64 GiB boot, Iba

0 operations pending

TR




Partition

© =S [)/dev/sdb  (7.70GiB) *

Jdev/sdb1
7.70GiB

Partition File System sed Unused Flags

2.06 MiB 7.69 GiB boot, lba

fat16

fat32

linux-swap
Manage Flags
Check
Label File System W ntfs
New UUID

InfFormation

8% Format /dev/sdb1 as ntfs

1 operation pending

GParted Edit View Device Partition Help

& (@) /dev/sdb

Apply All Operations
7.70GiB

(7.70GiB) ~

Apply operations to device %
Jdev/sdb1 M

© Areyou sure you want to apply the pending operations?

Editing partitions has the potential to cause LOSS of DATA.
You are advised to backup your data before proceeding.

Cancel Apply

Flags

% Format /dev/sdb1 as ntfs




Applying pending operations
Depending on the number and type of operations this might take a long time.

Format /dev/sdb1 as nkfs

mkntfs -Q -v -F -L "' ‘fdev/sdb1'

Completed Operations:

0 of 1 operations completed
» Details

Cancel

Applying pending operations
Depending on the number and type of operations this might take a long time.

Completed Operations:

All operations successfully completed

b Details

Save Details

[ X ] Raspberry B imager v1.4

Raspberry Pi

Install Raspberry Pi 0S using
Raspberry Pi Imager

Raspberry Pi Imager is the quick and easy way to install
Raspberry Pi OS and other operating systems to a
microSD card, ready to use with your Raspberry Pi.

Watch our 40-second video to learn how to install an S - =
. . . CHOOSE OS CHOOSE SD CARD
operating system using Raspberry Pi Imager. _

Download and install Raspberry Pi lmager to a computer
with an SD card reader. Put the SD card you'll use with
your Raspberry Pi into the reader and run Raspberry Pi
Imager.

Download for Windows

Download for mac0S

Download for Ubuntu for x86




‘ Raspberry Pi Imager v1.5 - X

Raspberry Pi

Operating System SD Card

CHOOSE 0S8 CHOOSE SD CARD

Operating System X

Raspberry Pi OS (32-bit)

A port of Debian with the Raspberry Pi Desktop (Recommended)
Released: 2021-01-11

Online - 1.1 GB download

Raspberry Pi OS (other)

Other Raspberry Pi OS based images

Other general purpose 0S )
Other general purpose Operating Systems

Media player - Kodi 0S8
Kodi based Media player operating systems

T OE & &

Emulation and game 0S )

SD Card X

.I, USB Mass Storage Device USB Device - 15.9 GB
Mounted as F:\




Raspberry Pi

Operating System SD Card

RASPBERRY PI OS (32-BIT) USB MASS STORA...

' Raspberry Pi Imager v1.5 — X

Raspberry Pi

Operating System

Writing... 21%

CANCEL WRITE
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Welcome to Raspberry Pi

Set Country

Enter the details of your location. This is used to set the language,
time zone, keyboard and other international settings.

Country: United Kingdom -
Language: British English -
Timezone: London -

Use English language Use US keyboard

Press 'Next' when you have made your selection.

Back




Welcome to Raspberry Pi

Change Password

The default 'pi’ user account currently has the password raspberry’.

It Is strongly recommended that you change this to a different
password that only you know.

Enter new password:

Confirm new password:

+ Hide characters

Press 'Next' to activate your new password.

Back

Welcome to Raspberry Pi

Select WiFi Network

Select your WiFi network from the list.

BTHub6-M6TW

BTWifi-with-FON

MOHWLAN
SKY68786
. TNCAPD8FBD3.

Press 'Next' to connect, or 'Skip' to continue without connecting.

Back

Welcome to Raspberry Pi

Update Software

The operating system and applications will now be checked and

updated if necessary. This may involve a large download.

Press 'Nex
without ch

Reading update list - please wait ..

nue

Back




Welcome to Raspberry Pi v X
’ Setup Complete

Your Raspberry Pi is now set up and ready to go.
' @ To run applications, click the raspberry icon in

the top left comer of the screen to open the
menu.

Press 'Restart’ to restart your Raspberry Pi to load the new settings,
or press 'Later to close this window and restart manually later.

Back Later |
SSH Client SSH Server
| 1. Client initiates the connection by contacting server
< 2. Sends server public key |
) < 3. Negotiate parameters and open secure channel

4. User login to server host operating system

Appearance Settings
(8 Keyboard and Mouse
Main Menu Editor

== Print Settings

‘ Raspberry Pi Configuration

‘ Recommended Software

; Screen Configuration




System Display ‘ Performance | Localisation
Camera: Enable = Disable
SSH: Enable e Disable
VNC: Enable ¢ Disable
SPI: Enable * Disable
12C: Enable e Disable
Serial Port: Enable ¢ Disable
| | Serial Console: Enable Disable
1-Wire: Enable e Disable
Remote GPIO: Enable s Disable
Cancel OK

Raspberry Pi Configuration

System Display Interfaces Performance | Localisation
Camera: Enable o Disable
SSH: * Enable Disable
VNC: * Enable Disable
SPI: Enable ¢ Disable
12C: Enable e Disable
Serial Port: Enable e Disable
Serial Console: ®) Enable Disable
1-Wire: Enable * Disable
Remote GPIO: Enable e Disable

Cancel OK
\Ve 7 %) 1921
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NC Logo




VNC

Vnc ConneCT by RealVMNC ‘ Raspberry Pi Edition - Service Mode % R El

Connectivity Security
=2 [192.168.1.22 @ ldentity check
Connecting users can enter this address in ¥NC When prompted, connecting users should check far
Miewer matching details
Sign in to enable cloud connectivity or learn more Signature
ahout the benefits 36-13-81-06-e7-he-gd-91
Catchphrase

» Other ways to connect Harvard Maharajah patrol. hMarina sonar kitchen

&y Authentication

When prompted, connecting users should enter their
UKL uger name and passward.

Hon-commercial use only. Download ¥HC Viewer and get connected.

<« Cc O @& realvnc.com/en/connect/download/viewer/ B & % » m

Realvnc (@ Service status Products v Company v Contact us EN v Signin

VNC CONNEeCT Discover - Pricing Download - Support Partners -

VNC® Connect consists of VNC® Viewer and VNC® Server

Download VNC® Viewer to the device you want to control from, below. Make sure you've installed VNC® Server on the
computer you want to control.

=- .’ Q ' iOS 'ﬁl e 50[5?{'5 wux

Windows mac0S Linux Raspberry Pi ios Android Chrome Solaris HP-UX AlX

Download VNC Viewer

SHA-256: 6764e39303b4c49e8401e91878b1b26e3706ab5ffb4bacsfee6334ecfe3363ae

EXE x86/x64 <
VNC Viewer = HK
File View Help
vnc COEQSUCN.! Enter a VNC Server address or search ‘ & Signin.. ¥

AN
L
There are no computers in your address book at present.

Sign in to your RealVNC account to automatically discover team computers.

Alternatively, enter the VNC Server IP address or hostname in the Search bar to connect directly.




Authentication X

Authenticate to VNC Server
192.168.1.15:5900 (TCP)

Enter VMNC Server credentials
{(Hint: NOT your RealVNC account details)

Username;
Password: Q
[ ] Remember password Forgot password?

Catchphrase: Edition forum Oberon. Canvas formula miracle.

Signature; T4-6e-bc-eb-9e-ad-fd-48

Ok Cancel




Ised.

clients armhf

2+rpil+deb11u2)

e mosquitto.service - Mosquitto MQTT v3.1/v3.1.1 Broker
Loaded: loaded (/lib/systemd/system/mosquitto.service; enabled; vendor preset:
enabled)
Active: active (running) since Tue 2021-83-16 16:33:36 IST; 3min 39s ago
Docs: man:mosquitto.conf(5)
man:mosquitto(3)
Main PID: 2667 (mosquitto)
Tasks: 1 (limit: 2062)
CGroup: /system.slice/mosquitto.service
L2607 fusr/sbin/mosquitto -c /etc/mosquitto/mosquitto.conf

Mar 16 16:33:30 raspberrypi systemd[1]: Starting Mosquitto MQTT v3.1/v3.1.1 Broke
[Foc o

Mar 16 16:33:30 raspberrypl systemd[1]: Started Mosquitto MQTT v3.1/v3.1.1 Broke
r.

1 Tabs Help File Edit Tabs Help
pi@raspberrypi: mosquitto_sub -v -t test/messagefjP aspherrypi: mosquitto _pub -t test/nm je -m "Hello world!"
sage Hello World! aspberrypi:




Chapter 2: MQTT in Detail

Database

=

o,

F/ i ) Dashboard
MQTT Broker (Pi )
Sensor Node z 4 '\ I
// MQTT Client 4
MQTT Client 1
e — MQTT Client 3
MQTT Client 2
1
Connect Packet
2
Connack Packet MQTT
Broker
3
Publish/Subscribe
Bit 7 | s | 5 | a4 3 TEE 0
byte 1 MQTT Control Packet type (1) Reserved
o | o | o | 1 0 o | o 0
byte 2... Remaining Length
Bit 7 6 5 4 | 3 2 1 0
User Name Password Will Retain Will QoS Will Flag Clean Reserved
Flag Flag Session
byte 8 X X X X | X X X 0




clientId:

cleanSession:

username (optional):
password (optional):
lastWillTopic (optional):
lastWillQos (optional):
lastWillMessage (opt.):

CONNECT )

“ExampleClient”
true

"userl”
“password"”
“/test/1"

1

“"unexpected exit"

J

lastWillRetain (optional): false
wepAlive: 60
sessionPresent: true
returnCode: 0

€A

Temperature

Monitor

-

5

J

puvish e SUGRLN Receive 27°C
Broker
Mobile

Application



[ Fixed Header | Variable Header Message Payload

\ 0 I\

Y Y Y

MQTT Control Topic Name
Packet Type (4 bits)

Example (TSON):
Packet Identifier { tfemperature’: 25 }

DUP Flag (1 bit)
RETAIN Flag (1bit)
QoS Level (2 bits)

FPUBLISH )

Topic : test/temperature
QoS Level: 0
Payload : {'temp' : 25}
Retain Flag : 0
\DUP Flag : 0 j
[ Fixed Header | Variable Header Message Payload
L )\ A
Y Y Y
MQTT Conftrol Packet Identifier MSB Topic Filter

Packet Type (4 bits)

Packet Identifier LSB Requested QoS




/Subscr'ibe

Topic : test/temperature
QoS Level: 0

Topic: test/humidity
QoS Level: 1

{ Configuring wireshark-common |

Dumpcap can be installed in a way that allows members of the "wireshark" system group to capture packets. This is
recommended over the alternative of running Wireshark/Tshark directly as root, because less of the code will run with
elevated privileges.

For more detailed information please see /usr/share/doc/wireshark-common/README.Debian.

Enabling this feature may be a security risk, so it is disabled by default. If in doubt, it is suggested to leave it
disabled.

Should non-superusers be able to capture packets?

<Yes>

The Wireshark Network Analyzer v oA X
File Edit View Go Capiure Analyze Statistics Telephony Wireless Tools Help

ARJOEBERE L« vk IEE
II |'~".p::-|',.- adisplay filter ... <Ctrl-/> = 'J :

| Welcome to Wireshark

Capture

..using this filter: [ |E|:l»;—'| a capture filter .. -| | Allinterfaces shown «|

any RN PN
Loopback: lo
eth0
bluetoothO
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
@® Random packet generator:; randpkt
@® systernd Journal Export: sdjournal
@ SSH remote capture: sshdump
® UDP Listener remote capture: udpdump =

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.4.10 (Git v3.4.10 packaged as 3.4.10-0+deb11u1),

7 Ready to load or capture No Packets Profile: Default




*wlan0 v A X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN Z@NBREB OLc>vkIEEH e aE

[I|mqtt-=:::= Type MQTT here and then press Enter BE3 “ +
No. |matt Source Destination Protocol  Length Info =

matlsn  5g34598  192.168.1.22 192.168.1.9 VNC 1514

295 1.496838969  192.168.1.22 192.168.1.9 VNC 1514

296 1.497292186 192.168.1.22 192.168.1.9 VNC 1514

297 1.497297963 192.168.1.22 192.168.1.9 VNC 1514

298 1.497314222  192.168.1.22 192.168.1.9 VNC 1514

299 1.497318370 192.168.1.22 192.168.1.9 VINC 1514

300 1.497763736 192.168.1.22 192.168.1.9 VNC 1514

301 1.497769495 192.168.1.22 192.168.1.9 VNC 1514

K I [
v Frame 1: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface wlan®, id @
v Ethernet II, Src: HonHaiPr_2a:54:39 (44:1c:aB:2a:54:39), Dst: Raspberr_6b:c5:4a (e4:57:01:6b:c5:4¢
+ Internet Protocol Version 4, Src: 192.168.1.9, Dst: 192.168.1.22
» Transmission Control Protocol, Src Port: 60528, Dst Port: 5900, Seq: 1, Ack: 1, Len: 27

Virtual Network Computing

-'OGE‘G e4 5 01 6b c5 4a 44 1c a8 2a 54 39 0B 00 45 00 -_+k-JD- -*T9.-E-

06160 B0 43 c3 96 40 00 80 06 b3 ae cO a8 01 09 cO a8 E@
0E20 @1 16 ec 68 17 O¢c 59 11 52 de 21 28 4f a9 50 18 co:h--¥- R-1{(0-P-
06260 01 fd ab 62 G0 00 OO0 P9 6b bc a® e6 cd dc 33 3f vesbeovs ke 37
00460 dil cf 7a 61 bc ca 64 56 12 ed d4 b7 f7 2b 82 ¢0@ - .za..dv - ... +.
0e50 87 .
_ © ¥ MQ Telemetry Transport Protocol: Protacol Packets: 301 - Displayed: 301 (100.0%)  Profile: Default
*wlan0 v A X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 0B RE 0> sk EEeaafE

Il matt _-J'I'l'

Ng. Time Source Destination Protocol |Length Info

Press this button to start
the packet capture

No. le‘me VSource . .bestl}\atnbn FProtocc;I >Leng1rh: lnfo .
157 7.544469.. 192.168.1. 192.168.1.22 MQTT 68 Connect Command
159 7.545236.. 192.168.1.22 192.168.1.9 MQTT 58 Connect Ack
160 7.548200.. 192.168.1.9 192.168.1.22 MQTT 80 Subscribe Request (id=1) [sensors/temperature]
162 7.548508.. 192.168.1.22 192.168.1.9 MQTT 59 Subscribe Ack (id=1)
2519.716409.. 192.168.1.9 192.168.1.22 MQTT 68 Connect Command
253 9.717046.. 192.168.1.22 192.168.1.9 MQTT 58 Connect Ack
254 9,719985.. 192.168.1.9 192.168.1.22 MQTT 79 Publish Message [sensors/temperature]

257 9.720243.. 192.168.1.22 192.168.1.9 MQTT 79 Publish Message [sensors/temperature]

MQTT 68 Connect Command
MQTT 58 Connect Ack
MQTT 80 Subscribe Request (id=1) [sensors/temperature]

MQTT 59 Subscribe Ack (id=1)



~ MQ Telemetry Transport Protocol, Connect Command
» Header Flags: 0x10, Message Type: Connect Command
Msg Len: 12
Protocol Name Length: 4
Protocol Name: MQTT
Version: MQTT v3.1.1 (4)
- Connect Flags: @x02, QoS Level: At most once delivery (Fire and Forget), Clean Session Flag
....... = User Name Flag: Not set
Password Flag: Not set
Will Retain: Not set
QoS Level: At most once delivery (Fire and Forget) (0)
Will Flag: Wot set
Clean Session Flag: Set
(Reserved): Not set

)
@

e @ -

o w m

@ =
n

Keep Alive: 60
Client ID Length: ©
Client ID:

~ MQ Telemetry Transport Protocol, Ping Request
~ Header Flags: 0xcO, Message Type: Ping Request
> 1160 .... = Message Type: Ping Request (12)
... 0DOO = Reserved: 0
Msg Len: ©

MQTT 56|Ping Reguest|
MQTT 56 [P1ng Response

~ MQ Telemetry Transport Protocol, Ping Response
~ Header Flags: 0xd®, Message Type: Ping Response
. 1101 .... Message Type: Ping Response (13)
- . 0POO = Reserved: 0
Msg Len: @

- MQ Telemetry Transport Protocol, Connect Ack
-~ Header Flags: ©x20, Message Type: Connect Ack
010 .... = Message Type: Connect Ack (2)
«... 0000 = Reserved: ©
Msg Len: 2
* Acknowledge Flags: Ox08
0O80 606. = Reserved: Not set
... ...0 = Session Present: Not set
Return Code: Connection Accepted (@)

-~ MQ Telemetry Transport Protocol, Subscribe Request
~ Header Flags: 0x82, Message Type: Subscribe Request

18600 .... = Message Type: Subscribe Reguest (8)
.... BP1O = Reserved: 2
Msg Len: 24

Message Identifier: 1

Topic Length: 19

Topic: sensors/temperature

Requested Qo5: At most once delivery (Fire and Forget) (@)

= MQ Telemetry Transport Protocol, Subscribe Ack
~ Header Flags: ©Ox90, Message Type: Subscribe Ack

1001 .... = Message Type: Subscribe Ack (9)
..., BBOO = Reserved: 0
Msg Len: 3

Message Identifier: 1
Granted QoS: At most once delivery (Fire and Forget) (©)



MQTT 68 Connect Command
MQTT 58 Connect Ack
MQTT 79 Publish Message [sensors/temperature]

CONNECT Packet

~ MQ Telemetry Transport Protocol, Connect Command
~ Header Flags: 0x10, Message Type: Connect Command
0001 .... = Message Type: Connect Command (1)
.... 00OO = Reserved: 0
Msg Len: 12
Protocol Name Length: 4
Protocol Name: MQTT
Version: MQTT v3.1.1 (4)
» Connect Flags: 0x02, QoS Level: At most once delivery (Fire and Forget), Clean Session Flag
Keep Alive: 60
Client ID Length: ©
Client ID:

CONNACK Packet

~ MQ Telemetry Transport Protocol, Connect Ack
~ Header Flags: 0x20, Message Type: Connect Ack
0010 ... Message Type: Connect Ack (2)
. 0000 = Reserved: 0
Msg Len: 2
~ Acknowledge Flags: 0x00
0000 000. = Reserved: Not set
.... ...0 = Session Present: Not set
Return Code: Connection Accepted (0)

MQ Telemetry Transport Protocol, Publish Message
~ Header Flags: 0x30, Message Type: Publish Message

@011 .... = Message Type: Publish Message (3)
v B, = DUP Flag: Not set
.00. = QoS Level: At most once delivery (Fire and Forget) (8)
.vev. ...0 = Retain: Not set
Msg Len: 23

Topic Length: 19
Topic: sensors/temperature
Message: 3237

1 31 DIGIT ONE

2 32 DIGIT TWO

3 33 DIGIT THREE
4 34 DIGIT FOUR
5 35 DIGIT FIVE

6 36 DIGIT 5IX

7 37 DIGIT SEVEN
8 38 DIGIT EIGHT

MQ Telemetry Transport Protocol, Disconnect Req
~ Header Flags: ©xe®, Message Type: Disconnect Reqg
1110 .... Message Type: Disconnect Reqg (14)
..., OBOO = Reserved: 0O
Msg Len: @



Chapter 3: Introduction to ESP Development Boards
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DOWNLOAD OPTIONS

©9) Arduino IDE 1.8.19 Windows win- and newer

Windows zIP file

The open-source Arduino Software (IDE) makes it easy to write code  [REAICIUEE Y LIS S L NNCUST
and upload it to the board. This software can be used with any
Arduino board.

Linux 32 bits
Linux 64 bits
Linux ARM 32 bits

Refer to the Getting Started page for Installation instructions. .
LinuX ARM 64 bits

SOURCE CODE Mac OS X 10.10 or newer

Active development of the Arduino software is hosted by GitHub.
See the instructions for building the code. Latest release source

code archives are available here. The archives are PGP-signed so ST (R )
they can be verified using this gpg key.

Release Notes

Preferences X
© Blink | Arduino 1.8.19 (Windows Store 1.8.57.0) Settings | Network
File Edit Sketch Tools Help Sketchbook location:
C:\Users\acer\Documents\Arduino Browse
New Ctrl+N CUserslcer A | |
Editor language: System Default v uires restart of Arduino
Open.. Ctrl+O guage | | e )
Editor font size: -14
Open Recent >
Interface scale: /] Automatic | 100 % (requires restart of Arduino)
Sketchbook >
Theme: (requires restart of Arduino)
Examples >
Show verbose output during: [ ]compllation [ ]upload
Close Ctrl+W . A
Compiler warnings:
Save Ctrl+S ne second, [ ]Display line numbers [ JEnable Code Folding
Save As... Ctrl+Shift+S [] Verify code after upload [JUse external editor
) Check for updates on startup Save when verifying or uploading
Page Setup  Ctrl+Shift+P [ Use accessibility features
Print Ctrl+P Additional Boards Manager URLs: | | E[
at pin ths More preferences can be edited directly in the file
nical Spec C:\Users\acer\Documents\ArduinoData\preferences.txt
Quit Ctrl+Q c/en/Main/ (edit only when Arduino is not running)

Boards Manager X
Type ‘ All v| |E5p |
Arduino Industrial 101, Linino One. 2

Online Help

More Info

mnstall
esp32

by Espressif Systems version 1.0.4 INSTALLED

Boards included in this package:

ESP32 Dev Module, WEMOS Lolin32, WEMOS D1 MINI ESP32.
More Info

esp8266

by ESP8266 Community version 2.7.4 INSTALLED

Boards included in this package:

Generic ESP8266 Module, Generic ESP8285 Module, ESPDuino (ESP-13 Module), Adafruit Feather HUZZAH ESP8266, Invent One, XinaBox CWO01,
ESPresso Lite 1.0, ESPresso Lite 2.0, Phoenix 1.0, Phoenix 2.0, NodeMCU 0.9 (ESP-12 Module), NodeMCU 1.0 (ESP-12E Module), Olimex
MOD-WIFI-ESP8266(-DEV), SparkFun ESP8266 Thing, SparkFun ESP8266 Thing Dev, SparkFun Blynk Board, SweetPea ESP-210, LOLIN(WEMOS)
D1 R2 & mini, LOLIN(WEMQS) D1 mini Pro, LOLIN(WEMQS) D1 mini Lite, WeMos D1 R1, ESPino (ESP-12 Module), ThaiEasyElec's ESPino, WifInfo,
Arduino, 4D Systems gen4 IoD Range, Digistump Oak, WiFiduino, Amperka WiFi Slot, Seeed Wio Link, ESPectro Core, Schirmilabs Eduino WiFi,
ITEAD Sonoff, DOIT ESP-Mx DevKit (ESP8285).

Online Help
More Info
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Do not Connect (used by internal Flash]

e—— Inputonly

e—— Input / Output

~\— PLM Output
GPIO pins are not 5V tolerant

boolean connect (clientlD, [username, password], [willTopic, willQoS, willRetain, willMessage], [cleanSession])

Connects the client.

Parameters

» clientlD const char[] - the client ID to use when connecting to the server

« Credentials - (optional)
o username const char[] - the username to use. If NULL, no username or password is used
o password const char[] - the password to use. If NULL, no password is used

s Will - (optional)
o willTopic const char[] - the topic to be used by the will message
o willQoS int: 8,1 or 2 - the quality of service to be used by the will message
o willRetain boclean - whether the will should be published with the retain flag
o willMessage const char[] - the payload of the will message

» cleanSession boolean (optional) - whether to connect clean-session or not

Returns
» false - connection failed
» true - connection succeeded



boolean publish (fopic, payload, [length], [retained)])

Publishes a message to the specified topic.

Parameters
» topic const char[] - the topic to publish to
» payload const char[], byte[] - the message to publish
» length unsigned int (optional) - the length of the payload. Required if payload is a byte[]
» retained boolean (optional) - whether the message should be retained
o false - not retained
o true - retained

Returns
» false - publish failed, either connection lost or message too large
» true - publish succeeded

boolean subscribe (fopic, [qos])

Subscribes to messages published to the specified topic.

Parameters
» {opic const char[] - the topic to subscribe to
* (JOS int: @ or 1 only (optional) - the qos to subscribe at

Returns
+ false - sending the subscribe failed, either connection lost or message too large
» true - sending the subscribe succeeded

NodeMCU Output
Pi MQTT Subscriber Terminal P
© com3 - a X

pi@raspberrypi: ~ v oA X -

File Edit Tabs Help

pi@raspberrypi:~ $ mosquitto_sub -v -t outTopic
WiFi connected

outTopic hello world #3
outTopic hello world #4 IP address:

outTopic hello world #5 192.168.1.30

I Attempting MQTT connection...connected
Publish message: hello world #1
Publish message: hello world #2

Pi MQTT Publisher Terminal Publish message: hello world #3
Message arrived [inTopic/LED] 1
Publish message: hello world #4

pi@raspberrypi:~ $ mosquitto_pub -t inTopic/LED -m 1
pi@raspberrypi:~ $ mosquitto_pub -t inTopic/LED -m © Message arrived [inTopic/LED] 0

pi@raspberrypi:~ s || Publish message: hello world #5
Publish message: hello world #6
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¥ common

complete
e
\_ status

link in

link out

comment
~ function

function
swilch
change

range

template

Flow 1

complete
| caten

status

comment
~ function

function
switch
change
range

template

bal Configuration Nodes

ES| Flow 1

Flow

E9) Flow 1

Flow

"1186cBeS5.73ec17"

| Configuration Nodes

"1186c8e5.73ec7"

=<, Node-RED

fink in

link out

comment

~ function

Flow 1

This option is used
to access the
external Node-RED
external Libraries

View

Import
Export

Search flows

Subfiows

Groups

Manage palette

Settings

Keyboard shor
Node-RED website
V135




=<, Node-RED

Q Flow 1 + - i info i (& » B -

v ocommon

v Flows

inject Drag & Drop Connect > B3 Flow 1
._ 1 . > Global Configuration Nodes

[ timestamp

complete

S Drag & Drop E Flow =

catch <
Flow "5ca381a4500a96ad”
status
link in o
link call
link out
-

Y all nodes ~ dal ~

Demo Output 3/19/2022, 5:17:53 PM  node: 85d08cd05b573a9f

Message \
imsg.payload : number

1647690474196

|
J 3/19/2022, 5:17:56 PM node: 85d08cd05b573asf
msg.payload : number

Pressing this will trigger the 1647690477105
flow and print the timestamp
on Debug window.
Edit inject node Edit inject node
Delete Cancel Delete Cancel
# Properties & B H 1 Properties & B =
W Name Name % Name N
= msg. payload =+ timestamp x = msg. payload =]+ % Hello wortat | -
msg
= | msg. topic = flow x = msg. topic ] x
global
Choose string F — T¥pe the tring ofyour
from the 3 choice (Hel :;Worh. In
dropdown and © boolean mz’ EEST] a‘n 5:‘;0&
select the {3 950N in erv: value to
interval option in 1 puffer seconds.
ul
the Repeat B =
dropdown. © timestamp T
J: expression .
O Inject once after | 1 seconds, then
Fadd $ env variable
C\Inject once after 0.1 | seconds, then CRepeat Interval A
C Repeat every 10 o seconds w
O Enabled O Enabled

Y allnodes ~ @al -

3/19/2022, 5:30:42 PM ] node: 85d08cd05b573asf

msg.payload : string[12]

10-second

interval "Hello World!™

3/19/2022, 5:30:52 PM | node: 85d08cd05b573ast

Ol perewonas ¢ - SR @

This flow will print “Hello World!” in
the debug window every 10 seconds.

msg.payload : string[12]

"Hello World!"




v common

Drag & Drop ——

o oo

complete ()

Found at the
» bottom of
the pallete

v Raspberry Pi

rpi - gpio in

U

rpi - gpio out Drag & Drop

&

rpi - mouse

rpi - keyboard

i

Edit| Inject Node 1 Edit| RPI1 GPIO Out Node
Delete Cancel Done Delete Cancel

1 Properties | & B H | @ Properties LA
i &P 3.3V Power - 1 2.5V Power B
% Name | OFF |—-| Give it the name "OFF" | SDAT-GPIO02-3 0 | 4- 5V Power
A SCL1-GPIO03-5 O | 6-Ground
= msg. payload = |v © false v x SRIO0 - 7010 8-GRIOT - TiD
T Ground-9 | O 10- GPIO15 - RxD oo s
- oo § GPIO17- 11 O [[® 12- GPIO18 SPIO bullet.
ge type to Boolean GPIO27-13 O | 14 - Ground

and set value as False. GPI022-150 | O 16- GPIO23

3.3V Power - 17 O 18- GPI024

Edit| Inject Node 2 MOSI - GPIO10- 19 O 20 - Ground

MISO - GPI009 - 21 O | O 22 - GPIO25
Delete Cancel SCLK-GPIO11-23 O [ O 24- GPIOB - CEO
Ground - 25 O 26 - GPIO7 - CE1
sD-27 28-SC

GPIO05-29 O 30 - Ground
GPI006-31 O | O 32- GPIO12

.uProperties . & B | H

% Name | ON I—-I Give it the name “ON"

R GPIO13-33 0 | 34- Ground
= | msg. payload =|v ® tue - | x GPIO19-35 O | O 36- GPIO16

l GPI026 - 37 O | O 38 - GPIO20
= msg. topic =+ x Ground - 39 O 40- GPIO21

Change type to Boolean
and set value as False.

BCMGPIO 18




fritzing
v network
mattin (-
att T e MQTT nodes we
will be using in the
b maqtt out } / upcoming projects.
httpin
L
Thttp response
- h A
C ttp request ()
websocket in(
websocket
out
T
2 won [
Edit mqtt in node Edit mqtt out node
Delete Gancel Delete Cancel Done
@& Properties & B H
— # Properties & B H
@ Server I Add new maqtt-broker... vl s
Q@ Server I Add new mgtt-broker... vI s
= Topic
Topic | Topic I
® QoS
& Output auto-detect (string or buffer) v ©Qos D Retain v
¥ Name Name % Name
Tip: Leave topic, qos or retain blank if you want to set them via msg
properties.




Edit mgtt out node > Edit mqtt-broker node

Delete Cancel

£+ Properties 5d B

¥ Name Raspberry Pi MQTT Broker

Connection Security Messages
Q@ Server Your_Pi_IP_Address Port 1883
0O UseTLS

£ Protocol MQTT V3.1.1 v

% Client ID Leave blank for auto generated

P KeepAlive | 60

i Session Use clean session
User Settings
View Nodes Install

L sort:| IF | a-z | recent s
Keyboard —
Q node-red-dashboard| 10/3360 X

Palette

© node-red-dashboard &
A set of dashboard nodes for Node-RED
W 2300 B& 4daysago

Press this to install
the module

"~

© node-red-node-ui-list @

Node-RED Dashboard Ul widget node for simple list

W 035 B8 1monthago

© node-red-node-ui-vega &

install

Node-RED Ul widget node for Veega visualization grammar

8 020 1 month ago

© node-red-node-ui-table
Table Ul widget node for Node-RED Dashboard

W 0311 B 5daysago

© node-red-node-ui-iframe &

install

install

Node-RED Ul widget node for embedding web page

W 021 B 4months ago

© node-red-node-ui-webcam

A Node-RED ui node to canture imaaes from a wehcam

install



v dashboard

ton > S w0

s
SR

numeric gj (J |~ &

text input gj

Eﬁ colour pickergj ®</>

|Mdashboard | i & % & S -

Ay Al s s e sl e

.
Layout | Site Theme &
Tabs & Links A
! s
Sub-tabs available in the Click + tab to create
dashboard pane. Layout is to a new tab. DO the
define the dashboard layout, same with the + link
Site is for some website- button. Finally, the
specific customizations. The button on the top
Theme sub-tab is to set the right opens the
theme of the dashboard. dashboard in a new
tab.
-

The three-line icon

opens the menu for
available tabs, which
is shown here




Edit dashboard tab node
Delete Cancel
# Properties
% Name I Project 2
[ Icon dashboard
@ state © Enabled Rename the tab and click
the Update button.
@ Nav. Menu © Visible

Ll dashboard

Layout

Tabs & Links

The Icon field can be either a Material Design icon (e.g. ‘check’, ‘close’)
or a Font Awesome icon (e.g. fa-fire’), or a Weather icon (e.g. 'wi-wu-

sunny’).

You can use the full set of google material icons if you add 'mi-' to the
icon name. e.g. 'mi-videogame_asset'.

o

Edit dashboard group node
Delete Cancel
i Properties
% Name | NodeMCU
B8 Tab Project 2 v &
= Width 6

Display group name

Rename the group and
click the Update button.

O Allow group to be collapsed

Site

£ -
Theme )
# | ¥ | <tab | 4 link
[l dashboard i & | % =
Layout | Site Theme &y
Tabs & Links PN
= @ Tab 1 * group 4
l After clicking the + tab
button, just hover your
mouse over the tab and
click the edit button.
lul dashboard i & % |« =
Layout | Site Theme 2y
Tabs & Links a | ¥ | #tab | #link

v & Project 2 # edit | # layout

+ spacer II edit I

> B Group 1

After clicking the + group
button, just hover your
mouse over the tab and
click the edit button.




=<, Node-RED

Q filter nodes Flow 1 + -

v network -

mgtt in G Drag & Drop
Ib maqtt out

http in (@]

Chttp response

5] http request () Eﬁ switch1 : [é matt

<
v dashboard
Found further

S down the
él colour picker () Palette
J‘:l switch ~ ()—f—————— Drag & Drop
T i
b slider () -
el ||, ,

alv -0+

) NodeMCULED () Publishto Topic |

@ connected

Edit switch node

Edit mqtt out node -
- For the server address, just add
Delete Cance Delete Cance! .
the static IP address of your PI
5 Fiopeciee © Properties LI =
(you can get it through the
— 4 osover  [Fasppeny rart Boer o B ipconfig command). Then add a
P | e hiine Name of your choice and click
Tue [roseucuLen | the Update button.
@0Qos 0 v D Retain v
© Tooltip
Gion = . ® Name IPubhsh to Topic I r‘. ool et o
P Pass through wsg If payload matches new state: Tip: Leave topic, qos or retain biank If you want to set them via msg © Properties.
3 When clicked, send: properties.
O [T ]
On Pa)(cadlv %1 I
oﬂPnyoacI- %0 I
Topic » msg. topic
® Name Immucu LED I
One-time setup for MQTT server is S
e required. Please refer to the screenshot | " ©
beside this box for reference. Change
Select the Group we created and Name to anything of your choice. After
change the Label and Name text to that, just change Topic to “project2/led”
“NodeMCU LED". For On Payload, and click Done.
select string “1” and for Off

Payload, select string “0”. Then
click Done.

Project 2

NodeMCU

NodeMCU LED [
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NodeMCU

node-red-start
Start

Once Node-RED has started, point a browser at http://192.168.1.22:1880
On Pi Node-RED works better with the Firefox or Chrome browser

Use to stop Node-RED

Use to start Node-RED again

Use to view the recent log output

Use to autostart Node-RED at every boot
Use to disable autostart on bhoot

To find more nodes and example flows - go to http://flows.nodered.org

Starting as a systemd service.
6 Apr 15:36:26 - [info]
Welcome to Node-RED

Node-RED version: v2.2.2
[info]l Node.js version: v14.19.1
[info] Linux 5.10.92-v71+ arm LE
[info] Loading palette nodes
[info] Dashboard version 3.1.6 started at /ui
[info] Settings file : /home/pi/.node-red/settings.js
[info] Context store : 'default' [module=memory]
[infol User directory : /home/pi/.node-red
[warn] Projects disabled : editorTheme.projects.enabled=false
[infol Flows file : /home/pi/.node-red/flows.json
[info] Server now running at http://127.0.0.1:1880/
[warn]

Your flow credentials file is encrypted using a system-generated key.
If the system-generated key is lost for any reason, your credentials
file will not be recoverable, you will have to delete it and re-enter
your credentials.

You should set your own key using the 'credentialSecret' option in
your settings file. Node-RED will then re-encrypt your credentials




Q filter nodes Simple Projects Project 2 Flow 2

complete ()
A %
inkin )
O owkow Blank Workspace
L <
comment
~ function
Q function ()
J swich ()
,5 change [
? ange )

»
«

[ Lo MQTT Nodes.]

=

=
Il' Il' II' Ill
- =

=
=
III III III Ill

=
=

Dashboard Layout Setup

< First, create a new Tab using the +tab button and rename to "loT Weather Station".

%+ Then using the +group button on the tab, create four groups as shown in the figure.

+* Now, all you have to do is add your widgets to individual groups. For this project, we will
follow the layout shown below. Hence, we will be adding a Gauge and any of the other two
widgets in each group.

loT Weather Station Dashboard Layout

— o

= | i info i@ %o
- Qs
~ Flows
Press this button to > E9 simple Projects
create a new flow > B Proiect 2
> B9 Flow2

> Subfiows

> Global Configuration Nodes

E3| Flow 2

Flow

"f4e330f9.fdeSb"

Layout Site Theme

~ Bl IoT Weather Station
> B Group1
> B Group2
> @ Group3
> @8 Group4




Edit mqtt in node

Delete Cance m

Edit gauge node

#+ Properties L MR 1+ Properties &
Q@ Server Raspberry Pi MQTT Broker v | & EE Group | Select the Group | v | &
= Topic | Enter your MQTT Topic here | I Size
& QoS 2 v E Type Gauge v
= Output auto-detect (string or buffer) ~ I Label | The Label to display on dashboard |
¥ Name | Enter Name of the Node | I Value format | {{value}}
1 Units | Unit of the value received |
Range min| min value | maxl max value |
Colour gradient - -
Sectors 0 . . 10
% Name | Name of the Node (display name) |
O Enabled O Enabled
MQTT In Node Gauge Node

For each sensor value, just add the
corresponding MQTT topic (as configured in
code) and name the node accordingly).

For example: For Humidity values, input the
topic as “loTWeatherStation/humidity” and
Name as “Humidity”.

Please input the marked values according to
the information provided.

For example: For Humidity values, input the
Label as “Humidity”, Unit as “%”, range
between 0 and 100 and the Name as
Humidity.




Edit text node Edit chart node

Delete Cancel Delete Cancel

# Properties & B = & Properties & B H
B8 Group | Select the Group | v & B Group | Select the Group | v & B
& size & Size
I Label | The Label to display on dashboard | I Label | The Label to display on dashboard |
I value format | {{msg.payload}} |+ Type \#” Line chart v 0 enlarge points
=2 Layout X-axis last | 1 hours v JOR 1000 | points
label value label value |label value
X-axis Label | = HH:mm:ss O asuTC
| Jabel Select the Layout ) ) -
label  value value of your choice Y-axis m|r4 Min val | max| Max val |
Legend None v| Interpolate  linear v
% Name Name of the Node (display name)
Blank label display this text before valid data arrives l
O Enabled O Enabled
Text Node Chart Node
Please fill in the marked values according to We will create line charts. Fill in the text box
the information provided. Set size to 6x6. info, set size to 6x6, and for x-axis, just enter a
time range (2 minutes). Then add the range of
For example: For Pressure values, input Label sensor values (Eg: 0 - 50°C). Lastly, the down
as “Pressure”, add the unit in Value format as arrow indicates that the screen needs to
“{{msg.payload}} Pa” and input “Pressure” in scrolled. The last thing to input is the Name of
Name. the node.




[f _ Major Project 1 ]

@ connected

= loT Weather Station

Group 1 Group 2 Group 3 Group 4
Humidity Temperature (in F) Temperature (in C) Altitude
n ‘ 95 l 37.04 ‘ 142.81 ‘
o % 10 2 v 2 o X 5 " e a0
TVOC eC0O2
1,000 1,000

b Pressure Heat Index W/L

99621.41 Pa 34.80

250 250

—_———— 0
184820 184850 184920 184820 184850 184920



=<5, Node-RED

common

inject

s This option is used
to access the
e external Node-RED
status external Libraries
Ik in
link out
at
function
View Nodes Install
X | sort:| IF | az | recent | | &
Palette L=
Q. email 30/3785 X
Keyboard -

& node-red-node-email &

Mode-RED nodes to send and receive simple emails.
% 1151 B 4daysago

0 node-red-node-email-variable
Mode-RED nodes to send and receive simple emails.
% 106 [ 3months ago

& node-red-contrib-email-out =
Node-RED contrib nodes to send simple emails with output
W 011 B8 4years, 7 months ago install

0 node-red-contrib-email-validator &
Node-RED Contribution - Email Validator
% 021 B 2years ago install

0 node-red-contrib-nodemailer-adapter =
Node-RED nodes to send emails by nodemailer
% 100 # 4years, 6 months ago install

v social

[ email MTA 0

[ email [1]

4

q:j email ]




[f Dashboard Nodes ]

@ connected

Edit email node

Email Alert System Nodes ]

Delete Cancel

=

J # Properties & B
= To | email@address.com ‘
@ Server smtp.gmail.com ‘
X3 Port | 465 Use secure connection.
& Userid <your email address=
& Password sesnene

& TLS option Check server certificate is valid

¥ Name Email Alert

Enter your email
address credentials




)

@ connected

@ connected

[5’,—3 Dashboard Nodes ]

@ connected

@ connected

@ connected

@ connected

Z

@ connected

@ connected

High Temperature Alert! i

9:50 PM (0 minutes ago) ¥ &

tome ~

time:Tue Apr 12 2022 21:49:59 GMT+0530 (India Standard Time) High Temperature Alert!l The current
temperature is 35.61

& Reply ‘ ‘ ® Forward
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Trigger Voltage 5V DC
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Operating time 10msec
Release time Smsec

Maximum switching 300 operating/minute
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node-red-start
Start

Once Node-RED has started, point a browser at http://192.168.1.22:1880
On Pi Node-RED works better with the Firefox or Chrome browser

Use to stop Node-RED

Use to start Node-RED again

Use to view the recent log output

Use to autostart Node-RED at every boot
Use to disable autostart on boot

To find more nodes and example flows - go to http://flows.nodered.org

Starting as a systemd service.
6 Apr 15:36:26 - [info]
Welcome to Node-RED

[info] Node-RED version: v2.2.2

[info] Node.js version: v14.19.1

[info] Linux 5.10.92-v71+ arm LE

[info] Loading palette nodes

[info] Dashboard version 3.1.6 started at /ui

[info] Settings file : /home/pi/.node-red/settings.js
[info] Context store : 'default' [module=memory]
[info] User directory : /home/pi/.node-red

[warn] Projects disabled : editorTheme.projects.enabled=false
[info] Flows file : /home/pi/.node-red/flows.json
[info] Server now running at http://127.0.0.1:1880/
[warn]

Your flow credentials file is encrypted using a system-generated key.
If the system-generated key is lost for any reason, your credentials
file will not be recoverable, you will have to delete it and re-enter
your credentials.

You should set your own key using the 'credentialSecret' option in
your settings file. Node-RED will then re-encrypt your credentials
file using vour chosen kev the next time vou denlov a change.

mple Projects Project 2 Flow 2 i info i & & & F -

* common

inject Press this button to B simple Projects
create a new Flow. > H Projedt
debug -

complete
cakch
status
link in

ok out ) Blank Workspace

comment

Flow 2

~ function

function

switch

change

range

template
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Dashboard Layout Setup

«* First, create a new Tab using the +tab button and rename it to “loT Smart Switches”,

<+ Then using the +group button on the tab, create 2 groups as shown in the figure,

%+ Now, all you have to do is add your widgets to individual groups. For this project, we will
follow the layout shown below. Just add Switch 1 & 3 to Group 1 and Switch 2 & 4 to Group
2.

loT Smart Switches Dashboard Layout

Switch 1 Switch 2

Switch 3 Switch 4

EE
!*

Layout | Site Theme

=

Tabs & Links 2 | ¥ | #tab | +link

> Project 2
> B 10T Weather Station

v & 10T Smart Switches
v BB Group1  #spacer & edi
(Ea] Switch 1
Switch 3
v B Group 2
(Ea] Switch 2
) Switch 4

-




Edit multistate switch node

Delete Cancel -

& Properties o 3=
Name | Name of the Node |
& Group | Select the Group | 4
H Size 0
I Label | Label for the Switch |
D State msg. payload
& Enable msg. enable
@& Appearance | B @

# Colors Use theme colors
@ Selection [ Hide label of selected option
= Options:
Label Value
or -89 *
on -3 0 ..

Edit mqtt out node
Delete Cancel -
© Properties &2 =
@ Senver | Select the MOTT Broker | s
& Topic | Topic Name |
® QoS v D Retain -
% Name | Name of the Node |

Tip: Leave topic, qos or retain blank if you want to set them via msg
properties.

Multistate Switch Node

Name your node and select the group to which
the switch needs to be added (according to the
dashboard layout). Then, add the Label (name
which shows up on the dashboard).

Then, click the +add button and add the labels
as shown in the figure.

MQTT Out Node

Select the MQTT Broker (Pi's in our case). Then,
type in the topic name corresponding to the
switch. Finally, give a name to the node and
press Done.

o
Swiitch 4

o
Swiitch 1

o
Swiich 2

B connected

B connected

Switch 3
B connected

B connected




P > Vol H
| il!_-l-x §W§§<
M T Toozeom  C€ sosre (€S

0. 1A 50-60Hz 17AZ50V =~ [WALZIWAC
® AC &
OUTPUT :5Voc=0. 6A @ Y124 120v= o 20v0C

P/N:HLK-PMO1 3§ +Vo e

'R HL

JOC-IFC(TTIOCOSV
| sz (€D

| 174250V~ |1oA1ZOVAC
| Y12A 120v= 1A 20v0C

Room Switch 2
Room Switch 4

| sacarcqrraycosy
| sosorz  (€6D
| J7AZ0V~ [10A120VAC
Y124 120v= hoa 26vDC

\

1 7A250V ~ _.p:g
| Y124 120v= h1oa 20v0C
e

S Y -~ S8a P frl
of nf r &

‘ ' [

Room Switch 1
Room Switch 3

loT Smart Switches




Chapter 7: Take Your MQTT Broker Global

SMQTT +

Internet
(@)
mosavitto .
CloudMQTT
h V vernew

Capacity

MQTT Client Sessions: 100

Data Traffic: 10 GB

Data Retention Time: 3 Days

Max Message Size: 2> MB

UPGRADE CLUSTER



HIVEMQ

CLOUD

© HiveMQ Cloud - Free FullyMan: X +

(-]

HiveMQ Cloud - Free Fully Managed Q @ oo

MQTT Platform
Product  Cloud  Developers ~ MQTT  Solutions  Blog  Company (RrNRNELe

Welcome to HiveMQ Cloud

Connect your MQTT devices to our Cloud Native loT Messaging Broker

Sign up now

It’s free to connect up to 100 devices (no credit card required)!

o,
= ¢

Q

é

Free to connect loT devices Easy to Get Started
Use HiveMQ Cloud to connect up to 100 MQTT client devices We make it easy for you to get started with your MQTT
at no cost to vou. Eniov the simblicitv and flexibilitv of usina a develooment bv providina sten-bv-steb instructions to -

Product Cloud Developers MQTT Solutions Blog Company Get HiveMQ

Welcome to HiveMQ Cloud

Connect your MQTT devices to our Cloud Native loT Messaging Broker

Pressing this button will redirect you
to the HiveMQ Cloud portal.

Sign up now

It’s free to connect up to 100 devices (no credit card required)!

.
=)

:

Free to connect loT devices Easy to Get Started

Use HiveMQ Cloud to connect up to 100 MQTT client devices We make it easy for you to get started with your MQTT
at no cost to vou. Eniov the simblicity and flexibilitv of usina a develonment bv providina sten-bv-sten instructions to



HIVEMO
Sign Up

_\_\-\_\_

SIGN UP WITH GITHUR

H“‘“*I Press this to open the Sign Up tab.

[ | Enter your Email |

| | Enter Password here |

| agree to the terms of service and privacy palicy.

Terms of Service

‘ | agree to the Terms of Service and Privacy Policy
l Continue

/

Just tick the checkbox and press
the Continue button.

must accept the HiveMQ Cloud

<

Welcome to HiveMQ Cloud.
Please verify your email address before using HiveMQ Cloud.

Please click the verification link in the email that has been sent to your inbox.
If you did not receive the verification email, please contact cloud@hivemcd.com for help.

You will be automatically redirected to the login page.



HIVEMQ

CLOUD

Welcome to HiveMQ Cloud

Thank you for signing up. Please verify your email address by clicking the following link

Confirm my account

Thanks!
The HiveMQ Cloud Team

If you need further assistance, simply respond to this email or contact us as cloud@hivemg.com.

Thanks for signing up!

We'll just need a few more details and you'll be ready to go

First name Last name

Job Title

1

Company

Phone

All fields are required Continue



Hi John, Welcome to HiveMQ Cloud

Please select the cloud provider your HiveMQ Cloud cluster should be located at.

dWS /A Azure

Cluster Details Back to clusters

Overview Access Management Getting started

1. Setup credentials for your loT Devices

Grant access to your HiveMQ Cloud cluster by setting up credentials for your loT devices.
You can always review them in the Access Management section.

Username Password Confirm password

username password confirm password (-i-] ADD

2. Connect your first MQTT clients.

Complete the previous step, before connecting any clients.

MQTT Credentials

Define the credentials used by your MQTT clients to connect to your HiveMQ Cloud cluster.
See connect an MQTT client for examples how to use the credentials to connect an MQTT client to your cluster.

Username Password Confirm password

test-user ssssssssssssasns sssssssssssasens @ ADD




2. Connect your first MQTT clients.

Choose your preferred tool or programming language.

Tools

maqtt-cli @ MQTT.fx @({T)ﬁ) mosquitto_pub/sub
MQTT CLI command-line tool GUI tool il command-line tool

HiveMQ Websocket Client

browser tool
Programming Languages
Java P Python JavaScript
hivemg-magtt-client Paho Python Js matt.js

Java (Websocket) c
hivemg-mgtt-client Paho C

Cluster Details K to cl

Overview Access Management Getting started

Details

Hostname: Your Host IP Address

Port (TLS): 8883
Port (Websocket + TLS): 8884

Cluster Information Capacity

Cluster Type: Free MQTT Client Sessions: 100

Cloud Provider: Microsoft Azure Data Traffic: 10 GB
Data Retention Time: 3 Days
Max Message Size: SMB

UPGRADE CLUSTER




node-red-start
Start

Once Node-RED has started, point a browser at http://192.168.1.22:1880
On Pi Node-RED works better with the Firefox or Chrome browser

Use to stop Node-RED

Use to start Node-RED again

Use to view the recent log output

Use to autostart Node-RED at every boot
Use to disable autostart on boot

To find more nodes and example flows - go to http://flows.nodered.org

Starting as a systemd service.
6 Apr 15:36:26 - [info]
Welcome to Node-RED

- [info]l Node-RED version: v2.2.2
[info] Node.js version: v14.19.1
[info] Linux 5.10.92-v71+ arm LE
[info] Loading palette nodes
[info] Dashboard version 3.1.6 started at /ui
[info] Settings file : /home/pi/.node-red/settings.js
[info] Context store : 'default' [module=memory]
[info] User directory : /home/pi/.node-red
[warn] Projects disabled : editorTheme.projects.enabled=false
[info] Flows file : /home/pi/.node-red/flows.json
[info] Server now running at http://127.0.0.1:1880/
[warn]

Your flow credentials file is encrypted using a system-generated key.
If the system-generated key is lost for any reason, your credentials
file will not be recoverable, you will have to delete it and re-enter
your credentials.

You should set your own key using the 'credentialSecret' option in
your settings file. Node-RED will then re-encrypt your credentials
file using vour chosen kev the next time vou denlov a chanee.

a Simple Frojects Project 2 Flow 2 = info & w6 =
~ common
inject | Press this button to acts
E create a new Flow.

complete

Global Configuration Nodes

catch |
amns |
lirik iny

ks ut . Blank Workspace

comment

E5| Flow2

Flow *H4e3309 fdeSb*

~ function

function |
switch [
change |
range [

femplate




.

e

= Edit inject node
Delete Cancal -
Delete Cancel
& Properties o B H
& Properties & B =
@ Server Select the configured HiveMQ Broker rd U —_—
= Topic Subscribe topic
% Name Name of the Node
@ QoS 0 -
& Output auto-detect (string or buffer) ~ = msg. payload - | — az Hello World! | x
% Name Name of the Node
Change the output type to String
(select the “az” option}) and fill in the
Edit matt out node text “Hello World!”.
£ Properties el B M
@ Server Select the configured HiveMQ Broker s
= Topic Subscribe topic
® Qos 1] v "D Retain ~ -
% Narme Name of the Node Fadd
Tip: Leave lopic, gos or relain blank if you want o set them via msg U Inject once after | 0.1  seconds, then
properties.
C Repeat none v
MQTT Broker Setup
Edit mgtt in node > Edit mqtt-broker node Edit mgttin node > Edit mqtt-broker node
Delete Cancel Delete Cancel
4 Properties & B # Properties &4 @
% Name | HiveMQ Online Broker | W Name | HiveMQ Online Broker |
Connection ‘ Security I Messages Connection Security Messages
@ Server | Your Host IP Address | Port | 8883 ] & Usemame | test-user |
Use TLS Add new tis-config... v & & Password | " |
£ Protocol MQTTV3.1.1 ~
% Client ID Leave blank for auto generated
9 Keep Alive 60
i Session Use clean session
Connection Tab Security Tab
The marked boxes need to be filled. That includes the Name of the node; the Server box We need to fill in the Username and Password boxes with the MQTT credentials
needs the HiveMQ host IP Address and the Port box must contain 8883. we have set up.




@ connected

@ connected

@ H Iv E M Q Websockets Client Showcase
Connection @ disconnected N

Host Port ClientlD

‘ your host ip address ‘ ‘ 8884 ‘ ‘ clientld-2XhQT7Em3a ‘

Username Password Keep Alive SSL Clean Session

testuser - e G -

Last-Will Topic Last-Will QoS Last-Will Retain

| Nk =

Last-Will Messsage

ya
Publish M Subscriptions M
Messages N
Connection L A
Host Port ClientiD
‘ Your Broker’s Host IP Address (1) | 8884 clientid-ILgCfpKwoG
Username Password Keep Alive SSL
‘ MQTT Username | | MQTT Password 60
Last-Will Topic Last-Will QoS
0 -

Last-Will Messsage

Just enter the required credentials,
check the SSL box, and then press the
Connect button.




i A ipti ~
Publish A Subscriptions | Just press the Add New Topic
. . Subscription button and then
Topic QoS Retain Add New Topic Subscription enter the text “test/publish” in
| test/subscribe 0 - m the Topic section, set QoS to 0,
and click Subscribe.
Hello World! o
7
|
Topic
Just enter the text “test/subscribe” in the Topic section, set QoS to 0, set Message to “Hello | test/publish |
World!” and then press the Publish button when you want to publish this message.

H I v E M Q Websockets Client Showcase

Connection @ connected v
Publish Y Subscriptions A
A
e A
( ( 5 E 1 blist X
Hello World! tes/publish
Add the test/publish topic to Subscriptions and then
trigger the Inject node to get the “Hello World!”
message under the Messages section.
Project 2 Major Project 1 Major Project 2 Chapter 7 Project + | = ¥ debug i @ i & 8 -

Y selected nodes a

8/16/2021, 218:43PM  node: 6e62639D 95508¢C
test/subscribe - msg payload : string(12]

"Helle World!™

@ connected




Q_ Search by resource name or public IP (Ctrl+B)

f)

PROJECTS

MANAGE

Resources  Activity Settings

Settings DROPLETS (2)

API

Marketplace 2
2 Product Docs 2

DOMAINS (2)

© Support 2

Q_ Search by resource name or public IP (Ctr+B)

' loT

Resources  Activity ~ Settings

DROPLETS (2)

. o
—

DOMAINS (1)

Settings

API

* 0

@ Marketplace »
& Product Docs 2

© Support 2

Create something new

Create a Managed Database
Worry-free database management

8]

‘ A‘LA ‘ Spin up a Load Balancer

Create Droplets

Choose an image -

Distributions  Container distributions ~ Marketplace

([
FreeBSD

Select version b

+ o I
- o

5

Fedora

Select version W

R

+e +0 ove
+e +0 oo
1A/3NS/1SOA .o
2A/3NS/1SOA .en

Click on the Create button and select
the Droplets option.

Droplets

Create cloud servers

* Kubernetes

Create Kubemetes clusters

Apps
Deploy your code

S Databases

Create database clusters

P Volumes

- Add storage to Droplets

Spaces
Store and serve static assets

@ Domains/DNS

Route your existing domains

+ Cloud Firewalls
Increase Droplet security

2A/3NS/1SOA
Floating IPs

Reserve IP addresses for Droplets

Load Balancers
Distribute traffic to Droplets

Yo

o

Learning mat

Alert Policies

Start using Spaces o\
g Sp ¥ Monitor your Droplets

&I

Deliver data with scalable object storage

9]

Custom images

@

Debian

Rocky Linux

Select version ~ Select version

W



Choose a plan Help me choose

SHARED CPU DEDICATED CPU

Basic General Purpose CPU-Optimized Memory-Optimized Storage-Optimized [EEd

Basic virtual machines with a mix of memory and compute resources. Best for small projects that can handle variable levels of CPU performance, like blogs, web apps

and dev/test environments.

CPU options: @

$5/mo
$0.007mour

1GB/1CPU
25GB 55D Disk
1000 GB transfer

Premium Intel
with NVMe SSD

$10/mo

$0.015/hour

2GB/1CPU
50 GB SSD Disk
2 TB transfer

Choose a datacenter region

$15/mo

$0.022/hour

2GB/2CPUs
60 GB SSD Disk
3 TB transfer

Premium AMD
with NVMe SSD

$20/mo

$0.030/hour

4GB /2 CPUs
80 GB 55D Disk
4 T8 transfer

$40/mo

$0.060/hour

8GB/4CPUs
160 GB SSD Disk
5 TB transfer

$80/mo

$0.119/hour

16 GB /8 CPUs
320 GB 55D Disk
6 TB transfer

— e LA
= — =he -
San Francisco Amsterdam Singapore London Frankfurt
3 3 1 1 1

[ £ | ——

Toronto Bangalore

Authentication -

SSH keys @ Password

A more secure authentication method Create a root password to access Droplet (less secure)

Create root password *

Type your password... &

PASSWORD REQUIREMENTS

+ Must be at least 8 characters long

* Must contain 1 uppercase letter (cannot be first or last character)
« Must contain 1 number

* Cannot end in a number or special character

A Please store your password securely. You will not be sent an email containing the Droplet's details or password.



Finalize and create

How many Droplets? Choose a hostname
Deploy multiple Droplets with the same Give your Droplets an identifying name you will remember them by. Your Droplet name can only
configuration. contain alphanumeric characters, dashes, and periods.
1 Droplet + example-hostname
Add tags

Use tags to organize and relate resources. Tags may contain letters, numbers, colons, dashes, and underscores.

Type tags here

Select Project

Assign Droplets to a project

@ Default Project ~

Create Droplet

DROPLETS (1)

¢ ubuntu-s-lvcpu-1gb-sfo2-01 -

Resources  Activity  Settings

DROPLETS (1)

ubuntu-s-tvcpu-1gb-sfo2-01 203.0113.0 Add tags -
SFO2 /1GB / 25GB Disk T

O. _ Ubuntu 20.04 (LTS) x64 ﬂ

LISUl Enable the new Droplet Console for native-like terminal access to your Droplet from your browser. X

ipu4:_ ipv6: Enable now Private IP: No VPC Network Floating IP: Enable now Metrics agent: «es ?

Graphs Lo Update Droplet Console
Access

E
Power 1 To enable the Droplet Console, log in to your Droplet as root or as a user with sudo access. Once
Volumes connected, download and execute the agent installation script with the following command to enable the

e i .
Resize s console immediately:
Networking 2
wget -q0- https://repos-droplet.digitalocean.com/install.sh | sudo bash Copy
Backups
Snapshots 1
p If you need to use the recovery ISO or can't connect using the Droplet Console, use the Recovery

Kernel Console instead.
History !
Destroy | the new console a Launch Recovery Console

A |
Tags ﬁ_\'—\—_\_\_
Recovery Ob/s

19:50 1955 20:00 20:05 20:10 2015 20:20 20:25 20:30 2035 20:40 20:45



e mosquitto.service - Mosquitto MQTT v3.1/v3.1.1 Broker
Loaded: loaded (/lib/systemd/system/mosquitto.service; enabled; vendor preset:
enabled)
Active: active (running) since Tue 2021-83-16 16:33:3@ IST; 3min 39s ago
Docs: man:mosquitto.conf(5)
man:mosquitto(8)
Main PID: 26087 (mosquitto)
Tasks: 1 (limit: 2)
CGroup: /system.slice/mosquitto.service
L 2607 fusr/sbin/mosquitto -c /etc/mosquitto/mosquitto.conf

30 raspberrypi systemd[1]: Starting Mosquitto MQTT v3.1/v3.1.1 Broke

30 raspberrypi systemd[1]: Started Mosquitto MQTT v3.1/v3.1.1 Broke

o —— ]

@ connected

-

(| HelloWorid ") Publisher ]

@ connected

Edit mgtt in node > Edit mqtt-broker node

Delete Cancel Update

£ Properties i B
% Name Droplet MQTT Broker
Connection Security Messages
@ Server Your Droplet’s IP Address Port | 1883
Use TLS Add new tis-config... v &
£ Protocol MQTT V3.1.1 v
% Client ID Leave blank for auto generated

9 Keep Alive | 60

i Session Use clean session

Connection Tab

The marked boxes need to be filled. You need to Name of the node, the Server box needs
the Droplet’s IP address, and the Port box needs to be set to 1883.




@ root@ubuntu-deployment-test: ~

@8 Node-RED: 192.168.1.1 X + )

« C O A Notsecure | 192.168.1.15:1880/#flow/c17473be.81ala t » &

8/1672021, 95431 PM node: 662639

1 pavl
b

"Hello World!

B/1672021, 95433 PM  node: 66626390 95508¢

nsg payload

"Hello World!"

link in

link out

comment




Chapter 8: Project Prototype to Product — How?




Temperature

Humidity Feed
10
08
06
04

Air Quality (CO2) i

Hello, Dhairya Parikh

Pressure

100

Light Intensity
10
08
0
04
02

02
04
06
08
10
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1

aws ContactUs Support~  English~ My Account~ | ('Sign Into the Console

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

AWS Cloud WAN is Generally
Available

One global network, one policy, one place to manage it all

Amazon Lightsail Extended Free Tier Raise Your Security Posture Amazon Documentdb (With Amazon SageMaker
New customers get up to three months Infrastructure and services to elevate your MongoDB Compatibility) Build, train, and deploy machine learning
free on select virtual private servers security in the cloud Free trial of the database designed for models for any use case

enterprise JSON workloads

QLV'S 152 Services Q. Search for : docs, a +S 2] Pay @ N. Virginia ¥ dhairyaparikhstudy v
AWS loT X
AWS I OT Get started with AWS loT
Monitor
Quick connect guides you through
S ec U re ly CO n n eCtr teStl connecting a device in about 15
minutes. You'll register your first device
Connect

a n d m a n a g e yo u r | OT and watch it send MQTT messages to

AWS loT.

Connect one device

» Connect many devices

Test
» Device Advisor

MQTT test client

Manage

How it works

» All devices

P Greengrass devices

» LPWAN devices

The AWS IoT console supports these common activities. Bold text refers to an entry in the left navigation pane.
To learn more about a topic, see its overview.
Feedback Unified Settings [ © 2022, Amazon Internet Services Private Ltd. or its affiliates. cy Terms  Cookie preferences




AWS loT » Manage » Things » Create things
Create things e

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Number of things to create

© Create single thing

Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS
loT.

() Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices require to
connect to AWS loT.

Step 1
Specify thing properties

Step 2 - optional

Configure device certificate

Step 3 - optional

Attach policies to certificate

AWS loT » Manage » Things » Createthings » Create single thing

Step 1 . . .
ity thing propatia Specify thing properties e
A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing

e resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.
ep 2 - optional

Configure device certificate
Thing properties info
Step 3 - optional

Attach policies to certificate
Thing name

I NodeMCU —I Just specify the Device Name I

Enter a unique name containing only: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces.

Additional configurations

You can use these configurations to add detail that can help you to organize, manage, and search your things.
» Thing type - optional
» Searchable thing attributes - optional
» Thing groups - optional

» Billing group - optional




AWS loT > Manage » Things » Createthings » Create single thing

Step 1
Specify thing properties

Configure device certificate - optional i

A device requires a certificate to connect to AWS loT. You can choose how you to register a certificate for your device now, or

Step 2 - optional
Configure device certificate

you can create and register a certificate for your device later. Your device won't be able to connect to AWS IoT until it has an
active certificate with an appropriate policy.

Step 3 - optional Device certificate

Attach policies to certificate

© Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS loT's certificate authority.

() Use my certificate
Use a certificate signed by your own certificate authority.

(O Upload CSR
Register your CA and use your own certificates on one or many devices.

() Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time.

Attach policies to certificate - optional

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

the device.

Policies (0)

Select up to 10 policies to attach to this certificate.

‘ Q Filter policies

| Cc H Create policy [4 |

1> e

Name
No policies
No policies could be found in us-east-1.
Cancel Create thing
Policy statements Policy examples 1
\ Switch to Policy examples tab, select the first Connect policy 3
. option and then click on the Add to policy button.
Policy examples (1/17) d poficy Add to policy
Q Search examples Any category v | 17 matches

2 Category Name Description 2

Connect to AWS loT Core

v nn Lii
Ed ot ec o with client ID

The following policy grants permission to connect to AWS loT Core with client ID client1

Exclude devices from
Connect policy connecting to AWS loT
Core

Publish to any topic
Publish/Subscribe prefixed by the thing
name

Publish t topi
Publish/Subscribe LS D Ay opie
prefixed by a string

The following policy denies permission to client IDs client1 and client2 to connect to AWS loT Core,
while allowing devices to connect using a client ID that matches the name of a thing registered in the
AWS loT Core registry

For devices registered as things in the AWS loT Core registry, the following policy grants permission to
connect to AWS loT Core using a client ID that matches the thing name and to publish to any topic
prefixed by the thing name

For devices registered as things in the AWS loT Core registry, the following policy grants permission to
connect to AWS loT Core using the device's thing name as the client ID, and to subscribe to a topic
prefixed by the thing name, followed by room, followed by any string. (It is expected that these topics
are, for example, thing1/room?1, thing1/room2, and so on)




Policy statements Policy examples

Policy document info
An AWS loT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the resources.

Policy effect Policy action Policy resource

‘ Allow v ‘ ‘ iot:Connect v | * | ‘ Remove ‘
‘ Allow v ‘ ‘ iot:Publish v | * | ‘ Remove ‘
‘ Allow v ‘ ‘ iot:Receive v | * | ‘ Remove ‘
‘ Allow v ‘ ‘ iot:Subscribe v | * | ‘ Remove ‘

AWS loT » Manage » Things » Createthings > Create single thing

Step 1 . . .. .
B Attach policies to certificate - optional
AWS IoT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to
) the device.
Step 2 - optional
Configure device certificate
Policies (1/1) [ c w { Create policy [2

Step 3 - optional
Attach policies to certificate

Select up to 10 policies to attach to this certificate.

Q, Filter policies < 1 > ]
Name
NodeMCU_Policy
Select the newly create Policy and press Cancel m Create thing

on the Create thing button.

Download certificates and keys

X

Download certificates and keys

Download and install the certificate and key files to your device so that it can connect securely to AWS
loT. You can download the certificate now, or later, but the key files can only be downloaded now.

Device certificate Just.d.ownload all th.ese B Download
badae763707...te.pem.crt certificate and key files

| Key files
The key files are unique to this certificate and can't be downloaded aftey you leave this page.
Download them now and save them in a secure place.

/A This is the only time you can download the key files fof this certificate.

Public key file R Download
badae763707017f6f7caeS55...d7bb87e-public.pem.key

Private key file K Download
badae763707017f6f7cae55...7bb87e-private.pem.key

| Root CA certificates

Download the root CA certificate file that corresponds to the type of dafa endpoint and cipher suite
| you're using. You can also download the root CA certificates later.

Amazon trust services endpoint M Download

RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint R Download
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available from our



Test
» Device Advisor

MQTT test client

Manage

v

All devices

v

Greengrass devices

LPWAN devices

v v

Remote actions

v

Message Routing

Retained messages

v

Security

Fleet Hub

v

Device Software

Billing groups

Learn
Feature spotlight

Documentation [4

AWS loT

MQTT test client

AWS loT > Settings
Settings

Device data endpoint info
Your devices can use your account's device data endpoint to connect to AWS.

endpoint.

Endpoint

[u]} _ats.iot.u s-east-1.amazonaws.com

Each of your things has a REST API available at this endpoint. MQTT clients and AWS loT Device SDKs [ also use this

Just of the Settings
section in loT Core
and you will get the

Domain configurations

AWS 0T Core and maintaining brand identity.

Actions ¥ Create domain configuration

Name Domain name Status

‘You can create domain configurations to simplify tasks such as migrating devices to AWS loT Core, migrating application infrastructure to

Service type

No domain configurations

You don't have any domain configurations.

Create domain configuration

Endpoint address
you need for the
Arduino code.

Date updated

MQTT test client w

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate their state to AWS IoT. AWS

IoT also publishes MQTT messages to inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.

Subscribe to a topic

Topic filter Info

The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.

Publish to a topic

» Additional configuration

Subscriptions

ESP8266/publish

ESP8266/publish

X

¥ ESP8266/publish

"time": 72954,
"temperature™: 33.338€8183,
"pressure”: 99416,82344,
"altitude": 160.6691539

| Pause H Clear || Export H Edit

June 29, 2022, 07:53:49 (UTC+0530)

¥ ESP8266/publish

June 29, 2022, 07:53:43 (UTC+0530)

Temperature :
Temperature :
Temperature :

33.68%
33.68%
33.67%

Pressure :
Pressure :
Pressure :

99475.84
99475.66
99474.95

}

"message":

eceived [ESP8266/subscribe]: {

"Hello from AWS IoT

console"

Temperature :
Temperature :
Temperature :

33.67%
33.67%
33.68%

Pressure :
Pressure :
Pressure :

99474.60
99474 .25
99474 .44

Altitude :
Altitude :
Altitude :

155.11
155.12
155.18

155.21
155.24
15522

Altitude :
Altitude :
Altitude :




Raspberry Pi 0S (32-bit) Back
Go back to main menu
A port of Debian Bullseye with the Raspberry Pi Desktop (Recommended)

30D printing

3D printer operating systems

Raspberry Pi 0S (other)
Other Raspberry Pi 0S based images

Home assistants and home automation

@@“UA

Home assistant and home automation operating systems

E Other general-purpose 0S III. info-beamer digital signage @
Tun R: Pi fessional ] play ]
Other genera-purpose operating systams urn your Raspberry Pi into a professional digital signage display or video wal
? FullPage0S
Media player 08 Display a full page browser on boot in kiosk mode
Media player operating systems
[ Twxos
Emulation and game 0S LINX 30day trial of ThinLinX's Debian-based thin client for Raspberry Pi
Emulators for running retro-computing platforms
Other specific-purpose 0S
Thin clients, digital signage and 3D printing operating systems
< Back
Misc utility images Go back 1o main menu
Bootloader EEPROM configuration, etc.
Gladys Assistant
==  Erase o A privacy-first, open-source home assistant that runs on the Raspberry Pi
D Format card as FAT32
Home Assistant ©
s home & h I 1 oy fi
Use custom Open source home automation that puts local control and privacy first
Select a custom .img from your computer Homebridge
Turn your Raspberry Pi into a HomeKit smart home bridge.

. RaspberryMatic
Lightweight Linux OS for running a HomeMatic/homematicIP loT central.

nymea @

Smart Home/loT platform, easy to use, open-source and privacy-focused

( Back

Go back to main menu

Home Assistant OS 8.2 (RPi 4/400) ©

Open source home automation that puts local control and privacy first.
‘ Released: 20220609

Online - 0.2 GB download

Home Assistant 05 8.2 (RPi3) @

Open source home automation that puts local control and privacy first.
‘ Released: 20220609

Online - 0.2 GB download

:
|
O

@ pi@raspberrypi:

lite




stening ports

Debian's Apache? default co
several fes aptimezod for nterad
ln /lnr/slum/do( /Jpa(ll()/R[AOM[ chlon (174
cumentatian for the

.nLme was installed on this server.

Apache2 Debian Default Page

30= used to test th eratic
if you can read this page, & means nmz ¢ Apache HTTP serve
g properly, You should replace tas file l_h.'.J',':‘l at

fore cortinuing to aperate your HTTP server.

1s=r of this web site and don't know what this
thy unavailable due ta maintenance. If the prablem per

om the upstream default corfiguration, and split into
5. The canfi yatem is fully documented
f e full documentation

Sefver i

weh 4F can be faund by acces sing n.o mamnl f the wpachel -doc

The configuration layout for an Apache? web servar installation an Debian systems is a5 follows

. gache. cenf 15 the main coafiguration file. [t puts the pleces tegether by Including all remaining
configuation files when starting up the web server.
. perts.conf 15 always included fron determine the

far iIncami ng connector nytime,

‘@ pi@raspberrypic fvar/www/html — O

X

GHU nano 3.2

index.php Modified

]

SR 4 Em 4 e
@ 192.1638.1.86

hello world

x  +

&« ™ @ Notsecure | 192.168.1.86 a v B

EEE




ER pi@raspherrypi: fvar/www/html - O x

| Configuring phpmyadmin }

Configure database for phpmyadmin with dbconfig-common?




HE phpMyAdmin b4

€& > C (@ Notsecure | 192.168.1.86/phpmyadmin/ @ 1 ’ :

phpMu#

Welcome to phpMyAdmin

| English v ‘

Username: |

Password: |

b 152168186 / locahost | phphly X | 4 - B =
€ = (@ @ Notsecure | 192.168.1.85/phpmyadmin/index.php?token=f49e5634a5487a%ce 1032207 ned w P
phpMyAdmin |-HES
LUSTSE LB e
Recent  Favorites
=1 Database server
New
@ Changae password » Saerver Localhost via UNIX socket
- . = Senver type: MariaDB
mysaql = Server conection collaion g | ufBmb4_uricode_ci " + Servar version: 10.3.17-MariaDB-D+ dab10u1 -
performance_schema Raspbian 10
Mﬂﬁ- + Protocal version: 10

- = User root@iocalhost
Appearance settings Server charsat: UTF-8 Unicods (utfB)

&’ Language g | Englsh v

Web server
Theme: omme ¥
L} pmah, » Apache2 438 (Raspbian)

. . = Database clent vergion: libmysgl - mysqind 5.0.12-

Font size: dev - 20150407 -
TecTccH6ebT5i6dT2ebci0i26 7480167 c2abb23 §

#* More settings = PHP extension: mysqli g curl g mbstring g

= PHP version: 7.3.4-2

phpMyAdmin

Version information: 4.6 6debS
Documentation

Official Homepage

Coniribute

Get suppant
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