Chapter 1: Getting Started with Kubernetes
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Chapter 2: Introducing MicroK8s

running "ne

azureuser@microk8s-vm:~$ kubectl get nodes

NAME STATUS ROLES AGE VERSION

microk8s-vm Ready <none> 9ml10s v1.22.2-3+9ad%ee77396805
azureuser@microk8s-vm:~$ I

azureuser@microk8s-vm:~$ kubectl get nodes

NAME STATUS ROLES AGE VERSTON

microk8s-vm Ready ne> 9ml0s v1.22.2-3+9ad%e77396805

azureuser@microk8s-vm:~$ kubectl describe node microk8s-vm
microk8s—vm
<none>
beta.kubernetes.io/arch=amdé64
beta.kubernetes.io/os=1linux
kubernetes.io/arch=amd64
kubernetes.io/hostname=microk8s-vm
kubernetes.io/os=linux
microk8s.io/cluster=true

Annotations: node.alpha.kubernetes.io/ttl: 0
projectcalico.org/IPv4Address: 10.1.0.4/24
projectcalico.org/IPvAVXLANTunnelAddr: 10.1.254.64
volumes. kubernetes.io/controller-managed-attach-detach: true

CreationTimestamp: Thu, 14 Oct 2021 08:40:48 +0000

Taints: <none>

Unschedulable: false

Lease:

HolderlIdentity: microk8s-vm




azureuser@microk8s-vm:~$ kubectl create deployment nginx --image=nginx
deployment.apps/ created
azureuser@microk8s

azureuser@microk8 kubectl get pods
NAME READY STATUS RESTARTS
nginx-6799fc88d8-s2z8 1/1 Running 0

or=run=ngi
nginx

View site information o ot Secure  165.22.216.110

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.



azureuser@microk8s-vm:~$ microk8s enable dns storage

Enabling DNS

Applying manifest

serviceaccount/coredns created

configmap/coredns created

Warning: spec.template.metadata.annotations[scheduler.alpha.kubernetes.
ctional in v1.16+; use the "priorityClassName" field instead
deployment.apps/coredns created

service/kube-dns created
clusterrole.rbac.authorization.k8s.io/coredns created
clusterrolebinding.rbac.authorization.k8s.io/coredns created
Restarting kubelet

DNS is enabled

Enabling default storage class
deployment.apps/hostpath-provisioner created
storageclass.storage.k8s.io/microk8s-hostpath created
serviceaccount/microk8s-hostpath created
clusterrole.rbac.authorization.k8s.io/microk8s-hostpath created
clusterrolebinding.rbac.authorization.k8s.io/microk8s-hostpath created
Storage will be available soon

azureuser@microk8s-vm:~$ I

azureuser@microk8s-vm:~$ kubectl get all --all-namespaces

NAMESPACE NAME STATUS RESTARTS
default pod/nginzx-6799fc88d8-s52z8n Running
kube-system  pod/calico-kube-controllers-6£896476£5-gqnjsh Running
kube-system pod/coredns-7£9c69c78c-87btk Running
kube-system pod/calico-node-msctqg Running
kube-system ) ] odb4f-wznsp Running

azureuser@microk8s-vm:~5 microk8s status
microk8s is running
high-availability: no
datastore master nodes: 127.0.0.1:19001
datastore standby nodes: none
addons:
enabled:
dns # CoreDNS
ha-cluster ¥ Configure high availability on the current node
registry ¥ Private image registry exposed on localhost:32000
storage ¥ Storage class; allocates storage from host directory
disabled:
ambassador
cilium
dashboard
fluentd
gpu
helm
helm3

Ambassador API Gateway and Ingress

SDN, fast with full network policy

The Kubernetes dashboard
Elasticsearch-Fluentd-Kibana logging and monitoring
Automatic enablement of Nvidia CUDA

Helm 2 - the package manager for Kubernetes

Helm 3 - Kubernetes package manager

Allow Pods connecting to Host services smoothly
Ingress controller for external access

Core Istio service mesh services

ingre
istio

azureuser@microk8s-vm:~$ microk8s stop
Stopped.
azureuser@microk8s-vm:~$ I
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GNTJ nano 4.8

- .
w2t ow

nginx

chLabels:
app: nginx
template:
metadata:

containers:
- name: nginx
' alhost:3

ports:
containerPort: 80

azureuserlmicrok8s-vm:~5 microk8s kubectl get « loyment

NAME READY UP-TO-DATE AVATLABLE
1/1 1 1
1 1
1/1 1 1

nginx
ngin 1/1

dZUTrelns:



GNU nano 4.8
apiversion: apps/vl
kind: Deployment
metadata:

name: nginx-private-or-public-registry-deployment

labels:

app: nginx
spec:

selector:

matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:

- name: nginx
image: 10.131.231.155:32000/nginxl.21l:registry
ports:
- containerPort: 80

azureuser@microk8s-vm:~5 kubectl describe pods nginx-deployment-5476f8cedf-ttkzz
Name: nginx-deployment-5476f8cedf-ttkzz
Namespace: default
Priority: 0
Node: microk8s—-vm/10.1.0.4
Start Time: Mon, 25 Oct 2021 08:00:08 +0000
Labels: app=nginx
pod-template-hash=5476f8cedf
Annotations: cni.projectcalico.org/podIP: 10.1.254.89/32
cni.projectcalico.org/podIPs: 10.1.254.89/32
Status: Running
IP: 10.1.254.89
IPs:
IE: 10.1.254.89
Controlled By: ReplicaSet/nginx-deployment-5476f8cedf
Containers:
nginx:
Container H containerd://597bco9b01fdffd9bedce344fe2f9c746eb3c71ach3929f2cfe2e7181arf
Image: nginxl.21:1ocal
Image ID: docker.io/library/nginx@sha256:644a70516a26004c97d0d85cT7feld0c3a6Teata
Port: g0/TCP
Host Port: 0/TCP
State: Running
Started: Thu, 28 Oct 2021 08:09:24 +0000
Last State: Terminated
Reason: Unknown
Exit Code: 255
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Chapter 3: Essentials of l1oT and Edge Computing
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Chapter 4: Handling the Kubernetes Platform for loT and
Edge Computing
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Chapter 5: Creating and Implementing Updates on a Multi-

Node Raspberry Pi Kubernetes Clusters
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Chapter 6: Configuring Connectivity for Containers
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Chapter 7: Setting Up MetallLB and Ingress for Load
Balancing
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Chapter 8: Monitoring the Health of Infrastructure and

Applications
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sum(container_memory_working_set_bytes{pod=~"prometheus.*", container!="}) by (container)

- insert metric at cursor - ¢
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e="minikube" l kubernetes_io_os="linux"

node_role_kubernetes_io_master=""



Alerts

O Show annotations

DeadMansSwitch (1 active)
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5 microkB8s enable fluentd
Enabling Fluentd-Elasticsearch
Labeling nodes

node/host01 labeled

2ddon dns is already enabled.
——allow-privileged=true

zervice/elasticsearch-logging created

serviceaccount/elasticsearch-logging created
clusterrole.rbac.authorization.kB8s.iofelasticsearch-logging created
clusterrolebinding.rbac.authorization.k8s.lo/elasticsearch-logging created
statefulset.apps/elasticsearch-logging created
configmap/fluentd-es-config-v0.2.0 created

serv ount/fluentd-es created
clusterrole.rbac.authorization.k8s.ioffluentd-es created
clusterrolebinding.rbac.authorization.kBs.io/fluentd-es created
daemonzet.apps/fluentd-es-v3.1.0 created
deployment.apps/kibana—logging created

zervice/kibana-logging created

Fluentd-FElasticsearch is enabled

5 microkB8s status
microk8s i1s running
high-availability: no
datastore master nodes: 127.0.0.1:15001
datastore standby ncodes: none
addons:
enabled:
dashboard The Eubernetes dashboard
dns CoreDNS
fluentd Elasticsearch-Fluentd-RKibana logging and monitoring
ha-cluster Configure high availability on the current node
metrics-server E8s Metrics Server for API access to service metrics
disabled:
ambassador Ambassador API Gateway and Ingress

5 microk8s kubectl get sve —n kube-system

NAME CLUSTEE-IP EXTERNAL-IFP PORT (3)

kube—dns e 10. ) <none> P, 53/TCP, 9153/ TCP
metr —server ] 10. o <none>

kubernetes—-dashboard e 10. : <none>

dashboard-metrics—scraper == 10.152 none>

elasticsearch-logging usterIP None <none>

kibana-logging ClusterIP 10.152.1832.100 <none> 5601/TCE

s 1

5 microkBs kubectl port—forward —n kube-system service/kibana-logging 8181:5&601
Forwarding from 127.0.0.1:8181 -> 5601
Forwarding from [::1]:8181 -> 5601
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(©) Help us improve the Elastic Stack by providing usage statistics for basic features. We will not share this data outside of Elastic. Read more
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Add Data to Kibana

Use these solutions to quickly turn your data into pre-built dashboards and monitoring systems.

= Infrastructure — —W
—_ v
_E. Logs
APM Logging Metrics Security analytics

APM

Dev Tools

APM automatically collects in-
depth performance metrics and

Ingest logs from popular data
sources and easily visualize in

Collect metrics from the
operating system and services

Centralize security events for
interactive investigation in ready-

errors from inside your
applications.

preconfigured dashboards. running on your servers. to-go visualizations.

Add security events

Monitoring

Management

Add sample data
Load a data set and a Kibana dashboard

Upload data from log file
Import a CSV, NDJSON, or log file

Use Elasticsearch data
Connect to your Elasticsearch index

Management | Index patterns = Create index pattern

@ In order to visualize and explore data in Kibana, you'll need to create an index pattern to retrieve data from Elasticsearch.

®
[T = Elasticsearch
= Index Management Create index pattern
. Index Lifecycle Policies Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices
Rollup Jobs
@ Cross-Cluster Replication
= o
Remote Clusters Step 1 of 2: Define index pattern
i¥ Snapshot Repositories
. Index pattern
b License Management
3 8.0 Upgrade Assistant index-name-*
EI’ K Kibana You can use a * as a wildcard in your index pattern.
You can't use spaces or the characters \,/,2," <, >, |.
= Index Patterns ) o
L, Saved Objects No Elasticsearch indices match your pattern.
W
Spaces logstash-2019.07.08
] Reporting
. Advanced Settings Rows per page: 10 ~
@

&
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. Management ' Index patterns =~ Create index pattern

© = Elasticsearch

Index Management Create index pattern

Index Lifecycle Policies Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. (% Include system indices
g Rollup Jobs

Cross-Cluster Replication
& Remote Clusters Step 2 of 2: Configure settings
Snapshot Repositories

License Management You've defined logstash-* as your index pattern. Now you can specify some settings before we create it.
& 8.0 Upgrade Assistant Time Filter field name Refresh
5 K Kibana .
& Index Patterns The Time Filter will use this field to filter your data by time.

Saved Objects You can choose not to have a time field, but you will not be able to

narrow down your data by a time range.

IS) Spaces
g BEFRGEE » Show advanced options

Advanced Settings
)

< Back Create index pattern
)
@
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. Discover

1,326 hits
New Save Open Share
Filters  Search

83 + Add filter

? _source
Available fields

© @timestamp

t _id

t _index
# _score
t _type

docker.container_id

kubernetes.container_im...

kubernetes.container_im.

kubernetes.container_na...

kubernetes.host

Kubernetes.labels.app

kubernetes.labels.control...

Kubernetes.labels.k8s-app

kubernetes.labels kubern...

Kkubernetes.labels.pod-te...

kubernetes.labels.pod-te...

kubernetes.labels.statefu...

kubernetes.master_url

Kubefnetes.namespace_id

kubernetes.namespace._...

. Discover
64 hits
New Save

Filters

3 + Add filter

logstash

Selected
? _source
Available fields

© @timestamp

t _id

t _index

# _score

t _type

t docker.container_id

kubernetes.container_im.

kubernetes.container_im...

kubernetes.container_na...

kubernetes.host

kubernetes.labels.app

kubernetes.labels.control...

kubernetes.labels.io_ciliu...

kubernetes.labels k8s-app

kubernetes.labels kubern...

kubernetes.labels.name

Open Share

Inspect

Count

Inspect

Count

800
600
400
200 rl
0
14100 14112:00
Time

Jul 8, 2019 @ 14:24:52.143

Jul 8, 2019 @ 14:24:51.779

Jul 8, 2819 @ 14:24:51.221

Jul 8, 2819 @ 14:24:51.061

kubernetes.pod_name:counter

WI400 1411500

Time

Jul B, 2819 @ 14:27:48.897

Jul B, 2819 @ 14:27:47.896

Jul 8, 2019 @ 14:27:46.894

KQL ~  Last 15 minutes

Show dates

Jul 8, 2018 @ 14:09:59.102 - Jul 8, 2019 @ 14:24:58.102 — Auto ~
14:13:00 14:14:00 14:15:00 14:116:00 14:17:00 14:18:00 14:19:00 14:20:00 14:21:00 14:22:00 14:23:00 14:24:00
@timestamp per 30 seconds
_seurce
log: {"type":"response”,"Etimestamp”:"2819-87-B8T18:24:52Z", “tags":[], "pid":1, "method" :" statusCode" 1208, "req" :

{"url”:" /bundles/4bSaB4aaf1c9485e868c583a0f fBcadb. woff2" , "method” : "
{"hest":"
(Macintosh; Intel Mac 0S X 18_14_5) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/75.8.3770.188
Safari/537.36", "aceept

get", "headers":

localhost:5681", "connection”: "keep-alive", “origin”:"http://localhost:5681", "user-agent":"Mozilla/5.8

#/%", "referer”:"http://localhost:5681/bundles/commons. style.ess”, "accept-encoding” : "gzip,

log: {"type":"response”,"@timestamp”:"2819-87-88T18:24:51Z", “tags":[], "pis
:"/api/saved_objects/index-pattern/ab5edf3e-alad-11e9-a738-792a99dd4fe3" , "method" : "

"method” :"put”, "statusCode" :208, "req" :

put”, "header:

:"localhost:5681", "connection” : "keep-alive", “content-length”:"11718", “origin”: "http://localhost :5681", "kbn-
"Mozilla/5.8 (Macintesh; Intel Mac 0S X 18_14_5) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/75.8.3778.108 Safari/537.36", "content-

version":"7.2.8", "user-agent”

log: {"type”:'response", "@timestamp”:"2819-07-B8T18:24:51Z", “tags":[], "pid

“method” :"get”, "statusCode" :208, “req" :
{"url":"/api/index_patterns/_fields_for_wildcard?pattern=logstash-

*&meta_fields=_sourcedmeta_fields=_id&meta_fields=_type&meta_fields=_index&meta_fields=_scere", "method" :"get”, "headers":

localhost:5681", "connection
0zilla/5.8 (Macintesh; Intel Mac OS X 18_14_5) AppleWebKit/537.36 (KHTML, like Gecko)

:"keep-alive", “accept”:"application/json, text/plain, #/+", kbn-

'7.2.0", "user-agent”

20919-07-88T18:24:512", “tags":[], "pid”
{“url":"/api/saved_objects/_bulk_get", "method”:"post”, "headers”:{"host":"localhost:5681", "connection”: keep-

alive", "content-length http://localhost:5681", "kbn-version":"7.2.8", "user-agent":"Mozilla/5.8
(Macintosh; Intel Mac 08 X 18_.14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.8.3778.1088 Safari/537.36

log: {"type”:"response”, "@timestamp”: "method” :"post”, “statusCode" :200, "req":

76", "origin":

type" :"application/json”, "accept”:"#/+",“referer”:"http://localhost :5681/app/kibana”, "accept-encoding” :"gzip, deflate,

KQL ~15 minutes ago > now

Jul 8, 2019 @ 14:12:54.384 - Jul 8, 2019 @ 14:27:54.384 — Auto v
1476:00 147700 147800 141900 1420:00 42100 142200 142300 1424100 142500 142600  14:27:00
@timestamp per 30 seconds
_source

kubernetes.pod_name: counter log: 63: Mon Jul 8 18:27:48 UTC 2819 stream: stdout

docker.container_id: 98beeadf30e5fag9939f91f8bf1ebccedefsbedc98dc96b7167865db630bb9e9 kubernetes.container_name: count
kubernetes.namespace_name: default kubernetes.container_image: busybox:latest kubernetes.container_image_id: docker-

pullable://busybox@sha256:c94cf1be7cchoef2e6d14ef913c748b105068debdas82058d2b8d0Tce39f11b9 kubernetes.pod_id: efdlees9-
alad-11e9-8401-f6147c25455¢ kubernetes.host: pool-7nwspiwéh-odh2 kubernetes.master_url: https://18.245.8.1:443/2pi

kubernetes.pod_name: counter log: 62: Mon Jul 8 18:27:47 UTC 2819 stream: stdout

docker.container_id: 98beeadf3Be5fa9939f91f8bf1eb7ccedefsbedc9ndcIbb7167865db630bb3ed kubernetes.container_name: count
kubernetes.namespace_name: default kubernetes.container_image: busybox:latest kubernetes.container_image_id: docker-

pullable://busybox@sha256:c94cf1b87cchaef2e6414ef913c748b105068debda482058d208d0Tce39f 1109 kubernetes.pod_id: efdiee5d-
alad-11e9-8401-f6147c25455¢ kubernetes.host: pool-7nwspiwéh-odh2 kubernetes.master_url: https://18.245.8.1:443/2pi

kubernetes.pod_name: counter log: 61: Mon Jul 8 18:27:46 UTC 2019 stream: stdout
docker.container_id: 98beea3f3Pe5fad930f91f8bf1eb7ccedefShedc9Bdc96h7167865db638bbIed kubernetes.container_name: count
kubernetes.namespace_name: default kubernetes.container_image: busybox:latest kubernetes.container_image_id: docker-

pullable: / /busybex@sha256 : co4cf1bB7cchBBf2e6414ef913c7480105060debdadB2058d2b8daTcedsf11b9 kubernetes.pod_id: efdlees9-
alad-11e9-8461-f6147c25455e kubernetes.host: pool-7nwspiwsh-odh2 kubernetes.master_url: https://18.245.8.1:443/api
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Production Phase
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Production Phase

Transform data

.

o

-~
-~
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Metadata Iterative Chainer
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performance and training
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Serve the model
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prediction

KFServing
NVIDIA Tensor RT !0‘
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H $ snap install microk8s --classic --chann
el=1.21/stable
microk8s (1.21/stable) vl.zi.lﬂ from Canonical® installed

5 5

e

- S microk8s status
microk8s is running
high-availability: no

datastore master nodes: 127.8.8.1:198601
datastore standby nodes: none
addons:

enabled:
ha-cluster Configure high availability «
disabled:
ambassador Ambassador API Gateway and I
cilium SDN, fast with full network
dashboard The Kubernetes dashboard
dns CoreDNS




3 $ microk8s enable dns storage ingress metallb:10.64.14
0.43-10.64.140.49
Infer repository core for addon dns
Infer repository core for addon storage
Infer repository core for addon ingress
Infer repository core for addon metallb
Addon corefdns is already enabled
Addon core/storage is already enabled
Enabling Ingress
ingressclass.networking.k8s.io/public created
namespace/ingress created
serviceaccount/nginx-ingress-microk8s-serviceaccount created
clusterrole.rbac.authorization.k8s.io/nginx-ingress-microk8s-clusterrole create
d
role.rbac.authorization.k8s.io/nginx-ingress-microk8s-role created
clusterrolebinding.rbac.authorization.k8s.1io/nginx-ingress-microk8s created
rolebinding.rbac.authorization.k8s.io/nginx-ingress-microk8s created

clLusterrole.rbac.authorization.kB8s.10/metallb-system:speaker
role.rbac.authorization.k8s.io/config-watcher created
role.rbac.authorization.k8s.io/pod-lister created
clusterrolebinding.rbac.authorization.k8s.io/metallb-system:c
clusterrolebinding.rbac.authorization.k8s.io/metallb-system:s
rolebinding.rbac.authorization.k8s.io/config-watcher created
rolebinding.rbac.authorization.k8s.io/pod-lister created
Warning: spec.template.spec.nodeSelector[beta.kubernetes.io/o
ce v1.14; use "kubernetes.io/os" instead
daemonset.apps/speaker created

deployment.apps/controller created

configmap/config created

MetallLB is enabled

S sudo snap install juju --classic
juju 2.9.25 from Canonical Iinstalled
: $

- -




S juju bootstrap microk8s --agent-version="2.9.22"
Since Juju 2 is belng run for the first time, downloaded the latest public clou
d information.
Creating Juju controller "microk8s-localhost" on microk8s/localhost
Bootstrap to Kubernetes cluster identified as microk8s/localhost
Fetching Juju Dashboard ©.8.1
Creating k8s resources for controller "controller-microk8s-lecalhost”
Downloading images
Starting controller pod
Bootstrap agent now started
Contacting Juju controller at 10.152.183.18 to verify accessibility...

Bootstrap complete, controller "microk8s-localhost" is now available in namespa
ce "controller-microks8s-localhost”

Now you can run
juju add-model =model-name=
to create a new model to deploy k8s workloads.
: S

: S juju add-model kubeflow
Added 'kubeflow' model on microk8s/localhost with credential 'microk8s' for use
r 'admin’

$ juju deploy kubeflow-lite --trust
Located bundle "Lubeflcw 1lite" in charm-hub, revision 60
Located charm "admission-webhook" in charm-hub, channel stable
Located charm "argo-controller” in charm-hub, channel stable
Located charm "dex-auth" in charm-hub, channel 2.28/stable
Located charm "envoy" in charm-hub, channel stable
Located charm "istio-gateway" in charm-hub, channel 1.5/stable
Located charm "istio-pilot"” in charm-hub, channel 1.5/stable
Located charm "jupyter-controller” in charm-hub, channel stable
Located charm "jupyter-ui" in charm-hub, channel stable
Located charm "kfp-api" in charm-hub, channel stable
Located charm "charmed-osm-mariadb-k8s" in charm-hub, channel stable
Located charm "kfp-persistence" in charm-hub, channel stable
Located charm "kfp-profile-controller” in charm-hub, channel stable
Located charm "kfp-schedwf" in charm-hub, channel stable

KTp-apLl:K -
relation kfp-api:kfp-viz - pr viz: pr viz
relation kfp-api:object-storage - minio:object-storage
relation kfp-profile-controller:object-storage - minio:object-storage
relation kfp-ui:object-storage - minio:object-storage
relation kubeflow-profiles - kubeflow-dashboard
relation mlmd:grpc - envoy:grpc

Depley of bundle completed. .

B S

p




H 5 juju config dex-auth public-url
=http://10.64.140.43.nip

.io
: $ juju config oidc-gatekeeper pub
lic-url=http://16.64.140.43.nip.1io

S juju config dex-auth static-use
rname=admin

% juju config dex-auth static-pas
sword=admin

-
:E.‘ Kubeflow P kubeflow-user (Owmer) = (e

#A Home Dashboard Activity

Quick shortcuts Recent Notebooks Documentation
Upload a pipeline Kale.log Getting Started with Kubeflow
4 ipelines L E| Accessed 10/12/2021. 2:06:43 PM Get your machine-learning workflow up and running an (23
Kubeflow
View all pipeline runs lost+found f—
4 ipelines L= Accessed 10/12/2021, 2:06:00 PM .lm' . &
ast and easy way to deploy Kubeflow lacally
4 Create a new Notebook server Microkas for Kubeflow
Notebook Servers Quickly get Kubeflow running locally on native &
Recent Pipelines hypervisars
+ View Katib Experiments
Katib Minikube for Kubeflow -
o «f open-vaccine-model Quickly get Kubeflow running locally 4
Created 5/6/2021,12:32:25 PM
Kubeflow on GCP
o [Tuterial] DSL - Control structures Running Kubeflow on Kubernetes Engine and Google Z
Created 5/6/2021,1:42:51 AM Cloud Platform
Kubeflow on AWS
o [Tutorial] Data passing In python components Running . Elastic Container Service and Z
Created 5/6/2021, 1:42:49 AM Amazon
[Demo] TFX - Taxi tip prediction model trainer Requirements for Kubeflow
& ] sated 5/6/202 HN: Get more detailed information about using Kubeflow 23
T and its components
.= IDemol XGBoost - Iterative model trainina
Notebook Servers + NEW SERVER
Status Name Age Image CPU Memory Volumes
0 my-first-notebook 4 mins ago  tensorflow-1.13.1-notebook-cpu:v0.5.0 0.5 1.0Gi : CONNECT i

+ Add new volume + Attach existing volume

Configurations

Allow access to Kubeflow Pipelines

Affinity / Tolerations




From Notebook to Kubeflow Pipeline using Fashion MNIST

In this netebook, we will walk you through the steps of converting 3 machine learning model, which you may already have on a jl.. pyter notebook, inte 3 Kubeflow
i arflow example.

pipelns. Ac an example, we will make use of the fashicn we will make uze of the fashion MMIST dataset and the Basic classif

In this example we uzs:

= Kubeflow pipelines - Kubsflow Pipelines is 3 machine learning workflow platform that is helping data scientists and ML enginesrs tackle experimentation and

productionization of ML workloads. It allows users to essily orchestrate scalsble workloads using an SDK right from the comfort of a Jupyter Notebook.

= Microk8s - Microk8z is 3 service that gives you the ability to spin up a Bghtweight Kubernetes cluster right on your local machine. |t comes with Kubsflow buil
right in.

MNote: This notebook is to be run on a notebook server inside the Kubeflow environment.

Section 1: Data exploration (as in here)

The Fashion MMIST dataset contsins 70,000 grayscale images in 10 clothing categories. Esch image is 28x28 pixels in size. We chose this datssst to demonstrate
the funtionality of Kubefiow Pipelines without intreducing tec much cemplemxty in the implementation of the ML model.

To familiarize you with the dataset we will do a short exploration. It is always 3 good idea to understand your data before you begin any kind of analysis.

In [ ]:| plt.figure()
plt.imshow{train_images[®©])
plt.colorbar()
plt.grid(False)
plt.show()

In [ ]: train_images = train_images [/ 255.8@

test images = test images / 255.@

250

200

150

100




In [ ]: | plt.figure(figsize=(186,18))
for i in range(25):
plt.subplot(5,5,i+1)
plt.xticks{[])
plt.yticks{([])
plt.grid(False)
plt.imshow(train_images[i], cmap=plt.cm.binary)
plt.xlabel({class names[train labels[i]])
plt.show()

!

Ankle boot T-shirtjtop T-shirtftop Dress T-shirtftop
Pullowver Sneaker Pullowver Sandal Sandal

T-shirtftop Ankle boot Sandal Sandal Sneaker
{irJ-
| [ |
e
1
Ankle boot T-shirtftop Coat

Dress Touser

Coat

In [ ]: !pip install --user --upgrade kfp

Coat



# Run a training job with specified number of epochs
model.fit(train_images, train_labels, epochs=18)

# Fvaluate the model and print the results
test loss, test acc = model.evaluate(test images, test labels, verbose=2)
print('Test accuracy:', test acc)

# Save the model to the designated
model.save(f'{data_path}/{model_file}")

# Save the test data as a pickle file to be used by the predict component.
with open(f'{data_path}/test data', 'wb") as f:
pickle.dump({test _images,test labels), )

# Define a Softmax Layer to define outputs as probabilities
probability_model = tf.keras.Sequential([model,
tf.keras.layers.Softmax()])

# See https://github.com/kubeflow/pipelines/issues/2320 for explanation on this Lline.
image number = int({image_number)

# Grab an image from the test dataset.
img = test images[image number]

# Add the image to a batch where it is the only member.
img = (np.expand_dims(img,8))

# Predict the Label of the image.
predictions = probability model.predict({img)

In [ ]: # Create train and predict lightweight components.
train_op = comp.func_to container_op(train, base_image="tensorflow/tensorflow:latest-gpu-py3')
predict_op = comp.func_to_container_op(predict, base_image="tensorflow/tensorflow:latest-gpu-py3’)

In [ ]: client = kfp.Client(host="pipelines-api.kubeflow.svc.cluster.local:8888")



In [ ]: # Define the pipeline
@dsl.pipeline(
name="MNIST Pipeline’,
description="A toy pipeline that performs mnist model training and prediction.’

)

# Define parameters to be fed into pipeline
def mnist_container_pipeline(

data_path: str,

model file: str,

image number: int

# Define volume to share data between components.
vop = dsl.VolumeOp(

name="create_volume”,
resource_name="data-volume"”,

size="1Gi",

modes=ds1.VOLUME_MODE_RWM)

# Create MNIST traoining component.
mnist_training_container = train_op(data_path, model_file) \
.add_pvolumes ({data_path: vop.volume})

# Create MNIST prediction component.
mnist_predict_container = predict_op(data_path, model_file, image number) %\
.add_pvolumes({data_path: mnist_training_centainer.pvolume})

# Create MNIST training component.
mnist training container = train_op(data_path, model file) 3
.add_pvolumes({data_path: vop.volume})

# Create MNIST prediction component.
mnist predict container = predict _op(data_path, model file, image number) \
.add_pvolumes({data_path: mnist_training_container.pvolume})

# Print the result of the prediction

mnist_result container = dsl.ContainerOp(
name="print_prediction”,
image="library/bash:4.4.23",
pvolumes={data_path: mnist predict container.pvolume},
arguments=[ "cat’, f'{data path}/result.txt’]



In [ ]: experiment name = 'fashion mnist kubeflow'
run_name = pipeline func.__name__ + " run’

arguments = {"data_path" :DATA_PATH,
"model file"™:MODEL_PATH,

"image number": IMAGE_MUMBER}

# Compile pipeline to generate compressed YAML definition of the pipeline.
kfp.compiler.Compiler().compile(pipeline func,

“{}.zip" .Tormat(experiment_name))

# Submit pipeline directly from pipeline function
run_result = client.create run_from pipeline func(pipeline func,
experiment_name=experiment_name,

create-volume

train

1875/1875 [
Epoch 6/18
1875/1875 [
Epoch 7/18
1875/1875 [
Epoch 8/18
1875/1875 [
Epoch 9/18
1875/1875 [==
Epoch 18/18
1875/1875 [==

<keras.callbacks.History at Bx7f5f2c785118=

run_name=run_name,
arguments=arguments)

o

2ms/step

2ms/step

2ms/step

2ms/step

2ms/step

2ms/step

accuracy:

accuracy:

accuracy:

accuracy:

accuracy:

accuracy:

Ankle boot 99% (Ankle boot)

8.8913

8.8977

8.9822

8.9846

8.9889

8.9117




Chapter 10: Going Serverless with Knative and OpenFaaS

Frameworks
mTTTm T o T T T T T T T T mTTTT T T . T T TTTT 1
' Serving I ' Eventing |
: ! : !
| : ! :
! e ~ I ! - ~ I
. | |
! Service ! ! Sources !
: A J 1 : 1
1 I : 1 I :
1 .. 1
! Revision : ! Brokers !
1 : 1 \ ~/ !
1 1 !
. Yo V|
: Route - : : Triggers !
1 _ Y, I ! N J/ 1
: ! : !
1 ! 1 !
I________________________! I________________________I
Request-driven compute that Management and delivery
can scale to zero of events

$ microk8s enable knative

Enabling Knative

Enabling Istio

Fetching istioctl wversion v1.10.3.

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 668 100 668 0 0 2241 0O —:t—:— —:1—:1— —:—:— 2241

100 21.3M 100 21.3M 0 0 15.3M 0 0:00:01 0:00:01 ——:—:— 31.1M

istio-1.10.3/

istio-1.10.3/manifests/

istio-1.10.3/manifests/charts/

istio—-1.10.3/manifests/charts/istio—operator/

service/broker-ingress created

deployment . apps/mt-broker—controller created

Warning: autoscaling/v2betaZ? HorizontalPodAutoscaler is deprecated in v1.23+, unavailal
autoscaling/v2 HorizontalPodRutoscaler
horizontalpodautoscaler.autoscaling/broker-ingress-hpa created
horizontalpodautoscaler.autoscaling/broker—-filter-hpa created

Visit https://knative.dev/docs/admin/ to customize which broker channel
implementation is used and to specify which configurations are used for which namespac




$ kubectl get pods -n knative-serving

NAME STATUS RESTARTS AGE
autoscaler-74f697b6co-btdsl Running 0 2m31s
controller—-84f98b57b-jd2q7 Running 0 2m30s
activator-eb8d5Sbccbh4-Tsqgrs Running (0] 2m31s
domain-mapping—69479cfe6f—-8742d Running 0] 2m30s
net-istio-controller-6b876996dc-9dkl6 Running 0 2ml5s
net—istio-webhook-d45dbdcb6—-15xs7 Running 0 2ml5s
default-domain-fke2r Running (0] 2mls
domainmapping-webhook-bbe7b5f65-8hx6p Running 0] 2m30s
webhook—5dcd765485—wf8ck Running (0] 2m29s

Al

S kubectl get pods —n knative-eventing

NAME STATUS RESTARTS
eventing-—controller-7bfd95cc79-ztx4z Running 0
eventing-webhook-c7998d8£9-gcj55 Running
imc—dispatcher-ddsSbbb4dd7-vrqg]j’/ Running
imc—-controller-6f74957b95-g5x9s Running
mt-broker-controller-658f88d698—)7wtd Running
mt-broker—filter-5fde8bd989-d/dcp 1/1 Running
mt-broker-ingress—5bd6749895-kdlmk Running

$ sudo curl —o fusr/local/bin/kn -sL https://github.com/knative/client/releases/download/knative-v1.3.]]
kn-linux-amd64
S sudo chmod +x /usr/local/bin/kn

51
S kn version
Version: vl.3.1
Build Date: 2022-03-11 18:43:10
Git Revision: ab591c0c0
Supported APIs:
* Serving
— serving.knative.dev/v1l (knative-serving v1.3.0)
* Eventing
— sources.knative.dev/vl (knative-eventing v1.3.0)
- eventing.knative.dev/v1l (knative-eventing v1.3.0)
5

S microk8s config > SHOME/.kube/config




S kn service create kn-serverless -—image gcr.io/knative-samples/helloworld-go ——env TARGET=upnxtblog.com
Creating service '"kn-serverless' in namespace 'default':

.083s The Route is still working to reflect the latest desired specification.
.105s Configuration "kn-serverless" 1s walting for a Revision to become ready.
.118s ...

.181s ...

.873s Ingress has not yet been reconciled.

.952s Waiting for Envoys to receive Endpoints data.
.260s Waiting for load balancer to be ready
.519s Ready to serve.

Service 'kn-serverless' created to latest revision 'kn-serverless-00001' is available at URL:
http://kn-serverless.default.example.com

s

Knative Service
(kn-serverless)

-7 Manages  T--._
Pl Ttel,
Route . _
Configuration
(name) |
|
:
Routes !
traffic to specific Revision [«----------- E Records
- .
revision " history
i of multiple
Revision [¢----------- | revisions
1
1
1
1
Revision [e¢----------- :

$ curl http://$SERVICE IP:S$INGRESS PORT/ -H 'Host: kn-serverless.default.example.com'
Hello upnxtblog.com!

s

Every 2.0s: kubectl get pods

0:00 Fri Apr 1 06:19:45 2022

NAME READY STATUS RESTARTS
kn-serverless-00001-deployment-57bf78bd47-tz4gc 2/2 Terminating 0]

=]
k=]




$ kubectl get pods

NAME READY STATUS RESTARTS AGE
kn-serverless-00001-deployment-57bf78bd47-tz4gc 2/2 Running 0 109s
N |

$ microk8s enable dns

Enabling DNS

Applying manifest

serviceaccount/coredns created

configmap/coredns created

deployment.apps/coredns created

service/kube-dns created
clusterrole.rbac.authorization.k8s.io/coredns created
clusterrolebinding.rbac.authorization.k8s.io/coredns created
Restarting kubelet

DNS 1s enabled

s 1

$ microk8s enable registry

The registry will be created with the default size of 20Gi.

You can use the "size" arqument while enabling the registry, eg microk8s.enabl
Enabling default storage class

deployment.apps/hostpath-provisioner created
storageclass.storage.k8s.io/microk8s-hostpath created
serviceaccount/microk8s-hostpath created
clusterrole.rbac.authorization.k8s.io/microk8s-hostpath created
clusterrolebinding.rbac.authorization.k8s.io/microk8s-hostpath created
Storage will be available soon

Applying registry manifest

namespace/container-registry created
persistentvolumeclaim/registry-claim created

deployment.apps/registry created

service/registry created

configmap/local-registry-hosting configured

The registry is enabled

A |

$ microk8s enable openfaas
Addon dns is already enabled.
Enabling Helm 3
Fetching helm version v3.5.0.

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent ILeft Speed

100 11.7M 100 11.7M 0 0 12.8M 0O —:t—:— —:—:— —:—:— 12.8M
Helm 3 is enabled

Enabling OpenFaaS

Operator: false

Basic Auth enabled: true

WARNING: Kubernetes configuration file is group-readable. This is insecure. Loca
3052/credentials/client.config




REVISION: 1

TEST SUITE: None

NOTES:

To verify that openfaas has started, run:

kubectl —n openfaas get deployments -1
To retrieve the admin password, run:

echo $ (kubectl -n openfaas get secret ba
ecode)
OpenFaaS has been installed

s i

$ kubectl -n openfaas get deployments -1 "release=openfaas, app=openfaas"
NAME READY UP-TO-DATE AVATIABLE AGE
prometheus 1/1 92s
nats 1/1 92s
gueue-worker 1/1 92s
basic-auth-plugin 1/1 92s
alertmanager 1/1 92s
1/1 92s

$ curl -sSL ——insecure https://cli.openfaas.com | sudo -E sh
Finding latest version from GitHub

0.14.2

Downloading package https://github.com/openfaas/faas—-cli/releas
1i

Download complete.

Running with sufficient permissions to attempt to move faas-—cli
New version of faas—cli installed to /usr/local/bin
Creating alias 'faas' for "faas-cli'.

(I
commit: blc09c0243f69990bocB8lal’/d/337£0£d23e7542
version: 0.14.2

2 |




$ faas-cli new —-lang python ——prefix localhost:32000 openfaas—-serverless
Folder: openfaas-serverless created.

Function created in folder: openfaas-serverless
Stack file written: openfaas-serverless.yml

s 1

openfaas—serverless.yml

S faas—cli build -f ./openfaas-serverless.yml

Clearing temporary build folder: ./build/openfaas-—
Preparing: ./openfaas-serverless/ build/openfaas-s
Building: localhost:32000/openfaas—serverless:late
Sending build context to Docker daemon 8.192kB
Step 1/31 : FROM ——-platform=${TARGETPLATFORM:—-1inu
chdog

———> ©6f97aa%6dal8l

Step 2/31 : FROM ——platform=${TARGETPLATFORM:—-1inu
2.7-alpine: Pulling from library/python
aade3a933944: Pulling fs layer

259d822268fb: Pulling fs layer

10ba96d218d3: Pulling fs layer
44ba9f6a4209: Pulling fs layer
44ba9f6ad4209: Waiting




———> 3202cbddcb56
Step 31/31 : CMD ["fwatchdog"]

———> Running in bd9c86d0aaf9
Removing intermediate container bd9c8edOaaf9
———> b3af5cd4adedd
Successfully built b3af5c4aded9
Successfully tagged localhost:32000/openfaas—-serve
Image: localhost:32000/openfaas—-serverless:latest

s 1

$ faas—-cli push -f ./openfaas-serverless.yml

The push refers td repository [localhost:3200010peni

5¢c917ca’l243b:
Aefb21ff4222:
680albeb2e40:
c59cdfad7930:
240550aa0dec:
dac9a8959481 :
444490860clb:
34abdl5eaalf:
3e304456£938:
01e115009001:
65909e40f7e4:
d3a87395ac?b:
879c0d8666e3:
20a’7b70bdf2f:
3fc750b4d1be’:
beee9f30bclf:
latest: digest: sha256:4034411878816583bldb6458ed570

$ export OPENFAAS URL=http://127.0.0.1:31112

s 1

Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed
Pushed




$ echo $(kubectl -n openfaas get secret basic-auth -o jsonpath="{.data.basic-auth-password}" | base64 ——d
ecode)

V5NjmSMhIb2g

$ faas—cli login admin

Must provide a non-empty password via ——password or ——password-stdin

$ faas-cli login admin ——password V5NjmSMhIb2qg

WARNING! Using ——password is insecure, consider using: cat ~/faas pass.
sword—stdin

Calling the OpenFaaS server to validate the credentials...

credentials saved for admin http://127.0.0.1:31112

s 1

$ faas—cli deploy -f ./openfaas-serverless.yml
Deploying: openfaas—-serverless.

Deployed. 202 Accepted.
URL: http://127.0.0.1:31112/function/openfaas—-serverless

s 1

$ echo "Hello Upnxtblog.com" | faas-cli invoke -f openfaas-—serverless.yml openfaas-serverless
Hello Upnxtblog.com

s

OpenFaa$ Portal

S C  ® 1270.0.1:80
s Repli Invecation count
l_ﬁ Deploy New Function Ready 1 2
Image RL
alexellis/inception:2019-02-17 http://127.0.0.1:8080/function/inception ['D
inception Invoke function
INVOKE

QO Text ® JsoN (O Download

https://upload.wikimedia.org/wikipedia/commons/thumb/9/9a/Labrador _Retriever_chocolate_Hershey_sit_%28cropped%29.
jpg/448px-Labrador_Retriever_chocolate_Hershey_sit_%28cropped%29.jpg

Response statu

d-tnip (s

200 2.219

"name": "Labrador retriever",
"score": 0.8887792825698853

“name": "Chesapeake Bay retriever”,
"score": 0.02962166629731655




Chapter 11: Managing Storage Replication with OpenEBS

Volume

Pod 2 Pod 3
Volume Volume
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OpenEBS Engine

OpenEBS Engine

e
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g Helm
; g helm
Total

ebs" chart

Helming!O
onfiguration file i: oup-re

Apr 11 14:05::

UITE: None
sfully installed

the status running:

unning
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running




Cluster
Admin

Provision

e PVC e PV

Use

N S
Create

Developer

VOLUMEBINLD

plane:
olume/

nfig.yaml

configmap/ jres—configura
ubuntud : :




ubuntuldcontrolplane:~$ kubectl describe configmap postgres—configuration
postgres-configuration
default
app=postgres
<none>

POSTGRES DB:
postgresdb
POSTGRES PASSWORD:
postgrespassword
POSTGRES USER:

postgres

<none>
controlplane:~5

buntuldcontrolplane:~5 kubectl apply -f postgres-deployment.yaml
statefulset.apps/postgres—-statefulset created
service/postgres-service created

buntu@controlplane

ubuntul@controlplane:~5 kubectl get pods | grep post
postgres—-statefulset- O 1/1 Funning 0 3m22s
ubuntu@controlplane:~$ [

:~5 kubectl get svc | grep
NodePort 10.152.183. one 5432:32367/TCP 3m505

ubuntuldcontrolplane:~5 kubectl get pods -o wie | grep post
:“‘grcs statefulset-0 1/1 Running lem 10.1.49.81 controlplane
ostgres-statefulset-1 1/1 Running 107s 10.1.235.151 workerl
ubuntu@C(nthlplana ~5

ubuntuldcontrolplane:~5 kubectl exec -1t postgres-statefulset-0 —- psgl -U postgres
psgl (12.10 (Debian 12.10- L.pgdgllo+1))
Type "help" for help.

postgres=#

postgres=+# CREATE DATABASE 1nventory mgmt;
CREATE DATABASE

postgres=4

postgres—-# \c lnventory mgmt

You are now connected to database "inventory mgmt" as user "postgres”.
inventory mgmt-#




duct no 1inte
name text,
price numeric

mgmt=# CEREA sroduc

) ;
CREATE TABLE
inventory mgmt=# I

Chair
Work Table

unning
Running

yrdon

1
deleted

o
- ]

4

du

_maater

)

_ma ster

(

workerl







Chapter 12: Implementing Service Mesh for Cross-Cutting

Concerns

Y
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O
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$ microk8s enable linkerd
Fetching Linkerd? version v2.11.1.
2.11.1
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 677 100 677 0 0 2763 1] ==g==g== ==g==g== ==c==i=—= 272
100 48.6M 100 48.6M 0 0 18.1M 0 0:00:02 0:00:02 —:—:—— 22.6eM
Enabling Linkerd?
Enabling DNS
Applying manifest
serviceaccount/coredns created
configmap/coredns created
deployment .apps/coredns created
service/kube-dns created
clusterrole.rbac.authorization.k8s.io/coredns created
clusterrolebinding.rbac.authorization.k8s.io/coredns created
Restarting kubelet
DNS is enabled
namespace/linkerd created

mutatingwebhookconfiguration.admissionregistration.k8s.io/linkerd-tap-injec
service/tap-injector created

deployment.apps/tap-injector created
server.policy.linkerd.io/tap-injector-webhook created
serverauthorization.policy.linkerd.io/tap—injector created

service/web created

deployment.apps/web created
serviceprofile.linkerd.io/metrics—api.linkerd-viz.svc.cluster.local created
serviceprofile.linkerd.io/prometheus.linkerd—viz.svc.cluster.local created
serviceprofile.linkerd.io/grafana.linkerd-viz.svc.cluster.local created
Linkerd is starting

s i

$ kubectl get pods -n linkerd

NAME STATUS
linkerd-identity-54795b9f9f-gh9cl Running
linkerd-destination-8468749f6cf-4jvbf Running
linkerd-proxy-injector-edb5c59479-hrdgw Running
P

s 1

$ kubectl apply —-f https://k8s.io/examples/application/deployment.yaml
deployment . apps/nginx-deployment created
&

e |

S kubectl get pods

NAME READY STATUS
nginx—deployment-9456bbbf9-8v4s8 1/1 Running
nginx—deployment-945ebbbf9-cm5bow 1/1 Running
S




S  kubectl get deployment nginx-deployment -n default -o yaml \
> | microk8s linkerd inject - \
> | kubectl apply —-f -

deployment "nginx-deployment" injected

deployment . apps/nginx-deployment configured

&

e |

S microk8s linkerd check ——proxy
Linkerd core checks

vV can initialize the client

V can query the Kubernetes API

kubernetes—version

V is running the minimum Kubernetes API version
V is running the minimum kubectl version

linkerd-existence

V' 'linkerd-config' config map exists

V heartbeat ServiceAccount exist

\V control plane replica sets are ready
V no unschedulable pods

V control plane pods are ready




linkerd—viz

linkerd—-viz Namespace exists

linkerd-viz ClusterRoles exist

linkerd-viz ClusterRoleBindings exist

tap API server has valid cert

tap API server cert is valid for at least 60
tap API service 1s running

linkerd-viz pods are injected

viz extension pods are running

viz extension proxies are healthy

viz extension proxies are up-to-date

viz extension proxies and cli versions match
prometheus is installed and configured correc
can initialize the client

viz extension self-check

Status check results are V

$ kubectl describe deployment nginx-deployment
Name: nginx—-deployment
Namespace: default
CreationTimestamp: Sun, 17 Apr 2022 12:05:28 +0000
Labels: <none>
Annotations: deployment.kubernetes.io/revision: 2
Selector: app=nginx
Replicas: 2 desired | 2 updated | 2 total | 2
StrategyType: RollingUpdate
MinReadySeconds: 0
RollingUpdateStrategy: 25% max unavailable, 25% max surge
Pod Template:
Labels: app=nginx
Annotations: linkerd.io/inject: enabled
Containers:
nginx:
Image: nginx:1.14.2
Port: 80/TCP
Host Port: 0/TCP
Environment: <none>
Mounts: <none>




S microk8s linkerd viz dashboard &
[1] 19577

$ Linkerd dashboard available at:
http://localhost:50750

Grafana dashboard available at:

http://localhost:50750/grafana

Opening Linkerd dashboard in the default browser

Failed to open Linkerd dashboard automatically

Visit http://localhost:50750 in your browser to view the dashboard

Namespaces . —
® HTTP metrics =
& Control Plane
» Success P50 P95 P99 L
Namespace T Meshed Rate RPS Latency Latency Latency Grafana
DEFAULT ~ default 0/0 - - - - -
kube-node-
ease 0/0 - - - - -
@ Daemon Sets kube-public 0/0 - - — — —
Q Deployments kube-system 0/8 - - - - -
®  Jobs nkerd 9/9 100.00% 6.7 3ms 44ms 67ms 5

== Linkerd Top Line - Refresh every 5s

GLOBAL SUCCESS RATE GLOBAL REQUEST VOLUME NAMESPACES .. DEPLOYMENTS ...

54 rps 2 8

TOP LINE

SUCCESS RATE REQUEST VOLUME P95 LATENCY
100.00%

NAMESPACES




Service A } [ Service B }

Mesh Egress

~—

Traffic Traffic
Proxy ]—

R

Data
Plane
Ingress
Traffic [
Control
Plane

Certificates

Ry

Istiod

T
: Discovery Configuration
1
1

$ microk8s enable istio
Enabling Istio
Fetching istioctl wversion v1.10.3.

% Total

100 668
100 21.3M

istio-1.10
istio-1.10.
istio-1.10.
istio-1.10.
istio-1.10.

istio-1.10

% Received % Xferd Average Speed
Dload Upload
100 668 0 0 2891 0 —
100 21.3M 0 0 15.3M 0

.3/

3/manifests/

3/manifests/charts/
3/manifests/charts/istio—-operator/
3/manifests/charts/istio-operator/fil

.3/manifests/charts/istio-operator/fil
istio-1.10.

3/manifests/charts/istio—operator/val



Restarting kubelet
DNS is enabled

Istio core installed

Istiod installed

Ingress gateways installed

Egress gateways installed

Installation complete
Thank you for installing Istio 1.10. Please
perience! https://forms.gle/KjkrDnMPByg/akr
Istio 1s starting

To configure mutual TLS authentication consu
]

A |

S kubectl get pods —n istio-system

NAME STATUS
istiod-ef94fb9786-zfjne Running
istio—ingressgateway—f9cd5d59d-kx9%w8 Running
istio—egressgateway—7/c5c9d4ed—gfhk4 Running
&

N |

$ microk8s kubectl label namespace default istio-injection=enabled
namespace/default labeled

S kubectl apply —-f https://k8s.io/examples/application/deployment.yaml
deployment . apps/nginx-deployment created
&

s 1




S kubectl describe pod nginx-deployment-9456bbbf9-w2l1tqg

Name: nginx—deployment-9456bbbf9—w21tg

Namespace: default

Priority: 0

Node: host01/10.0.0.21

Start Time: Sun, 17 Apr 2022 12:39:51 +0000

Labels: app=nginx
istio.io/rev=default
pod—-template-hash=9456bbbi9
security.istio.io/tlsMode=istio
service.istio.io/canonical-name=nginx
service.istio.io/canonical-revision=latest
cni.projectcalico.org/podIP: 10.1.239.199/32
cni.projectcalico.org/podIPs: 10.1.239.199/32
kubectl.kubernetes.io/default-container: ngin
kubectl . kubernetes.io/default-logs—container:
prometheus.io/path: /stats/prometheus
prometheus.io/port: 15020
prometheus.io/scrape: true
sidecar.istio.io/status:

{"initContainers": ["istio—-init"], "container
istio—data", "istio—podinfo", "istio—token", "istiod-...
Status: Running

$ microk8s istioctl proxy-status
CDS LDS EDS RDS

VERSICN
istio-egressgateway—77c5c9d4e6d-gfhkd.istio—system SYNCED SYNCED SYNCED NOT SENT
od-6£94fb9786-zfjn6 1.10.3
istio-ingressgateway—f9cd5d59d-kx9w8.istio—system SYNCED SYNCED SYNCED NOT SENT
od-6f94fb9786-zfjn6 1.10.3
nginx-deployment-9456bbbf9-8z6dm.default SYNCED SYNCED SYNCED SYNCED
od-6f94fb9786-zfjn6 1.10.3
nginx-deployment-9456bbbf9-w2ltg.default SYNCED SYNCED SYNCED SYNCED
od-6f94fb9786-zfjn6 1.10.3
|
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figure high :

munit

dmis

Name , NAME : .me ta.name

)1plane:~5

ata.name




ubuntulcontrolplane:~5 kubectl get deploym
Y UP-TO-DA




Chapter 14: Hardware Virtualization for Securing Containers

Container 2

Container 1

Container Engine

Hypervisor

Host OS Host OS

Server Server
Container A Container B Container C Container A Container B Container C
Virtual Machine Virtual Machine Virtual Machine
| processn Y erocesss [ erocessc | ( |
name: € namespace: namespaces namespaces namespaces namespaces
(NI R
g 0
Guest Linux Guest Linux Guest Linux
Kernel A Kernel B Kernel C
Host Linux Kernel
& a
£ P = =i || 2
Soow Hardware Hardware Hardware
cPU Memory Network Storage | Virtualization [ Virtualization 7| Virtualization |~
Host Linux Kernel
Kata Containers

Traditional Containers




Pod

o o

Kubernetes e . .
Containerd /- Containerd-shim runC
CRI-O Containerd- .
e shim-kata-v2 e Kata-runtime “e\\\\‘ Pod

Container |

$ microk8s enable community

Infer repository core for addon community

Cloning into '/var/snap/microk8s/common/addons/community"'...
done.

Community repository is now enabled

$ microk8s enable kata

Infer repository community for addon kata

Installing kata-containers snap

kata-containers 2.4.1 from Kata Containers (katacontainers.) installed

Restarting containerd

Warning: node.k8s.io/vlbetal RuntimeClass is deprecated in v1.22+, unavailable in v1.25+
runtimeclass.node.k8s.io/kata created

To use the kata runtime set the 'kata' runtimeClassName, eg:

kind: Pod
metadata:
name: nginx-—kata
spec:
runtimeClassName: kata
containers:
— name: nginx
image: nginx

s

$ microk8s status
microk8s is running
high—-availability: no
datastore master nodes: 127.0.0.1:19001
datastore standby nodes: none
addons:
enabled:
kata # (community) Kata Containers is a s
community # (core) The community addons reposi
ha-cluster # (core) Configure high availability




e

S kubectl apply —-f kata—-nginx.yaml
pod/kata-nginx created
]

A |

S kubectl get pods
NAME READY STATUS
nginx—kata 1/1 Running

RESTARTS
0

AGE
12s
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Containers
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[ ] Raspberry Pi Imager v1.6

Raspberry Pi

Operating System Storage

CHOOSE 08 CHOOSE STORAGE




Operating System

& @&

© |

Raspberry Pi OS (32-bit)

A port of Debian with the Raspberry Pi Desktop (Recommended)
Released: 2021-03-04
Cached on your computer

Raspberry Pi OS (other)
Other Raspberry Pi OS based images

Other general purpose 0S
Other general purpose Operating Systems

Media player - Kodi 0S
Kodi based Media player operating systems

Emulation and game 03

‘ Raspberry Pi Imager v1.6.2

Operating System

Ubuntu Server 20.04.4 LTS (RPI 3/4/400) @

@ 64-bit server 08 with long-term support for anmé4 architectures

Released: 2022-02-23

Cached on your computer

Ubuntu Core 20 (RPi 2/3/4) ©

@ Ubumtu Core 20 32-bit loT OS for armhf architecture
Released: 2021-06-30

Online - 04 GB download

Ubuntu Core 20 (RPi 3/4) 6

Ubumtu Core 20 64-bit loT OS for armé&4 architecture
Released: 2021-06-30
Online - 0.4 GB download




‘ Raspberry Pi Imager v1.6.2

Raspberry Pi

Operating System

Storage

Writing... 0%

PS CoWWINDOW

Enter passphras

Enter same pa:
Your identifica
Your public key
y fingerprint
YERIoeikEJQhIb7
ndomart ima

o0 .+ E

Mame

D ubuntu-core-rpi
ubuntu-core-rpi.pub

CANCEL WRITE

Admin/.sshfid_rsa):

Date modified

6/20/2022 10:46 AM
B6/20/2022 10:46 AM

ubuntu-core-rpi




g?gntu Karthik  Log out

My account

Personal details SSH keyg

Authentication devices
Applications
SSH keys
- Import new SSH key
Account activity
Insert the contents of your public key (usually ~/_ssh/id rsa_pub, ~/ ssh/id dsa_pub,
~/ sshfid_ecdsa pub or ~f ssh/id_ed25519 pub).

Mote: Only SSH v2 keys are supported.

Public 55H Key:

mMBMOKMNEL+hbMUEScW15RIQdRGr2NX+LyvgUoLaT+Hp+YLsWagxPlxfzElObA4s10rt3xAje8Uw1 Oy 1NGokCts+Rn
gF4H2GMJUgBSEPXb00ORE2JOIFSErBRyv/11oF) Ae4fiyNzbgqiq)5zcARX 1dP/GE3+gmzXvVZUNVTI Yo 7nhMENZWhigz
SgvvBexw/o8lyzoMQISs= admin@DESKTOP-SRAQJIL

|

ubuntu
one

My account

Personal details The following key was added to your account: admin@DESKTOP-5RAQI1L

Authentication devices

Applications SS H keyg

SS5H keys
A t activit
ceountsctivity (] admin@DESKTOP-5RAQJIL
+  Key details
Delete selected keys

ubuntu@controlplane:~5 sudo snap install microk8s --channel=latest/edge/strict
2022-06-21T06:05:14Z INFO Waiting for automatic snapd restart...

microkf (edge/strict) v1.24.1 from Canonicalv installed
ubuntu@controlplane:~3 |:|




nfigure high av

rootlmaster:~# snap connections microk8s

Interface Plug

account-control ount-control raccount-control

cifs—-mount icr :cifs—-mount -

content microk8s:micr
er-support icrok8s:docker-privileged :do —support
ker-support icr } ocker—-unprivileged :doc r-support

firewall-control icr }s:firewall-control :firewall-control

fuse-support icr :fuse-support -

hardware-observe icr }s:hardware-observe thardware—-observe

home icr = :home

home icr 1ome—read-all :home

kernel-crypto-api icr tkernel-crypto-api -

channels:

1.24/stable: vl.24.0 2022-05-13
1.24/candidat v1.24.0
1.24/beta: v1.24.0
1.24/edge: v1l.24.2
latest/stable: v1l.24.0 2022-05-13
latest/candidate: v1.24.0 2022-05-13
latest/beta: vl.24.0 2022-05-13
latest/edge: vl.24.2 2022-06-21
dglite/stable: -

dglite/candidate: -
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ubuntulworkerl:~$% sudo snap install microk8s --channel=latest/edge/strict
microk8s (edge/strict) v1.24.1 from Canonicalyv installed
ubuntufworkerl:~$ I
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No images...



