Chapter 1: Introduction to Check Point Firewalls and Threat
Prevention Products
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Chapter 2: Common Deployment Scenarios and Network
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General information

* Email address: cpadminfmycompany.com

* Name of company / organization:

* Script wersiomn: 5.2

* Date & time: 2021-07-11 16:46:24

* Scheduled end: 2021-07-12 16:46:24

* Ttility Sampling duration: 1 days

* hppliance: VMware Virtual Platform [1559 ME]
* Active blades: FW MGMT VPN MAB A URLF AWV ASPM APP CTL IPS DLP IA S5L. INSPECT ANTE MON TE
* Gateway version: Check Point Gaia RE0.40

* Gateway name: CPGW

* SecureXL: on

* Clustering:

H& module not started.
* ClusterXL: no

Customer estimation

* Main functions performed by this gateway:
* Perimeter security: ¥
* DMZ security: n
* Protect the datacenter: vy
* Segment internal networks: y
* Protect web servers: n
* Estimated number of users: 40
* Estimated gateway throughput [Mbps]: 2GOH
* Size of internet pipe [Mbps]: 130
* Satisfied with gateway performance: vy
* Estimated number of remote users: 20
* Estimated number of IPSec VPN remote users: 25
* Additional customer feedback: n

Measured Data

* Maximum gateway throughput: 26.073215 Mbps

* Maximum packet rate: 4029 Packets/sec

* Maximum Total CPU: T76%
* CPU core 0: 70% (Max core utilization: 100%)
* CPU core 1l: B80% (Max core utilization: 100%)
* CPU core 2: 47% (Max core utilization: 100%)
* CPU core 3: 69% (Max core utilization: 91%)

* Maximum kernel CPU: 37%
* kernel CPU core
* kernel CPU core

29% (Max core kernel Utilization: 34%)

21% (Max core kernel UOtilization: 24%)
* kernel CPU core 20% (Max core kernel Utilization: 19%)
* kernel CPU core 3: 78% (Max core kernel Utilization: 91%)

* Estimated number of unigue IPs behind gateway: O

* Maximum concurrent connections: 771 .

* Awverage concurrent connections: 220

* Mazximum memory utilization: 1314865 EB

* Minimum Free Memory: 1.91208 MB

* hecelerated packets: 0.00% Q—.

* VPN traffic: 0.00%

* Detected interface packet drops: no

* Detected install policy: no

* SBMT status: Unsupported
* Estimated average of NAT connections: 0% (average concurrent connections:5e)

Wk = O
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Chapter 3: Building a Check Point Lab Environment — Part 1

10.0.0.1/24 Virtual IP of the Cluster's interface
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Virtual Lab Topology Bridged
Network
Network Segments DHCP IP
Vyos
etho| Router
eth2
CPCXL Net_200.100.0.0 @ Net_200.200.0.0
CPCM1
External | Net_200.100.0.0 External | Net_200.200.0.0
5 Sync Net_192.168.255.0
eth0
DMZSRV " ADDCDNS CPGW
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VyOS (Router)

Description Network
etho DHCP Outside Bridged Adapter
ethl 200.100.0.254 Left Net 200.100.0.0
eth2 200.200.0.254 Right Net 200.200.0.0 ‘

Cluster (Virtual IPs, CPCM1 and CPCM2)

Interface Virtual IP CPCM1 CPCM2 Description Network
ethO 10.0.01 10.0.0.2 10.0.0.3 Mgmt Net 10.0.0.0
eth1 10.10.10.1 10.10.10.2 10.10.10.3 Internall Net 10.10.10.0
eth2 10.20.20.1 10.20.20.2 10.20.20.3 Internal2 Net 10.20.20.0
eth3 192.168.255.1 192.168.255.2 Sync Net 192.168.255.0
eth4 200.100.0.1 200.100.0.2  200.100.0.3 External Net 200.100.0.0
eth5 10.30.30.1 10.30.30.2 10.30.30.3 DMZ Net 10.30.30.0

Single Gateway (CPGW)

Interface Description Network
eth0 200.200.0.1 External Net_200.200.0.0
ethl 172.16.16.1 Internal Net 172.16.16.0

Security Management Server (CPSMS)

Interface Network
Ethernet 10.0.0.10 Net 10.0.0.0
LeftHost
Interface IP Network
Ethernet 10.10.10.10 Net 10.10.10.0
ADDCDNS
Interface Network
Ethernet 10.20.20.10 Net 10.20.20.0
DMZSRV
Interface
Ethernet 10.30.30.10 Net 10.30.30.0
RightHost

Interface Network

Ethernet 172.16.16.100 Net 172.16.16.0




Installation —.

W Quantum Security Gateway

Clean install Upgrade

Fast Deployment : Fast Deployment
3 Clean Install Image 3 Upgrade package for
— Scalable Platforms —  Scalable Platforms
For instructions for Scalable Platforms, refer to sk173363.

For Gaia Fast Deployment (Blink), refer to sk120193. Check Point recommends to upgrade using SmartConsole or CDT.

W Quantum Security Management and Multi-Domain Server

Upgrade

Fast Deployment Package »
¥ Coriatly Menegeiiat ¥ Upgrade Package

Clean install
3 Fast Deployment Package 3 Fast Deployment
—  Security Management — Package Multi-Domain
: ¥ Clean Install Image

For Gaia Fast Deployment (Blink], refer to sk120193. Check Point recommends to upgrade using SmartConsole or CDT.

i SmartConsole

o— DTN

For Web SmartConsole, see sk170314

Democratizing how we access
networks through a universal
Router and Open source software.

Our vision at VyOS is to dramatically change how we access networks so .
that we can all build the solutions we always dreamed of, without n

?

restrictions, limitations, or prohibitive costs.

Rolling Release <

%




Download PuTTY: latest release (0.76)

Home | FAQ | Feedback | Licence | Updates | Mirrors | Keys | Links | Team }

e |

Download: Stable - Snapshot | Docs | Changes | Wishlist
This page contains download links for the latest released version of PuTTY. Currently this 1s 0.76, released on 2021-07-17.
When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to. Alternatively, here 15/

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the most up-to-date versi{
problem with this release, then it might be worth trying out the development snapshots, to see if the problem has already been fixed in thos

l,

g |
Package files }
You probably want one of these. They include versions of all the PuTTY utilities. )
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.) /
MSI (‘Windows Installer’) ‘
64-bit x86- putty-64bit-0.76-installer.msi (or by FTP) (signature)
64-bit Arm: putty-armé4-0.76-installer.msi (or b)l FTP)_ _(s_ignature)' \
32-bit x86: putty-0.76-installer.msi (or by FTP) (signature) )
Unix source archive :
.tar.gz: putty-0.76.tar.gz (or by ETP) (signature) ’

A,A?——A———/"“\——/—*———-———-”"“ e el et et e

— v A > ThisPC » Local Disk(C:) » CPBook » LabShare
‘ Downloads [ Name Type Size Date modified
HI_Accounting 150s_and_OVAs File folder 8/7/2021 10:55 AM
D Music Scripts File folder 8/6/2021 11:24 AM
[&] Pictures Software File folder 8/6/2021 11:26 AM
m Videos a Oracle_VM_VirtualBox_Extension_Pack-6.1.26  VirtualBox Extension Pack 10,874 KB 8/6/2021 11:27 AM
% Local Disk (C:) v l3 VirtualBox-6.1.22-144080-Win Application 105,581 KB 7/19/2021 12:01 PM
5 items
5Cs_and_OVA
- v A > ThisPC > Local Disk(C:) » CPBook » LabShare » ISOs_and_OVAs
~
A Name Type

# Quick access
17763.737.190906-2324.rs5_release_svc_refresh_SERVER_EVAL xB64FRE_en-us_1  iso Archive

[ Deskto| *

4 Check_Point_R81.10_T335 iso Archive
‘ Diownloads * W vyos-1.1.8-amd64 Open Virtualization Format Archive
|Z Documents  #

[&] Pictures 2%
3 items
| [ + | Software
Home Share View
< v A > ThisPC » Local Disk(C:) » CPBook » LabShare » Software
~
fod Name Type Size Date modified
3 Quick access )
I Deskt " Q Check_Point_R81.10_T335_SmartConsole Application 426,300 KB 7/19/2021 11:57 AM
eskto ;

R 11y ChromeStandaloneSetup64 Application 77,753 KB 7/25/2021 11:28 PM
¥ Downloads  # 6% npp.2.1.2Installer Application 3,808 KB /2021 11:19 PM
=| Documents 4 @ putty-64bit-0.76-installer Windows Installer Package 3,011 KB 7/25/2021 11:18 PM
(=] Pictures * o B, WinSCP-5.19.2-Setup Application 11,143KB  7/25/2021 11:19 PM

5 items




Welcome to tl;e Oracle VM
VirtualBox 6.1.22 Setup
Wizard

The Setup Wizard will install Orade VM VirtualBox 6.1.22 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Next > Cancel

Version 6.1.22

@_{»

Custom Setup
Select the way you want features to be installed.

Click on the icons in the free below to change the way features will be installed.

=l VirtualBox Application

- (= - | VirtualBox USB Support
(= &3 = | VirtualBox Metworking

--------- = - | VirtualBox Bridge
l s (=20 - | VirtualBox Host-C
- — . ~r| VirtualBox Python 2.x 5L
1 < >
Location: C:VProgram Files\OradeVirtualBox,

Version 6,1.22 Disk Usage

< Back

Orade ¥M virtualBox 6.1.22
application.

This feature requires 217MB on
your hard drive. It has 3 of 3
subfeatures selected. The
subfeatures require 932KB on yao...

Browse

Cancel

MNext =




ﬁ Oracle VM VirtualBox 6.1.22 Setup

Custom Setup

select the way you want features to be installed.

Flease choose from the options below:

Create start menu entries
Create a shortcut on the desktop
Create a shortout in the Quick Launch Bar

Register file assodations

Version 6.1.22 < Back Mext =

Cancel




-

Warning: &
Network Interfaces

Installing the Oracle VM VirtualBox 6. 1.22 Networking
feature will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 6.1.22 Yes No

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Clid: Cancel to exit the wizard.

Version 6.1,22 < Back Install Cancel




Would you like to install this device smf‘tware?i—.

Mame: Oracle Corporation Universal Serial Bus ...
<9 publisher: Oracle Corporation

| Always trust software from "Oracle Corporation”. Install Deon't Install

) You should only install driver software from publishers you trust. How can | decide
which device software is safe to install?

Version 6.1.22

 _

Oracle VM VirtualBox 6.1.22
installation is complete.

Click the Finish button to exit the Setup Wizard.

Start Oracle VM VirtualBox 6. 1. 22 after installation

l
v

< Back Finish Cancel




You have chosen to open: t\.

a Oracle_VM_VirtualBox_Extension_Paclk-6.1.24.vbox-extpack

which is: VirtualBox Extension Pack (10.6 ME)
from: https://download.virtualbox.org

What should Firefox do with this file?

@Qpen with | VirtualBox Manager (default) o
() Save File
[ ] Do this automatically for files like this from now ﬂ-n./.
QK Cancel
A VirtualBox - Question ! X

You are about to install a VirtualBox extension pack. Extension padks
complement the functionality of VirtualBox and can contain system level
software that could be potentially harmful to your system. Please review the
description below and only proceed if you have obtained the extension padk
from a trusted source.

MHame: Orade YM VirtualBox Extension Pack
Version: G.1. 24r 145767

Description: Orade Cloud Infrastructure integration, USE 2.0 and USB
3.0 Host Controller, Host Webcam, VirtualBox RDP, PXE
ROM, Disk Encryption, NVMe.

Install Cancel




-
\p VirtualBox License ?

Product =('or direct proguct thereof) will be expt;;ted, di:ecﬂy or i’ndirecﬁ;r, in violation of these laws, or will be used A
for any purpose prohibited by these laws induding, without limitation, nuclear, chemical, or biological weapons
proliferation, or development of missile technology.

§ 9 U.S. Government End Users. Oracle programs, including the Product, any operating system, integrated
software, any programs installed on hardware, and/or documentation, delivered to U.S. Government end users
are “commercial computer software” pursuant to the applicable Federal Acquisition Regulation and agency-spedific
supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation of the programs,
including any operating system, integrated software, any programs installed on the hardware, and/or
documentation, shall be subject to license terms and license restrictions applicable to the programs. No other rights
are granted to the U.S. Government.

§ 10 Miscellaneous. This Agreement is the entire agreement between you and Oradle relating to its subject
matter. It supersedes all prior or contemporaneous oral or written communications, proposals, representations and
warranties and prevails over any conflicting or additional terms of any quote, order, acknowledgment, or other
communication between the parties relating to its subject matter during the term of this Agreement. No
modification of this Agreement will be binding, unless in writing and signed by an authorized representative of each
party. If any provision of this Agreement is held to be unenforceable, this Agreement will remain in effect with the
provision omitted, unless omission would frustrate the intent of the parties, in which case this Agreement will
immediately terminate. This Agreement is governed by the laws of the State of California, USA, and you and
Oracle agree to submit to the exdusive jurisdiction of, and venue in, the courts of San Francisco or Santa Clara
counties in California in any dispute arising out of or relating to this Agreement. Upon 45 days written notice,
Oracle may audit your use of the Product to confirm that you are in compliance with the terms of this Agreement.
You agree to cooperate with Oracle’s audit and provide reasonable assistance and access to information. Any such
audit shall not unreasonably interfere with your normal business operations. You agree to pay within 30 days of
written notification any fees applicable to your unlicensed use of the Product. You agree that Oracle shall not be
responsible for any of your costs incurred in cooperating with the audit. If a legal action or proceeding is
commenced by either party in connection with the enforcement of this Agreement, the prevailing party shall be
entitled to its costs and attorneys’ fees actually incurred in connection with such action or proceeding.

v

.—.\ IAgree | 1 Disagree ’

W VirtualBox - Information ? et

The extension pack
Oracle VM VirtualBox Extension Pack
was installed successfully.

QK

Cracle VM YirtualBox Manager
¥ g .
File

Machine  5Snapshot  Help

% E Q ﬂew 4—. Ctrl+N

ap  Add. Ctrl+ A
M




Create Virtual Machine

Mame and operating system

Mame: |F-'.outer 4—.

Machine Folder: | C:\Jsers\Wiadimir \virtualBox YMs

Type: | Linu ‘——-.

Version: |Debian {B4-bit) ‘—_.

Memory size

4MB 65530 MB

Hard disk

() Do not add a virtual hard disk
(®) Create a virtual hard disk now
() Use an existing virtual hard digk file

=], WINBASE. vdi (Normal, 40.00 GB)

fo2s 2] e

w
Guided Mode | I Create | | Cancel
? *
Create Virtual Hard Disk
File location
|C:‘l,l..lsers‘l,'l.n’ladimir‘l,‘l.n"lrmalﬁnx YMsWyOS1\Router, vdi | Iﬂ
File size
y
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
4,00 MB 2.00TE
Hard disk file type Storage on physical hard disk
(@) VDI (VirtualBox Disk Image) (®) Dynamically allocated
) VHD (virtual Hard Disk) () Fixed size
(") VMDK (Virtual Machine Disk) Split into files of less than 2GE

() HOD (Parallels Hard Disk)
() Qeow (QEMU Copy-On-Write)
) QED {QEMU enhanced disk)

Guided Mode | | Create | | Cancel




{250 Router- Settings ? *

E General Network /—.

@ Systern Adapter 1 Adapter 2 Adapter 3 Adapter 4
@ Display Enable Network Adapter
Storage Attached to: |E’”“f’9"e":I Adapter i |4—__.
Name:  Realtek PCle 2.5GbE Famiy Contraller -
Audi
(J;J Hae 5 Advanced
@ Network Adapter Type: | Intel PRO/1000 MT Desktop (82540EM) v
@ Serial Ports Promiscuous Mode: |Der11_r hd |
ﬁ; Use MAC Address: |080027D76BC0 | @
.—b [+] cable Connected
m Shared Folders
| Port Forwarding |
E User Interface
{2 Router - Settings ? >
General Network /_.
System Adapter 1  Adapter 2 Adapter 3 Adapter 4

Display Enable Metwork Adapter

ﬂ Storage Attached to: |I.ntema] Metwork - |4___. ?
v]

Name: |Net_200,100.0.0

Audi
Hee .—P? Advanced

Metwork Adapter Type: |I.nte| PRO/1000 MT Desktop (82540EM) - |
Serial Ports Promiscuous Mode: |Den1,r hd |
USE MAC Address: |0800272B35AD | @
.—» [+] cable Connected
Shared Folders
| Port Forwarding |

W AWRSRA [ OR LN ]

Uzer Interface




{'ﬂ Fouter - Settings ? >

E General Network /_.

E System Adapter 1 Adapter 2 Adapter 3 Adapter 4
|§| Display Enable Metwork Adapter
=) Attached to: | Internal Network - |4———.
(=) Storage
Mame: |Net_200.200.0.0] v|
EcD] Audio
.—»V Advanced
@ Network Adapter Type: | Intel PRO/1000 MT Desktop (82540EM) -
@ Serial Ports Promiscuous Mode: |Dx=_-|'11,.|r =7 |
MAC Address: |080027ACE67D | @
UsB
.—» [+] cable Connected
D Shared Folders
Port Forwarding
E Uzer Interface
(2 Router - Settings ? X
E General ’ Storage
@ System Storage Devices 4’— Attributes
Controller: IDE
@ Display e ik coh
m e & controller: SATA
I - e P
V# Please choose a virtual optical disk file X
« « 4 ||« CPBook > LabShare > ISOs_and_OVAs 4—. v | ® | | O SearchISOs.and OVAs
Organize ¥ New folder =2 v [l o
 Chapter_3 A Name = Date modified Type Size
| Screenshots:Chy 17763.737.190006-2324.155_release_svc_re...  7/19/202110:50 AM iso Archive 5,172,572 KB
| Creative Cloud Fil C?BASEEVAL.iSP 777/19/’20271 11{5.7 AM iso Archrivre 4,115,%09 KB
4 vyos-rolling-latest.iso 4—' 7/2/2022 6:21 PM iso Archive 399,360 KB |
@, OneDrive - EverSe o '




image

elcome to the UyOS install program. This script

ill walk you through the process of installing the

y0S image to a local hard drive.

ould you like to continue? (Yess/No) [Yes]:[Eid

robing drives: OK

he Uy0S image will require a minimum 2000MB root.

ould you like me to try to partition a drive automatically
or would you rather partition it manually with parted? If

ou have already setup your partitions, you may skip this step

artition (Auto/Parted/Skip) [Autol:ElA

I found the following drives on your system:
sda 8589MB

Install the image on? [sdal:[EiZd

his will destroy all data on sdevssda.
ontinue? (Yess/No) [Nol: Yes

ooking for pre-existing RAID groups...none found.
ow big of a root partition should I create? (2000MB - 8589MB) [85891MB: Egd

reating filesystem on s/dev/sdal: OK

hat would you like to name this image? [1.4-rolling-2022070117591]: 5224
This image will be named: 1.4-rolling-202207011759

opying squashfs image...

opying kernel and initrd images...

I found the following configuration files:
soptsuyattasetc/configsconfig.boot
voptsvyattasetc/config.boot.default

hich one should I copy to sda? [sopts/vyattasetcs/config/config.boot] :EHiEd

opying sopts/vyattasetcs/configsconfig.boot to sda.
Enter password for administrator account
Enter password for user ’wvyos’: vyos HiEd

etype password for user ’wvyos’ : vyos [EIE4

I need to install the GRUB boot loader.

I found the following drives on your system:

sda 8589MB

hich drive should GRUB modify the boot partition on? [sdal:EiZd

Setting up grub: OK
Done?! Please reboot now.

| & - Settings {1 ? X
—} General Storage 4
E System 2 Storage Devices Attributes %
[ X & Controller: IDE Optical Drive: |IDE Secondary Device 0 v | (&)
!l Display % 5 =
— Y © vyos-olingJatest.iso [] Live cojovp &l Choose/Create a Virtual Optical Disk...
M Storage & Controller: SATA * Information [el Choose a diskfile...
5 = o G Type: Image
[)J Audio Bl Router.vdi 3 e vyos-rolling-latest.iso
@TJ Network Location: C:\CPBook\LabShare\ISOs_anc .
= Attached to: VyOS1
{ }3' ¢ Serial Ports #
M UsB \,:3 Remove Disk from Virtual Drive



Chapter 4: Building a Check Point Lab Environment — Part 2

\J Oracle VM VirtualBox Manager Q——. = O

File Machine Help

B oo o—i P -

New Settings Discard Start

G Router [=] General =] preview
Bl @ Powered Off Name: SRVBASE

Operatng System: Windons 2019 (645 || N |

Create Virtual Machine ‘———.

MName and operating system

Please choose a descriptive name and destination folder for the new wirtual machine and select
the type of operating system you intend to install on it. The name you choose will be used
throughout VirtualBox to identify this machine.

Name: |WINBASE q.—. |

Machine Folder: | C:\Wsers\WiadimirvirtualBox VMs b |
Type: |Micmsnf"’t Windows - | E’:!
2019

Version: | Windows 2019 (54-bit) v

ExpertMode | [ Next | | cancel




&  Create Virtual Machine

Memory size

Select the amount of memary (RAM) in megabytes to be allocated to the virtual machine.

[0 [£] e

32768 MBE

.—~| Next | | Cancel

The recommended memary size is 2048 MB.

€ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard
digk file or select one from the list or from another location using the folder icon,

If you need a more complex storage set-up you can skip this step and make the changes to the
machine settings ance the machine is created.

The recommended size of the hard disk is 50.00 GB. Q—.
(") Do not add a virtual hard disk
(@) Create a virtual hard disk now
() Use an existing virtual hard digk file
Vy0S-1. 1.8-amds4-disk 1. vmdk (Normal, 10.00 GB)

H Create | | Cancel




Create Virtual Hard Disk

Hard disk file type

Flease choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you
can leave this setting unchanged.

{® VDI (VirtualBox Disklmage}q——.

() WHD {virtual Hard Disk)
() yMDK (virtual Machine Disk)

ExpertMode = Next | | Cancel

€ Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or if it should be created at its maximum size (fixed
size).

A dynamically allocated hard disk file will only use space on your physical
hard disk as it fills up {up to @ maximum fixced size), although it will not shrink
again automatically when space on it is freed,

A foced size hard disk file may take longer to create on some systems but is
often faster to use,

(® Dynamically allocated ﬁ—.

() Fixed size

.—.| Next || Cancel




€ (Create Virtual Hard Disk

File location and size

Flease type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

|C:\Users\Wiadimir \Wir tualBox YMs\WINBASE\WINBASE. vdi | @

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk,

0

Create | | Cancel

N# Oracle VM VirtualBox Manager -
File Machine Help

45 8@ P

New Settings Discard Start

G Router =] General (=) preview
B © Powered Off Name: WINBASE
Operating System: Windows 2019 (64-bit)

System

Base Memory: 2048 MB
Boot Order: Floppy, Optical, Hard Disk




£33 WINBASE - Settings ? X

@ General ‘ Storage Q ’
@ System Storage Devices — | Attributes N
W o & Controler: SATA Optical Drive: |SATA Port 1 @
isplay .
WINBASE. vdi [ Live co/ovD [& Choose/Create a Virtual Optical Disk...
Stotage. [] Hot-pluggable
) Information .
@3 Audio Type: — (&) Remove Disk from Virtual Drive
[51 Network SnE =
Location: -—
@ Serial Ports Attached to: —
@ UsB
a Shared Folders
E User Interface
20E®@
[ ok ]| cancel

a Please choose a virtual optical disk file «/. #
“ v A I_,!,“ Local Disk (C:) *# CPBook » Images_VMs_and_Software v [J] £ Search lmages_VMs_and_Sof...

Organize v New folder == ~ [ o
~
I This PC ~ Mame Date modi..  Type
: D Objects 17763.737.190006-2324.rs5_release_svc_refresh_SERVER_EVAL x64FRE_en-us 1 7/19/2021.. iso Archive
I Desktop Check_Point_R&1.10_T335 7/19/2021 ... iso Archive

Documents

* Downloads v < 3

File name: | 17763.737.190906-2324.r55_release_svc_refresh SERVER_EVAL x64FRE ~ | |All virtual optical disk files (*.dr

H Open | | Cancel |

£ WINBASE - Settings ? X
E General Network 1.
[&] system Adapter 1 (Ajww 2 Adapter3  Adapter 4
IE‘ Display [“] Enable Network Adapter
G) storage Attached to: | Internal Network v Iﬁ—-’
N Name: | Net_DeadEnd Q—-‘ v]
( Audio B
@ Network
- ’\—-/\ — ‘-\’—-—ﬂ’\



Shared Folders

{53 WINBASE - Settings )
E General . General /.
.
E System Basic  Advanced Description Disk Encryption
B Display Snapshot Folder: | | C:\Users\Viadimir\VirtualBox VMs\WINBASE\Snapshots -
Storage Shared Clipboard: m,—.
ED] Audio Drag'n'Drop: |Bidirectional =
|§| Metwork
@ Serial Ports
& UsB
]
o

User Interface




@ WINBASE - Settings s
@ General Shared Folders
|-l | System Shared Folders
‘El Displ Name Path Access Auto Mount At
ispla =
Py Machine Folders 3
@ Storage Transient Folders L:J
(@J Audio @ Add Share . ? %
b
@ Network Folder Path: | | ...\Images_VMs_and_Software V|
@ Serial Po Folder Name: lImages_VMs_and_Soﬂware |
[[] Read-only
ﬁ USB
Auto-mount ﬁ-—.
- Shared Folders Mount point: IF: Q-——'.
Ifl User Interface {1 Make Permanent

File Machine Help

4 -

2B Router

jealf |
o~
2019 @

( @ Powered Off

@ Oracle VM VirtualBox Manager

Q -

New Settings Discard Start

[ General [ preview
Name: WINBASE

Operating System: Windows 20189 (64-bit)

E System

Base Memory: 2048 MB




@ %) Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2019 Standard Evaluation «64 9/7/2019
.—* Windows Server 2019 Standard Evaluation (Desktop Experien... x64 9/7/2019
Windows Server 2019 Datacenter Evaluation x4 9/7/2019
Windows Server 2019 Datacenter Evaluation (Desktop Experi... x64 9/7/2019
Description:

This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it.

@ ¢ Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

Thefiles, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

®




File

@ Optical Drives >
{3 Audio »
»
Recycle Bin & Network
(5 use S
Q Webcams »
D Shared Folders 4
[j Shared Clipboard 4
@ Drag and Drop »
f Insert Guest Additions CD image...

Machine

View Input

Devices Help

% WINBASE [Running] - Oracle VM VirtualBox *-*@

. | £ Manage This PC — O
Computer View Drive Tools
— v 4 B, ThisPC v & | Search This PC
Vv
# Quick access Folders (7)
I Desktop » 3D Objects Desktop
v‘ Downloads * = .
&l Dectments ¥ [y Documents Downloads
[&] Pictures 4 == ‘
g usEe ﬁ Music __ Pictures
¥ Network T L=
@ m Videos
i i / §
~ Devices and drives (2) s
Local Disk (C:) <>, CD Drive (D:) VirtualBox Guest
in . .ﬂ Additions
b 29.8 GB free of 39.4 GB WA 0 bytes free of 58.2 MB
9items 1 item selected == &=




E=] Windows Security Q——.

Would you like to install this device software?

Mame: Oracle Corporation Systern devices
Publisher: Oracle Corporation

4 Always trust software from "Oracle Corporation”. Install | | Don't Install

@ You should only install driver software from publishers you trust. How can | decide
which device software is safe to install?

$% Oracle VM VirtualBox Guest Additions 6.1.26 Setup —

Completing Oracle VM VirtualBox
Guest Additions 6.1.26 Setup

Your computer must be restarted in order to complete the
installation of Orade VM VirtualBox Guest Additions 6. 1.26.
Do you want to reboot now?

(® Reboot now *—’

(O 1 want to manually reboot later




2 EThlsPC ﬁ Music __ Pictures
> [_ﬂ Network -—

g Videos

v Devices and drives (2)

Local Disk (C:) @ CD Drive (D:) VirtualBox Guest
im \ Additions
W™ 29,6 GB free of 39.4 GB W 0 bytes free of 58.2 MB
v Network locations (1)

Images_VMs_and_Software
e_—. _ (\VBoxSvr) (F:)
.

10 items

BB vous Q—id & U9
New Settings Discard Start

!?'\ — (=] General [ preview
| A", @Powered off Name: SRVBASE

Operating System: - Windows 2019 (64-4it) EE—




©  Create Virtual Machine ..-.

Name and operating system

Flease choose a descriptive name and destination folder for the new virtual

machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this

machine,

Name: |CPBASE @—.

Machine Folder: | 1 Cr\Users\Wladimir WirtualBox Vs V|

Type: |Linux Q—. | e
-
Version: |RE¢:| Hat (64-hit) -. ~r|

ExpertMode | | Next || Cancel

€ Create Virtual Machine

Memory size v—.

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memory size is 1024 MEB.

|III!IIIIIIIIIIIIIIIIIIIIIIIII|II 4096%’“15

4ME 32758 MB

Next || Cancel




#  Create Virtual Machine

Hard disk 1——.

If you wish you can add a virtual hard disk to the new machine. You can
either create a new hard disk file or select one from the list or from another
location using the folder icon.

If you need a mare complex storage set-up you can skip this step and make
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 8.00 GB.
() Do not add a virtual hard disk

(®) Create 3 virtual hard disk now

() Use an existing virtual hard disk file

WINBASE. vdi (Normal, 40.00 GB) - =

.—.| Create | | Cancel

Create Virtual Hard Disk

Hard disk file type ‘—.

Flease choose the type of file that you would like to use for the new virtual
hard disk., If you do not need to use it with other virtualization software you
can leave this setting unchanged.

(@) VDI (VirtualBox Disk Image) Q—.

() WHD {Virtual Hard Disk)
() WMDK (virtual Machine Disk)

ExpertMode | [ Next || Cancel




€ Create Virtual Hard Disk

Storage on physical hard disk ﬂ——.

Flease choose whether the new virtual hard disk file should grow as itis used
(dynamically allocated) or if it should be created at its maximum size (fixed
size],

A dynamically allocated hard disk file will only use space on your physical
hard disk az it fillz up {up to a maximum fixed size), although it will not shrink
again automatically when space on itis freed.

A foced size hard disk file may take longer to create on some systems but is
often faster to use.

(@) Dynamically allocated "—.

() Fixed size

Next | | Cancel




€ Create Virtual Hard Disk

File location and size *—.

Please type the name of the new virtual hard disk file into the box below or dlick
on the folder icon to select a different folder to create the file in.

|C: \Users\Viadimir \Vir tualBox VMs\CPBASE 1\CPBASE 1.vdi | &

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

v
(|

4.00 MB 2.00TB

Create | [ Cancel

? >
Create Virtual Hard Disk
File location *4—.
|C:‘l,leers‘l,'l.n’Iadimir‘l,'u"lthalElox WMs\BASE YMs\CP_Partitions\CP_Partitions. vdi | Iﬂ
File size
y 60.00 GB
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
4.00 MB 2.00TE
Hard disk file type Storage on physical hard disk
(® VDI (VirtualBox Disk Image) (® Dynamically allocated ﬂ—.
(") VHD {Virtual Hard Disk) () Fixed size
() VMDK (Virtual Machine Disk) Splitinto files of less than 2GE

(") HOD {Parallels Hard Disk)
() QCow (QEMU Copy-On-Write)
() QED {QEMU enhanced disk)

GuidedMode | Create | Cancel




@ CPBASE - Settings q._.

=
E
L]

OO0 &E

General
Systern .
Display
Storage

Audio
Metwork
Serial Ports
UsB

Shared Folders

User Interface

System
Motherboard Processor Acceleration
Processor(s): '
1 I 1 1 1 1 1 1 1
1CPU
Execution Cap:

1%

Extended Features: [_] Enable PAE/NX ‘_.

[+] Enable Mested VT-x/aAMD-V

16 CPUs
0
100%




€ CPBASET - Settings ? X

Q General System

- System . Motherboard ~ Processor Acceleration

(] Display Paravirtualization Interface: *—.

7o) Hardware Virtualization: Enable Nested Paging
Storage M
4/’\ e N S—— \_—M e
{23 CPBASE - Settings ? X
Q General ‘ Storage |
E Syt Storage Devices — | Attributes
@ Disol e Controller: IDE Optical Drive: |K£Sem1daybeviceo ']Q
isplay ) A
= [] Live co/ovD I m Choose/Create a Virtual Optical Disk...
S‘W. & Controller: SATA Information }
A Type: - [
(% Audio || B creast.vai Soasie “ (.3 Remove Disk from Virtual Drive
@ o —— M’\.
e

ﬂ Please choose a virtual optical disk file 4 x

“ v ||:|!] “ CPBook » LabShare » 150s_and_OVAs * w ‘ V] | | 2 Search 1S0s_and_OVAs
Organize = Mew folder f== = [H o
-
& Name Date modified Type Size
# Quick access . }
17763.737.190906-2324.rs5_release_svc_re..  7/19/2021 10:30 AM iso Archive 3,172,572 KB
[ Desktop - ]

; Downloads #

Documents o

B picures o+ ¥ < .

File name: | Check Point_R81.10_T335.is0 v| | Al virtual optical disk files *dr v |

@[ J[ = |




& CPBASE - Settings

E General Storage
E System Storage Devices Attributes

) @ Controller: IDE : [saTa q—-. |
E‘ Display ; ’ﬁ—‘

Q Empty Type: |LsiLogic SAS -
E EIE . e Controller: SATA e Part Count: |1 %|
4D Audio B creasEvd [] Use Host 1/O Cache
@ Metwork
@ Serial Ports
é’? UsB
a Shared Folders
E User Interface
@O
oK || Cancel
@ CPBASE - Settings ?
E General Audio
System [] Enable Audio
W] oisplay Host Audio Driver: Wiindois Drecisoune
Audio Controller: |ICH ACS7 v
Storage = g
Extended Features: || Enable Audio Output

(’ Audio . | Enable Audio Input

@ Network

@ Serjal Ports — = - — =




O
-y Network.
£

Audio

Serial Ports

@ USB

@ CPBASE - Settings ? X
] General Network
@ System Adapter 1  Adapter 2 = Adapter 3 Adapter 4
] Display [ Enable Network Adapter
— Attached to: |Internal Network - ]«-—'

> Advanced

,.A_\_/\ \_/,\_’_h/\ ‘_.‘__/\_-‘_‘_/\\‘/.\‘VJ

&) CPBASE - Settings ? X
E General usB

E System (] Enable USE Controller

) () USB 1.1 {OHCI) Controller
EI Display _
(#®) USB 2.0 (OHCI + EHCI) Controller

[ —

Storage (") USB 3.0 (xHCI) Controller

(% Audio LUSE Device Filters

@ Metwork @
ﬁ Serial Ports @
' USB &
[] Shared Folders 8
E User Interface

ok || Cancel




V9 Oracle VM VirtualBox Manager Q—_. — 0O X

File Machine Help

(] 7ooe L O W

New Settings Discard Start

E=N Router =] General =] preview
@) Powered Off Name: CPBASE
Operating System: Red Hat (64-bit)

@ System
Base Memory: 4096 MB CPBASE

Processors: 4

E CPBASE [Running] - Oracle VM VirtualBox

File: Machine View Input Devices Help

elcome to Check Point Gaia R81.10

Install Gaia on this system
Do not install Gaia. Boot from local drive

Install Gaia on a system listed in sk?7660

Press [Tabl to edit options

Check Point ™

Software Technologies LTD,

BO& E@g > &rdctcs




Check Point Gaia RB81.18

This process will install the Check Foint Gaia R81.18
operating system and associated applications.

Do you wish to proceed with the installation?

Which keyboard type is attached
to this computer?

2B



b

Check Point Gaia RB81.18
Partitions Configuration
Your disk size is 59 GB.

Disk =space will be assigned as follows:

System-swap (GB) 11:
system-root (GB) 29
Logs (GE) . S 18
Backup and upgrade (GB) 26 44

[

Check Point Gaia R81.1H

Account Configuration

Choose a password for the "admin" account.

Pas=sword: E2 s 2 22 2 e . o Str‘ung
Confirm: sesssmsxssns <" —

p Ol



Check Point Gaia R81.18

Management Interface (ethB)

IP address:
Netmask:

Default gateway: e_/!_________::

[ 1 DHCP serwer on this interface

Check Point Gaia R81.18

Confirmation

The next stage of the installation process
will format all your hard drives.

Are you sure you want to continue?

[0




Check Point Gaia RB1.18

Installation complete
Installation is complete.

To complete the first time configuration of the system, login
from console or connect using a browser to "https:r -18.8.8.254".

o [

=
Gtarting the system

CLIT
arning: AMD Processor - this hardware has not undergone testing by Red Hat and
ight not be certified. Please consult https:-rshardware.redhat.com for certifie
hardware.
ailed to access perfctr msr (MSR cHB18887 iz 8)
‘8 [sdal Incomplete mode parameter data
[=dal Assuming drive cache: write through

|

Ignore the warnings_ Boot process
is shll in progress

This system is for authorized use only.
login: admin
Password:

In order to configure your system, please access the Web UI and finish the First
Time Wizard.

qw-d8aazd>

CPEASE>

CPBASE> ‘———o
Are you sure you want to halt?(Y-/NIINI] E




\§ Oracle VM VirtualBox Manager — O X

R@e OD.

New Settings Discard Start

Help

[H] General =] preview
Name: Router
Operating System: Debian (64-bit)
Gl ] WINBASE (Snapshot 1) [&] system
2019 @ Powered Off Base Memory: 512 MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging,
(€3] CPBASE (Snapshot 1) PAE/NX, KVM Paravirtualization
>
L @) Powered Off
[salf | LeftHost 3
Displa
";075‘ @ Powered Off . @ ey
Video Memory: 16 MB
Graphics Controller: VMSVGA
[ealf | RightHost Remote Desktop Server: Disabled
e @ Powered Off Recording: Disabled
Storage
I'E'. DMZSRV Controller: IDE
2019 @ Powered Off Controller: SCSI
SCSI Port 0: Vy0S5-1.1.8-amd64-disk 1.vmdk (Normal, 10.00 GB)
[sslf | SmartConsole @0 Audio
2019 @ Powered Off Host Driver: Windows DirectSound
Controller:  ICH ACS7
ESZ] ADDCDNS (beforeAD) & Network
2019) @ Powered Off Adapter 1: Intel PRO/1000 MT Desktop (Bridged Adapter, Realtek PCle 2.5GbE Family Controller)
Adapter 2: Intel PRO/1000 MT Desktop (Internal Network, 'Net_200. 100.0.0")
Adapter 3: Intel PRO/1000 MT Desktop (Internal Network, 'Net_200.200.0.0")
Ml cPsMs
L @) Powered Off 0 =
Disabled
Gl cPcM1 [C] shared folders
L @) Powered Off NoGE
@ Description
Ml cPcM2
L @) Powered Off None
T cPew .
U (@) Powered Off




i:l Oracle VM VirtualBox Manager

File Machine Help

G v

Router
@) Powered Off

L

Base Memory: 2048 MB

P .

New Settings Discard Start
=] General =] preview
Name: WINBASE
Operating System: Windows 2019 (64-bit)
i @ System

ﬁ Oracle VM VirtualBox Manager
File

Group Help

Mew
]
{} Mew Machine... Ctrl+M
v :
= Add Machine... Crl+A
201
Rename Group... Q
Ungroup

@

Boot Order: Floppy, Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, Hyper-V
Settings... Ctrl+S
% Clone... Ctrl+0
[BL7] LeftHost ‘ .
Move...
@) Powered Off - = preview
Export to OCl...
4-bit)
GI7] RightHost 4% Remove..
"20‘1’5’ @Powered off @ Group *——o
> Start > CPBASE
EIZ] cpsms sk
o) @) Powered Off Pause sted Paging
Reset
2R e e | NS P— N ——

| = | Scripts 2
Home Share View
l:] [TH Preview pane [@®] Extra large icons [&] Large icons - (=]~ Item check boxes
[ Medium icons EE Small icons v i~ [V File name extensions o3
Navigation i 5 = 5 = Sort Hide selected
pa?‘e. (HDetails pane  Bg gt f2Z Details * by~ b [ Hidden items P
Panes Layout Current view Show/hide

G ! |%] DMZSRV.bat 8/8/2021 3:15PM Windows Batch File

¥ Downloads  # i DMZSRV.ps1 8/8/20213:14PM  Windows Powers...

Ef] Documents » 8/8/2021 2:29 PM Windows Batch File

[&] Pictures - 8/8/2021 2:43 PM Windows PowerS...
E This PC : 8/8/2021 2:44 PM Windows Batch File

= a

Options

1KB
1KB
1KB
1KB
1KB




ﬁ RightHost [Running] - Oracle VM VirtualBox

Help
Help

< | Scripts

Share View

> ThisPC » LabShare (\\VBoxSvr) (F:) » Scripts v Sear

~
Name Date modified Type
# Quick access
clonevms.bat 8/8/2021420PM  Window
[ Desktop )
DMZSRV.bat 8/8/2021 3:15 PM Window
¥ Downloads & DMZSRV.ps1 8/8/20213:14PM  Window
= Documents o [E] LeftHost.bat 8/8/2021 2:29 PM Window
[=] Pictures |84 LeftHost.ps1 8/8/2021 2:43 PM Window
s [%] RightHost.bat / 8/8/2021 244PM  Window
— Thi
— |y RightHost.ps1
¥ Network SmartConsole.bat S
Run with PowerShell
| &y SmartConsole.ps1 )
| &y sysprep_for_WINBASE.ps1 o
unattended_swap.bat [Sf Edit with Notepad-++ .
|£] win_nt6_unattended.xml |2 Share
- 1% WINBASE_eject_and_snapshot Open with...




EN Administrator: Windows PowerShell

Windos

PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

S C:\Users\Administrator>
S C:\Users\Administrator>
S C:\Users\Administrator>

C:\Users\Administrator>

Ips c
WARNING:

PS C:\Users\Administrator> New-NetIPAddress -IPAddress

\Microsoft\Windows\Server Manager\

ers\Vladimir> Rename-Computer
The changes will take effect after you restart the computer WIN-

(Get-NetAdapter).InterfaceIndex

IPAddress
Interfacelndex
InterfaceAlias
AddressFamily
Type
Prefixlength
PrefixOrigin

ValidlLifetime
PreferredLifetime
SkipAsSource
PolicyStore

IPAddress
Interfacelndex
InterfaceAlias
AddressFamily
Type
PrefixLength
PrefixOrigin
SuffixOrigin
AddressState
ValidLifetime
PreferredLifetime
SkipAsSource
PolicyStore

Ethernet

IPv4

Unicast

24

Manual

Manual

Tentative

Infinite ([TimeSpan
Infinite ([TimeSpan
False

ActiveStore

Ethernet

IPv4

Unicast

24

Manual

Manual

Invalid

Infinite ([TimeSpan
Infinite ([TimeSpan
False
PersistentStore

\Microsoft\Windows\WindowsUpdate\

PS C:\Users\Administrator> Get-ScheduledTask -

\Microsoft\Windows\Servicing\

Get-ScheduledTask -

ServerManager | Disable-ScheduledTask -V
TaskName

ServerManager Disabled

LeftHost
3197U5JFD6.

18.30. -D ay 1@

MaxValue)
MaxValue)

MaxValue)
MaxValue)

| Disable-ScheduledTask

State

Scheduled Start Disabled

StartComponentCleanUp | Disable-ScheduledTask

TaskName

StartComponentCleanup Disabled

P
P

C:
C:
==

A
A

A

ers\Administrator>
Users\Administrator>
Users\Administrator>

Set-Service wuausery Disabled
Stop-Service wuauserv -

Restart-Computer,




Server Manager * Dashboard ( Manage Tooks  View  Help

Dashboard

B Local Server

WELCOME TO SERVER MANAGER

ii All Servers . .
o Configure this local server
| AD DS
& DNS QUICK START
F§ File and Storage Services b 2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Servers total: 1
e File and Storage
ifii aDDs 1 £ DNS 1 (] j 1
i e L Services
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results
# Local Server 1 i Al servers 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results




#® PuTTY Configuration ? x
Categorny:
= Sgssiun Basic options for your PuT T session
& TE"" I_.uglging Specify the destination you want to connect to
Tﬂl-:;:buard Host Mame (or IP address) Port
Bl [10.00.10 Q—. | [22 |
- Features Connection type:
- Window @5SH O Sersl O Other: | Telnet v|
- Appearance
- Behaviour Load, save or delete a stored session
TEHSI_E““" Saved Sessions
[+ Selection |CF‘5 MS| - . |
- Colours
= Connection Default Settings
- Data
[+ 55H
- Serial
- Telnet
- Rlogin
- SUPDLP Close window on exit:
) Always () Never (®) Only on clean exit
fbot || Hep | [ Gen || Cancel
PuTTY Security Alert

The server’s host key is not cached in the registry. You have na
guarantee that the server is the computer you think it is.

The server’s ssh-ed25519 key fingerprint is:
ash-ed25519 255 SHAZ56:LYdvFAcHQOpb5G SkeuQ 50Ky BGCat CW 2 Bw Y J AMxs Z2oo

if you trust this host, press "Accept” to add the keyto PuTTYs
cache and camy on connecting.

if you want to camy on connecting just once, without adding the key
to the cache, press "Connect Once”.

if you do not trust this haost, press "Cancel” to abandon the connection.

| Hep | | Moreinfo.. | .—0| Accept | | ConmectOnce | | Cancel




10.0.0.10 - PuTTY

In order to
Time Wizard.
cesus>

on banner message from
horized e only.

from

SCIVCL

b U

and finish




Chapter 5: Gaia OS, the First Time Configuration Wizard,
and an Introduction to the Gaia Portal (WebUI)

@ Privacy error X - (]

&« C A Notsecure | 10.0.0.10 % &

& Google Chrome isn't your default browser Set as default X

A

Your connection is not private

Attackers might be trying to steal your information from 10.0.0.10 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced ‘\‘—07 Back to safety

This server could not prove that it is 10.0.0.10; its security certificate is not trusted by your

computer's operating system. This may be caused by a misconfiguration or an attacker

intercepting your connection. @
/
o«

Proceed to 10.0.0.10 (unsafe)

0 This system is for authorized use only.

Chegtl,:(l POi n!: Username: |

Password:

LOGIN =




R81.10 First Time Configuration §®] Check Point

Welcome to the

Check Point First Time Configuration Wizard <@

You're just a few steps away from using your system!
Click Next to configure your system.

Platform: Open Server «——e

Deployment Options Check Point

Setup

@ Continue with R81,10 configuration

nstallation

i) Install from Check Point cloud

(@) Install from USE device Q—.

Recovery

) Import existing snapshot 0




Management Connection B Check Point

Interface: ethd

Configure |Pyvd: w
IPw4 address: EEEE
Subnet mask: E 235, 255 T

Default Gateway: 0.0.0.1 . .
Configure |Pve: v

=3H

x
I
m

Device Information B} Check Point

Host Name: |CP5M5 |
Domain Mame: |rr",rcp.|ab |
Primary DS Server: | 10.20.20.10 ‘

Secondary DNS Server: | ‘

Tertiary DNS Server | ‘

Proxy Settings

[] Usze & Proxy server




Date and Time Settings

&1 Check Point

@ set time manually:

Date: |_|'L.r5ca'_-.r, August 19, 2021

Tirne: : *

Time Zone: | Mew York, America (GMT -5:00

) Use Metwork Time Protocol {NTP):

man P zerve p.checkpoint.com
Seconda TP server: tp2.checkpoint.com
e Zone: Facific, Canada [ -8:0

Installation Type

B Check Point

@ Security Gateway and/or Security Management Q—.

(@) Muiti-Domain Server




Products 1 i8] Check Point

Products

[ Security Gateway

Security Management Q—’

Clustering

Secondary

/ Log Server / SmartEvent only

s
Define Security Management as: ‘ Primary Q—e ]V

Automatically download and install Blade Contracts, new software, and other important data (highly recommended)
0 For more information click here

Security Management Administrator

i) Use Gaia administrator; admin

(@ Define a new administrator

Administrator Name: | secadmin |

Mew Password:

Confirm Password:




Security Management GUI Clients &) Check Point

GUI clients can log into the Secunty Management from: Q—.

i) Any IP Address

@ This machine

IP address: 10.0.0.20 ‘
i Network

& Range of IPvd addresses:

First Time Configuration Wizard Summary il @Chﬁ%.‘??i_“ﬁ

SOFTW

Your device will be configured with the following products:

Security Management: Primary Security Management ﬂ——o

Improve product experience:

Send data to Check Point | more > ™ e °

D Send crash data which might contain personal data to Check Point. | more >




First Time Configuration Wizard

e This will start the configuration process, Are you sure you want to continue?

.——- | Yes | | No

First Time Configuration Wizard Summary B} Check Point

Verifying Configuration
Security Management

Compatibility Packages

2 OO0

v/ Finalizing Configuration (this may take several minutes) 1

First Time Configuration Wizard

O Configuration completed successfully

e




View mode: [m]
@ overview

B & Network Management

Network Interfaces

ARP

DHCP Server

w Hosts and DNS

i gle Gl Gl

IPv4 Static Routes

ja gl

= NetFlow Export
=] ﬁ System Management

¥ Proxy

ﬁ Time

Q’ Cloning Group
£ snmp

¥ Job Scheduler
ﬁ Mail Notification
&’ Messages

$ Display Format
¥ session

& Crash Data

2 System Configuration
ﬁ System Logging

N

Manage Software Blades using SmartConsole

System Overview ﬁ—. A X

Check Point Security Management | R81.10

Kernel: 3.10.0-957.21.3cpx86_64

Edition: 64-bit

Build Number: 335

System Uptime: 19 hours 56 minutes

Software Updates: No new rec ded upd detected

Platform:

Open Server

Part of
Check Point Quantum

BB

Blades

Firewall

IPSec VPN

IPS

Application Control

URL Filtering

Anti-Virus

Anti-Bot

Threat Emulation

S e SEE——__ ST B




Management Connection Check Point

Interface: ethd
Configure |Pvd; R
IPv4 address: 0. 0.0.2 - CPCM1:10.0.0.2

Subnet mask: 255,255,255, 0

Default Gateway:

Configure [PvE: b

Internet Connection '8} Check Point

Configure the interface to connect to the Internet (optional) 0

Interface: }(ethd v ,__.0 ?

Configure [Pv4: [Man.)a ly l"
IPv4 address: 200.100. 0 . 2 v CPCM1:200.100.0.2
Subnet mask: 255.255.255. 0
Ne——
Configure IPv6: | OFf v




Products i i8] Check Point

AE TECHNOLOGHE

Products

Security Gateway <—°

[] Security Management

Uncheck 11

Clustering

Unit is a part of a cluster, type: | ClusterXL LV *—-Q

Automatically download and install Blade Contracts, new software, and other important ghighly recommended)

@ ror more information click here

Activation Key:

Confirm Activation Key:

Learn more about SIC here

|:| Connect to your Management as a Service

Don't have an account? Click here




First Time Configuration Wizard Summary B} Check Point

Your device will be configured with the following products:

Security Gateway

Improve product experience:
Send data to Check Point | more =

|:| Send crash data which might contain personal data to Check Point. | more >

First Time Configuration Wizard Summary &) Check Point

Verifying Configuration
Security Management

Compatibility Packages

000

Finalizing Configuration (this may take several minutes)
First Time Configuration Wizard

o Configuration completed successfully




Open Serve

Lo x| | oaes nx

@ overview = Check Point Security Gateway | R81.10

Firewall

& Network Management

Kernel: 3.10.0-957.21.3cpx86_64
Network Interfaces

ARP

Edition: 64-bit 1PSec VPN

i 335
DHCP Server Build Number:
Hosts and DNS System Uptime: 1 minute i

1Pv4 Static Routes Software Updates: no new recommended updates detected

NetFlow Export
= 3¥ system Management
¥ Proxy
£ Time
£ snmp
¥ Job Scheduler
¥ Mail Notification
¥ Messages
£ Display Format Open Server
3 sesson Part of
¥ Crash Data Check Point Quantum
¥ system Configuration
¥ system Logging Network Configuration
¥ Network Access
¥ Host Access
1§ Lop etho 10.002 S
@@ Advanced Routing etnl 10.10.102 =
ath2 1020202 .

Application Control

URL Filtering

Anti-Virus

Platform:

Anti-Bot

Threat Emulation

Threat Extraction

1Pv4 Add IPv6 Address Link Status

Up Anti-Spam and Mail
Up
Up
Up
Up
Up
Up

R DHCP Relay Data Loss Prevention

& scpP eth3 192.168.255.1 =
[NV ethd 200.100.0.2 -

&+ IP Broadcast Helper eths 10.30.30.2 =
& Pim lo 127.00.1 =

Mobile Access

CiGCEcCleC

& Static Mutticast Routes

& re

& 1P Reachability Detection Packet Rate o

& IPsec Routing I

& osPr Throughput AX

& Route Aggregation

& Inbound Route Filters

R Route Redistribution

& Routing Options

& Router Discovery

& Policy Based Routing

R NAT Pools

& Routing Monitor {6000
= 28 User Management

Content Awareness

[ 1800

[ 15000 00

12000 1200

900
9000

Packets per second

600

300

Kilo bits per second [Kbps]

28 Change My Password {3000 0
28 Users
28 Roles 0

Open Server

Configuration Locked x

The configuration database is currently
locked by admi ick the lock icon [ i@ )
above to obtain lock.

View mode:

@ overview




Status and Actions
f:! Display the update packages status and manage
package downloads and installations

Job Scheduler
¥ Schedule automated tasks that perfarm actions
at a specific time

System Backup
# Create backup of the system for events of data

loss




= & Network Management

:"i Network Interfaces
&a ARP

&a DHCP Server

&% Hosts and DNS

&% IPv4 Static Routes
&% NetFlow Export

= & User Management

h Change My Password

% Users
h Roles

28 Password Policy

& Authentication Servers

% System Groups

=) $ System Management

a’ Proxy

a’ Time

Q Cloning Group
1 snmp

¥ Job Scheduler
¥ Mail Notification
a’ Messages

‘a’ Display Format
a’ Session

‘a’ Crash Data

ﬁ System Configuration
‘a’ System Logging
‘ﬁ’ Network Access
Q Host Access

& Lop

= C2 High Availability

C VRRP
3 Advanced VRRP

= & Advanced Routing

& DHCP Relay

& scp

& icmpP

& 1P Broadcast Helper
& Pim

&+ Static Multicast Routes
& rip

& 1P Reachability Detection
& 1Psec Routing

& ospr

& Route Aggregation
& Inbound Route Filters
&+ Route Redistribution
e Routing Options

& Router Discovery

e Policy Based Routing
& NAT Pools

e Routing Monitor

=) I’ Maintenance

& License Status

I’ Snapshot Management
’ System Backup

/' Download SmartConsole
}' Shut Down

f:) Upgrades (CPUSE)

(:) Status and Actions
(:) Software Updates Policy



Network Management » Metwork Interfaces g—. Configuration || Monitoring

Interfaces

| Add ~ H Edit H Delete H Refresh ‘

IPv4 Address Subnet Mask IPv6 Address IPv6 Mask Length Link Status Comment

eth0 4 Ethernet 10.00.2 255.255.255.0 - - M up

eth0:1 O Alias 10.00.254 255.255.255.0 = = o Up |

ethl 4 Ethernet Q—. - - - ©® Down

eth2 -*- Ethernet - - - - G Down

eth3 -*- Ethernet - - - - ® Down

ethd 4 Ethernet = = = = ©® Down

eth3 -*- Ethernet - - - - S Down

lo 4 Loopback 127.00.1 255.0.0.0 = = O uvp

| Page of 1

Management Interface

Management Interface: eth0

35

Set Management Interface

Link 5tatus: Down

Type: -*- Ethernet
Enable:

Comment: Int=rnall "_.

IPv4 IPv& Ethernet

(0 Obtain IPv4 address automatically

@ Use the following IPv4 address: "——.
IPv4 address; 10.10.10. 2 "—.

Subnet mask: 255,255,255, 0 . .




You are about to change the settings of an interface you are connected to.
Click OK to proceed, Cancel to return,

| QK | | Cancel |

Name Type IPv4 Address Subnet Mask IPv6 Address  IPv6 Mask Length  Link Status Comment
eth0 * Ethernet 10.0.02 255.255.255.0 - - O up Mgmt

eth1 % Ethernet  10.10.10.2 2552552550 - - O up Internal 1
eth2 4 Ethernet 10.20.20.2 255.255.255.0 - -
eth3 *- Ethernet 192.168.255.1  255.255.255.0 = =
ethd -ﬁ- Ethernet 200.100.0.2 255.255.255.0 - -
eth5 -ﬁ- Ethernet 10.30.30.2 255.255.255.0 - -
lo # Loopback 127.0.0.1 255.0.0.0 - -

Up Internal2
Up Sync

Up External
Up DMZ

Up

CGCCGCGC

Add = |

Alias

VLAN Q-.
VELAN

Bond

Magg

Bridge
Loopback

VPN Tunnel

Gind Tunnel

PPPcE

X G X X & %0 B R 8 o

GRE




Metwork Management * Hosts and DNS

System Mame

Host Mame: |CPCM‘I
Domain Mame: | mycp.lab

Apply "—.
DNS
DMS Suffix: | mycp.lab |
Prirmary DINS Server: | 10.20.20.10 |
Secondary DNS Server: | |

Tertiary DNS Server: | |

Hosts

Edit Delete

Host Name IPvd Address IPvE Address

CPCM1 10.0.0.2
CPCM2 10.0.0.3 .
CP5MS 10.0.0.10

localhost 127.0.0.1 |




Metwork Management * IPvd4 Static Routes q——. Corlﬁnuralmn | Monitoring

IPv4 Static Routes ‘ ‘

Edit Delete Q—.

Rank Local Scope Gateway: Menitored Prot i Comment

Default Mormal 60 MN/A 200.100.0.254 (None) Maone No

Page

H .—. Displaying 1 -1 of 1

Advanced Options

Ping Interval: Default: 10 seconds
Ping Count: Default: 3 .

Batch Mode

| Add Multiple Static Routes | .




Add Destination Route

Destination: 192, 168.. T .

Subnet mask:

Next Hop Type: Normal v l«-——— Blackhole .
Reject

Normal: Accept and forward packets.
o Reject: Drop packets, and send unreachable messages.
Black Hole: Drop packets, but don't send unreachable messages.

Rank: Default: 60 %H
Local Scope: —@

Comment: To the network outside Lab environment

Add Gateway

[ Add Gateway ~ ’ Edit

Gateway Priority Monitored Addresses

IP Address
]

Network Interface

Save H Cancel




Edit Gateway

IPv4 Address:

Priority:

Monitored IPs

Add Edit Delete

Monitored Addresses -«

8888 @

Force Interface Symmetry: *—0
Monitored IP Fail Fail Any Y

Condition: ° Fail Any

- Fail All
Ok Cancel




System Management » Display Format

Display Format

Time: }24-hcur IV‘ Example: 2345
mm/dd/yyyy —
—= Date: ad/mmAyyy v Example: 30/12/2010
yyyy/mm/dd »
dd-mmm-yyyy IPv4 netmask: kDotted-decfmal notation |V | Example: 255.255.255.0

Y T T ey

Dotted-decimal notation
CIDR notation ’

System Management *» Time

Time and Date

VI,

Time:  15:40:47
Date:  27/08/2021

Set Time and Date |Q—. - :

Time zone

Mew York, America (GMT -5:00)

‘ Set Time Zone |Q—.

) Related Topics: Display Format

Time Zone Settings

Time Zone: Mew York, America {GMT -5:00)




Time and Date settings

@) set Time and Date mianually

@ Set Time and Date automatically using Metwork Time Protocol (NTP)

Primary MTP sarver: | ntp.checkpoint.com Wersiamn:

Secondary NTP server: | ntp2.checkpoint.com Wersion:

Systemn Management * Mail Notification

Mail Motification

Mail Server: | Example: mail.company.com |

User Marme: | Example: user@mail.company.com |

Apply



Systemn Management * Messages

Messages

Banrer message

This system is for authorized use only.

Message of the day

You have logged into the system.

Show hostname on login page Q—.

Message of the Day

o Performance issues observed when accessing resource name. TAC SR6-000-32325433 open on

09/28/2021




Systern Management * Session

Command Line Shell

Inactivity Timeout: minutes

Web Ul ‘&

Inactivity Timeout: minutes
Table Refresh: seconds Q—-.

ﬂ The table refresh rate specifies the refresh rate {in seconds)
in which some tables in the Web-Ul are refreshed.

Apply w—-.

Systemn Management * System Logging (

o System Logging enables sending log entries to a remote syslog server according to the desired prfurit_l.r.(

System Logging

Send Syslog messages to management server Q—. |

Send audit logs to management server upon successful configuration . |

Send audit logs to syslog upon successful configuration

Apply (

1 |

Remote System Logging (
Edit Delete Q—.

IP Address Send Logs from Priority Level

10.0.0.20 Maotice



Edit Remote Server Logging Entry

IF Address:

Priarity:

Warning
Error
Crtical
Alert

Emergency

Security Management Administrator &1 Check Point

@ Use Gaia administrator: admin

@© Define a new administrator

User Management * Roles /

Roles

Features Commands
adminRole 154 Features 49 Commands admin
cloningAdminRole 154 Features 49 Commands
manitorfale 153 Features manitor ll'l

e i



Add Role

Role Mame: routingAdminRole ‘v—y—.

Features Extended Commands

Mark selected as:

routing
Description
Route Aggregation Create a supernet network from the combination of networks with & common routing prefix...
BGP Configure dynamic routing via the Border Gateway Protocol
Route Redistribution Advertisement of routing information from one protocol to another (supports IPvd and IPvE)
|Psec Routing Configure IPsec Security Associations for routing protocals.
D5PF Configure dynamic routing via the Open Shortest-Path First protocol
Paolicy Based Routing Configure policy based routing priority rules and action tables,
RIF Configure dynamic routing via the Routing Information Protocel
Routing Cptions Configure protocol ranks and trace options.

View summary information about routes on your system.

) Read Only 1-—.

> Read / Write

@ 12 matche(s) found.

0o— -



Role Mame: routingAdminRole "—r_.

Features Extended Commands

Mark selected as:

h Mone
routing

Description [ Read Only

vs | [ Read / Write

Route Aggregation Create a supernet network from the combination of networl

BGP Configure dynamic routing via the Border Gateway Protocol

Route Redistribution Advertisement of routing information from one protocol to another (supports IPvd and 1PvE)
|IPsec Routing Configure IPsec Security Associations for routing protocols.

OSPF Configure dynamic routing via the Open Shortest-Path First protocol

Policy Based Routing Configure policy based routing priority rules and action tables,

RIP Configure dynamic routing via the Routing Information Protocol

Routing Options Configure protocol ranks and trace options.

Routing Monitor View summary information about routes on your system.

& 12 matche(s) found.

User Management * Users

Users

Reset Password

Unlock Account

Roles

Login Ui Real Mame Privileges

25 admin 0 Admin adminRole Access to Expert features

Eﬂ manitor 102 Maonitor manitorfole Mane




Add User

. Available Roles Assigned Roles
Login Mame: routingguru

adminRole routing_experts

Password: T [(—— .
‘=. monitorRole

Confirm Password: e

Real Name:! Routing Guru 4—‘
Home Directorny: JShome/routinggury "_-. .

Shell: Jetc/clish » Jetc/clish

ser must change password at next logon /bin/bash
/binfesh

Ui 103 ‘-—. )
/binfsh

<>

. ’bin/tcsh

Access Mechanisms !
Jusr/bin/scponly

Web fsbin/nolegin

Clish Access | .

Gaia API

L
Q’ Host Access
¥ LoP
o @ Advanced Routing ¥ System Overview
£ DHCP Relay ? | Bade
& scp
Network Configuration
£ 1Gvp 2

£ 1P Broadcast Helper CPU Monitor
& P Memory Monitor .

£ Static Multicast Routes
£ rip

& 1P Reachability Detection

£ 1Psec Routing | Add Widget v
B v

Packet Rate

Throughput




Chapter 6: Check Point Gaia Command-Line Interface;
Backup and Recovery Methods; CPUSE

6000 and 7000 Appliances Downloads «——@)

Note: To download this package you will need to have a Software Subscription or Active Support plan.

Quantum 6400 / 6700 / 7000 Quantum appliances

Download Package Link Blink
Image
Check Point R81.10 Image see sk170416 -
Check Point R81 Image see sk166715 -
Check Point R80.40 Image for 6400, 6700, 7000 appliances :_ (1s0]), : [TGZ) -
Check Point R80.40 Dual to Single Image for 6400, 6700, 7000 appliances = (162) = (T6Z)
Check Point RB0.30 Image for 6400, 6700, 7000 appliances £ (150) £ (T6Z7)
Dual Image of Check Point R80.40 [Take 294] & R80.30 (Take 300) = (150) -

* R80.40 Jumbo Hotfix Accumulator supports 6400/6700/7000 appliances starting from Take 45.

¢ R80.30 Jumbo Hotfix Accumulator supports 6400/6700/7000 appliances starting from Take 215.

« To use the USB Type-C console port, download and install the USB Type-C console driver on the console client machine (desktop/laptop).
« Quantum 6400 / 6700 / 7000 appliances are only available in Solid State Drive [SSD) and support the Standalone configuration.



|

Configured in WebUI

Configured during FTW




through




Error 7 by

e Connection has been unexpectedly closed.

Server sent command exit status 1.

Error skipping startup message. Your shell is probably incompatible
with the application (BASH is recommended].

Reconnect (25 =) Help

2 sami

“
Maintenance * System Backup Configuration
. ®

@ Overview Ba':kup *

Haa Network Management .—. Delete Restore ‘ Restare Remote Backup | | Impeort | Expart | View Logs ‘ | View Last Backups |

@'ﬁ System Management

Local Backup Name Date Size
@ @ Advanced Routing cpern_gaia_config 082621 tgz Sun, Sep 26, 2021 7.92 KB

= 28 User Management

@2 High Availability

@ # Maintenance ‘v—.

F License Status
(“ Snapshot Management
 system Backup @ Backups location: /var/log/CPbackup/backups
# Download SmartConsole
# shut Down

@ ) Upgrades (CPUSE)

Scheduled Backup

.—. Add Scheduled Backup

Backup Schedule Name Recurrence Backup Type

o
b
i
m




Mew Scheduled Backup

Backup Mame:

Backup Type

(7) This appliance IP Address:

User name:

SCP server
@ Password:

() FTP server
Upload Path:
(7) TFTP server

Make sure the remote host is trusted when
backup to SCP server is made for the first time (see

sk164234

Backup Schedule

@ Daily
) Weekly
(71 Monthly

Deployment Options 8] Check Point

Setup
@ Continue with R81.10 configuration

nstallation

(©) Install from Check Point cloud
i) Install from USE device

Recovery

) Import existing snapshot 0 ‘.—.




AN BN - 2 admin | [=

Maintenance » Snapshot Management | Configuration
View mode: Advanced - =
Snapshot Management
@ Overview
- New ‘ Revert Delete Import Export
@ &% Network Management \ o ‘Ll e
@ $¥ System Management Name Description Created Size Version State

@ & Advanced Routing
@ 28 User Management
@2 High Availability
2 & Maintenance

F License Status

e s 4 Scheduled Snapshots

# System Backup Activate / Deactivate Q——.

# Download SmartConsole
& shut Down
@ € Upgrades (CPUSE)
| appy |

Statistics

Creation of an additional image will require 7.104G
Amount of space available for images is 5.69G

To manually install the latest version of the Check Point Upgrade Tools Package:

1. Make sure your Deployment Agent is up-to-date.

To download latest Deployment Agent, refer to sk92449.

2. Download the applicable Check Point Upgrade Tools Package from the table below:

Target Version Download
[to which you upgrade) Link

R80.20 = [167)
R80.20.M2 Z (T62)
R80.30 = (167)
R80.40 = (162)
R81 = (167)
R81.10 26z | «——@




through clish

Open Server

CPCM1

Maintenance *» System Backup

@ overview Backup
| | [ | y
@ o= Network Management | Backup || Delete Restore: | | ‘Restore Reriote Backip mport | [ Expor
@ 3 System Management
] } Local Backup Name Date Size
Advan utin . d
® & Advanced Routing cpem.gaia_config 092621 gz TR Ses

@ &8 User Management

@ High Availability

3 & Maintenance &

A License Status
& Snapshot Management

f’ System Backup

[;3" new 1 - Motepad++ 1
File Edit Search View Encoding Language Settings Tools Macro Run | Plugins Window 7
o B s lc & gl x| EE MIME Tools > || [
Jnew1d| Converter ¥ |
1| NppExport > ,_
Plugins Admin... 2

Open Plugins Folder...




B’ new 1 - Notepad++
File Edit Search View Encoding Language Settings Tools Macro Run  Plugins

cHHER LB Mk mig|x s |BE|=T

ew 1

Window ?

Pad® &EDEE

Plugins Admin

. Motepad++ is about to exit
Available Updates  Installed

Search:

Plugin

Continue?

If you click YES, you will quit Motepad++ to continue the operations.
Motepad=++ will be restarted after all the operations are terminated.

.—- Install

~

Compare

[] c5-Script - C# Intellisense

.—.l Yes | | Mo |

g C\Users\Vladimir\Desktop\TheBook\Book\Chapter_ 6\CPCM1_Config.txt - Notepad++

File E earch View Encoding Language Settings Tools Macro Run

cHHEERGE| s ah oe|ah| x| EZ|B

Plugins Window ?

@&

=] CPCM1_Configxt E3 | EPEM2 Cortia b ml MIME Tools > Compare Ctrl+Alt+C
| S # Configuration of CPCML Converter > Clear Active Compare Ctrl+Alt+X
4 £ Tanmiane versinn: 14._.1vl
[;’{ C:\Users\Vladimir\Desktop\TheBook\Book\Chapter 6\CPCM2_Config.txt - Notepad++
File Edit Search View Encoding Langua ettings Tools Macro Run  Plugins Window 7
cEHHEERGE| s Bk Q8| ®x | EBE| a Set as First to Compare Cr+Alt+1
BICPEM_Confi bt ** Old o Compare &4 [ CPCM2_Configixt E3 MIME Tools 24 A
| S £ Configuration of CPCM2 Converter > Clear Active Compare Ctrl+Alt+X
D{ Ch\Users\Viadimir\ Desktop\TheBook\Book\Chapter_6\CPCM2_Config.txt - Notepad++ - O x
File Edit Search View Encoding Language OSettings Tools Macre Run  Plugins Window X
LT WAL IELI IR =X Roe|@ e R BESss> =8
ECFCM1_Cunﬁgmm| ! ECFCMZ_Cunﬁgmml
124 set ssl tls TLSvl.2 on A 124 set ssl tls TLSvl.2Z on "
125 ssl tls TLSv1l.3 off 125 set ssl tls TL3v1l.3 off
126 interface eth0 comments "Mgmt™ 126
127 interface eth0 link-speed 1000M/full 127 set interface eth0 link-speed 1000M/full
128 interface eth0 state on 1zg set interface eth0 state on
129 interface eth0 auto-negotiation on 129 set interface eth0 auto-negotiation on
130 interface eth0 mtu 1500 130
131 interface eth0 ipv4-address 10.0.0.2Z mask-length 24 131 *SEC interface ethO ipv4-address 10.0.0.3 mask-length 24
132 interface ethl comments "Internall™ 132 *add interface eth0 alias 10.0.0.254/24
133 interface ethl link-speed 1000M/full 133
134 interface ethl state on 134
135 interface ethl auto-negotiation on 135
136 interface ethl mtu 1500 136
137 interface ethl ipv4-address 10.10.10.2 mask-length 24 137
138 interface eth2 comments "Internal2™ 138 =Fse: interface ethl state off
139 interface eth2 link-speed 1000M/full 139 *SEC interface eth2 state off
140 interface eth2 state on 140
141 interface eth2 auto-negotiation on 141 *SEC interface eth3 state off
142 interface eth2 mtu 1500 142
143 interface eth2 ipv4-address 10.20.20.2 mask-length 24 143
144 interface eth3 commesnts "Sync" 144
145 interface eth3 link-speed 1000M/full 145
126 interface eth3 state on 146
147 interface eth3 auto-negotiation on 147 *SEC interface eth4 state off
148 interface eth3 mtu 1500 148
149 interface eth3 ipv4-address 192.168.255.1 mask-length 24 149
150 interface eth4 comments "External”™ 1s0
151 interface eth4 link-speed 1000M/full 151
152 interface eth4 state on 152
153 interface eth4 auto-negotiation on 153
154 interface eth4 mtu 1500 154
155 interface eth4 ipv4-address 200.100.0.2 mask-length 24 155
156 interface ethS comments "DMZ" 156 =Fse: interface ethS state off
157 interface eth5 link-speed 1000M/full 157
158 interface eth5 state on 158
159 interface eth5 auto-negotiation on 159
160 interface ethS mtu 1500 160
161 interface eth5 ipv4-address 10.30.30.2 mask-length 24 161 v
< D 0 > NS i >
MNormal text file length:7,335 lines: 201 Ln:1 Col: Pos: 1 Windows (CR LF) UTF-8 INS




Upgrades (CPUSE) » Status and Actions (3

Deployment Agent build: 2101 | R80.40 take

znagement o

4% System Management

o8 Ad

5C2 High Avalabiiy

# F Maintenance

ed

3 Q) Upgrades

) Status and Actions 2

) Software Updates Policy

Package

Routing

9 Hotfixes

= Minor Versions (HFAs)
(CPUSE) 1

3 Blink Packages - R81.00

R8040 Jumbo Hotfix Accumulator General Availabilty (Take 120)

7 Check Point SmanConsole RE0A0 Jumbo Hotfoc B19

7 [Latest] R81 Security Gateway + JHF T36 for Appliances and Open

< Major Versions

R81 Gaia Fresh Install and upgrade

' Install Update

i Jtl |
o’

b_x

Verify Update

Download

A

Last updated on: Fri Oct 112:37

Showing Recommended pack

Status

(D) Avaiiable for Downlozd
) Avaiiable for Downloa

@) Instalied, self-test passed

Q) Availabe for Download

@ Avaizble for Download

© &

&5 in:

2 admin | B+

stall DA % Check For

@ Impon Packsge

Update

agesv @ || Package Details

Release date
1item
03-Aug-2021
1item
16-Mar-2020
1item
15-Jul-2021

1item

26-Dec-2020

Package Type: Wrapper

Release Date: 16-\

Downloaded On:

Installed On: 04-Apr-2:

Status:

@ The package is instaled, self-test passed

Important Messages:

Description:
Notes:

Contained in: No other packages

Contains the following packages: No other packages

Save Install Log

Uninstall...

Export Package

B

@] Check Point
I Gaia Porta

Configuration

R ORERFERFRERERERERE R ERERERE R R R R R R R R R R R R R R R R R R R R R R R R R E R F

Hotfixes

#F FEFEFFFFFEEFFEERFRFEFEFFFEFERFEFEFEFE R R E R R A SRR F R R R R R EE R E R

Num Display name

1

R81 Jumbo Hotfix Accumulator General Availability (Take 36)

Type

Hotfix




(3] Download the latest build of Deployment Agent, What's New and Installation instructions *—.

Build Release Download
Status . What's New
Number Date Link

2101 16 August 2021 | General Availability | £ (T6Z) 1.—.

2113 || 29 September 2021 || Gradual Deployment | £ (TGZ)

Notes: ‘________.

» Latest build i1s usually gradually released to all customers. Therefore, not all machines might receive the latest build at the same time.
# This package should not be used for upgrading the Deployment Agent for the R80.205SP version for Maestro & chassis products.

» Check Point always recommends to upgrade the Deployment Agent to the latest available build.

(€= Instsll DA | | b Check For Update | | (€9 Import Package | | D Add Hotf from Cloud |

Install Deployment Agent (DA)

Install the Deployment Agent from the offline TGZ
package

Select the Deployment Agent package to install:

DeploymentAgent_ 2101_1.tgz "—.
Install 4—.

Cancel

Availability
» Ongoing Take
Product Take Date ’ CPUSE Offline package || SmartConsole package
‘ ‘ £ (Ex)
Security Management and Security Gateway Jumbo HF Take_9 30 Aug 2021 2 (TAR) Bl 400
uil

o Use Check_Point R81_10_JUMBO_HF_MAIN_Bundle_T<Take number>_FULL.tgzfor:
= CPUSE Online Identifier
= For Central Deployment with SmartConsole Online Identifier



Import Package
Import a package from archive

Select the package to import:

Check_Point_R31_10_JUMBO_HF_MAIMN_Bu Q—.

o | (o]




Chapter 7: SmartConsole — Familiarization and Navigation

Q Check Point
SmartConsole

® Welcome
Welcome to

& SmartConsole’
[V] I have read and agree to the Check Point End User License Agreement 2 b
Install Directory:  C\Program Files (x86)\CheckPoint\SmartConsole\R81.10 Browse...

® -EIN

Username

Certificate File

SmartConsole

0 0 e

CAPI Certificate

\

Server

e

m

W

a
O
5
=
7

Cloud Management Service

E Check Point’ h NEXT =

SOFTWARE TECHNOLOGIES LTD.




o

SmartConsole

Read Only .—k « Demo Mode 9
i o XN

® Start a new demo <—.
Join existing demo
iy

SmartConsole

~ |mprove product experience by sending data to Check Point

Learn about other demo options

Pcheckpont -+ @~ I




o

SmartConsole

ECheck Point’

SOFTARARE TECHROLDGIES LTD.

o

SmartConsole
R81.1C

[ Check Point

A new Demo Server has been assigned to you. To login to
the same Demo Server again, please enter the following
Demo ID using the Join existing demo' option:

2 957006874 1

This Demo Server will be reserved until:

3 10/8/2021 1:11 PM

4 CONTINUE

First connection to server Demo Server

To verify server identity, compare the following erprint

with the one displayed in the server. @

Fingerprint: POW DAVY KISS SOD SAND ILL BUS
JAB BREW KARL MOSS TINE

® o

BACK PROCEED



What's New

s What's New In SmartConsole

y

Download

O|July 2021 R81.10

SmartConsole now in your
web browser
Web SmartConsole now includes
Read/Write capabilities for most commonly

used functions. More capabilities to be
added over time.

M Read SK

-:. New APIs and API
[ Enhancements
Faster Management API execution.

REST API commands to simplify the creation
of gateways in SmartProvisioning and more.

B Management API Refere
o

Automatic updates for
SmartConsole
SmartConsole is now updated

automatically! No need to reinstall the client
to get the latest fixes.

H Read SK

Access Control

J

Enhance security with the new Access
Control Rulebase settings and defaults.

B Quantum Security Management Adr

Guide

min

a x

Chegk Poirit

E Logging and Monitoring

Distribute logs between multiple active Log
Servers to support higher rate of logs and
redundancy of Log Servers.

IPS and Anti-Bot logs now include a MITRE
ATT&CK section that details the different
techniques for malicious attack attempts.
& R81.10 Logging and Monitoring Admin
Guide

More Features and

Enhancements

Significant Management stability and
performance improvements.

10T support for Multi Domain Management.

B Release N
—

0 Install Policy

Columns: ® General

Status Name

GATEWAYS
o

& SERVERS BranchOffice

(] v g Corporate-Cluster

198.51.100.7
17.23.5.1

¢ Corporate-Cluster-member-A 17.23.5.2

o Corporate-Cluster-member-B  17.23.5.3

Corporate-GW

EuropeBranchGw

Summary Tasks Errors

BranchOffice

Second office gateway

IPv4 Address:
0S:
Version:

License Status:

o tasks in progress «

198.51.100.5

192.0.2.100

Licenses

B Check Point
SmartConsole
139

Hardware

3000 Applian
26000 Applia
26000 Applia
26000 Applia
23000 Applia
5000 Applian

3000 Appliances

198.51.100.7

- =
w Cloud Demo S

No changes | admin




@ Install Policy

"
4

=

=
m
sl
[l
A

Mo tasks in prog admin




L'ra Manage policies and layers...

:= Open Object Explorer...

¥  New object

% Publish session

'ﬁ Discard session
Session details...

@ Install poligy...
Verify Access Control Policy...
Install database...
Uninstall Threat Prevention Policy...
Management High Availability...
Manage licenses and packages..
SmartProvisioning...
SmartEndpoint...
Global properties...
View
About Check Point SmartConsole...

0 Help

> Exit

Ctrl=O
Ctrl+E

Ctrl+=S

Ctri=Alt=S

Ctrl=Shift+=Enter

Items unique to Main
SmartConsole menu

A

F1

Alt=F4



Object Ex

Mew Metwork...
Mew Host...

Mew Metwork Group...

More object types

- —

Object Explorer

- —

cplorer

k

Metwork Object

Service

Custom Application/Site
Mew loT Discovery Service...
VPN Community

Data Type

User/ldentity

Cloud

Server

Resource

Time

UserCheck

LSH Profile

Mew Limit...

3

— .
= X iz = =

Gateways and Servers ¢ !

Mew Metwaork,.,

Mew Host..,

Group 4
Address Range 4
Dynamic Objects 4

Mew Wildcard Object...
Mew Security Zone...
Mew L5Y Profile...

Mare 4

* All -

~ Categories

3
3

3

4 jtems

& Network Objects (61)
% Services (524)
i Applications/Categories (8321)
2 VPN Communities (4)
de Data Types (62)
A3t Users/|dentities (27)
i Servers (4]
& Time Objects (4)
S UserCheck Interactions (13)
@ Limit (4)
v & Updatable Objects (4)

¥ New,

=<

Name

B0 France

N X

L2 adions » | Q Search...

+  Comments

Il Office365 Services

\5\' Skype for Business Services

M United States

Tags Modifier Last Modified
System 10/19/2021 8:30 AM
System 10/19/2021 8:30 AM
System 10/19/2021 8:30 AM
System 10/19/2021 8:30 AM




Install Policy

Policy:

Select a policy...

Q |
L.I Branch_Office_Palicy

L.I Corporate_Policy

2 items available

Cancel

Session Details

Description:

Session name: irvAdding Slack for HR

Assigning Slack for HR Access Roles




g Check Point
r:Console

v a Permissions & Administrat...
= Administrators
G_ Permission Profiles
Q Trusted Clients
@ Advanced
||" Blades
v r.'! Sessions
E._, View Sessions
¥ Revisions
¥ Advanced
& Tags
¥ Preferences

MANAGE &
SETTINGS

f:) Sync with UserCenter
r.l, SmartTasks

& Package Repository
8% Policy Settings

Language

Language:  English (United States) ~

Accessibility

High Contrast Theme (Ctrl + F3)

Check Point Lab

Affect Check Point development by testing new features.

@-—B’ v Enable Session pane - Review all changes before you publish.







Jol
[
4
| §
T
7
E
“
spalgn 3

Object Categories =
&% Metwork Objects 62 E
4 Services 524 :.
#8 Applications/Categories 8321 ;
S VPN Communities |
4o Data Types 62

438 Users/Identities 27

W servers . 4

&) Time Objects 4

R: UserCheck Interactions 13

O Limit 4

&, Updatable Objects 4

k Point
artConsole

Validations

4 €) Name uniqueness \ 0

{ blish failed 10/19/2021 10:57 AM (1]
Publish faile

More than one object named 5

Publish failed due to session validation errors. ‘DNS Server’ exists. ;;’

i Resolve the errors shown in the validation pane and publish again. At: DNS Server DNS Server 4

3

@*" Show pane
| = :




A Check Point Lab
Session Activity ﬂ—.

+ *\ ¥ Check Point Password Settings

————— . _J————.. -
|

=

+ % 4§ Check Point Password Settings

+ " J= Rule 14.3 | Building maintenance crew wireless access

axr Rule 14.3 | Building maintenance crew wireless access 10:45

aey Rule 14.3 | Building maintenance crew wireless access 10:45
Aay Rule 14.3 | Building maintenance crew wireless access 10:45

i Rule 14.3 | Building maintenance crew wireless access 10:45

Rule 14.3 | Building maintenance crew wireless access 10:45

Axr Rule 14.3 | Building maintenance crew wireless access 10:45

+
A A A S S S

Jxt Rule 14.3 | Building maintenance crew wireless access 10:44

+ 3 B Rule 143 4—. s
+ # & Maintenance ‘—. 10:44
+ —:+:— ‘ Time ‘—. 10:43

ﬁ Check Point Password Settings

Operation: % Modified
Tirme: 10:53

i ..-"'-'"-———-—"'_-.-..' ___",,.p-‘_' —

Connected Administrators Connected Administrators

Connected Administrators 0 l X

—
admin | 21~




Single or High-Availability Management Server

Multi-Domain Management Server (root)

Multi-Domain Management Server Global Settings

Cloud Management Service Demo Tenant

Cloud Management Service Tenant

Cloud Demo Server

High Availability Status e

A\ Failed to synchronize peer "CPSMSHA' - No license

= CPSMS  10.0.0.10

w  Active
Failed to synchronize peer '"CPSMSHA' - No license

Peers

CPSMSHA
Standby

Synchronization error - No license
Last sync time unavailable

10.0.0.11

Actions.., =f=———pp Set Standby
* Q Connect to this Server..,
i - Sync Peer

Learn more

> _@-> Check Point community portal

Experience concurrent administrators »

Demo Server information

Copy Demo ID to clipboard <—°
Extend Demo expiration time...‘-@

admin
& — > Walter

4 ‘@-> Copy server IP address to clipboard Jesse
Skyler

Copy server host name to clipboard



Extend Demo Expiration Time

The current Demo will expire in:

05 44 - 12 |~@

HOURS MIMUTES  SECONDS

Extend expiration time by :
* 1 Hour
& Hours
12 Hours
Custom * Hour(s)

Extend Cancel




Recent Tasks

MO Q<@ — L um @

Trusted CA automatic update Clear

@ Trusted CA has been updated.
Please install policy for the changes to take af...

28-Jun-21 22:00:00

Trusted CA has been updated.
Compliance Security Alert Please install policy for the changes to take affect

You have new Security Alerts.
For more details go to Compliance view.

28-Jun-2110:47:30 .——> Details

IPS Management Update Clear
& IPS Update finished successfully

28-Jun-21 10:36:56 by Jesse = Betaits

add simple-cluster Clear
@& Successfully finished

28-Jun-21 10:30:50 by admin = Betarls

CO P'/1 P'A A N D
LINE

@




1 2

Command Line (demodseo0b: mgmt.clou -

"name" : "New Network 5",

"type" : "network",

"domain" : {
"aid" : "41e821a0-3720-11e3-aa6e-0800200c9fde™,
"name" : "SMC User",
"domain-type" : "domain"

"creator"

b

"read-only"

Command Line (demo1otjepz46t.mgmt.cloud) a C Point Lab

3(q0

o
53

> add host name host testl ip-address 10.0.0.111
> add host name host test2 ip-address 10.0.0.112 4 B host test3
> add host name host test3 ip-address 10.0.0.113

<
o
g
o
o
[}
3
7

4~ M8 host _test2
>

¢~ M host_testl

uoISsag

ﬁ;f Discard | Session: Bulk hosts added via Management CLI ~ (§) | )Y PUblish ff—




EW
-
—_




Z ¥\ X &-2-0C B Q Serch.

Status Name Version Active Blades Hardware Comments
(] G2 BranchOffice 198.51.100.7 R80.40 B OY O 3000 Appliances @ 21% Second office gateway
(] v & Corporate-Cluster 17.23.5.1 R80.40 0] 26000 Appliances @ 23%
- & Corporate-Cluster-member-A 17.235.2 R80.40 . 26000 Appliances
- & Corporate-Cluster-member-B  17.23.5.3 R80.40 26000 Appliances
(] 2 Corporate-GW 198.51,100.5 R80.40 R POMmME OY O & 23000Appliances & 12%  First Office gateway
(] & EuropeBranchGw 192.0.2.100 R80.30 HrBVEIEOOT O 5000 Appliances @ 21% Europe Office gateway
(] 63 HQgw 192.0.2.200 R80.20 HrBEIPOOT O 15000 Appliances & 16% Main Office gateway
© C8 mgmt 10049187 RELIO W aEQLS Open server - 10%
I Summary Tasks Errors Licenses | 4'—‘ ._’ $
2
u mgmt Management Blades
IPv4 Address: 10.0.49.187 Open server e ‘ a ] 9 \ :\?‘ l :\?‘
0s: Gaia
Version: R81.10
License Status: @ oK Q
CPU: m 10%
Device & License Information... Activate Blades...
Toggle Column Visibility
Columns: | @ General -
Size All Columns to Fill Space
@® General
Reset to Original State
B Health 9
& Traffic V|| Status
=== Access Control V1| Name
© Threat Prevention v 1P
W Management v Version
rg Licenses v Active Blades
v Hardware
v CPU Usage
v Recommended Updates
v Recommended Jumbo
v Comments




#~- N X N Saiptsv [ Adions~ 5 Monitor [ Current sessio Q Search... Y
Filters
One Time Script... System Backup...
+
Scripts Repository... System Restore...
Open Shell... v Version
Gaia Portal & R81,10 (1)
Install Hotfix/Jumbo... v 0s
Version Upgrade... & SecurePlatform (1)
# Gaia (14)
License Report...
v Hardware
Export...
@ TE Appliances (1)
b Compare installed policy to current session... T e
Columns: @ General - *r N X F 7O |Q cu -— |l —.-—Q| T
Status Name IP Version Active Blades Hardware CPU Usage
(] ~ &2 Corporate Cluster 17.23.5.1 RB0.40 £33 5 26000 Appliances = 23%
= == Corporate-Cluster-member-4 17.23.5.2 R20.40 26000 Appliances
- = Corporate-Cluster-member-B 17.23.5.3 RB0.40 26000 Appliances
e ———. e . — —— e — - -
h... Y 49 o
.ﬁ_
Hardware CPU Usage Filters @
5000 Appliances & 21% P |Q | ’ X
5000 Appliances @& 7%
- os [ Neme |
5000 Appliances @& 5% =
@ Gaia (4) v Version
5000 Appliances @& 16%
v Hardware X v OS
.—-> v| @ 5000 Appliances (4) Hardware
- Type Remove filter v Type
@ Gateway (4) v Status
v Status
OK Cancel
QoK@ ._>




i 130 |2-

v Version

. @R8LI0(1)
e e

v Status

Scripts 4
Actions »

Monitor

. -s— Same as in Action Toolbar
View...

Edit...
Clone...

Delete

o|X & » ® CL Wb

Where Used...

Copy To Clipboard
Copy As Image



Where Used

Corporate-GW

Corporate-GW
First Office gateway

.—P 4% Replace (¥ Refresh

| Replace in selected groups/rules with | No item selected. = Replac

[+] Show indirect usages in policies

Objects (5)

Policies (9) Legacy objects (0)

|!| Corporate_Policy Policy Package
& ethd Metwork Interface
& ethil Metwork Interface
& eth2 Metwork Interface
& eth3 Metwork Interface
Number of total usages: 14
Summary Tasks Errors Licenses 5
CPGW Access Blades
IPv4 Address: e 31 Open server ‘ ‘?" Dng %‘ O‘ EE‘ f)
Access Control Policy: Standard

Threat Prevention Policy:

0s:
Version:

License Status:

Threat Blades
10/1/2021 12:20 PM

Standard &‘ g‘ g

10/1/2021 12:23 PM

Gaia
R80.40 CPU: a 1%
Warnings with 7 blades Memory: e 40%

Device & License Information.. Activate Blades...



Task Details

Summary Tasks

Q @ Last 24 Hours

Licenses

Errors

v Enter

Task rformedon  Status
Firewall Interface... CPCM1 Failed
Firewall Interface... CPCM1 Completed

List Check Point...
Show Assets

Results

CPCM1

CPGM1

Run Repository Script

admin ran a repository script on CPCM1

Completed

Result

Usage:, fw ver [-h] ... # Display version, fw kill [-sig_no] procname # Send signal to a daemon, fw putkey ... # C|

localhost eth0 10.0.0.2 255.255.255.0, localhost eth1 10.10.10.2 255.255.255.0, localhost eth2 10.20.20.2 255.25%

Platform; VittualBox, CPU Model: AMD. Ryzen 7.3700%.Core Pracessor, CPULAs2quenar 2600027, Mhz, Numhet

Task Results

-

e

#START
1
1

1

Task Results PP PID st| 2P PID STAT
CEVIERD 6209 E CEVIEWD 6209 E
CPVIEWS 6214 E | CPVIERS 6214 E
SXL_STATD 6219 E
S e CPD 6231 E
iy MPDAEMON 6270 E
TP_CONF_SERVICE 6290
beia CXLD 6395 E
Details CI_CLEANUP 6401 E
Script Name List Check Point Services CIHs 6414 E
FWD 6420 E
General Information Script: List Check Point Serd SPIKE_DETECTIVE 6433
- 2 RRD 6885 E
Administrator admin CPHAMCSET 7038 E
Performed On CPCM1 WSDNSD 7335 E
DLPU_0 7375 E
Time () Yesterday, 6:42:29 PM RTMD 11182 E
DASERVICE 11207 E
AUTOUPDATER 11214 E
LPD 16161 E
Summary Tasks Errors Licenses
Status Blade Description
‘ Anti-Bot About to Expire on 31/10/2021 [Evaluation).
w Anti-Virus About to Expire on 31/10/2021 (Evaluation).
B8 Applicatio...
Content A...
Firewall About to Expire on 31/10/2021 [Evaluation].
IPS About to Expire on 31/10/2021 (Evaluation). Contract will expire in 3 days.
IPSec VPM About to Expire on 31/10/2021 [Evaluation).

START_TIME

ON

28/7/2022 N
28/7/2022 N
28/7/2022 N
2022 Y
2022 N

8/7/202

:32] 28/7/2022 N
8:32] 28

/2022 N
2022 N
N

28

N
N
4
>4
N
N

1 Completed  APP PID STAT #START START_TIME MON COMMAND , CPVIEWD 6209 E 1 [17:58:30] 28/7/2022 N cpviewd , CPVIEW

COMMAND

cpviewd

cpview_services

sxl_statd

cpd

mpdaemon /opt/CPshrc

2 N tp_conf_service
cxld -d
avi_del_tmp_files
ci_http_server -j -f
fwd

2 N
rad
cphamcset -d
wadnsd
dlpu -i4 0 0
rtmd
DAService_script

N AutoUpdaterService.

lpd

spike_detective

-16 -1

About to Expire on 31/10/2021 (Evaluation). Application Control blade will be deactivated. All policy rules using it will be affected.
About to Expire on 31/10/2021 [Evaluation). Content Awareness blade will be deactivated . All policy rules using it will be affected.

URL Filteri About to Expire on 31/10/2021 (Evaluation). URL Filtering blade will be deactivated. All policy rules using it will be affected,

Summary

8

IPvd Address:

Tasks

mgmt

as:

Version:

e — T e el ottt

Errors Licenses

10.0.68.101
Gaia

RE1.10

4D3383537FC8

CPMP-MGMT-DEMO

CPSB-EVICR-U CPSB-COMP-U




~ Access Control
{8 Policy
6 NAT

~ Threat Prevention

{0 Custom Policy

'® Autonomous Policy

Policy

& File Protections
B Settings

Exceptions

~ HTTPS Inspection

g Policy

Shared Polices
 Inspection Settings o

Access Tools
% VPN Communities .
f:) Updates
8 UserCheck
[ Client Certificates ®
M8 Application Wiki .
@ Installation History

|NN Policy

Corporate_Policy x

Source

~ Security Gateways Access (1-2)

Destination

Install Policy (i, 1 Action:

Services & Applications

Content

Install On

1 Administrator Access to 63 Admins & Corporate.GW * Any Manage Services * Any @ Accept Log [
Gateways il
]
2 Stealth rule * Any & Corporate-GW * Any * Any * Any @® orop Log Policy Targets —-‘
~ VPN B)
3 VPN between Internal LANs and, &2 Corporate LANs A Branch Office LAN 3 Site2Site * Any * Any D Accept B o % Policy Targets
Branch office LAN e
& Branch Office LAN 3 Corporate LANs =
v Access To Intemet (4-5) il
> 4 Access to Intemet accordingto ¥ IntemalZone  ExernalZone * Any 3 web * Any . Web Control Layer - NA % Policy Targets
Web control policy =
B Proxy Server 32 Web_Proxy
41 Block abuse / high risk * Any & Internet * Any B2 Inappropriate Sites * Any ® orop B g * PoliyTargets
applications & mae
42 Block download of executables % Any £ Internet * Any ® Uncategorized &3 ODownload Tratfic @ Drop B tog & Corporate-GW
Tioguntisted ses Executable... N Blocked Messa... & Accounting =
43 Ask user upon possible personal %  Any O Intemet * Any @ nitp @ UploadTeaffic  § inform B g & Comporate.GW
data exposure 4o PCl-Credit., N Access Notifica...
4o U.S. Sodial... © oOnceaday =
N Per applicatio...
[ Summary  Details Logs History ]4—. .——»'
~
@ Acept  Rule 141 2 crestesvy: Sacia Additional Rule Info:
[f] ostecreatea: 672872021 1033 Am s ——_—
Guests web access through Portal [Tk obeg
® Expiration time:  Never
Ticket Requester:
@ Hitcount: 278 (0%, Low)




Bo= X | Z = =-|@ nnstalipoliy W [ Actions~ [§ Changes... Qv || B

‘ ® 2

Security Gateways Access (1-2) Go To Rule.., Search Tokens )
VPN 3) Export...

T — 4-5) Verify Access Policy... Source  Destination VPN  Services  Applications

DMZ 6-11) History... Install On  Action  Track

Data Center Access (12-13) Implied Rutes... Packet Mode (2]
Temporary Access Grant (14)

Cleanup (15) Off (default) On 4—.

Packet mode On

M= X T = =- @ installPoliy W [ Actions~ [ Changes.. modePacket dst-*Web Server” 12Rules @ Q
No. Name Source Destination Services & Applications  Action Track Install On
v DMZ (6-11)
v7 Access to company's web server ¥ ExternalZone = WebSenver & ntips € Customer Service Ser = N/A % Policy Targets
71 Allow access to the company's % Any v * Ky v 2? mycompany.com @ Accept B tog % Policy Targets
public web site B Accounting
72 Cleanup * Any v * B v * Any v @ Dprop B tog % Policy Targets
10 Prggy_\’v:b access e - ProwsSeryer - * Knj v [1 Web ﬂ’o Accept - El Log o X PoligyTargets,
Packet mode Off
o= X E = =- @ nnstalroliy \p [ Actions> [ Changes.. dst"Web Server” 1Rue @ Q
No. Name Source Destination Services & Applications  Action Track Install
¥ DMZ (6-11)
7 Access to company's web server ¥ ExternalZone

= (JebSener @ nttps € Customer Service Ser = N/A % Policy Targets

*E+;x5v01!u,m Qllvialr

Destination VPN Services & Applications
v Security Gateways Access (1-2) Security Gateways Access 1-2) =
1 Administrator Access to G teways B Admi| ey 3 2 Manage Services @ Accept B o
2 ealth rule % Any | Access To Internet @5k Any @® Dprop E Log
» VPN (3) DMZ . (6-11)
¥ Access To Internet (4-5) Data Center Access (12-13)
» DMZ (6-11) Temporary Access Grant (14)
» Data Center Access (12-13)
Cleanup (15)
» Temporary Access Grant (14]
» Cleanup (15)



Source

Destination

VPN

Services & Applications

Action

§ Customer Service Server Layer == N/A

YT Access to company's web server ¥ External.. ™ Web Server ¥ Any (%) https
741 Allow access to the company's * Any * Any * Any *® mycompany.com @ Accept B tog
public web site B Accounting
7.2 Cleanup * Any * Any * Any % Any @ orop B Log
8 Allow corporate LANs to DMZ 33 Corpor.. ¥ DMZZone * Any @ ntips @ Accept B tog
@ nttp
’, ftp
smtp
= 2
Not Shared Shared
New Rule Above Below
New Section Title Above Below
Delete
Cut
Copy
Paste b Belt ® Al
Disable <+—() 1 day
Rule Expiration... <+——{@)) 7 days
Copy Rule UID . Refresh 1 month
Copy as Image Timeframe » =& 3 months
Hit Count . ’ > Display > —p
Percentage
Show Logs——'——' k
Show Rule Content Logs v Value
Show Rule Objects History Level
872405ec-e9f7-4b6b-9af9-e49533853613
44 “ HR access to sodalnetwork G HR - (O Internet * Any Facebook * Any i Inform E rog * Policy Targets
applications £ Twitter N Access Approval
@ tinkedin © Onceadsy

N Per applicatio...

Enter rule number or rule UID:

| T7b66601-40b7-43d0-9b05-73699b38526f |

0K




Destination Services & Application
M pyblic FTP Server | v W Edited
* Any * Any v B Locked
* Any * Any = v W Section
— v W Selection
v 1 Search result
Summary Details Logs History ¥
n @—
e Accept  Rule 3 1 Created by: admin Additional Rule Info:

Date created: 6/28/2021 10:34 AM

Ticket Number:
Ticket Requester:

Allow corporate LANs to DMZ

® Expiration time: Newer

. @ Hit Count: L] TK (7%, Low)

Summary Details Logs History N
Source Destination Services & Applications Content Install On .——D =
~ &5 Corporate LANs ¥ DMzZzone @ ntips 443 # Any # Policy Targets

& HOLAN 22.20.105.0 @ hitp 30 . .

& sales LAN 198.51.100.16 B, fip 21

& HRLAN 198.51.100.15 smtp | 25

S ‘mmary Details ‘ Logs Histury‘ i

IG | G l Q IO Last 24 Hours ~ | Curent Rule " || Enter search query (Ctri+F)

Found 18 results (309 ms) Query Syntax
Origin Source Source User. Destination i Access Rule Name Description
Today, 4:29:34 AM b 3 Corporate-GW == 22.20.105.88 0 W Proxy Server (... HTTP_proxy (TCP/3080) 4.8  Cleanup Corpora... HTTP_proxy Traffic Ac
Today, 4:29:34 AM 1+ 6 Corporate-GW == 22.20,105.88 01 Proxy Server (... HTTP_proxy (TCP/8080) 4.8  Cleanup Corpora... HTTP_proxy Traffic Ac l
Today, 4:29:34 AM e T G2 Corporate-GW 8 22.20.105.88 LW Proxy Server (... HTTP_proxy (TCP/8080) 4.8  Cleanup Corpora... HTTP_proxy Traffic Ac

W :20.105. roxy Serve [CP/B0B0), 48, CIEADMD. e COIDOTa, HITP proxy TrafficAc_

Summary Details Logs History i
e G ‘ Q O AllTime ~ | CurrentRule * | Enter search query (Ctrl+F) . =
Time Type Administrator  Operation Object Type Performed On Changes Lo
Today, 2:10:58 PM E Audit admin ‘N Modify Rule  Access Control Rule  Allow corporate LANs to DMZ ~ Source: Remo... Layer Name: Policy Names:... Source: Remo...
Today, 2:10:40 PM @ Audit admin “\ Modify Rule  Access Control Rule  Allow corporate LANs to DMZ ~ Source: Adde... Layer Name: Policy Names:... Source: Adde...

28 Jun 21, 10:34:41 AM @ Audit admin % Create Rule Access Control Rule  Allow corporate LANs to DMZ  Des... Na.. Serv.. Sou.. . Trac.. Use.. Lay.. Poli.. Des...

SRS S st N S



Y Favorites
© Recent
438 Shared
B Logs

@ Views
B Reports

Tasks
Scheduled

£ Archive

External Apps

™ SmartView

g SmartEvent Settings & Policy

Q Tunnel & User Monitoring ™ <

o—

© Open ¥ New.. v J8Export to PDF

= Actions

Audit Logs

Audit Log View

-

2 Check Point B Less than a minute a...

Logs
Log View

2 Check Point i} Less than a minute a...

\j

dit Logs x

Today, 11:50:38 AM
Today, 11:17:14 AM
Today, 11:17:14 AM
Today, 11:14:15 AM
Today, 11:14:15 AM

Today, 11:06:31 AM

K Queries (g

G | Q O Last 24 Hours ~

Found 68 results (73 ms)

Administrator Operation

saul X login
web_mgmt_admin  E Publish
web_mgmt_admin % Modify Object
web_mgmt_admin  E Publish
web_mgmt_admin % Modify Object
WEE_AP =

Log Out

Performed On

Log System Message

1 Object was changed

Administrator cachemanager@maas  Folders:...

Permissi...

Folders:...

1 Object was changed

Administrator internal@maas Folders:...

Permissi...

Folders:...

]
-]

General Information

Authentication method: Inter...

logout localhost




‘ Q @ Last7Days - NOT blade:"Compliance Blade”

Showing first 150 results (166 ms) out of at least 4,777 results

Source

(64 ‘ G | Q  Enter search query (Ctrl+F)

Yesterday, 10:15: rE —
Yesterday, 10:15:33 AM @ Anti-Bot O E e B jp-192-168.5... Microsoft IE 1 jp.192-168-6...
Yesterday, 10:15:38 AM @ Anti-Bot QO E e s ip-10-82-92-... Microsoft IE B ip-10-7-196-...
Yesterday, 10:15:38 AM €3 Threat Emulation @ [E wees ip-10-5-154-50.e... ip-10-4-36-43.¢c...
Yesterday, 10:15:38 AM @ 1PS 9 E om e B p192.168-1... Other: ({fo0;};... ip-10-10-41-78.e... Web Server
Yesterday, 10:15:38 AM @@ 1PS 9 E s e B p.192.168-3... Other: ( { fo0j}.. ip-10-38-193-10... Web Server
Yesterday, 10:15:38 AM ¥ 1PS 9 E s - s B p192.168-3... Other: ( { test;... ip-10-64-21-103.... Web Server
Yesterday, 10:15:38 AM @ 1PS O E e o 5 p.192-168:3... ip-10-38-193-10... Web Server
Yesterday, 10:15:38 AM @ 1PS O E e - ip-10-10-87-84.¢... ip-10-6-11-70.ec... LDAP Protec
Yesterday, 10:15:38 AM @ 1PS O E v ip-10-32-104-5.¢... . ip-10-85-2-157.2... LDAP Prote
Yesterday, 10:15:38 AM @ 1PS O E e - ip-10-5-3-18.e2... ip-10-10-98-42.¢... LDAPonte]
Yesterday, 4:29:34 AM ® &5 22.20,105.88 B B Proxy Server (...
Yesterday, 4:29:34 AM 5 22.20.105.88 B Proxy Server (...
Yesterday, 4:29:34 AM ® . 5 22.20,105.88 1 Proxy Server (...
Yesterday, 4:29:34 AM £33 Firewall [~ JIE & 22.20.105.88 1 Proxy Server (...

URLs Files 3

No extra data

Query Syntax

Add to Favorites.., [Cirl+D)

Organize Favorites.., [Ctrl=5)

» & My Favorites
+ Y Predefined
Il 21 Records
D slerts
# System
& Mot Allowed Traffic
@ Allowed Traffic

r

a Access
» @ Threat Prevention
» ' DDoS Protector
€] HTTPS Inspection
v B Anti-Spam & Email security Blade

I"I Wore

L

m



Q (@ Last Hour * | No Compliance ™ | <¢—n—

Add Constant Filter

Name: No Compliance

Query: NOT blade:"Compliance Blade"

OK Cancel

= Export to Excel CSV...

- Open Log File...
File . : Results Pane P f——— Grid (Ctrl+G)
View b — 1 :

v | Resolve (Ctrl+R) Table (Ctrl+L)
Tools P oy b -
Hide |dentities

Open in new Logs tab

Open in new Window

Y

Custom Commands

Create an API logs query




l Tops © Log Servers

v Top Sources
10.226.111,102
10.184.220.95
10.0.247.192
192,168.20.8
10.130.222.231
10.246.66.75
22,20.105.88
192,168.20.74
10.92.242.94
10.28.68.62

» Top Destinations
* Top Services

* Top Actions

» Top Blades

* Top Origins

* Top Users

» Top Applications

T Tt

17.45%
11.06%
9.36%
7.23%
5.96%
511%
5.11%
3.83%
34%
2.55%

Tops @  LogServers

Q] |
v G5 cpsms

v GF CPSMSHA

7

Remn, e




Details

Prevent

Prevented cisco ios http authentication bypass - ver2 originating from 10.1.0.50 against 10.2.0.102

Matched Rules

Log Info
Crigin

Time

Blade

Product Family

Type

Policy

Adion

Access Rule Mame

Threat Prevention Rule ID
Threat Prevention Policy

Paolicy Date

Threat Prevention Policy ...

Policy Mame

Policy Management

Threat Prevention Rule M...

Threat Profile
Crigin Log Server [P

Add Exception

Protection Details
Severity

Confidence Level
Attack Mame

Attack Information
Performance Impact
Protection Mame
Protection Type

Industry Reference

<—Db

= GW

(o] Yesterday, 10:18:05 AM
& IPS

@ Threat

B oo

. Prevent

Cleanup rule
e78cfdfc-bd34-dadb-8144-4fd79608b3 el
Standard

17 Jun 20, 6:56:03 AM

17 Jun 20, 9:55:52 AM

Standard

gw-ab1d6e

Autonomous Gradual Deployment

Optimized
10.0.121.41

Add Exception...

s Critical
e High
Cisco Protection Violation
Cisco 105 HTTP Authentication Bypass - Veer2
Medium
Cisco 105 HTTP Authentication Bypass - Ver2
{:[ IPS

CVE-2001-0537

Traffic
Source

Destination Country
Service

Source Port
Interface

Destination

Forensics Details

Resource

Threat Wiki

@ ip-10-1-0-50.ec2iinternal (10.1.0.50)
== United States

http (TCP/80)

25325

4 ethi

@ ip-10-2-0-102.ec2.internal (10.2.0.102)

hitp://Vzad KFdyZAwnXfmIMHbXyLjZ/
level/60/exec/show
less

Go to Threat Wiki

Advanced Forensics Details

Method

Actions

Remediation

Report Log

Maore

Id
Sequencanum
Reject ID Kid

Ser Agent Kid

Log ID

Db Tag

Marker

Log Server Origin
Index Time
Lastupdatetime
Lastupdatesegnum

Stored

GET

Go to Remediation Options

Report Log to Check Point

0a007929-2a42-0000-6181-639200000042
68

S5eedffde-4-9b5cbcbB-f541693

Other: msnbot-Products/1.0 (+http://

search.msn.com/msnbot.him)
less

2

{0D52863E-DAD4-984E-8C4D-TD3IB5TA4CBCT}
less

@AD@B@1635868472@C@4049
mgmt (10.0.121.41)
2021-11-02T16:13:05Z
1635862685000

68

true




Action Type Interf...  Origin

Yesterday, 4:29:34 AM ¢ URL Filtering Q Accept e Session £ eth1  E3 Corporate-GW == 22,20.105.88
’ Open
Open * j Open in new Logs tab
Open in new Logs tab Add Filter
Add Filter Add to Filter 4—' » AND 22.20.105.88
I: Add to Filter 4—' > _ AND URL Filtering Copy cell to clipboard NOT 22.20.105.88
Copy cell to clipboard NOT URL Filtering Copy log to clipboard OR 22.20.105.88
Copy log to clipboard _ OR URL Filtering Go to Rule... OR NOT 22.20.105.88
Go to Rule... OR NOT URL Filtering Report Log to Check Point g
Report Log to Check Point Create Host... 4_.. ; nslookup
Actions 4 Actions 4—. 4 A Whois
. traceroute

Blade Action Type  Severity Confidence.. Performance.. Source Destination

Yesterday, 10:18:05 AM ‘ IPS ' Prevent Log Wmmmmm C. WEN  Medi.. = Very Low ip-10-1-0-42.ec2... B= ip-10-2-0-73..,

Open

Open in new Logs tab

Add Filter

Add to Filter » . AND IPS

Copy cell to clipboard NOTIPS

Copy log to clipboard _ORIPS

Go to Rule... ORNOTIPS

Open Protection... 4—.
Add Exception... 4—-‘
Go To Advisory... 4—.

Report Log to Check Point
Actions »




b niaona A Administrators # N X 2 Adions~  Q Search.. Y
- ermissions ministrat...
z Administrators Name Expiration Date Profi Authentication Method Locked Filters
& Parmission Profiles - admin © 12/30/2030 7:00PM Super User OS Password  Parission Profles
X saul Never Super User Check Point Password
€3 Trusted Clients © P {3 Super User (10)
X Skyler ©  Never Super User Check Point Password -
ﬁ Advanced - o v Authentication Method
= Al d: Ni S u TACACS
Wl isd l = Alexander ever uper User € 05 Password (1)
A :'; Jesse © Never Super User Check Point Password
: @ TACACS (1)
* [ Sessions . = web_mgmt_admin © Never Super User  AP| Key View All @)
Qv View Sessions X sessionmanager@maas © Never Super User APl Key
‘3 Revisions X internal@maas © Never Super User APl Key
a Advanced :'; cachemanager@maas © Never Super User API Key
' Tags . - Walter © Never Super User Check Point Password
ﬁ Preferences 4—. 5
€ Sync with UserCenter <—.
v .
A
[& SmartTasks <—. & admin
& Package Reposito 4—.
\ e e Authentication Method: ~ OS Password Last Modifier:  System
BB Policy Settings <8 . EEE g 12/30/20307:00PM  Modified on:  6/28/2021 10:14 AM
Sessions 12 Adions~  Q Search.. Y \

Administrator

[ NTP changes

&Log review (Current...

Walter

Saul

Connected From Connection Mode Application

Locks Changes

Read Write SmartConsole 3 7 11/4/2021 2:53 P

Read Write SmartConsole 0

Publish & Disconnect 4——.
Discard & Disconnect 4—. ,‘
Disconnect 4—‘ (’
Take over 4—’ |
B changes.. 4_‘ /

o

11/4/2021 2:53 P |




Revisions “\ Edit Details.. @ View.. | [ Actions = H items

Revert to this revision..,

Publish Time ~ Name nges From Previous Description

Purge...
11/4/2021 3:26 PM F!. NTP changes &

Changes » | . .
11/4/2021 2:53 PM Q Saul@11/4/2021 Compare selected with current session... I
11/4/2021 11:27 aM [& Saul@11/4/2021 saul 1 Compe el lect el eyion L
6/30/2021 7:35 AM P!. admin@30/06/2021 admin 1
6/28/2021 12:26 PM F!. WEE_API 2

admin 1

6/28/2021 11:19AM [
- ] I
summary  Audit Logs 4—.

‘ Q @ Last 24 Hours = | Current Revision | Enter search query (CI({+F)

Cruery Synta

Found 2 results (106 ms)

Administrator Operation Object Type
Today, 2:53:04 PM B saul = Publish 1 Object
Today, 2:53:04 PM El Saul “% Modify Object Administrator Walter MustCh




Chapter 8: Introduction to Policies, Layers, and Rules

Manage policies and layers

VB, Policies <_. QP Open ¥ % X | [ Actions - Q Search..
M gﬂ Layers Name Access Control Threat H & | view.. esktop Security Policy Targets Comments
%, Access Control AR Sstandard_Clone v i core. <_. CPGW
gﬂ Threat Prevention AR standard v v CPGW
€., HTTPS Inspection & Unified_Flat v All gateways
AR Inline_Layers v CPGW
L.l folicy_Layers L All gateways

. . Standard <—.
Enter Object Comment

44

Policy Types

General
o L._.“ Access Control 8 HTTPS Inspection |« L!E Threat Prevention

B Access Control Blades: I=% ‘—.

Installation Targets

[}
4

Install Policy

L._l-l'-l—

» [ Access Control Total changes from last installation (8/12/2020): <—.
!l Threat Prevention 92 Changes from 23 sessions (by 3 Administrators) # ‘—.

o Qs




Po|icy Types .....................................................................................................................................................

v L.! Access Control & HTTPS Inspection L!g Threat Prevention

® Access Contral Blades: 222 =-

VPN Traditicnal mode

o=
|Q | | # New Layer...

Layer Comment

% HTIPS Inspection @
T

Layer Editor

WebAccess_Policy_ Layed 4—.

Enter Object Comment

R

Blades

Firewall

General

Advanced

« Applications & URL Filtering
Permissions ‘—.
« Content Awareness

Mobile Access

N - e g - o e R -

. . Policy_Layers
Enter Object Comment

a

Policy Types

+ le.-.- Access Control & HTTPS Inspection L.H Threat Prevention

General

Installation Targets

|.!_. Access Control 1 Firewall_Policy_Layer Blades:

4+ | 2 WebAccess Policy Lay  Blades: 28 <—. =-




¥ WebAccess (8]

Standard

44

~ Access Control

- I\l Policy

< Firewall_Policy_Layer

< WebAccess_Policy_Layer

%G MAT

Source Destination VPN Services & Applications  Action Install On

8 A Y Internal Zoneto | ¥ InternalZone | O Internet * Any | @ nttp # Policy Targd]

Internet

X Administrators
== [1 Permission Profiles
£ Trusted Clients
ﬁ Advanced
"“ Blades
» E'_._, Sessions
& Tags
¥ Preferences

f:) Sync with UserCenter

SACEE Q SmartTasks

5E
SETTINGS

& Package Repository

8% Policy Settings

e hitps Accept

Drop
Maore .. # Policy Targd

Inline Layer Mew layer,

Edit layer...

9 Q Search.

Permission Profiles

Name v  Description

EO_ WebAccess_admin_profile

WebAccess_admin_profile <¢—{&

P /
Overview Policy |

v Show Policy

Gateways

Edit layers by Software Blades - |
Access Control - )

Users must have permissions on all blades in a layer to be able to edit a layer
Threat Prevention

1
Others "
Menitoring and Logging

Events and Reports

Management * Edit layers by the selected profiles in a layer editor




General

Installation Targets

TestPolicy =

44

~ Access Control

£ Netwo rk_Policy_Layer !

e WebAccess Policy_Layer

TestPolicy

Enter Object Comment

Policy Types
v L.!. Access Control & HTTPS Inspection L.E Threat Prevention

8 Access Control 1 Network_Policy_Layer  Blades: £33

VPN Traditional mode

+ 2 WebAccess_Policy_Lay  Blades: ]

& HTIPSInspection @  Default Layer

& Add Tag

55 NAT ._> B, Edit Policy...

+

&—

o(, Shared

- M Polcy Mo Nam

Clea

x 2

Cancel

Edit Layer...

Delete Layer

Move Up

Move Down




Policy Targets

$ Accept
O L3
@' Accept @ rop Policy Targets
& ask .
'@' Accept i Inform v  Policy Targets
Mare ..

‘“_..., £ inline Layer + Mew layer..,

H Edit layer...




Layer Editor

WebAccess_Policy Layer 4—.

Enter Object Comment

R

General The following profiles can edit this layer as they have permissions to this layer blades:
Applications & URL Filtering

Advanced

Permissions
(1 Mgmt-No-API
|1 Super User Full Read/Write Permissions including managing...
|1 Read Write All Full Read,/\Write Permissions.

Select additional profiles that will be able to edit this layer: @

.—p + X Q Search.
|1 WebAccess_admin_pr...

# Add Tag




Layer Editor {8

Q . WebAccessShared
v < Enter Object Comment
4

General Blades

Firewall
Advanced
v Applications & URL Filtering
Permissions

|| Content Awareness

Mobile Access

Preview:

ftination VPN Services & Applications Content Action Track Instal

Sharing

v Multiple policies and rules can use this layer

e — — _ o~ = o — — —

Layer Editor
v|
"
“

General

D
.—> Advanced 2 e <_——.

Accept

WebAccess

Enter Object Comment

Implicit Cleanup Action

Permissions

Proxy Configuration
Detect users located behind http proxy configured with X-Forwarded-For @

@ Add Tag




Global Properties

£

]A.

FireWall

- NAT - Network Addres

- Authentication

- VPN

- |dentity Awareness

- Remote Access

- User Directory
QoS

- Camer Security

- User Accounts

- ConnectControl

- Stateful Inspection

- Log and Alert

- QPSEC

- Securty Management .
- Non Unique IP Addres:
- Proxy

-1PS

- UserCheck

- Hit Count

- Advanced

0 | x

Select the following properties and choose the position of the rules in the Rule Base:

Accept control connections: First
[] Accept Remote Access control connections: First
Accept SmartUpdate connections: First
[¥] Accept IPS-1 management connections: First
Accept outgoing packets originating from Gateway: , Before Last v

Accept outgoing packets originating from Connectra gateway: | Before Last

Accept outgoing packets to Check Point online services: Before Last
(Supported for R80.10 Gateway and higher)

[] Accept RIP: First

[[] Accept Domain Name over UDP (Queries): First

[] Accept Domain Name over TCP (Zone Transfer): First

[] Accept ICMP requests: Before Last

Accept Web and SSH connections for Gateway's administration: | First
(Small Office Appliance)

[] Accept incoming traffic to DHCP and DNS services of gateways: | First
(Small Office Appliance)

Accept Dynamic Address modules’ outgoing Intemet connections: | First

Accept VRRP packets originating from cluster members First
(VSXIPSO VRRP)
Accept |dentity Awareness control connections: First v
Track

[ Log Implied Rules

I 0K I { Cancel




SmAl Rules that are applied before each layer in the Access Control Policy:
& Firstrules No. Source Destination VPN Services Action Track InstallOn  Comments
& Beforelastrules v PN rules (12) =
€ Last rules - # End <§> Enc. * Any # EncryptedServices@... © Encypt&continue = None * Any Automatic Encrypted Rule for
community:Mylntranet!
¥ Configuration ~ & Enc.. Enc. % Any 4 EncyptedSenvices@.. © EncryptaContinue = None % Any  Automatic Encrypted Rule for
community:Global
v Firewall rules (3-51)
4> FW1Module 4 FW1 Module * Ay % AW @ Accept = None % Any  Enable FW1 Control Connections
<& w1 % Fw1
<p FW1Management <P FW1Module % Any % cPD D Accept = None * Any Enable FW1 Control Connections
<b Reporting Server
- <» FW1 Module <p FW1Management % Any % CPD @ Accept = None ¥ Any Enable FW1 Control Connections
<» FW1 Module <P FW1Management % Any % FWi_log @ Accept = None * Any Enable FW1 Control Connections
- 4 Gui-clients 4> FW1Management % Any % CPM @ Accept = None * Any Enable CPMI and CPM connection
7 % between Management Portal and
< Reporting Server v i the Management Server
< CPMi-clients
b SmartPortal <> FW1Management % Any % CPM @ Accept 7 None * Any Enable CPMI and CPM connection
OK Cancel

First Packet

Gaia |IP Stack

_~ in a session
or a template

Session/Connection
~~ Rate Acceleration

Subsequent packets
|~ (Throughput
Acceleration)

Connections Table ,5: = :‘
. o H
= < -
5 = =
5 2 =
- a -
. 2 =
Y :
: " " EEEN :
e =
P Acceleration Driver 4

Connections Table | o ™ mm mm m= == == == - -
Cll | [
- i
s 1-:
: - Network Interface Card "« :
z ol 1-:

- | ]
- | -
EEEEEEEESm = Port 1 Portz m

r.



Receive
Packet

NIC Port 1

Acceleration Layer

SecureXL
Look Connection in
SecureXL Connections Table
Move to correct
SecureXL ID

Not Found

CoreXL Dispatcher
to least utilized
FireWall Instance

Inspection Chains
in
FireWall Instance

FireWall Instance
Template
Match?

Yes

Open Connection
from Template

Could be
offloaded?
Choose
SecureXL ID

No

SecureXL
Instance ID
Content Inspection
Needed?

CoreXL v
Secure "
Network
Distributor
(SND)
A 4
CoreXL
FireWall Content Inspection
Instance
(fw_worker) A
Yes

Content Inspection
Needed?

Rulebase
Match for Accept

No

Drop or Reject

Slow Path
Inspection Chains in
FireWall Instance

No—>i

| o B I O e e e

M outbound
out!

Transmit

Packet

NICPort2 | = =

Safe |

&
= Allowed

—NO = == == =

FireWall Layer

{

_inline

th streami




Content Inspection Block

Protocol Decoder
Parse stream into contexts

Check Signature

APCL, IPS, AVI,
Anti-Bot

e N
Source and Destination IP addresses .')
| & Services' Port Numbers [ Exemptions (using empty
- J Threat Prevention Profile)
/ Content Inspection - T

i | Anti- Firewall & |
Spoofing IPSec VPN | Threat Prevention

Security Applications (blades)

Access Control Policy

Top Ordered Layer(s) and Firewall only Inline Layers

Optimized Rules
Non-Optimized Rules

Mame Protected Scope  Source Destination Services Action

> % Exemptions % Any B post 4 M@ Hgst B 4 Service X [E Empty DOy | — Nome

from
© 6 o o
Inspection




No. Name Source Destination Services & Applications  Action Track

¥ Management Rules (1) A

1 Managementfor = &5 Gaia_Admins 35 CP_Gateways &9 https Q@ Accept B tog
GWs .
B3 ssh_version_2
Direct Access to Gateways Rules (DHCP relay,Dynamic Routing and VPN) (No Rules)
Noise rules. Drop and do not log meaningless traffic (connected networks and general broadcast|traffic) (No Rules)
v Stealth Rule (2)

2 .—»Steaﬂh Rule * Any 25 CP_Gateways % Any @ Dprop B Log

Firewall Rules and Layers. All rules using Source, Destination and Services only. (No Rules)

¥ Application Control and URL Filtering, Content Awareness Layers (3)

»3 Internet Access fi InternalZone i ExternalZone * Any §< APCL_URLF_Layer - N/A

¥ Cleanup Rule (4)

-Cleanup rule ’ * Any ‘ * Any ‘ * Any I@ Drop I@ Log

No. Name Source Destination Services & Applications  Action
1 SmartConsoleVM M8 SmartConsol.. & CPCM1 @ nttps @ Accept
CPCMs access — A
& CPCM2 B ssh_version_2
2 Service Monitoring H8 SNMP Monitor E=®  MailServer UoP  snmp-read @ Accept
3 MailServer & Net_10000 B8 Mailsever @ https @ Accept
Administration e—— All Rules
4  ForwardAlertsto  EJ CPSMS B MailServer smtp @ Accept
MailServer
5 Send Alerts to B MailServer i ExternalZone smtp @ Accept
recipients
-Cleanup rule * Any ’ * Any I * Any I@ Drop
'S .= X =+ e« modePacket|dst:10.30.30.6 4Rules @ Q
LY
Source Destination Services & Applications  Action
2 Senice Monitoring E8 SNMPMonitor ®® FfaliSener  Uo° snmp-read @ Accept «—r
3 MailServer & Net 10000 ™ NEiSENE @ nttps @ Accept :
Administration Possible
4  Forward Alertsto  €F CPSMS B MailServer smtp Q@ Accept o Matches
MailServer

6  Cleanup rule ¥ Any v * By v * Any v ® prop  «— Match



TS .= X =~ e« modePacket dst:10.30.30.6[5r:10.0.0.10 3Rules\° Q

No. Name Source Destination Services & Applications  Action
3 MailServer & @ ntips @ Accept PP —
Administration
Possible
4 Forward Alertsto €5 EPSIMS smtp @ Accept
MailServer Matches
6  Cleanup rule * By v * BBy v ¥ Any v @® Drop My Match

+
=+=x

v e mode:l’acketdst:103030.65rc:10.0.0.1 2Rules e Q

No. Name Source Destination Services & Applications  Action
4  ForwardAletsto € @ Accept «—First Match
MailServer
6  Cleanup rule * BN v @ prop <«— Match

Source Destination  Services & Applications Content

%3 Internal_Nets ™ pMzSRV @ Web Browsing §¥ Any Direction
Ao Archive File

Source Access Roles Service File
Destination User at Location Application Content
Mobile Access Application Protocol Direction

Destination  Services & Applications  Content Action
1 B InternaiZone O Intenet & http § AnyDirection @ Drop
@ nttps Ao Archive File N Blocked Message...
2 W InternalZone O Internet Q Critical Risk * Any @® Drop
® HighRisk N Blocked Message... g Match
Possible
3 B IntenalZone ) Intemet @ http * Any © Accept
& nttps
4 % Any * Any * Any * Any ® orop
No. Source Destination Services & Applications  Content Action
1 ¥ InternalZone ) Internet & http §¥ Any Direction ® Dprop Match
@ nttps 4o Archive File N Blocked Message... Possible
2 B InternalZone O Internet  ® Critical Risk * Any @ Dprop ——
® High Risk N Blocked Message... . o Matc
3 i InternalZone ) Internet & nhttp * Any @ Accept
= Match
W Hiips Possible
4 % Any * Any * Any * Any @® orop




Source Services & Applicati

1 ¥ IntemaiZone O Internet @ http §¥ Any Direction @ orop
o . <+— Match
https 4o Archive File N Blocked Message...
3 ¥ InternalZone ) Internet @ http * Any @ Accept Sy
@ nttps Possible
4 * Any * Any * Any * Any @ orop

Best Practices for Access Control Rules |

1. Make sure you have these rules:

= Stealth rule that prevents direct access to the Security Gateway

= Cleanup rule that drops all traffic that is not allowed by the earlier rules in the policy.

N

. Use Layers to add structure and hierarchy of rules in the Rule Base.

w

. Add all rules that are based only on source and destination IP addresses and ports, in a Firewall/Network Ordered Layer at the top of the Rule Base.

»

. Create Firewall/Network rules to explicitly accept safe traffic, and add an explicit cleanup rule at the bottom of the Ordered Layer to drop everything else.

(0]

. Create an Application Control Ordered Layer after the Firewall/Network Ordered Layer. Add rules to explicitly drop unwanted or unsafe traffic. Add an explicit cleanup rule at the bottom
of the Ordered Layer to accept everything else.

Alternatively, put Application Control rules in an Inline Layer as part of the Firewall/Network rules. In the parent rule of the Inline Layer, define the Source and Destination.

o

. Share Ordered Layers and Inline Layers when possible.

N

For Security Gateways R80.10 and higher: If you have one Ordered Layer for Firewall/Network rules, and another Ordered Layer for Application Control - Add all rules that examine
applications, Data Type, or Mobile Access elements, to the Application Control Ordered Layer, or to an Ordered Layer after it.

o

. Turn off the XFF inspection, unless the Security Gateway is behind a proxy server. For more, see sk92839.

©

. Disable a rule when working on it. Enable the rule when you want to use it. Disabled rules do not affect the performance of the Security Gateway. To disable a rule, right-click in the No
column of the rule and select Disable.

No. Name Source Destination Services & Applications  Action

v Application Control and URL Filtering. ‘Any’ in Services & Applications is required for apps using UDP, and TCP ports other than 80, 443 (12-13) «—  Section title

v 12 APCL/URLF Layer Shared B InternalZone ¥ ExternalZone W’<—’ §»"< APCL_URLF_Layer - (5‘?{525;35)
121 Critical Risk block * Any O Internet @ Critical Risk @ Drop
: < Blocked categories
122 Uncategorized block * Any ) Internet ® Uncategorized @ orop
123 News allow E3 All_Users Internet News / Media @ Accept ’
- o ® : <-— Allowed categories
124 MS Teams E3 All_Users Internet Microsoft Teams @ Accept T
-User & E e <+—Allowed applications
125 HR Social Mediaallow (3 HR & Internet ® social Networking @ Accept
Exception rule and
blocked category
12,6 Block Social Media E3 All_Users £ Internet %® Social Networking @ Drop
Restrict remaining
127 Accept HTTP/HTTPS to G2 All_Users ) Internet @ ntip @ Accept traffic from users to
categorized sites s int: t t
@ nttps internet to
HTTP/HTTPS
128 APCL/URLF layer * Any * Any * Any @ Dprop

cleanup <— Drop all other traffic



#* All - |Q, Cisco

'ﬁ- -An].rl:unnect

ahle Figed IPSLA

-Jabber

ahb: EiEEg VPN IPSec

-WebEu Meetings

- WebEx Meetings-chat
-WebEu Meetings-desktop sharing
-WebEH Meetings-file sharing

-WebEu Meetings-file transfer

- WebEx Meetings-file transfer-downlo
— -WebEuMeetings-ﬁletransfer-upluad
— - WebEx Meetings-Remote Control
a -WebEu Meetings-whiteboard

+ -WehexTeams‘—.

- -WebexTeams-filetransfer
o FEe8 Webex Teamsvideo

19 items

#= Cisco Webex Teams

Primary Categony: Web Conferencing

Cisco Webex Tearns is an instant messa
text, photos, voice notes and video mess

Matc h Ey- ..............................

+ Application Signature
+ Services:

&3 http (tcp/30)

&3 https (tcp/d43)

0 HTTP_proxy (tcp/8080)
HTTPS_proxy (tcp/B080)

4 udp/33434-33508
4 tepfa3434 4_.
4 udp/123

MDrE IﬂfD .............................
I




Fail mode

General

Check Point online web service

URL Filtering

| Categorize HTTPS websites (@
Enforce safe search on search engines (@

«| Categorize cached pages and translated pages in search engines @

Connection unification

Session unification timeout (minutes)

In case of internal system error:
Allow all requests (fail-open)
® Block all requests (fail-close)

¥ Note: The following features are available for R76 gateways and above.

+ X

@ nttp

9 https

Application Control Web Browsing Services 4—-. --------------

All web applications are set to be matched on the following services:

MName +  Comments

9 HTTPS_proxy

HTTP_proxy

Q Search... Aitems

Hypertext Transfer Protocol

HTTP protocol over TLS/SSL

Cancel

ALK

APCL/URLF Layer Shared ¥ InternalZone ¥ ExternalZone * Any * Any €., APCL_URLF Layer - NA

B SmartConsoleVM
Google Drive Drop, B SmartC O & Google Drive-web * Any @ prop Detailed Log
B | N Blocked Messa... B Accounting

History

Summary Details Logs

C |G | Q@ Last 24 Hours ~ | Current Rule * | Enter sgaffch query (Ctri+F)

Found 2 results (97 ms)

Type
e Session % eth0
© Ssession T etho

Il Muttiple Blades @ Block
Il Muttiple Blades @ Drop

Today, 12:11:07 PM
Today, 11:57:38 AM

Interface

Application Risk
E3 Medium
) Medium

Service
https (TCP/443)
https (TCP/443)

Destination
== mia07560-in-...
5 1ax31506-in-1...

Origin Source
CPCM1 SmartConsoleVM...

CPCM1 SmartConsoleVM...

‘. Google Drive-web

& Google Drive-web



: v - a X
S Check Point UserCheck x +

€ > C & 200.100.0.1/UserCheck/PortalMain?lID=17A6FF9C-13.. 12 ¥ @@

Page Blocked

Access to @ Google Drive-web is blocked according to the organization security
policy.

Category: File Storage and Sharing
Click here to report wrong category

For more information, please contact your helpdesk.

Reference: SFO0DAET d—e

H Cueries | € > | O | Gy | Q O Last 24 Hours ~ 8FO0DAET <—°

Found 1 results (94 ms)

Action Type Interface  Origin Source

Today, 12:11:07 P Il Muttiple Blades & Block € Session & etho CPCM1 smartCansoleVM [10.0.0.20)




Action Settings

© Once a day
© Once aweek

© Once amonth
- .
Action: 2 Ask Inform ° v N
/1 © Custom frequency...
- -
UserCheck: N Company Policy v N\
None
UserCheck frequency: © Onceaday v = *
© Upload_1Gbps
Confirm UserCheck: \ Per application/site e v |e
N Perapp / @ Upload_10Mbps
Limit: No item selected. v |- 6 Download_1Gbps
Enable Identity Captive Portal © Download_10Mbps
-
oK Cancel N Perrule
-
K Per category
d . .
N Per application/site
-
N Per data type
14 APCL/URLF and Content H InternalZone H External.. # Any * Any gc APCL_URLF_Layer
Awareness Layer Shared
B SmartConso..
14.1 Critical Risk Drop #*  Any £y Internet @ Critical Risk #*  Any ® Drop
14.2 Uncategorized Drop * Any £y internet @ Uncategorized | #  Any ® Drop
14.3 Content Awareness # Any & Internet &3 nittp ¥ AnyDiredion @ Drop
o Correct Demo Rule 9 https Ao Any File
14.4° Content Awarenass * Any Internet % Any ¥ AnyDirection @ Drop
Incorrect Demao Rule Ao Any File
14,5 Mon-prohibited #* Any Internet &3 hitp % Aany @D Accept
browsing Accept
& nitps
14.6 APCL/URLF layer cleanup % Any #*  Any *  Any ¥*  Any @ Drop
14.3 Content Awareness ¥ Any & Internet | &3 hitp &% AnyDirection | @ Drop E Log % Policy Targets |
g:;ge;iltisercmck @ nitps Executable... S Blocked Messa... /
Summary Details Logs History
G| G | Q O Last24 Hours = | Current Rule " | Cngmasearch query (Ctri+F) ‘

| —

Found 1 results (90 ms)

Today, 7:36:46 PM O Content Awareness o Redirect e session X ethD
e e ————— e

P ——

Interface  Origin Source

CPCM1  SmartConsoleVh... B= mia09526-in-...

Destination

Service

hitps (TCP/443)

Data Type

Executable File

Access Rule Number

14.3

e




Upload complete (1 failed)

= Kiwi_Syslog_Ser.. Upload failure (38) o

i /o == None

S Log =
" ==  None @ Log
B Log — [E Detailed Log
Alert , B Extended Log
—e Accounting
More ... . 4
4 items available
Track: ‘@7 Log 797 ' == None
Alert: = None o vl =" o Alert
— f Accounting N snmp
Mail

Log Generation

v *, per Connection 4——0 01 User Alert 1
© per Session <——€' o_'_ User Alert 2

o.l User Alert 3

(o]'¢ Cancel 7 items available




Track Settings

Track: E Detailed Log ,.‘_e -
Alert: = Mone 2

f Accounting

Log Generation

. .
o Per Connection

v &) perSession @

Enable Firewall sessions @

QK Cancel

134 Router access on 55H * Any M pouter 2= sh @ Accept E Log *
Accept. Alert Demo Rule o Alert

summary Details Logs History

C | G | Q O Last24 Hours ~ | CurrentRule *| Enter sl query (Ctri+F)

Found 1 results (33 ms)

Blade Action Interface  Source Destination  Service Access Rule Number

Today, 1:45:38 PM 252 Firewall & Accept @ Session, Alert ¥ eth0 SmartConsaleVh... Router [... ssh(TCP/22) 13.4

Tracking Settings Recommendations

Blade(s) Track Accounting | Per Per Enable
Connection | Session | Firewall
Sessions
Firewall Only Log Optional Yes No N/A
Content Log No No Yes Yes
Awareness
APCL/URLF with | Detailed Yes No Yes Yes
or without Log
Content
Awareness




Y Queries | € > | Q| Gy | Q O Last24 Hours ~ I Ml 1 =9
Found 13 results (87 ms) I I

Action Type interface  Origin Source DestinatiofiService Access Rule Number  Access Rule Name

Today, 8:11:47 PM £33 Firewall Q Accept N Connection ¥ eth0 G2 CPCM1  SmartConsoleVM... == Public_IP.., ssh (TCP/22) 13 APCL/URLF Layer Shared
irewall @ Drop '\. Connection ¥ eth0 &3 CPCM1  SmartConsoleVM... =2 Public_IP... ssh (TCP/22) CPEarlyDrop

Today, 8:07:41 PM

¥ Application Control and URL Filtering. ‘Any’ in Services & Applications is required for apps using UDP, and TCP ports other than 80, 443 (13-14) |

v 13 APCL/URLF Layer Shared ¥ InternalZone ¥ ExternalZone * Any o §< APCL_URLF_Layer |
B8 SmartConsoleVM

13.1 Critical Risk Drop * Any O Internet ® ritical Risk @® oprop {
13.2 Uncategorized Drop % Any N Internet ® Uncategorized @® Dprop \
/
13.3 Content Awareness. * Any O Internet n CNN @ Accept {
Credit Card Numbers @ 1Mbps Up D
over 20, Drop ps_Up_bown |
13.4 Non-prohibited % Any £ Internet @ nitp @ Accept '
browsing Accept o
& nhttps
13.5 APCL/URLF layer * Any #* Any * Any @® prop
cleanup ]
!
14 Cleanup rule * Any * Any ¥ Any @® orop |
|
Summary Details Logs History (

Q| G | Q O Last24 Hours ~ | CurrentRule *| Enter search query (Ctrl+F) w

Found O results (80 ms)



Drop
ssh Traffic Dropped from 10,0.0.20 to ¥

Details

Log Info
Origin

Time

Blade

Product Family

Type

Traffic
Source

Source Port
Source Zane
Destination Zone
Service

Interface

Destination

Matched Rules

== CPCM1
(O] Today, 6:51:17 PM

irewall

a Access

'\. Connection

Fat

@ SmartConsoleVM (10.0.0.20)

54572
Internal
External

ssh (TCP/22)
4 ethd

@ PublicIP (@0

Policy
Action

Action Reason

Policy Management

Palicy Mame
Palicy Date

Layer Name

Access Rule Mame

Actions

Maore

@ Drop

Early Drop: blocking the connection

Today, 3:02:28 PM

before final rule match.

To learn more see ski11643.
hitp://f
supportcontent.checkpoint.com/
solutions?id=sk111643

less

CPSMS

Standard

¥ Application Control and URL Flitering.

v 13 APCL/URLF Layer Shared ¥ InternalZone =}
B SmartConsoleVM
13.1 Critical Risk Drop * Any O
13.2 Uncategorized Drop * Any [
133 CNN Accept * Any (aa
Enforce banwidth
limit
13.4 Non-prohibited * Any [n)
browsing Accept
1 . lnsuffment Data Passed % Any L]
Demo Rule
13.6 APCL/URLF Cleanup rule % Any »*
14 Cleanup rule * _Anv *
Summary Details Logs History
Q| G | Q O Last24 Hours ~ | Current Rule *

Fo

und O results (137 ms)

ExternalZone

Internet
Internet

Internet

Internet

Public_IP

Any

SADY

*

®
®

= + &

ok

Any

Critical Risk
Uncategorized

CNN

http
https

ssh

Enter search query (Ctri+F)

‘Any’ in Services & Applications is required for apps using UDP, and TCP ports other than 80, 443 (13-14)

€, APCL_URLF_Layer

@ Drop

@ Drop

@ Accept
6 1Mbps_Up_Down

@ Accept

@ Accept

@ Drop
@ Drop

m m m|

[m

mm

_/‘_/"_/‘__/____,_//———_/_\//_/R

N/A

Log
Log

Log
B Accounting

Detailed Log
B Accounting

Log

Detailed Log

tog:

(
\u
|

|
)
r

|



Details

@ Accept

ssh Traffic Accepted from 10.0.0.20 to 2

Log Info
Origin

Time

Blade

Product Family

Tvpe

Traffic
Source

Source Port
Source Zone
Destination Zone
Service

Interface

Destination

Policy
Acdtion

Reason

Matched Rules

= CPCM1
® Today, 8:111:47 PM

= Firewall

a Access

[ Q)

@ SmartConsoleVM (10.0.0.20)
55010

Internal

External

ssh (TCP/22)

+ eth

@ Public_IP (v5 =3 i)

% Accept

Connection terminated before the

Security Gateway was able to make a
e——b decision: Insufficient data passed.

Paolicy Management
Paolicy Name

Paolicy Date

Layer Name

Access Rule Mame

Access Rule Mumber

To learn more see ski13479.
less

CPSMS
Standard
Today, 3:02:28 PM

Standard Network

APCL/URLF Layer Shared

13‘—9

-+— Non-responding host

MNAT
Xlate (MAT) Source IP

Xlate (MAT) Source Port

Xlate (MAT) Destination Po.,

MAT Rule Mumber

MAT Additional Rule Mum...

Actions

Report Log

Mare
Id

Marker

Log Server Origin

ld Generated By Indexer

First
Sequencenum
Security Outzone

Mat Rule Uid

Db Tag

Logid

Description

6\/'5

Pt
SmartConsoleVM (200.100.0.20)
27981
[
]

P
Report Log te Check Point

AN

6eb3 1b9b-5e41-caf5-6212-ebb1000000...
more
@A@O@B@1645374669@ C@40009

CPSMS (10.0.0.10)
false

false

2

ExternalZone

66fe2601-ce1d-429a-
ae44-9cd503a64836

less
{50DC5597-4353-1B43-84F9-112953142
D8}

less

0

ssh Traffic Accepted from 10.0.0.20 to
r ' N

less




Chapter 9: Working with Objects — ICA, SIC, Managed,
Static, and Variable Objects

Check Point
SmartConsole

Q Search...

Hostm =*-\x{
|

New Network Group... - — S
- 0 s | — & | ¥ New.~
Lol e Network Object ']
EE Object Explorer = Service : Object Categon'es
- 2 cor Custom Application/Site '1/ A Network Objects 60
- & Cor i New loT Discovery Service... 4 Sepvices 524
ot et T —— e e
No. Name Source Destination
¥ Security Gateways Access (1-2)
1 Administrator Access to E3 Admins G2 Corporate-GW
Gateways
2 Stealth rule * Any Vv . > G2 Corporate-GW
¥ VPN (3) .
Add new items...
3 VPN between Internal LANs and 3 Corporate LANs N
Branch affice AN
X
Q(orpd—. Q‘Y- ¥~ & Import~

IP Address Comments

®s .corp.com

&5 Corporate LANs
Corporate-Cluster 17.23.5.1
Corporate-Cluster-member-A 17.23.5.2 .

Corporate-GW 198.51.100.5 First Office gateway

=
&
e Corporate-Cluster-member-B 17.23.5.3
()
=

Guests Eorp Srv 198.59.130.11
: - e S SO N e S e S |




:— [
M \Web Sen m
Edit Object... 4—.

Group Selected Dbjects...ﬂ-.
Clone,.. ‘—.

RE‘m owe H

Remowve all and switch to "Any’...

Remowve all and switch to "None’...

Edit Cut Copy Paste

.—b Megate Cell
Where Used... <_.

Add Legacy User Access...

Check Point
yr.Console

B

Object Explorer

\ Q Search... o
* Al - ¥ New..v N X 2 Actions~ | - al=] %n =
! = % New..~ [a%
.corm ram \
* ¢ & Network Objects (60
St @ a @ View. Eovers = DN Server
» % Services (524) o N Edit.. / © View..
4 2® Applications/Categories (8321) o W Clone.. \ N Edit..
2 VPN Communities (4) & al X  Delete I Clone.
’ 4o Data Types (62) 2 B: 9 Where Used.. X Delete
L2 43t Users/Identities (27) & B Copy To Clipboard #  New..
» W Servers (4) 85 Cc Copy As Image ,2 Where Used...
I s s WP~ s = — B e, T e



Object Categories
& Metwork Objects

% Semvices

i® applications/Categories
2 VPN Communities

Ao Data Types

4L |sers/Identities

ﬁ Servers

&) Time Objects

S8 UserCheck Interactions
@ Limit

&, Updatable Objects

¥ New..~
Network...
Host...

Network Group...

Network Object
Service

Custom Application/Site
loT Discovery Service...
VPN Community

Data Type
User/lIdentity

Cloud

Server

Resource

Time

UserCheck

LSM Profile

Limit...



CPSMS>» cpconfig

This program will let you re-configure your Check Point Security Management
Server configuration.

Configuration Options:

Licenses and contracts
(2) Administrator
(3) GUI Clients
(4) SNMP Extension
(5) ERandom Pool
(6) Certificate Authority
(7) Certificate's Fingerprint
(8) Automatic start of Check Point Products
(9) Exit
Enter your choice (1-9) :6

Configuring Certificate Authority...

The Internal CA is initialized with the follow

Do you want to change it (y/n) [n] ? y

Please enter the name of this Internal CA: cpsms.mycp.lab

Are you sure you want to change the Internal CA name (y/n) [n] ? y

Trying to contact Certificate Authority. It might take a while...
Certificate was created successfully
cpsms.mycp.lab was successfully set to the Internal CA

Done




Secure Communication to Management Server [&] Check Point

Activation Key:

Confirm Activation Key: | sesseses

Leam more about SIC here ‘

[] Connect to your Management as a Service

Don't have an account? Click here

= |
Columns: @ General v e—> -\ X F-2-0 B (lSeaml

Gateway...

Status Name IP Version are CPU Usage Re
Cluster 4—“ ’
€8 CPSMS 10.0,0.10 R81.10 cnuster...“—‘ [
VSX g Small Office Cluster... |
More » J
T D i SO = e P ———

e

Check Point Security Gateway Cluster Creation X

Create the Check Point Security Gateway Cluster using:

A

Wizard Mode Classic Mode




Check Point Installed Gateway Cluster wizard

Cluster General Properties 4—.
Specify name, |P Address and cluster solution.

Gateway Cluster

Member 1 Member n

Cluster Name: |CF‘CXL ‘—. |
Cluster IPv4 Address: |2'|:N1“}['-['-1 4—. |

Cluster IPw6 Address: |

Choose the Cluster's Solution
Check Point ClusterXL v <—.
(@) High Availability (") Load Sharing

<Back Ne¢> | | Finish

| Cancel




Check Point Installed Gateway Cluster wizard ?

Cluster members' properties._ ‘—.

Define cluster members.

Gateway Cluster

MName IPvd Address  |PvwE Address SIC State
Member 1 Member n

After completing the wizard., it will be possible
to add and remove cluster members by editing
the cluster object.

@ —[r ][ =

Mew Cluster Member...
Add Existing Gateway...

<Back || MNet> || Fnmsh | Cancel




Cluster Member Properties 4—.

Mame:

|Pwd Address:
|Pw6 Address:

Secure Imtemal Communication
Activation Key:

Confirm Activation Key:

[cpcu 4_. |
[10002 4—. | | Get address |

4 |

Trust State: 4_.——p| Uninitialized |

.—b Test SIC Status ~ Reset
L | Cancel |
Cluster Member Properties x
Mame: CPCMI
IPv4 Address: |1u.u.u.2 | | Get address |
|Pv6 Address: | |
Secure Intemal Communication
Mivaﬁun Ke}r: (2131173 1)
(2131173 1)

Confim Activation Key:

Trust State:

.—>|Tmst established |

nitisize | TestSIC Status | | Reset |

.—>| OK | | Cancel |




Check Point Installed Gateway Cluster wizard ? x

Cluster members' properties.
Define cluster members.

Gateway Cluster

MName IPvd Address  IPvE Address SIC State

ST R .—p CPCM1  10.0.0.2 N/A Trust established

After completing the wizard, it will be possible
to add and remove cluster members by editing

the cluster object.
@ ca.
_________.—.____..-——"'"_-__———--_ ___—-—-_______.--"-_-__' S — T —— |
Check Point Installed Gateway Cluster wizard ? et

Cluster members' properties.
Define cluster members.

Gateway Cluster

MName IPv4 Address  IPvE Address 5IC State

iy | EEEE . CPCM1 10002 N/A Tk established

CPCMZ2 10003 NAA Trust established
LA}

After completing the wizard, it will be possible
to add and remove cluster members by editing
the cluster object.

s

<Back | | Net> || Fnmsh | Cancel




Check Point Installed Gateway Cluster wizard

The nest stage iz configuring the topology of the cluster.

Each one of the following pages will define the role of a single network uzed by the cluster.

< Back

Mext > Finigh

Cancel




Check Point Installed Gateway Cluster wizard

Cluster Topology 4—.
Corfigure cluster's topology. A

Gateway Cluster |

I I IPv4 Metwork Address 10.30.30.0 Met Mask |255.255.255.0

This network: is intended for:
Representing a cluster inteface
: Interface IPv4  |10.30.301 Met Mask |255.255 2550

Metwork containg an intemal or an extemal

Pl () Cluster Synchronization

Mote that it is possible for the cluster IP to be in

a different subnet than the netwark. Primary Secondary Tertiary

See Configuring Cluster Addresses an Different

ii:?;:;?m" in the ClusterXL. guide for () Private use of each member (dont monitor members intefaces)
In order to configure a network which contains

an intemal cluster interface, to serve as a sync () Private use of each member {monitor members interfaces)

network as well, edit the cluster’s object after
completing the wizard. Mote that this option is
less secure, and therefore not recommended.

<Back | [ MNet> || Fnmsh | Cancel




Check Point Installed Gateway Cluster wizard

Cluster Topology
Corfigure cluster's topology.

Gateway Cluster

Memherll Membernl

Metwork will be used to pass synchronization
information between cluster members.

IPv4 Metwork Address 152.168.255.0 Met Mask |255.255.255.0

This network is intended for:

(O) Representing a cluster interface

Interface IPvwd MHet Mask

(®) Cluster Synchronization

Mote that this network should be a physically,
secure network. .—P (® Primary (O Secondary () Tertiary

At least one synchronization network must be
corfigured.

() Private use of each member (dont menitor members intefaces)

() Private use of each member {monitor members interfaces)

<Back | [ MNet> || Fimish




Check Paoint Installed Gateway Cluster wizard

Cluster Definition Wizard Complete 4—.

The Cluzter's wizard completed.
The new cluster CPCHL of tupe Check Point Cluzster<L High dvailability contains;

B clugter interface(s)
1 aynchronization network[s)

Click Finish to complete the cluster's creation.

[] Edit Cluster's Properties

<Back Next > Fish | | Cancel

Columns: @ General b $- N X B-2-0 B Q serch.

Status Name P Version Active Blades Hardware CPU Usage Recommended Updates

GATEW
& SE

sss e

- 4 g CPCXL  200.100.0.1 R81,10 222 0 Open server
(] 8 CPSMS  10.0.0.10 R81.10 w EH Openserver ® 5% N/A




Gateway Cluster Properties - CPCXL

@3- NAT

- ICAP Server
- Platform Portal

@) IPSec VPN
(- VPN Clients
- Logs

Fetch Policy

GJ <Other

-~ General Properties

- Cluster Members

- ClusterXL and VRRP
- Network Management

HTTPS Inspection
= HTTP/HTTPS Proxy

*- Mail Transfer Agent

eth3

interface

interface-0

&

&

F-

& interface-1
& interface-2
&

interface-3

ik

,*ﬁGetlntedacesl.' N Edt (3 Adions v (@ | Q Search..

Topology Virtual IP
This network | Sync

This network | 10.30.30.1/24
External 200.100.0.1/24
This network | 10.20.20.1/24
This network | 10.10.10.1/24
This network | 10.0.0.1/24

CPCM1
192.168.255.1/24
10.30.30.2/24
200.100.0.2/24
10.20.20.2/24
10.10.10.2/24
10.0.0.2/24

CPCM2 Comments
192.168.255.2/24

10.30.30.3/24

200.100.0.3/24 <———.
10.20.20.3/24

10.10.10.3/24

10.0.0.3/24

..
..

. ICAP Seryver

General Properties
Cluster Members
Cluster¥l and VERP
MNetwork Management
MAT

HTTPS Inspection
HTTP/HTTPS Proxy

E
. & et

-
|

Gateway Cluster Properties - CPCXL

4% Get Interfaces.. v

N Edit 3 Actions - (@

b4 | Get Interfaces With Topology

interface
——

This network

Get Interffaces Without Topology

(RRTEN TR LEY N

ayrie

10.30.30.1/24

=

SmartConsole

Topology and Anti-5poofing settings that are already defined

! will be overwritten
by results of this operation that contradict them, if any.
Do you want to continue?

.—>| Yes || Mo




Gateway Cluster Properties - CPCXL ? *

- (3eneral Properties
-~ Cluster Members +% GetInterfaces. - % Edit [ Ations = (& | Q4 Search.. 6 items
- Cluster¥L and VRRF
g :i‘:"”‘ Management | PR Topology  Virtual IP CPCM1 CPCM2 R
- HTTPS Inspection & ethD This netwaork 10.0.0.1/24 10.0.0.2/24 10.0.0.3/24
- HTTP/HTTPS Proxy )
B ICAP Server 5 ethi This network  10.10.10.1/24 10.10.10.2/24 10.10.10.3/24
- Platform Portal & eth2 This netwaork 10.20.20.1/24 10.20.20.2/24 10.20.20.3/24
- Mail Transfer Agent -+
& IPSec VPN & eth3 This network  Sync 192,168.255.1/24  192.168.255.2/24
- VPN Clients & ethd External 200.100.0.1/24 200.100.0.2/24 200.100.0.3/24
[ Logs .
" Fateh Policy & eths This network 103030124 1030302/24  1030303/24
- Dptimizations

E . ethl
Enter Object Comment 4—.

44
GENEral
General
QoS MNetwork Type: Cluster =
[Pd: 10.10.10.1 24
Advanced !
[P !
Member IPs

'CPCMT' IPwd: 10.10.10.2 7 24
"CPCM2" IPwd: 10.10.10.3 /7 24

Modify...

T{}pg|gg}f ...............................................................................
Leads To: This Network (Internal) @

Security Zone:  Mone
Anti Spoofing:  Prevent and Log

Modify... 4—.

# Add Tag




* This Metwork (Internal)
IP Addresses behind this interface;
# Mot defined

Metwork defined by the interface [P and Met Mask

Metwork defined by routes

Interface leads to DMZ

User defined

Specify Security Zone: | No iftem selected.

(% According to topology: InternalZone @ 4——-.

«| Perform Anti-Spoofing based on interface topology

Leads To

& This Metwork (Internal) @
Override

Internet (External)

Specific Mo ttem selected. *  View...

Se{:uﬂt}f O

Anti-S pﬂﬂﬁ TU oo

Anti-5poofing action is setto | Prevent v
Don't check packets from: Mo item selected. - View
Spoof Tracking: Log =
o— G
Gateway Cluster Properties - CPCXL ? bt

- (General Properties
- Cluster Members +% Get Interfaces.. ~ % Edit ﬂ Actions ~ @ ‘ CL | |
- ClusterXL and WVRRP

g mi‘;‘“’”‘ Management | FVINENN Topology Virtual IP CPCM1 CPCM2 Comments
- HTTPS Inspection %% eth0 This network 10.0.0.1/24 10.0.0.2/24 10.0.0.3/24 Mgmt
- HTTP/HTTPS Proxy . . . .

B ICAP Server %5 ethl This network 10.10.10.1/24 10.10.10.2/24 10.10.10.3/24 Internall
- Platform Portal %% eth? This network 10.20.20.1/24 10.20.20.2/24 10.20.20.3/24 Internal2
- Mail Transfer Agent . i )

B IPSec VPN %% eth3 This network Sync 192.168.255.1/24  192.188.255.2/24 Sync

- VPN Clients w5 ethd External 200,100.0.1/24 200.100.0.2/24 200.100.0.3/24 External

(- Logs .

.. Fetch Policy & eths This network, DMZ 10.30.30.1/24 10.30.30.2/24 10.30.30.3/24 DMZ
- Optimizations
- Hit Count
[#- Other
| —— L e e ——— _ T i




SmartConsole

The Platform administration web portal URL
! in the Platform Portal page is: hitps://200.1000.0.1/

Click Yes to accept this URL.
Click Mo to return to the Platform Portal page and change the

URL.
.—» Yes Mo

SmartConsole

% Click 'Publish’ to make these changes
available to all.

You are required to provide a session name before you can publish

your changes:

Session name: | admin@3/ 11,2022

Cluster CPCXL comprised of CPCM1 and CPCM2
members is created and topology defined)

Total draft changes: 11 ‘
.—» Publish Cancel

Description:

¥~ N X = sciptsv [ Adions ~ O/l‘r

Columns:

Active Blades Hardware CPU Usage

= Status l‘;ame
CE:EE;V:EFSS @ >4 g CPCXL 200.100.0.1 R81.10 i3 Open server |
() e CPCM1  10.0.0.2 R81.10 Open server < 12% ‘,"
fies (] &5 CPCM2  10.0.0.3 R81.10 Openserver @ 13% :’
] ER CPSMS 10.0.0.10 R81.10 w BB Open server @ 7% |
_ e — e /»_s_,_ 1 "

— — == ~ — L



& - % X W soipts - [ Adions+ {3 Monil
s

Gateway...

ire CPU Usage Re:
Cluster 3

‘Tver
WEX 3

‘TVer a 125 Up -

More ' . Check Point Host...

Check Point Host - CPHOST q_. ? X

General Properties
. Topalogy Machine

NAT MName: |CF‘HOST <—. | Color:
- Cther

IPv4 Address: |11'I.'I1'I.'|11.'|'|1| <—.Hcsolveﬁnm Name | [ Dynamic Address
IPv6 Address: | |

Comment: | |

Secure Intemal Communication: |Ur1ir|'rtialized | Communication... <—.

Platfom

.—» Hardware:l(}pm server v|\u’ersion:|F18‘I,‘H] v| OS:lGa'a V| | Get |

9

[] Network Policy Management Workflow Smart Evert
[] SmartEvent Server

= Network Security (0) & Custom Threat Prevention () & Management (0)

Secondary Server User Directory
[ Endpoint Policy Management Provisioning [[] SmartEvent Correlation Unit
[ Logging & Status Compliance

Identity Logging

B Network Policy Management

Comprehensive security policy management using SmartDashboard - a single,
unified console for all security functionalities.

] I | Cancel




Anti-Spoofing 4—. -----------------------------------------------------------------

« Perform Anti-5poofing based on interface topology ‘—.

Anti-5poofing action issette  Prevent =

.‘» Don't check packets from: | Mo item selected. - View...
Spoof Tracking: Log = <—.

Mew Metwork

2 . Net10000 —@

Mgmt Network

44

General IPv4

NAT Metwork addres=  10.0.0.0 ‘—.
Met mask: 255.255.255.0 ‘—.

Broadcast address:

* |ncluded
Mot included

IPvE
Metwork address:

Prefic

Groups # Add Tag @ management ‘—.




Object Explorer

* All - # New..~ N X [ Adions~ | Q 10.0.00 4—. (]

Mame IPv4 address Mask
~ Categories
] 4y Al Internet 0.0.0,0 - 255.25...
v | & Metwork Objects (2)
& Met_10.0.0.0 10.0.0.0 255.255.255.0
- T
s O View..
‘management (1 N Edit
it...
rﬁ Clnne...vq—.
X Delete
2 items E Where Used...

Copy To Clipboard

Copy As Image

Mew Host

; . SmartConsole_ VM
SmartConsole, WebUl and 55H client

1
Machinme
General

Network Management |Pvd address: | 10.0.0.20 ‘—. Rezolve from name

NAT . IPvE address: ||
Advanced ‘—.
Servers 4—.

Groups # Add Tag # management 4—.




Host 'O\ [ ?]

E . Web Server
Enter Object Comment

4
General Operating System: | x86 Linux ‘—. =

Metwork Management Application Engines
Sl Application Engine
Advanced ASP

Servers ASPX

- Web Server ﬂ ) I
Configuration Ports Configurations

Protections +| Use server standard port (20)

Server additional ports:

+ A X Q, Search...

Protection

Protected by: &8 HOgw - <—.

Groups # Add Tag




Host

; . Web Server

Enter Object Comment

LL]

Web Security

Qe

General
® MNote: The enforcement of the settings on this page is
Network Management dependant on the profile that protects this server.
NAT See Help for details
Advanced «| HTTP URL Patterns
Servers + Cross Site Scripting | Advanced...
~ Web Server 4—. + LDAP Injection Advanced...
Configuration ¥ SOL Injection
Pretections « Command Injection | Advanced...
«| Directory Traversal
« Header Spoofing
«| Error Concealment Advanced...
+ Directory Listing Advanced...
«| HTTP Format Sizes
v ASCl Only Request
+ Header Rejection
' HTTP Methods Advanced...
Groups # Add Tag

OK

Cancel




namic |

—

Enter Object Comment

. Blocked_Ranges_for_Region 4—.

@ Add Tag 4_.

Services & Applications  Action

Dynamic Object ¥ sSmartConsole. VM <> Blocked_Ranges_for_Region % Any ® Drop
Use Example 2

Install Poli

Task Details
Task: Policy installation - Standard
Initiator: admin

Start Time: 20-Mar-22 21:52:48
Completed: 20-Mar-22 21:52:50

Task Progress

Status: @@ Installation succeeded on CPCXL 1
Gateway Gateway IP Policy Type Policy Name Version Install... Status
g CPCXL 2 2.1 Access Control Policy LII Standard R31.10 o @ Succeeded with Warnings 2
o= CPCMI,, 1 2 Access Control Policy L.. Standard ° @ Succeeded
-~ Dynamic object ‘Blocked_Ranges_for_Region’ is used
&= CPCMZ,.. 10.0.0.3 Access Control Policy Mg standard [+] £l L e O el

in the policy but not defined on the Security Gateway.




Metwork: eth2 To po lo gy Settin gs

eth2
ﬁ M Leads To
Internal2
This Metwork (Internal) @
“ & Override
General General Internet (External)
Qos Metwork Type: * This Metwaork (Int.ernal). |
[Pk IP Addresses behind this interface:
LTI Not defined
1Pk

Metwork defined by the interface IP and Met Mask
(®) Network defined by routes

Member IPs .
Specific:

CPEMT 1P Interface leads to DMZ

'CPCMZ" IPwéd:

Modify... Security Zone

User defined

Topology <—.

Leads To: ¢ According to topology: InternalZone @

Security Zone:

Anti-Spoofing
Anti Spoofing: « Perform Anti-Spoofing based on interface topology

._> Anti-Spoofing action issetto  Prevent -

it ey Spoof Tracking: Log -

Domain Qe x
. .hackaday.com 4—.
technology articles for makers

The Gateway will enforce the following FQDN @ hackaday.com
« | FODM (Fully qualified domain name) @

.AddTﬂg # tech_news




x
Q, search. ] =4 & Import ~ |.
L4

¥ Data Centers
Name «  |IP Address Comments —_
Recently Used (3) 3. loT Controllers s
2 &, Updatable Objects...

©
(=1
[=]
©

'JEP Blocked_Ranges_for_Region |
& Met10.0.0.0 10.0.0.0 Mamt Metwark



Updatable Objects 1 ® 0O x

Updatable Objects provide access to resources based on external feeds.
Each item in a service contains numerous IP/domain addresses which are dynamically updated.

Q, Search...

a r - i -, . .

4 5 Amazon Web Services (22) BE Azure Services
-l , . .

¥ ! rces (3 - . . X i . . .
S8 Azure Services (3] This is a Microsoft object, derived from a link listed below, and all its content is
b Box Services subject to Microsoft URLs and IPs. Azure is a collection of cloud cormputing

services created by Microsoft.

Check Point Services

- .
%* Dropbox Services .
Additional Info
L4 & GEO Locations (7) 2 S N SN ||
O GitHub Services _ _
~ - ;
G I Google Services (2) - B, HTTPS services - bypass (2)
= . s
' £, HTTPS services - bypass (2) v HTTPS services - optional bypass (11)
==l Intune Services - {3 HTTPS services - recommended bypass (3)
3 O McAfee Services 4 Adobe Updates - HTTPS bypass
@ Microsoft Defender Services Check Point Updates - HTTPS bypass
4 Microsoft Dynamics CRM Services Java Updates - HTTPS bypass
v S ypass
* 1 Office365 Services (3) Microsoft Updates - HTTPS bypass
0 Okta Services Mozilla Firefox Updates - HTTPS bypass
&= Salesforce Services

™ SAP Services

Q Webex Services
& Zoom Services

€ Zscaler Services

Mame Source Destination Services & Applications  Action
0.0to & Met 10.0.0.0 ) Office365 Worldwide Services http & Accept
hitps

Accept







Chapter 10: Working with Network Address Translation

Name  Original Source Original Destination  Original Services Translated Source Translated Destination Translated Services Install On

» Automatic Generated Rules : Machine Static NAT (1-4) Hits <
» Automatic Generated Rules : Machine Hide NAT (5) v
Automatic Generated Rules : Address Range Static NAT (No Rules)
Automatic Generated Rules : Network Static NAT (No Rules)
Automatic Generated Rules : Address Range Hide NAT (No Rules)
» Automatic Generated Rules : Network Hide NAT (6-9)

Manual Lower Rules (No Rules)

Name

Original Source

LYERLY

Original Destination

First Packet
_~ in asession

Gaia IP‘Routing / or a template
| > |
<@

Destination NAT Source NAT

Gaia Network Layer

< SecureXL API

NAT v - Subsequent packets
Acceleration Driver

Network Interface Card

Port 1 Port 2

Direction . >




Gaia
Routing

A
Access Control «
A
| VPN |
‘_ Decrypt ‘ Community D i
A

A

Mew Host

.........

~
A RN B
VPN
TYpt ‘ ‘ Decrypt ‘ Community
S Y —

| Anti-Spoofing | v
L - )

o

Values for address translation

+| Add autornatic address translation rules

Translation method: Static 4—. -

Translate to IP address:

IPv4 address: | 200.100.0.5 4—.

|Pvh address:

Install on gateway: | = CPCHL 4—. =

BN . DMZSRV —@
Enter Object Comment
44
General
Metwork Management
MNAT - .
Advanced
Servers
Groups # Add Tag

Cancel




Check Point Host - CPSMS 4—.

..

- (General Properties

Network Manag
NAT i—ﬁ

Q
5
]

Values for Address Translation

Add Automatic Address Translation rules

/ Translation method: |Static ~ |<—.

Translate to IP Address:

IPv4 Address: [2001000.10 4_‘_.

|PvE Address: | |
Ceg—

i [*] Apply for Security Gateway control connections

Install on Gateway:

Metwork

&%

44
General

MAT

'——-———._.___..:-——--—._._‘________-—-_-_‘———'__"‘-

Net_10.10.10.0

Enter Object Comment

Values for address translation -

«| Add automatic address translation rules

Translation method: Static ‘—. -

Translate to IP address:
|Pvd address: 152.168.100.0
|Pvb address:

Install on gateway: &= CPCHL ‘—. 2

# Add Tag

—— |



@ Accept
domain-udp Traffic Accepted from 10.10.10.10 te 10.20.20.10 ‘—.

Matched Rules

Details

Log Info
Origin
Time

Blade

Product Family

Type

e

A NAT

= CPCM2 Xlate [MAT) Source IP 192.168.100.10 ‘—.

© Today, 10:48:53 AM ¥late [MAT) Source Port [i]

g2 Firewall *late [MAT) Destination Po., O

'\. Connection NAT Additional Rule Num...

Mew Address Range

LL]

Range_10.10.10.20-30 4—.

Enter Object Comment

Values for address translation
General
«| Add automatic address translation rules

NAT 4_.
Translation method: Static 4—.

Translate to IP address:

|Pvd address: 192.158.111.21]‘—.

|Pvb address:

) Access MNAT Rule Mumber 19 <_.

Install on gateway: | = CPCxL ‘—.

M |

Groups # Add Tag




—h

)

E SmartConsole VM 2
Enter Object Comment
44 Ei
Values for address translation
General
4q «| Add automatic address translation rules
Metwork Management
Translation method: Hide -
il 3 Hide behind the gateway
Advanced 6 # Hide behind IP address
CErvers IPvd address: | 200.100.0.20 7
|Pvh address:
Install on gateway: = CPOAL v
Groups # Add Tag & management g
q OK Cancel

CPVIEW. Ad 06Jun2022 19:

5

current connections
nnections sessicn rate

Hide IP Dst IP Dport

Instance Hide TP Dst IP Dport r Port Usage

Used




Instance

Instance

Instance

Advan

Port Usage

Port Us

04Jun2022 18:44:]

Gateway Cluster Properties - CPCXL 1

General Properties
Cluster Members
ClusterXL and VRRP

+- Network Management |

GRNAT 2

og Details

Accept
http Traffic Accepted from 10.10.10.21 to 108.156.78.63

Details Matched Rules
Origin = CPCM2
Time (=) Today, 1:03:42 PM
Elade Firewall

Product Family b Access

Type *., Connection

Hide intemal networks behind the Gateway's extemal |P

Xlate [MAT) Source IP

Xlate [MAT) Source Port
Xlate (MAT) Destination Po..
MAT Rule Number

MAT Additional Rule Mum...

=)

CPCXL (200.100.0.1)
32703
0

=}

A~ v [




Mew Metwork

S, - Net1020200 <—(1)

Enter Object Comment

44
Values for address translation
General
+| Add automatic address translation rules
NAT 4-.
Translation method:  Hide 4—. =
* Hide behind the gateway 4_.

Hide behind IP address

e gllliEss AU

m

Install on gateway: | & CPCAL 4—. v |

Groups # Add Tag




Log Details

@ Accept

http Traffic Accepted from 10.10.10.21 to 10.30.30.5

Details Matched Rules
Log Info
Origin = CPCM1
Time © Today, 6:01:22 PM
Blade 22z Firewall
Product Family ‘o Access
Type S = Connection

e, I ——

Log Details

@ Accept

Details Matched Rules
Log Info
Origin & CPCM1
Time © Today, 6:01:20 PM
Blade 22z Firewall
Product Family ‘o Access
Type '\. Connection

https Traffic Accepted from 10.10.10.21 to 142.250.217.170

@

NAT

Xlate (NAT) Source IP
Xlate (NAT) Source Port 43468
Xlate (NAT) Destination Po.. 0

NAT Rule Number 9

<

CPCXL (10.30.30.1) 4——.

A v [§

<%

NAT Additional Rule Num... g
= I R ——

-9

NAT
Xlate (NAT) Source IP
Xlate (NAT) Source Port 48359
Xlate (NAT) Destination Po., 0
NAT Rule Number 9

<@

™

CPCXL (200.100.0.1) 4—'.

——T
= E1EX
A v |

-

NAT Additional Rule Num... p

I e e S SIS




Metwiork

44

General

MAT

Groups

Net 10.10.10.0 4—.

Int1 Metwork

Values for address translation
+| Add automatic address translation rules

Translation method:  Hide 4—.

Hide behind the gateway
# Hide behind IP address

|Pvd address: 200.100.0.30
|Pvi address:
Install on gateway: = CPCAL

# Add Tag

—@
~—@

Cancel

Network Group

feol .
b |

Int_Nets

Enter Object Comment

£ |°X Q Search...

~  IP Address

& Net_10.0.0.0
A Net_10.10.10.0

10.0.0.0
10.10.10.0
& Net_10.20.200 10.20.20.0

& Net_10.30.300 10.30.30.0

Mask Comments
255.255.255.0 Mgmt Network
255.255.255.0 Int1 Network

255.255.255.0 Int2 Network

255.255.255.0 DMZ Network

Original Source

35 Int_Nets

Original Destination  Original Services Translated Source

55 Int_Nets Original = Original =

* Any =

Translated Destination Translated Services Install On

Original

% Policy Targets



Address Range

Hide_NAT Range <«—{@2)

Enter Object Comment

A4

General 1Pv4
NAT First P address: 200.100.0.40 .
Last IP address: 200.100.0.41
IPvE
First IPvb address:
Last [Pvwh address:
Groups & Add Tag

Translated Source | M\ Destin... Transl

*Er_ Hide_NAT_Range = Original -

Replace... |

MNAT Method 4—. 4 Static

Edit Object.., Hide I
B e - e

Name Original Source Original Destination  Original Services  Translated Source Translated Destination Translated Services

Hide NAT &8 |nt_Mets #*  Any #*  Any 4k, Hide_NAT Range = Original = Original
Scope



- MAT - Network Addres
- Authentication

=

QoS

- User Accounts
- ConnectControl

=

- OPSEC

- FireWall

Global Properties ‘—.

- VPN

- |dentity Awareness
- Remote Access

- User Directory

- Camier Security

- Stateful Inspection
- Log and Alert

- Securty Management |
- Mon Unigque IP Addres:
.- Proxy

- |P§

- UserCheck

- Hit Count

- Advanced

Automatic NAT rules
Allow bi-directional NAT for more details see help)
Tranglate destination on client side

[+] Automatic ARP configuration
Merge manual proxy ARP configuration

Manual NAT rules

Translate destination on client side

IP Pool NAT

[[] Enable IP Pool NAT
MNone Log
None Log

@ =




WebSn_Out

WebSn_In

Mame

Cutside to

Original Source Original Destination

B WebSrvPrivate ¥ Any * Any
# Any M \WebSrvPublic @ nttp
Source Destination

¥ ExternalZone

Web5rv Accept

B WebSrvPublic

Original Services Translated Source

Translated Destination Translated Services

EsWebSmPublic = Original = Original
= Original B _WebSnPrivate & nttp_5080
Services & Applications  Action Track

& ntp '$‘ Accept E Log



Add NAT Pool (IPv4)

@ Accept
http Traffic Accepted from 200,100.0.254 to 200.100.0.100 ‘—.
Details Matched Rules
Log Info ~ MNAT
Crrigin == CPCMA ¥late [MAT) Destination IP
Time (O] Today, 4:06:20 AM Xlate [MAT) Source Port
Elade =z Firewall Xlate [MAT) Destination Po..
Product Family aAccess MAT Rule Number
Type '\.Connecﬁon MAT Additional Rule Mum...
Traffic ~ Actions
Source & Router (200.100.0.254) Report Lag
Source Port 35143
Source Zone External 4—. More
Destination Zone DMZ
Service http (TCP/80) 4—.
Interface + ethd
Destination & WebSrvPublic (200.100.0.100) 4—.
Palicy =
Action $ Accept

Destination:

- - - T S
— — M . |

|1'.-'2. 17 . 255,

Subnet mask: 255, 255, 255.

WebSrvPrivate (10.30.30.100)
1]

o <—(8)

12

-
v

Report Log to Check Point

=

Comment: | Verdor! range

| Save || Cancel |




Original Source Original Destination Translated Destination Translated Services

1 Dynamic Object -No B8 DS Server 4 DYN_ADMINS * Any = Original = Original = Original
NAT - DYN_ADMINS .
to DYN_ADMINS

2 Access Role - No NAT - [ Sales B3 Sales * Any = original = Original = Original
- Sales to Sales

3 Network - Mo NAT - & HRLAN B HR Server *  Any = Original = Original = Original
HR LAM to HR Server

Automatic Generated Rules : Machine Static NAT (Mo Rules)
Automatic Generated Rules : Machine Hide NAT (Mo Rules)
Automatic Generated Rules : Address Range Static NAT (Mo Rules)
Automatic Generated Rules : Metwork Static MAT (Mo Rules)
Automatic Generated Rules : Address Range Hide MNAT (Mo Rules)

-

Automatic Generated Rules : Network Hide NAT (4-5)

¥ Manual Lower Rules [6-14)

6 Network - HRLANte & HRLAN # Any * ANy &, Corporate-GW = Original = Original
ANY

7 Security Zone - B Exchange T ExternalZone #  Any <§>H EXCHANGE EXT = Original = Original
Exchange to External

8 Domain Object - & Wireless Guests Network |~ ™g .corp.com *  Any ™ Guests Corp Sv | = Original = Original
Guests to Corp

g Dynamic Object - <k DYN_ADMINS # Any * Any £ Corporate-GW = Original = Original
DYN_ADMINS to ANY

0 Translated Dynamic % Any 4 SRV_EXT @ http . = Original b SRV_INT = Original
Object - SRV_EXT to
SRV_INT

" Security Zone - ¥ InternalZone ¥ DMmzZone . * Any G2, Remote-4-gw = Original = Original
Internal to DMZ

12 Updatable Object - TDF Lab Range B0 France * Any 2 Remote-2-gw = original = Original
TDF Lab to France

13 Updatable Object - DSW Lab Range B United States *  Any £, Remote-3-gw = Original = Original
DSW Lab to United
States

14 Updatable Object - & Internal Lab Met (S) sSkype for Business Services | # Any &2, Corporate-GW = Original = Original
Internal Lab to Skype

@ Accept A v [k
http Traffic Accepted from 10.10.10.21 to 200.100.0.5
Details Matched Rules
Log Info ~ NAT "

Origin = CPCM2 ¥late [NAT) Source IP CPCXL (10.30.30.1) 4—.
Time = Today, 1:37:27 FM Xlate (NAT) Destination [P DMZSRV (10.30.30.5) '.—.

Blade Firewall Xlate [(MAT) Source Port 43467

Product Family am:cess Xlate [MAT) Destination Po.. 0

Tvpe o\. Connection MAT Rule Mumber 4 ‘—.

MNAT Additional Rule Num.., g
I e — ——— e e e s .




¥ Automatic Generated Rules : Machine Static NAT (1-4)

1

CPSMS

2 Automatic Rule:
CPSM5

3 Automatic Rule:
DMZSRV

AutomaticRule: EF cpsms

;S DMZSRY (Valid Address)

Translated Destination

Original

8. cPsms (Valid Address)

Original

Translated Services

Original

Original

Original

Install On

= crou
% cron

= cro

1 . Automatic Rule:
DMZSRV

;s DMZSRY [Valid Address)

Original

% ceon

b Automatic Generated Rules :

Automatic Generated Rules :
Automatic Generated Rules :

Automatic Generated Rules :

¥ Automatic Generated Rules :

6 Automatic Rule:
CP_default_Offi
ce_Mode_addre
sses_pool

7 Automatic Rule:
CP_default_Offi
ce_Mode_addre
sses_pool

8 Automatic Rule:
Met_10.10.10.0

Address Range Static MAT (No Rules)
Metwaork Static NAT (No Rules)
Address Range Hide NAT (Mo Rules)

AH CP_default_Office_Mode_addres

Original

Original

Original

Original

Original

Original

Al

Al

Al

9 ‘ Automatic Rule:
Net_10.10.10.0

2 Net_10.10,10,0 [Hiding Address)

Original

Original

Al

Manual Lower Rules (No Rules)



Chapter 11: Building Your First Policy

Source Destination Services & Applications Action

* Gateways Access (1)

1 SSHand HTTPS 0 M@ smartConsole WM = cPCM1 [ ssh_version 2 D Accept E Log
gateways Accept
o= CPCM2 & nhttps

b DHCP Accept, do not log. [2-5) 4——.
Dynamic Routing. Accept, do not log. (Mo Rules) 4——.

» MNoise Suppression. Drop do not log. (B 4——.
> Stealth Rule [7) 4—_‘/.

7 Stealth Rule * Any &= cPcM1 % Any @ Dprop B Log

== CPCM2
b Core Services (8-11) ‘——.
b Privileged Access. (12-15) 4__,
Rules that have corresponding entries with Empty Threat Prevention Profile (Na Rules) <—.
b General Internal Access. (16] 4——.

b DMZ [17-18] -l .
b Web Access to Updatable Object (19) 4——.
» Probes (20) —elf— .

Non-optimized rules (Mo Rules)

» APCL & URLF, Content Awareness Inline Layer (21) 4——.

¥ Cleanup rule [22-23)

22 Cleanup rule *  Any *  Any *  Any @ Drop B Log

Destination Services & Applications  Action

¥ DHCP Accept, do not log. (2-5)

2 Bootp and *  Any B8 BCast_255.255.255.255 dhcp-request @ Accept = None
. DHCP requests
Accept
3 DHCPrelaysand &5 CPCM1 B ADDCDNS dhcp-request @ Accept = None
requests to —
. server(s) Accept & CPCM2
£ crPoxt
& Net_10.10.10.0
4 DHCPrelaysand & CPCM1 & Net_10.10.10.0 dhcp-reply @ Accept = None
to clients Accept .
s CPCM2 M BCast_255.255.255.255
£ crPoxt
5 DHCPrepliesto H® ADDCDNS & Net_10.10.10.0 dhcp-reply @ Accept = None
clients Accept
B8 BCast_255.255.255.255



Add BOOTP / DHCP Relay

Enable:

Interface:

10.10.10.3/24

Primary Address: \

* Ti T
Wait Time: ‘ Default: 0 2 seconds
Maximum Hops: ‘ Default: 4 3

Add Relay

Relays —

Add

Relay To Server




= Add Roles and Features Wizard 4—‘ - (m] X

DESTINATION SERVER
Select server roles ADDCONS mycp.ab
Before You Begin Select one or more roles to install on the selected server.
Instaliation Type Roles Description
HoS At O <] Active Directory Certificae Servces
S |V Active Directory Domain Services (Installed) (AD_CS) % Lt c.r'eate
[ Active Directory Federation Services certification authorities and related
Features [[] Active Directory Lightweight Directory Services role services that allow you to issue
[T] Active Directory Rights Management Services aod manage cestificatis used in a
Device Health Attestation variety of applications.
V' DHCP Server (Installed) 4—‘
&/ DNS Server (Installed)
T e e
¥ DHcp - (] X

File Action View Help
L AN o (NERERN 7 o

sl
D

& DHCP Start IP Address  End IP Address  Description Actions

v § addednsmycplab 2010101051 10.10.10.60 Address range for distribution || AddressPool &
v b IPvd 4—Q
L

v ] Scope[10.10.10.0] Left_Side_DHCP_Hosts More Actions 4
|} Address Pool

& Address Leases

> # Reservations
. Scope Options
] Policies

{3 Server Options

] Policies

» & Filters
> i IPvE < >

Source Destination Services & Applications  Action

¥ MNoise Suppression. Drop do not log. (6]

6 Broadcasts *  Any BCast_10.0.0.255 #*  Any @ Drop = None
Drop. Do not
log. BCast_10.10.10.255

BCast_10.20.20.255
BCast_10.30.30.255
BCast_255.255.255.255



No. Name Source
¥ Core Services (8-11)
8 DNS to B8 ADDCDNS
. forwarder
Accept
9 DNS Internal M SmartConsole_VM
Accept
. ¥ €8 cPsMs
B DMZSRV
& Net_10.10.10.0
10 NTP using B ADDCDNS
external Time
Servers Accept B SmartConsole_VM
€& CPSMS
1 NTP using M SmartConsole_VM
internal Time =
Servers Accept @ CPSMS
B DMZSRV
No. Mame Source

* Privileged Access. (12-15)

Router Accept

Admins RDP to
all Accept.

Admins RDP to
all Accept.

55H acceess to ]

SmartConsole_VIM

SmartCansale_VM

SmartConsale_VM

=
15 LDAP Access B smartConsole_ VM
EF cpsmMs
No. Name Source

* General Internal Access. (16)

16 Internal

communication
. Accept (used

until specific
rules are

created)

Mo.
* DMZ (17-18)

Mame

B InternalZone

Source

& Met_10.,10.10.0

¥ ExternalZone

17 Internal2
. network to DMZ
Accept
18 Qutside to
WebSrv Accept

Destination

B Quad9_DNS_IBM

M ADDCDNS

ﬁ ime.windows.com

B8 ADDCDNS

Destination

Router

DMZZone

B - I |

InternalZone

DMZZone

EH e ]

InternalZone

ADDCDNS

Destination

1 InternalZone

Destination Services & Applications Action

= pmzsey & hitp @ Accept
& nttps

= pumzsey @@ http @ Accept

Services & Applications Action

»

domain-udp

2

domain-udp

§

2 ntp

Ra

¢y ntp

G ssh_wversion_2

':é Remote_Desktop_..

':é Remote_Desktop_...

Idap

+ |

Idap-ssl

*  Any

%] https

@ Accept

@ Accept

@ Accept

@ Accept

Services & Applications Action

9 Accept

$ Accept

@ Drop

$ Accept

Services & Applications Action

$ Accept

Track

B Log

B tog

E Log

B Log

Track

El Log

Track

El Log

B Log



Source Destination

* Web Access to Updatable Object (19)

Services & Applications Action

'$ Accept

'$ Accept

19 CPSMS to E& CPSMS K3 check Point Services &3 hitp
CheckPoint
Services Accept | = SmartConsole VM & nttps
Nao. Name Source Destination Services & Applications Action
¥ Probes [20)
20 M5 Internet ED Int_Nets g .www.msftncsi.com & nttp
connectivity
probe Accept '\': M msftconnecttest.com

Layer Editor

E Log

Track

= MNone

€ APCLURLF Layer «<—@)
X

“\J"( Enter Object Comment
44
Blades
General
Firewall
Advanced

« Applications & URL Filtering <—.
Permissions

«| Content Awareness

Mobile Access

Preview:

stination VPN Services & Applications

Sharing

« Multiple policies and rules can use this layer

# Add Tag

Content Action Track

Cancel

Insta




r Editor

4> APCL_URLF Layer
¥< Enter Object Comment

General Implicit Cleanup Action

() Drop
. Advanced Accept

Permissions

Proxy Configuration
« Detect users located behind http proxy configured with X-Forwarded-For @

# Add Tag

No. Mame Source Destination Services & Applications Action Track
* APCL & URLF, Content Awareness Inline Layer (21-22)

2 APCL_URLF_Pa R |nt_Mets ¥ ExternalZone *  Any @g APCL_URLF_Layer - NA

rent Rule

21.1 Critical Risk #* Any My Internet ‘b Critical Risk @ Drop El Detailed Log
Drop

212 All Users to % Any O Internet ® Uncategorized @ Dprop El Detailed Log
Uncategorized .
Drop, % Blocked Message..
UserCheck

21.3 All Users to #* Any oy Internet ‘Q MNews / Media $ Accept El Detailed Log

News Accept i Accounting

21.4 IT_Admins to & Met_10.0.00 0y Internet ".l Google Search @ Accept El Detailed Log
Google Search B A ti
Accept ccounting

21.5 All except IT ateg O Internet ® search Engines /P... ® Drop El Detailed Log
Admins to .

Google Drop & Net 10000 % Blocked Message...

21.6 HR Users to & Net_10.10.10.0 ™y Internet ® social Networking @ Accept El Detailed Log
social | Accountin
Metwaorking 9
Accept

217 All Except HR O Internet ® social Networking @ Drop Bl Detsiled Log
Users to Social .

Networking & Met_10.10.10.0 % Blocked Message..
Drop,
UserCheck

21.8 All Users to #*  Any M Internet (%] http $ Accept El Detailed Log

not prohibited @ hitps @ Accounting

sites Accept

219 APCL/URLF % Any % Any % Any @® Drop El Detailed Log
layer cleanup



Gateway Cluster Properties - CPCXL 4—‘ ? X

- General Properties
... Cluster Members Machine
- ClusterXL and VRRP Name: [CPCXL ] Color:
[#)- Network Management
- NAT IPv4 Address: |200.100.0.1 | | Resolve from Name |
- HTTPS Inspection
. HTTP/HTTPS Proxy IPv6 Address: | |
[ ICAP Server Corineit:
- Platform Portal L [
- UserCheck Pt
- Mail Transfer Agent
o ot G| Ve 1] 05 G 3 =]
- Fetch Policy
- Optimizations
- Other &w Network Security (4) &} Custom Threat Prevertion (0)
Access Control: Advanced Networking & Clustering:
Firewall © Dynamic Routing
[J1psec veN © securexL
| Policy Server [JQos
[IMobile Access M Clusterx.
‘ . |4 Appiication Control [Monitoring
URL Filtering Other:
T [[Ipata Loss Prevention
entity Awareness D Anti & Email ity
[Jcontent Awareness
P e ™,

Gateway Cluster Properties - CPCXL 4-' ? X

- General Properties
.. Cluster Members Please follow these steps in order to enable HTTPS Inspection:
- ClusterXL and VRRP
[#- Network Management Step 1
- NAT Create or Import an outbound CA Certificate for HTTPS Inspection
WHTTPS Inspection
- HTTP/HTTPS Proxy
(- ICAP Server
- Platform Portal _l Step 2
(- Identity Awareness w Deploy the outbound certificate in your organization Learn more...
- UserCheck
- Mail Transfer Agent o Activating HTTPS Inspection on your Security Gateway without deploying the outbound
&) IPSec VPN CA Certificate will result in SSL emor messages when accessing HTTPS sites.
(- VPN Clients
[#- Logs Step 3
- Fetch Policy IE‘ y
... Optimizations [[] Enable HTTPS Inspection
- Hit Count
(- Other
_..—A-_‘




£y Create 4—. ?
The outbound CA certificate will be used by the Gateway to
inspect S5L traffic (more).

lssued By (DN) |mycp Jab 4—.

Private key password : |uuu“

Retype private key password : |uuun|

Valid from : [1217/201 v |to [12717/2028 |

@ o | cace

Gateway Cluster Properties - CPCXL

- General Properties

- Cluster Members

- ClusterXL and VRRP
- Network Management
-NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy
-ICAP Server

- Platform Portal

- |dentity Awareness

- Mail Transfer Agent
-IPSec VPN

- VPN Clients

-Logs

- Fetch Policy

. Optimizations

Ll

"

Lt e B

Please follow these steps in order to enable HTTPS Inspection:
-:l Step 1
j Outbound CA Certificate was created successfully on 12/16/2021

6 ep

CA Certificate will result in SSL emmor messages when accessing HTTPS sites.

Step 3
[] Enable HTTPS Inspection

@

View certificate...

Deploy the outbound certificate in your organization Learn more... | Export certificate...

@ Activating HTTPS Inspection on your Security Gateway without deploying the outbound




[ save Certificate ‘—. *
4 == 3 ThisPC » LabShare (\WBoxSvr) (F:) ‘—. w Search LabShare (\WBoxSvr) (... 2
Organize « MNew folder f== - o
. -
> B Music *  Name Date modified Type
> =] Pictures | Check_Point_SmartConsole_R80_40_jum...  8/26/2021 &40 AM  File folder
i | 5 and_ 5 : ile folder
> [ Videos | 150s_and_OVA 8/3/2021 5:48PM  Filefold
» i Local Disk (C:) | Licenses 2/18/2022 3:.00 PM File folder
» WA CD Drive (D:) VirtualBox Guesl | Meinberg_NTP 4/10/2022 1:42 PM File folder
5> == LabShare (\VBoxSvr) (F) | Scripts 2/23/2022 1:21 PM File folder
| Software 8/6/2021 11:26 AM  File folder
> EF Metwork
— v < >
File name: | outbound.mycp.lab v|
Save as type: |Cerl'rﬁcate file (*.cer} v|

.—> | Save | ‘ Cancel

~ Hide Folders |
Gateway Cluster Properties - CPCXL ? X

- General Properties

... Cluster Members Please follow these steps in order to enable HTTPS Inspection:

- ClusterXL and VRRP

- Network Management
H- NAT

BHTTPS Inspection

- HTTP/HTTPS Proxy
- ICAP Server

- Platform Portal

- UserCheck

- Mail Transfer Agent
t- Logs

- Fetch Policy

. Optimizations

.. Hit Count

- Other

———'ﬁ/\'

Step 1
@ Outbound CA Certificate was created successfully on 4/21/2022 View certficate...

Step 2
Deploy the outbound certificate in your organization Learn more. ..

e Activating HTTPS Inspection on your Security Gateway without deploying the outbound
CA Certificate will result in SSL emor messages when accessing HTTPS sites.

Te

Step 3

[ Enable HTTPS Inspection <——.

@]




1

2 Exceptions for * Any O Internet

A4

AR Policy

@ MAT

Source Destination Services
Exceptions for * Any ) HTIPS services - | 3 HTTPS default services
recommended ded b
imported recommended bypass

Services

~ Access Control

« HTTPS Inspection

.L!I policy-4——(2)

S

Category/Custom Application Action Certificate

* Any 6 sypass %3 Outbound Certificate

Ga
[t

5 HTTPS default services
categories

‘Q Financial Services . 9 Bypass %3 Outbound Certificate

® Health
3 PredefinedRule % Any Y Internet 25 HTTPS default services % Any Inspect %3 Outbound Certificate
[l cer - Search Results in LabShare (\\VBoxSvr) (F:) — O X
- v N [l 5 Search Results in LabShare (\\VBoxSvr) (F:) v & | eer x
B Videos A

\ outbound.mycp.lab.cer
‘ia Local Disk (C) —& EA

S% CD Drive (D:) Vir
== LabShare (\\VBo

[? Network

1item

Date modified: 4/21/2022 12:44 PM
Size: 708 bytes




Open File - Security Warning 4_. >

We can't verify who created this file. Are you sure you want to open this file?

[ Mame: Fhoutbound.mycp.lab.cer
e Type: Security Certificate
From: Fhoutbound.mycp.lab.cer

.—» Open Cancel

you don't recognize can harm your PC, Only open this file if you trust

@ This file is in a location outside your local network. Files from locations
the location. What's the risk?

@i Certificate 4—. >

Gereral Details  Certification Path

bﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: mycp.lab

Issued by: mycp.lab ‘—.

Valid from 12/17/2021 to 12/17/2023

.—> Install Certificate....| | Issuer Statement

[ o ]




¥ Certificate Import Wizard 4—.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network:
connections. A certificate store is the system area where certificates are kept.

Store Location

{:} Current User

(®) Local Machine 4—.

To continue, didk Mext,

.—>| ®/Net | | Cancel

(_

£ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

.—b (®) Place all certificates in the following store

Certificate store:
| | | Browse...

.—>| Net || Cancel |

Select Certificate Store

Select the certificate store you wan 5,

------ 71 Personal

Rl Trusted Root Certification Autharities
"] Enterprise Trust

] Intermediate Certification Authorities

71 Trusted Publishers
=
£ >

[ shaw physical stores

.—>| oKk || cancel




& - C | B googlecom

google.com

# Connection is secure
& Security

& Location

@ Connection is secure
Reset permission

& Cookies

2  Site settings

Certificate is valid 4—@—»

s | Certificate >

General | Details Certification Path

Lﬁ ! Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued to: www.google.com 4—.
Issued by: mycp.lab ‘—.

valid from 4/11/2022 to 7/4/2022

Issuer Statement

®—— ]




® Google ¥ % Check Point UserCheck X

< C (A Notsecure bh#ps//200.100.0.1

200.100.0.1

F Certificate is not valid
@& Cookies

& Site settings




wa Certificate X on Certificate

General Details Certification Path General Details Certification Path

W Certificate Information

m<—@
“{=5] CPCXL VPN Certificate
This certificate cannot be verified up to a trusted

certification authority.

Issued to: CPCXL VPN Certificate

Issued by: CPSMS.mycp.lab.7kr2b2

L P | T

an' Certificate

General Details ' Certification Path

; Show: [ <All> v
oa Certificate X
General Detals Certification Path Field Value
[Zlversion V3
. I ;)| Serial number 01
b‘ | Certificate Information Elsi sha256RSA
- = sha256
is CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification (D)lssuer CPSS.mco.lab. Ay 202
Authorities store. ()| vaiid from Wednesday, August 18, 2021 ...
gv&dm Monday, January 18, 2038 11...
&l

Issued to: CPSMS.mycp.lab, 7kr2b2

Issued by: CPSMS.mycp.lab, 7kr2b2

Valid from 8/18/2021 to 1/18/2038




» ¥ Permissions & Administrat... & General

I"l e 4—_‘ Global Properties... = Inspection Settings...

> E.'_, Sessions

@ Tags gg Application Control & URL Filtering

ﬁ Preferences
‘ Advanced Settings... ‘

(:) Sync with UserCenter

Application Control 8 URL Filtering Settings

General Block requests when web service is unavailable

X = 3 Website categorization mode:
Check Point online web service . o
® Hold - requests are blocked until categorization is complete

Background - requests are allowed until categorization is complete
MANAGE &

SETTINGS Custom - configure different settings depending on the service

JRL filtering Background v

3l networking widgets Background e

v Categorize social networking widgets @

Gateway Cluster Properties - CPCXL 4—-. ? X
... Cluster Members Machine
- ClusterXL and VRRP Name: ICPCXL I Color: ||} Black v
[#- Network Management
& NAT IPv4 Address: |200.100.0.1 | ’ Resolve from Name ‘
- HTTPS Inspection —
. HTTP/HTTPS Proxy IPv6 Address: | |

[+ ICAP Server :

. Platform Portal Coment: | |
ek Platform
- Mail Transfer Agent ; ! ‘

- Logs Hardware: | Open server + | Version: | R81.10 v| 0S:|Gaia v | Get |
- Fetch Policy g = : 3
- Optimizations
- Hit Count

[+ Other &2 Network Security (4) @ Custom Threat Prevention (0)

Access Control: Advanced Networking & Clustering:
M Firewall © Dynamic Routing
[J1Psec ven O SecurexL
Policy Server D QoS
[[IMobile Access ClusterXL
Application Control [Monitoring
[ URL Filtering Other:
._ Clidei [[Jpata Loss Prevention
’ ULy Amacness [] Anti-Spam & Email Security
| el ielContentAwgreness |~ e -




Identity Awareness Configuration ? X

Methods For Acquiring Identity

[] AD Query
The gateway seamlessly identifies Active Directory users and computers.

[¥] Browser-Based Authentication - ’
- Transparent Kerberos authentication or Captive Portal.

7 [] Terminal Servers
e O Identify individual users traffic coming from terminal servers (e.g. Citrix).
A

An agent is required on the terminal server.

I

Identity Awareness Configuration ? x

@ Integration With Active Directory / Azure Active Directory

Select an Active Directory:

| Create new Active Director'_.r..‘—. e

|
Jzemame: |cpauth |
|
|

Uomain Name: irrr:.rcp Jab
“assword: |-u-uu * .

Domain Controller: | ADDCDNS mycp lab

Successtully connected!  ~+——({l)

[] 1d|| not wish ta configure an Active Directory at this time.




Identity Awareness Configuration ? X

@ Finance_Users | [& Any \TCP hitp @ accept (display captive portal)

Hitp requests from an P not mapped to a user will be redirected to:

Main URL: [https://200.100.0.1/connedt 4—. <]

The portal is accessible only through intemal interfaces.

— -
Gateway Cluster Properties - CPCXL ? *
- General Properties
- Cluster Members Identity Sources
- ClusterXL and VRRP
] g icati 5
- Network Management Browser-Based Authentication ‘——> Senngs__,
- NAT The portal is accessible only through intemal interfaces.
- HTTPS Inspection

: https://200.100.0.
- HTTP/HTTPS Proxy Portal URL: s://200.1 1/connect

(- ICAP Server Portal Settings <—. Portal Access Settings ? X
. Platform Portal

[]I Identity Awaenessl
oser hecl Portal Network Location ——————————  Main URL: |fttps://200.100.0.1/connect O [ Miases... |
- Mail TransferjAgent )
- Logs (@ Portal runs on this gateway
- Fetch Policy O Portal runs on
... Optimizati ficate
—Hit Count :
(- Other Access Settings This portal uses an auto-generated cettificate. You can also import your own cettificate.
® =0 [ | <—@
Authentication Settingg —————————— B Use acetificate from a trusted CA to avoid browser wamings
Accessbiy
Portal Ct ization The portal is accessible only through intemal interfaces.
Users Access
] Name and password login ok | | g
‘ #- [ Unregistered questslogin | Seilis |
Automatic Logout
. > [] Log out users when they close the portal browser

Identity Agent Deployment from the Portal
[ Require users to download “ Identity Agent - Full
Users may defer installation until |04/ 1972022 i |




21.6 HRUsers Net & Net 10101 + a o = &

to Social x
. Networking Q Search. .._¥> * - q Import v

Accept
| Host...

21.7 All Except HR d

g Name ~ P Address Gt
Users to Social Network...
N:_.:xoim(;“a A Net_10.10.100 | Recently Used (1) etwor
Access Role.
3;2?& + B ceoxt 200.100.0.1
/”"_’_"—'M' B i e — = — == AL ’

ra HR

Enter Object Comment

* Any MNetwork ‘—.
Metworks ‘—. -
Specific Networks:
Users ‘—. 4+  x Q, Search...

Remote Access Clients

44

e e ..ﬂ"i__"--______.-—\_.ﬂ'_"-_--_‘—"-_‘_——-—\—__r..-'__——u.__ )

HR

Enter Object Comment

Any user
All identified users

Users ﬂ—. * Specific users/groups: ‘—.

Machines .—> 4+ X Q, Search...

ﬁ mycp.lab...v“Q HR ‘.—. 0| =< a2

Metworks

Remote Access Clients

Name Full Name/Description Unique Identifier
+ 42 HR CM=HR,CH=WUsers,DC=mycp,DC=lab
.l hruser CH=hruser,CN=Users, DC=mycp,DC=...
43 protected Users Members of this group are afforded... CM=Protected Users,CH=Users,DC=...
T e e — e e ™ e, e ————— e

216 HR Users Net = [EE HR O Internet ® social Networking @ Accept E Detailed Log
to Social

Metwarking [ Accounting
Accept

2 All Except HR *  Any % Internet % Social Metworking @ Drop @ Detailed Log
Users to Social =
Metworking % Blocked Message - Act...
Drop,
UserCheck



4> Network Login 52 +

& — C & 200.100.0.1/connect/PortalMain o |2

<) Check Point ~

Software Technologies LTD

O

Network Access Login

In order to connect to the network, please enter your credentials

Username [mycp lab\hruser |

Password | ]




@ Accept A v kO
https Traffic Accepted from hr user (hruser)(10.0.0.20) to Facebook(31.13.67.35)
Details Matched Rules
Log Info ~ Accounting ~
Origin = CPCM1 Packets 3470
Time [©] Yesterday, 6:24:33 PM EBrowse Time 00h 04m 225
Elade DEEAppITcaﬁon Control Bytes [sentireceived) 876 KB (147.6 KB \ 729.2 KB)
Product Family aAcce-ss Client Inbound Packets T94
Tvpe e Session Client Outbound Packets 2676
Server Inbound Packets 1257 .
Application [/ Site ~ Server Qutbound Packets 1845
Application Mame nFa-ceb-o-ok Client Inbound Eytes 146.8 KB
Primary Category Social Networking Client Qutbound Bytes 729.2 KB
Additional Categories Low Risk, Social Networking Server Inbound Bytes T66.1 KB
Application Risk Low Server Qutbound Bytes 147.6 KB
Application Description Facebook is a social utility that hel
more Web Traffic ~
Client Type Google Chrome -}
Resource https://www.facebook.com/
Method GET .
Https Inspection Details ~
Client Type Os Windows 10
Action Inspect .
Actions ~
Traffic ~
Source @ SmartConsole VM (10.0.0.20) Report Log Report Log to Check Point
o hr user (hruser)
More w
Service https (TCP/443)
Protocal HTTP2 .
User hr user (hruser)

Connection Direction

Destination

Qutgoing

& edge-star-mini-shv-01-mia3.face...

maore

Session

Creation Time
Last Update Time
Duration

Connections

Yesterday, 6:24:33 PM
Yesterday, 8:03:53 PM .

02h 00m 00s
34




Chapter 12: Configuring Site-to-Site and Remote Access
VPNs

B CPGW [Running] - Oracle VM VirtualBox 1 — O #

File  Machine View | t  Devices

his system is for authorized use only.
login: admin

Password:

Last login: Sun Apr 18 B4:87:16 on ttyl

In order to configure your system, please access the Web and finish the First
Time Wizard.

» 4—9

Check Point Gateway - CPGW [ X
™ General Properties
- Network Management Machine
B NAT Name: |CPGW 1 | Color: ||} Black ~
- HTTPS Inspection
- HTTP/HTTPS Proxy IPv4 Address: |200.200.0.1 2 Resolve from Name [ Dynamic Address
[H- ICAP Server ]
- Platform Portal IPv6 Address: | |
- Mail Transfer Agent )
- IPSec VPN Commert: | |
B VPN_CIi.ents Secure Intemal Communication: | Unintialized Communication... 4
- Monitoring Software bl
- Logs Platform
- Fetch Policy
- Optimizations Hardware: | Open server ~ | Version: | R81.10 w | 0S5:|Gaia W Get
- Hit Count
[#- Other
& Network Security (3) &7 Custom Threat Prevention (0) & Management (0)
Access Contral: Advanced Metwarking & Clustering:
Fireswnall @ Dynamic Routing
IPSec VPN 3 O Securexl
[ Palicy Server O aos




Trusted Communication 7 X

FlEtfai: |ﬁ}m server / Appliance ~
Authertication ©
Ore-tirme pagswoard: T

Confirm one-time pazsword. (sssss

Trusted Communication Intiation

Initialize

Certficate state: @) Trust established 4—. | Reset.. | | TestSICStatus... |
._> ok || Cancel |

Get Topology Results X

The topology was retrieved successfully.
The following table shows every interfface found for the given machine.

Mame |Pvd Address P4 Netmask |Pv6 Address

O ethl 172.16.16.1 255 2552550 MAA

O ethD 200.200.0.1 255 2552550 MAA

£ >




Check Point Gateway - CPGW

- General Properties

- NAT
- HTTPS Inspection

[#- ICAP Server

- Platform Portal

- Mail Transfer Agent
[#- Logs

- Fetch Policy

- Optimizations

- Hit Count

[#- Other

- HTTP/HTTPS Proxy

- Network ManagememL-. 2% Get Interfaces.. ~ N\ Edit [ Actions» (& | Q Search...

Name Comments

Topology IP

External 200.200.0.1/24
Undefined

172.16.16.1/24

& eth
|& ethi

Check Point Gateway - CPG

-~ General Properties

i System Backup
VPN Domain
Proxy

NAT

HTTPS Inspection
HTTP/HTTPS Proxy
ICAP Server
Platform Portal
UserCheck

B S S

-

44
General

Installation Targets

= Network Management

s, NS I S N . R

VPN Domain
(O All IP Addresses behind Gateway based on Topology information

|2, Net_172.16.16.0 4—‘

Specific VPN Domain for Gateway Communities: [

(® User defined

]

LeftSide_S25 <+—(@)

Enter Object Comment

Installation targets

All gateways

& Specific gateways

Q, Search... tem

+ X

IP Address Comments

200.100.0.1




tions  Action Track

Na. Mame Source VPN Services & Appli

~ Gateways Access (1]

1 55H and HTTPS B8 smartCansale VM & CPGW % Any B ssh_version_2 @ Accept & Log
to gateways -
Accept B SmartConsole VM_NAT @ nttps
¥ MNoise suppression [2)
2 Broadcasts * Any B8 EBCast_172.16.16.255 #* Any #* Any @ Drop = None
Drop Do not
log B BCast 355,255,255.255
~ Stealth Rule (3]
3 Stealth Rule * Any & CPGW ® Any | % Any @ Drop B Log
¥ Internet Access (4)
4 Internet Access & Net_172.16.16.0 * Any * Any | % Any D Accept & Log
Accept

¥ Cleanup Rule [5-6)
5 Cleanup rule #*  Any #*  Any #*  Any * Any @ Drop El Log

Access Tools

2 VPN Communities

f:! Updates

8 UserCheck

[y Client Certificates -
®, Application Wiki ®

@ Installation History




:ﬁ: . Branches 4—.
Enter Object Comment

Gateway «  Gateway Comments VPN Domain
Ea CPGW All IP addresses behind gateway based on topo...
e ——— mee——— S NP, S

G . Center Gateways
ateways
All the connections between the Gateways below and the Satellite Gateways will be encrypted.

Encrypted Traffic

+ % X Q, Search..
Encryption

Gateway ~  Gateway Comments VPN Domain

Tunnel Management
E CPCXL All 1P addresses behind gateway based on topa..

VPN Routing
MEP
Excluded Services

Shared Secret
Mesh center gateways

Wire Mode

Advanced Satellite Gateways

All the connections between the Gateways below and the Center Gateways will be encrypted.
+ N X Q, Search..

nmunity

:ﬁ: . Branches
Enter Object Comment

44

IKE (Phase 1)

Gateways

. Renegotiate KE security associations every (minutes): 1440 =
Encrypted Traffic
Encryption IPsec (Phase 2)
Tunnel Management Renegotiate IPsec security associations every (seconds): | 3600 =
VPN Routing i

Properties
+ Disable NAT inside the VPN community Both center and satellite gateways =

Excluded Services -
Use aggressive mode

Shared Secret Support [P Compression
Wire Mode

Reset
Advanced

Reset All VPN Properties

& Add Tag




9 gNS Irt‘temal SmartConsole VM ™% ADDCDNS * Any &5 dns @ Accept
Cce
o CPSMS
DMZSRV

Net_10.10.10.0
Net_172.16.16.0

@
A P |

13 Admins RDPto ™8 smartConsole VM i InternalZone * Any L‘é Remote_Desktop_Pr... @ Accept
all Accept,
& Net_172.16.16.0 ¥ DMZZone

17 Internal2 & Net_10.10.10.0 B8 DMZSRV *  Any @ nttp @ Accept
. network to
DMZ Accept & Net_172.16.16.0 @ nttps
20 MS Internet %5 Int_Nets "5 www.msftncsi.com *  Any * Any @ Accept
. connectivity =
probe Accept & Net_172.16.16.0 "S .www.msftconnecttest.com

% . Branches
Enter Object Comment

4

VPN Routing

Gateways

. Enable VPN routing for satellites
Encrypted Traffic

To center only

Encryption To center and to other satellites through center
Tunnel Management ®) To center or through the center to other satellites, to Internet and other VPN targets
VPN Routing .
MEP

Excluded Services

Shared Secret

Wire Mode

Advanced

# Add Tag




Details

Decrypt

Decrypted in cormnmunity Branches

Log Info
Crigin

Time

Blade

Product Family
Type

VPN Details
VPN Peer Gateway
VPN Feature
Scheme
Methods

Community

Traffic
Source

Source Port
Source Zone
Destination Zone
Service

Interface

Destination

Matched Rules

== CPCMA

@ Today, &:06:35 PM
4= VPN

a Access

'\. Connection
CPGW (200.200.0.1)
VPN

IKE

ESP: AES-128 + SHA1

Branches

@ 172.16.16.10 4—.

61914

External

Internal

domain-udp (UDP/53)

& ethd

@ ADDCDNS (10.20.20.10) 4—.

MAT

Xlate [MAT) Source [P
Xlate [MAT) Source Port

¥late [MAT) Destination Po..

MAT Rule Mumber

MAT Additional Rule Num...

Actions

Report Log

Maore
Id

Marker

Log Server Origin

Id Generated By Indexer

First
Sequencenum
Security Inzone

Mat Rule Uid

Db Tag

~ v [
Fa¥
CPCXL (10.20.20.1) 4—.
36325
0
14
Fay

Report Log to Check Point

#

35243044-3c36-60da-626c-616b00000...
more
@AQ@@B@ 16512048002 C@ 107070

CPSMS (10.0.0.10)
false

true

2

ExternalZone

b379dc15-55d7-4282-beb3-397a89a5...
mare
{E36C4C23-CDAC-6949-BAAB-84F43T7...

maore

Original Source

Mo NATI &
Mo MNAT2 &

Mo MAT3 &

Int_Mets
MNet_172,

Int_Mets

B8 Int_Mets *  Any
16160 B8 Int_Nets *  Any
& Net 17216160 % Any

Original Destination Original Services

Translated Source
Criginal
Original

Criginal

Translated Destin... Translated Services

= Original = Original
= Original = Original
= Original = Original

% queries | € > | Q| G | Q @ Last 24 Hours ~ src:200.200.0.1 AND service:icmp-proto

Today, 8:5220eM @) % @ *, 2
Today, &:52:20PM @) % w* %, ¥

Found 71 results (39 ms)

Source

Origin

E3A CPCM1

Destination
&2 CPGW CPGW (200.200.0.1) 200.200.0.254
CPGW (200.200.0.1) 200.200.0.254

Service

echo-request (ICMP)
echo-request (ICMP)



AFFIC_RULES
I:: - I:: - J- I ;

TEAFFIC RULES (srcC

- (General Properties

- Cluster Members

- Cluster¥L and VRR 3
- Metwork Managem
- NAT

- HTTPS Inspection
=~ HTTF/HTTPS Prox (®) Portal runs on this gateway

- ICAP Server |
... Platform Portal () Portal runs on

=- Iu:.!ent'rt},' Awareness

=+
=l

Portal Metwork Location

Access Settings |

2. UserCheck 4

- Mail Transfer Agent |
- |IP5Sec VPN

- VPN Clients

- Manitoring Softwars
- Logs Main URL:  |https://10.20.20.1/connect G o Aliases |
- Fetch Policy ’ i —

- Optimizations

- Hit Court Accessibility ? x |
- Cther

=+1...[%]
=]

Certificate
The portal is accessible: |

This portal uses an auto-geng
() Through all intefaces

(® Through intemal interfaces

Import...

8| LUse a certfficate from a
[] Including undefined intemal intefaces

Accessibiity ——————— [ ] Including DMZ irtemal interfaces

w; ' .
The portal is accessible only 8 Including VPN encrypted intefaces

() According to the Firewall policy
Cancel

7 OK oy




- General Properties

- Cluster Members

- ClusterXL and VRRP
- Network Management
- NAT

- HTTPS Inspection

- HTTP/HTTPS Proxy
[ ICAP Server

- Platform Portal

[#- Identity Awareness
Mail Transfer Agent

- |1PSec VPN

- VPN Clients

- Monitoring Software bli
[- Logs

- Fetch Policy

- Optimizations

F1
(o)

(- Other
‘M

Gateway Cluster Properties - CPCXL

[ Enable UserCheck for active blades @
UserCheck Web Portal:

Main URL: https://10.20.20.1/User01ed(<£

Certificate

This portal uses an auto-generated certificate. You ca

a Use a certificate from a trusted CA to avoid brow

Accessibility

Accessibility ?

The portal is accessible:

(O Through all interfaces
@® Through intemal interfaces
[ Including undefined intemal interfaces
Including DMZ intemal interfaces
[ Including VPN encrypted interfaces
(O According to the Firewall policy

[Cok ]| Cancel |

The portal is accessible only through intemal interfaces.

(e <@

Gateway Cluster Properties -

- (@eneral Properties

- Cluster Members

- ClusterXL and VRRP
[+ Network Management
- NAT

- HTTPS Inspection

-~ HTTP/HTTPS Proxy
[+ ICAP Server

&

- Mail Transfer Agent
[ IPSec VPN 4—.
- VPN Clients
i Authentication
- SAML Portal Settin
- Office Mode
i-- Remote Access

‘... Clientless VPN
- Monitoring Software bl
(- Logs
- Fetch Policy
- Optimizations
- Hit Count
[+ Other

m
e

cPexL 4—.

This Security Gateway participates in the follo

:’g{: RemoteAccess

i | Add... | | Remove |
omm Portal
[+~ Identity Awareness

+ UserCheck | Traditional mode configuration... |

Repository of Certfficates Available to the Gate

Nickname DN
defaultCet  CN=CPCXL VPN Certificat

<

Generate Keys and Get Internal CA Certificate

Reguest Certificate For

DN: CPCXL VPN Certficate

Q=CP5SMS mycp la

[+] Define Atemate Names

Type Text
IP Address 200.100.0.1
IP Address 10.20.20.1

Add... i Remove
Lok | Caned ||

Hep |

Add Subject Alternate Name

Type: IP Address

v]

| [ Comiet.. |

‘

Altemate Name: |1|]_24].20.1| 4




Metworks

Machines

Users ‘—.

Remote Access Clients

RA_Role

Enter Object Comment

uter
hartConsole_V

hartConsale_V

MP Monitor
Any user
. . ebSrvPrivate
All identified users
* Specific users/groups: ebSnvPublic
.—> + X Q Search...
»

| 5 Internal User Groups - M

Mame Comments

« 4L R4 Users_Group

Gateway Cluster Properties - CPCXL

- General Properties

- Cluster Members Identity Sources

- ClusterXL and VRRP -
- Network Management [M Browser-Based Authentication
- NAT The portal is accessible only through intemal interfaces.

- HTTPS Inspection

RL: ://10.20.20.1/

.. HTTP/HTTPS Proxy Portal URL: https://10.20.20.1/connect
[#)- ICAP Server [] Active Directory Query

-~ Platform Portal Dot
=) Identity Awareness S

Identity Sharing [ Identity Agents
Proxy Leam more...
UserCheck ;

. Mail Transfer Agent [] Teminal Servers
(- IPSec VPN Temminal servers are not enabled on this
- VPN Clients Download agent

- Monitoring Software bl
(- Logs [[] RADIUS Accounting

- Fetch Policy

- Optimizations .

St Count (] Identity Collector
(- Other

[ Identity Web API
.'—> Remote Access
e e——_ |

Settings:

Setfings:

Settings.

Settings

Settings:

| T e e et e e —




Gateway Cluster Properties - C

- General Properties
- Cluster Members
- ClusterXL and VRRP
- Network Management
- NAT
- HTTPS Inspection
- HTTP/HTTPS Proxy
- ICAP Server
- Platform Portal
- Identity Awareness
- UserCheck
- Mail Transfer Agent
[#-1PSec VPN

VPN Clients

- Monitoring Software ’
’”\

£

£

£

PCXL

VPN clients allowed to connect to this gateway:

[m] Desktops / Laptops - Windows and Mac VPN clients
Endpoint Security VPN
[ Check Point Mobile for Windows
[[] SecuRemote

[[J Mobile Devices -i0S and Android client
[JCapsule VPN / Connect

[CJother
[ SSL Network Extender (SNX)

—

Gateway Cluster Properties - CPCXL

- Network Management
- NAT

HTTPS Inspection
HTTP/HTTPS Proxy
- ICAP Server

i~ Platform Portal

- |dentity Awareness

Mail Transfer Agent
- |PSec VPN

(O Do not offer Office Mode

(O Offer Office Mode to group:

(®) Allow Office Mode to all users 4—. -

Office Mode Method
Allocate |P address by sequentially trying the checked methods, until success:
[ From ipassignment conf located in $FWDIR/conf - always tried first

v

[] From the RADIUS server used to authenticate the user

[] Using one of the following methods: 4\—‘

(O Manual (using IP pool)
Note: Define the IP Pool addresses on each cluster member.

- Monitoring Software bl
- Logs

- Fetch Policy
- Optimizations
- Hit Count

- Other

i Authentication
Se‘—>© Automatic (using DHCP)

Use specfic DHCP server: | ADDCDNS v| a
Virtual IP address for DHCP server replies: |192.168.254.1|

MAC address for DHCP allocation: ]Cdcdaed per user nam v [

| Optional Parameters...

Anti-Spoofing
= [/] Perform Anti-Spoofing on Office Mode addresses
Additional IP Addresses for Anti-Spoofing: |5°a Net_192.168.254.0 vl 4—.

/\____\’-

W \—A./\



Gateway Cluster Properties - CPCXL

- General Properties

[#- ldentity Awarene

- Mail Transfer Agent
[#- IPSec VPN

Visitor Mode configuration
=- VPN Clients
Mherrticatigi—’ [~] Support Visitor Mode
- SAML Portal 5ftin ,
. Office Mode Service:

MD5-Challenge

- Cluster Members LZTF Support

-~ ClusterL and VRRP [ ] Support LZTP {relevant only when Office Mode iz active)
[#- Metwork Management
- NAT Authentication Method:

- HTTPS Ingpection ) 3

— HTTP/HTTPS Proxy |1ze thiz certificate:
- ICAP Server

- Platform Portal Hub Mode configuration

. UserCheck .—» [v] Allow VPN clierts to route traffic through this gateway

g Remote Access Machine’s Interface: |A| Interfaces




Global Properties 4—-.

38 Fire'Wall
- NAT - Network Ad
- Authentication

- VPN

- |dentity Awareness

- Remote Access

- User Directory

.-QoS

- Camier Security

- User Accounts

- ConnectControl

- Stateful Inspection
-Log and Alert
--OPSEC

- Security Management ,
- Non Unique IP Addres:
- IPS

- UserCheck

- Hit Count

- Advanced

.,_

Select the following properties and choose the position of the rules in the Rule Base:

[] Accept control connections: First v
[ Accept Remote Access control connections: | First v
[ Accept SmartUpdate connections: ‘ljli _ v
[ Accept IPS-1 management connections: Iﬁf v ]

[ Accept outgoing packets originating from Gateway: Before Last v

/| Accept outgoing packets originating from Connectra gateway: |Before Last |
/| Accept outgoing packets to Check Point online services: | Béom last ‘
(Supported for R80.10 Gateway and higher) :

[ Accept RIP: First v|

[] Accept Domain Name over UDP (Queries): First v

[[] Accept Domain Name over TCP (Zone Transfer): |m V|

[ Accept ICMP requests: - ‘ P> |Before Last v

[¥] Accept Web and SSH connections for Gateway's administration: | First v
(Small Office Appliance) S

[4] Accept incoming traffic to DHCP and DNS services of gateways: ‘ First v ‘
(Small Office Appliance) :

[ Accept Dynamic Address modules’ outgoing Intemet connections: |Ft!t v \

[ Accept VRRP packets originating from cluster members | First w“ ‘

(VSX IPSO VRRP)
[ Accept Identity Awareness control connections:

Track

=== [/] Log Implied Rules

I P e O B

Global Properties

[#- FireWall

- NAT - Network Addres

- Authentication

- VPN

- ldentity Awaren:

&

- User Directory

- QoS

- Camier Security
- User Accounts

Remote Access

Additional Properties

[ Enable Back Connections ffrom gateway to client).

Send keep-alive packet to the Gateway Seconds.

[ Encrypt DNS traffic.

Simultaneous Login

(O Useris allowed several simultaneous login

(® User s allowed only single login




Global Properties

[#- FireWall

- NAT - Network Addres

‘... Authentication

&)- VPN

‘... |dentity Awareness

(- Remote Access

.. VPN - Authenticatil

... VPN - Advanced

- Secure Configuratil

- SSL Network Extel
. SecureClient Mobil

.-»Endpon Connect
‘... Hot Spot/Hotel Re

- User Directory

..QoS

- Carmier Security

- User Accounts

- ConnectControl

- Stateful Inspection

[#- Log and Alert

..OPSEC

- Security Management |

- Non Unique |P Addres:

. Proxy

- IPS

... UserCheck

... Hit Count

- Advanced

Authentication Settings

Enable password caching: [No v

Cache password far 1440 ZJ minutes

Re-authenticate user every: 430 % minutes

Connectivity Settings Wide Impact
Connect mode: ICodigLredonend)o'ltciert VI

Network Location Awareness: H Yes v ] I Corfigure... I
Disconnect when connectivity to network is lost: [Corﬁgled on endpoint client l

Disconnect when device is idle: ICorﬁgu'ed on endpoint client v I

Security Settings

Route all traffic to gateway: ‘-—-}[ Yes v ]

Configuration and Version Settings

Client upgrade mode: [Ask user N l

Metwork Location Awareness

When a VPN client is within the intemal netwark, the intemal resources are available and the VPN tunnel

should be disconnected.

WPM clients are considered inside the intemal netwark when:

(@) The client connects to the gateway through one of its intemal interfaces [recommended)

() The client connects from this netwark or group:

-

() The client runs on a computer that can access its Active Directory domain

Mote: The WPN tunnel will resume automatically when the VPN client is no longer in the intemal network and the client

iz set to "Always connected”

mode.

Optimize Performance

Advanced...

oK |




User Group:
4gt RA_Users_Group -
Location:
* _An}r -
oK Cancel
Nao. Name Source Destination VPN Services & Applications Action Track
14 RA_Users RDP 388 RA Users_Group@Any T InternalZone # RemoteAccess L@y Remote Desktop_.. D Aceept B Log
to .
InternalZone fg Accounting
Accept
No. Name Source Destination VPN Services & Applications Action Track
* DMZ (18-20)
18 RA_Users to 432 pa Users_Group@Any | T DMZZone 8 RemoteAccess &3 hitp D Accept B Log
DMZ Accept .
e https E Accounting
233 Remote Access @& RA_Role O Internet * Any ¥ News / Media @ Accept E) Detailed Log
. Users to B Accountin
News Accept 9
234 All Users to 35 Int_Nets £ Internet * Any ¥ News/Media @ Accept B Detailed Log
News Accept :
[ Accounting
236 Remote Access [ RA_Role £ Internet * Any ® Ssearch Engines /Portals @ Drop B Detailed Log
. =i N Blocked M
Search Drop o ocked Message...
23.7 All except IT 3 Internet * Any ® search Engines / Portals @® orop E Detailed Log
Admins to .
Search Drop & Net_10.0.0.0 N Blocked Message...
23.8 HR and E3 HR £ Internet % Any ® Ssocial Networking @ Accept B Detailed Log
Remote Users 2
. to Social 3 RA_Role B Accounting
Networking

Accept



ﬁ Check Point VPN Installation Wizard - ot

Client Products

E] Check Point’

Choose a product to install

SOFTAARE TECHROLOGIES LTD.

(®) Endpoint Security VPN
Enterprize Grade Remote Access Client, including basic Endpaoint
Security Features (Recommended for SecureClient replacement).

() Check Point Mobile
Enterprize Grade Remote Access Client.

O SecuRemote
Basic Remote Access Client.

Back Next Cancel

Check Point Endpoint Security
Disconnected
Client is compliant

2:30 PM

A T ds 5/3/2022 E1



{5 Site Wizard

Welcome to the Site Wizard

A zite iz pour gateway to nebwork, resources.

To continue, fill in the required information and dick next.

Server address or Mame: .—» |2|:|l:|. 100.0.1

Display name: .—» |Leﬁ5ide|

Badk Mext Cancel

Help

{31 Site Wizard

Login Option Selection

?
Select your login sequence choice from the optionz zet by vour administrator &-J

x

Q

Please select your preferred login option from the following list

Standard (Default) b

Back || Next Cancel

Help




Gateway Cluster Properties - CPCXL <—‘ ? X
- General Properties Compatibility with Older clients
- Cluster Members . ’ —— s y
.. ClusterXL and VRRP B For a list of clients supporting single authentication option only, please see sk111583
(- Network Management [ Allow older clients to connect to this gateway
G- NAT .—> Settings...
- HTTPS Inspection Authentication Method: Defined On User Record (Legacy)
- HTTP/HTTPS Proxy . — y : 2
- ICAP Server Single Authentication Clients Settings ?
- Platform Portal
[+ Identity Awareness General Properties
Wicioities Alo clients th iple Login Opti this authentication method
.. Mail Transfer Agent W newer s that support Multiple Login Options to use this a n
(- IPSec VPN Display Name: lStandard 4—‘
(- VPN Clients
-~ Authentication Authentication Methods
- SAML Portal Settin
.. Office Mode Authentication method: | Defined On User Record (Legacy) 4—.
- Remote Access
Clentiess VPN (et D

{31 Site Wizard

Authentication Method Q

L ’
Select the authentication method to be uzed. 4.._"

(@ username and Password
Click if you use an account name and password.

) Certificate
Click if vou use Hardware tokens or any other certificate type.

D SecurlD
Click if you use RSA SecurlD,

O Challenge Response
Click if vou are required to provide different responses to a challenge.

(O Secure Authentication API (SAA)
Click if you use third party authentication.

| sk [ next | Cancel || Heb |




3 Check Point Endpoint Security - O X

Site: LeftSide ¥

Authentication

Please provide credentials to authenticate

Username: |RA_usefl [

Password: |.oouno |
Selected Login Option: Standard e Logi tion Setti
% Connecting to LeftSide *

Endpoint Security: Check Point

SOFTWARE TECHNOLOGIES LT

T e
ECR)

Loading virtual network adapter

)
e —

| Cancel | | Close Details >>




Disconnect
VPN Options

Help

Show Client

2:47 PM
A\ ?:x_.—] Qx 5/3/2022 % Shutdown Client




Access Rule Name

Access Rule Number

RA_Users RDP to InternalZone Accept

14

Decrypt . A~ v L &
Decrypted in community Remotefccess
Details Matched Rules Session
Log Info ~ Mobile Access Details ~
Origin = CPCM1 Mobile Access Session UID 6272E2A9-0000-0000-0A00-0002BE1B...
Time © Today, 4:43:50 PM more
Blade 4—.—} 242 VPN
MNAT A
Product Family aA{{e-ss
NAT Rule Number 3 <_.
Type *. Connection
* MNAT Additional Rule Num...
VPN Details ~ )
Actions ~
VPN Peer Gateway 192.168.254.101
Report Log Report Log to Check Point
VPN Feature VPN
Scheme IKE
More A
Methods ESP: 3DES + SHA1
Id ‘92408333-0504-addc-6272-e58600000...
Community RemoteAccess more
Marker @A@D@BE@1651636800@C@B4675
Traffic ~ Log Server Origin CPSMS (10.0.0.10)
Source @ 192.168.254.101 |d Generated By Indexer  false
o RA_useri First true
Source Port 50919 3equencenum 5
Source Zone External Security Inzone ExternalZone
Destination Zone Internal Security Outzone InternalZone
Service Remote_Desktop,_Protocol (TCP/3389) Mat Rule Uid 0c614002-60bf-4776-beB5-1670ce086...
more
Interface 4 ethd HIl Key 12566696256442057623
User RA_usert Last Update Time 2022-05-04T20:43:50Z
Connection Direction Incoming Db Tag {34ECT130-4971-204D-AFA6-F42014F...
Destination @ ADDCDNS (10.20.20.10) more
Logid 1]
R Description Decrypted in community
Policy ~ RemoteAccess
|
Action ‘\Decrypt el
Policy Management CPSMS
Policy Mame LeftSide_RA .
Policy Date Yesterday, 3:01:51 PM
Layer Mame Network

K aueies | € > | O Gy | Q O Last 24 Hours - src:192.168.254.101 dst184.84.136.202

Found 3 results (36 ms)

Destination

Today, 8:3%:39 PM

192.168.254.101

B 3184-84-136-...

https [TCP/443)




Chapter 13: 1

ntroduction to Logging and SmartEvent

Gateway Cluster Properties - CPCXL ‘—. ? *

- (General Properties

- Clugter Members

- Clugter¥L and VRRP
[#- Metwork Management
- NAT

- HTTPS Inspection

- HTTP/HTTPS Proxy
- ICAP Server

- Platform Paortal

[#- |dentity Awareness

- UserCheck

- Mail Transfer Agent
- IPSec VPN

- WPN Clients

- Monitoring Software bl
Y P—

[] 5ave logs locally, on this machine (CPCXL)

[+] 5end gateway logs and alerts to server [CPSMS) 1-1—.

_.

5
i-- Local Storage

Gateway Cluster Properties

- General Properties
- Cluster Members
- ClusterXL and VRRP
[#- Network Management
- NAT
- HTTPS Inspection
- HTTP/HTTPS Proxy
[#- ICAP Server
- Platform Portal
[#- Identity Awareness
- UserCheck
- Mail Transfer Agent
[#-IPSec VPN
{#- VPN Clients
- Monitoring Software bl
[=- Logs
: - Local Storage

= Additional Logging
- Fetch Policy
- Optimizations

- CPCXL ? X

Log Forwarding Settings -
[ Forward log files to Log Server: ]

Manage... 4—.
Log Files

[ Create a new log file when the current file is larger than 1000% MBytes ‘—.

Create a new log file on scheduled times Midnight ﬂ Manage...

Advanced Settings -
]

[ When disk space is below 100;‘—%} MBytes, stop logging. <—.

[C] Reject all connections when logs are not saved.

Update Account Log every 3800% Seconds 4—.

Log forwarding schedule: l Hourly

Tum on QoS Logging

Detect new Citrix ICA application names <_‘
Include TCP state information: Never v 4—.

When connection closed ungracefully
When connection closed
When connection state change

e T st ™ e ——




09 May 22, 42T:20 PM ‘e System Monitor F Control

4=

00 May 22, 4:26:46 PM i System Monitor 5 Control ¥
09 May 22, 4:26:46 PM % System Monitor F Contral ¥ 2
09 May 22, 4:24:43 PM B8 ppplication C... &) Accept € Session SmartConsole V... I 0 31.13.67.174 https [TCP/443) 13.4
00 May 22, 4:24:43 PM % URLFiltering @ Accept @ Session ¥ SmartConsole_vM... I 11 31.13.67.174 https (TCP/443) 13.4
00 May 22, 7:23:44 PM % URLFiltering @0 Accept @) Session % SmartConsole V... = 151,101.66.137 https [TCP/443) 13.4
Log Details Im
Sys Message started logging
) CN=CPCM1,0=CP5MS.mycp.lab. Tki2b2 A v [
;’ Systern Menitor lass
Interface 4 daemon
Log Info Maore
Log Server Crigin CPSMS (10.0.0.10) Id 0a00000a-1795-180b-6279-7928000200...
Origin = CPCM1 more
|d Generated By Indexer false
Time (=) 09 May 22, £:27:20 PM
First true
Elade OSystem Monitor
Sys Message 617 log entries were not sent to log
Product Family oo Network server 10.0.0.10 because of high load,
but were instead sent to backup.
Type y2 Control less
Interface 4 daemon
Traffic Description
Interface Name daemon
Interface Direction * inbound




Check Point Host - CPSMS 4—‘ ? X
[ Enable Log Indexing 4—’

B The Log Indexing uses more storage to provide fast log queries

2 gateways have configured this machine as their log server

I Type to Search 2iems QI | View... |
Gateway IP Address Comments Type
(== CPGW 200.200.0.1 ‘ Send Logs and Alerts
=2 CPCXL 200.100.0.1 Send Logs and Alerts
™ . VA
Check Point Host - CPSMS 7 X
;----General Properties
|- Network Management Disk Space Management .
Measure free disk spacein: (@) MBytes (O Percertage
[+] When disk space is below 3000 {2 MBytes, issue alert: | Popup Alert w |

bl When disk space is below MBytes, start deleting old files.

] Run the following script before deleting old files:

a Use Monitor Information window to view curment state of log partition.

Daily Logs Retention Configuration
[ Apply the following logs retention policy: ="
Keep indexed logs for no longerthan |14 2| days

Keep log files for an extra days

I B I I i e




* aueries | € > | Q| G | Q @ This Week ~ appi_name:Facebook

Found 3 results (180 ms)

Service .. Application Name Primary Category Access Rule N...

12 May 22, 12:48:26 PM EE Q 3 SmartConsole_V... https (TCP/443) ﬁ Facebook Social Networking All Except HR Us...
12 May 22, 9:48:26 AM 38 @ €@ SmartConsole_V... https (TCP/443) Facebook Social Networking All Except HR Us...
09 May 22, 4:10:49 PM EE @ 9 SmartConsole_V... https (TCP/443) n Facebook Social Networking Non-prohibited...

2022-04-29_000000.log x

© Searches might be slow when working with log files.

ueries Ca ime ~ | Log File: 2022-04-29_000000.log * | appi_name:Faceboo
% Queri > | C Q QalT Log File: 2022-04-2 [ Facebook <e—

Found 0 results (3.3 sec.) -

© Searches might be slow when working with log files. .

*aueries | & > | Q| G ‘0‘ ® All Time ~ | Log File: 2022-04-29_000000.log * | blade:"Application Control”

Showing first 100 results (1.1 sec.) out of at least 100 results

— | = Service .. Application Name Primary Category Access Rule N...
28 Apr22,9:07:04PM 28 @ @ 192.168.254.101  hitps (TCP/443) Facebook Social Networking HR and Remote...
28 Apr22,9:06:57PM 98 @ €@ 192.168.254.101  hitps (TCP/443) EY 22 HTTP/2 over TLS Network Protocols All Users to not...
28 Apr 22, 9:06:54 PM 'J.,g @ 3 192.168.254.101 https (TCP/443) -., Google Services Computers / Internet  All Users to not...
Check Point Host - CPSMS ? X

General Properties
Network Management Export logs to the following syslog/SIEM servers:

= X Q Search...

Q Search.. * - XI

Pl e malenll

| —— T ————— T al | R -




Mew Log Exporter/SIEM

E. . Splunk <—.

Enter Object Comment

4

Export Configuration
+| Enabled

General
Data Manipulation

Attachments Server Configuration

Target Server:  10.0.0.70 <—.
Target Port: |5'I-'-1| | - .

Protocol: « LIDP TCP

@ After you configure a Log Exporter, you must run Install Database.

# Add Tag

Mew Log Exporter/SIEM

— ¢ _  Splunk
--’ ¢ Enter Object Comment

a Format Configuration
eneral

Format: Syslog =
+ Aggregate log updates before export  Syslog

Data Manipulation

Attachments

C Event F t (CE
B After you configure a Log Exporter, you ommon Event Format (CEF)

Log Event Extended Format (LEEF)

Generic
# Add Tag

Splunk
LogRhythrmn

II Json




Mew Log Exporter/SIEM

— v Splunk
--’ ¢ Enter Object Comment

44

Attachments Configuration
General
Add link to Log Details in SmartView
Data Manipulation . ) . ﬂ—.
P Add link to Log Attachment in SrmartView
Attachments Add Log Attachment D
O After you configure a Log Exporter, you must run Install Database.
S _'_,.n-"-_' —— ___\_______._.--"'__‘—‘— S —
Check Point Host - CPSMS ? X
- General Properties ; .
_. Netwiork Maragerent Log Forwarding Settings
-~ NAT [[] Forward log files to Log Server:
Log forwarding schedule: | Manage... |
Log Files
[[]Create a new log file when the cument file is larger than TODDE MBytes
[[]Create a new log file on scheduled times Manage... \
Advanced Settings

[] When disk space is below 1003 MBytes, stop logging.
Update Account Log every Seconds
/| Tum on QoS Logging

Detect new Citrix ICA application names

[[J Accept Syslog messages .

[[] SmartEvent Intro Comelation Unit




Gateway Cluster Properties - CPCXL ? *

- (General Properties

- Cluster Members -
- ClusterL and VRRP Log Distibution <& .
(- Network Management (® Send a copy of every log to each of the primary log servers (@
B NAT Distribute logs between log servers for improved peformance @ - .
- HTTPS Inspection (applies to primary and backup log servers)
- HTTP/HTTPS Proxy
- ICAP Server Log Servers
- Platform Portal
- Idertity Awareness Primary log servers:
Hsaﬁ:rﬁer Agent | Tvpe to Search 2ifems O\| ﬂ |
- IPSec VPN Mame IF Address Type
- VPN Clients CPSMS 10.0.0.10 Send Logs and Alerts .
~ Mornitoring Software bl CPSMS-HA 10.0.0.11 Send Logs and Alerts
[ Logs
- Fetch Policy
- Optimizations
- Hit Count
- Cther

Backup log servers:

Tipe fo Search Ziems Q | |'E| |'£| |'£| |

Mame IF Address .
LogServer1 10.0.0,30

LogServer2 10.0.0.31

I I e,

:-.L-' -
rConsole

ry
Iy

s133lgp

Ll @

Ciueny Symtsx

13ep

Tops @ Log Servers

2 |

v EF cPsms

v EF CPsMs-HA

I ——_




Check Point Host - CPSMS

- (General Properties
MNetwork Management
NAT

Logs

i Other

Machine
Name: [cPsms | Color:
IPv4 Address: [10.0.0.10 | | Resolve from Name |
IPv6 Address: | |
Comment: |

Secure Intemal Communication: |Tn.|5t established

e

Platform

Hardware: |Oper-| server

wh anagement (5)

V|Version:|R31_‘llJ V| OS:|Ga’a V| | Get |
/| Netwark Policy Management Workflow SmartEvent
Secondary Server [] User Directory - [+/] SmartEvent Server

[ Endpaint Palicy Management
[~ Logging & Statu
[ Idenrtity Loaging

et ™

i [+] SmartEvent Comelation Unit

~| Provisioning

] Compliance




W@ Objects = | €D Install Policy

General Oven Log

| * Favorites
(O Recent
43& Shared
=l Logs
M vViews
B Reports

© Open ¥

Tasks

LOGS & B Scheduled
MONITOR = Archive

External Apps

Q SmartEvent Settings & Policy !<—°

ﬁ Tunnel & User Monitaring =

™ SmartView ¥

Mo tasks in progress =



= & Event policy < . .
B Global Exclusions Correlation Units
ﬁ Scans
[} Denial Of Service Comelation Unit Log Servers Origin Type
(2 Unauthorized Entry ESICPSMS CPSMS: CPLogSnv1 4—9 Manually created
ﬁ Informational Correlation Unit ? X
Virus Alert
- & e E Comelation Unit: |Z|
ﬁ Anomalies
= Web Activity Log Servers:
5 Host Based Events log Audt Name P Comment
[ Externally Identified
=} Consolidated Sessions M B | & CPLogsv 10.0.0.60
(5 Legacy

& Identity Awareness Events
[ DDoS Protector

[ Mobile Access
Bl (5 General Settings 4—9 40

= (=} Initial Settings [

[ Correlation Units 4—9

[ Offline Jobs |

IhlnlemalNdwmk | L] |Fh““"e‘

= & Objects Mote: Upon "Save” the changes will be saved in the Server immediately.
Ih Automatic Reactions _m _m
[ Time Objects

[ Metwork Objects

E_

{E) 10.0.0.10 - SmartEvent

= Event policy <
@ {8 General Settings Internal Network
B = Initial Settings

m Correlation Units

Ib Offline Jobs Not in Intemal Network - 4 In Intemal Network :
o (N <—@)
L 2 ADDCDNS PS EaCPCMI A
El=) %’J:‘u': o & Al intemet ' eaceem2
omatic Reactions B BCast_10.0.0.255 EaCPCXL
Time Objects 2 BCast_10.10.10.255 EBICPGW
(= Network Objects 2 BCast_10.20.20.255 i E=ICPSMS
B BCast_10.30.30.255 S5 Net_10.0.0.0
3 BCast_172.16.16.255 & Net_10.10.10.0
[ BCast_255.255.255.255 & Net_10.20.20.0
&% CP_default_Office_Mode_address... & Net_10.30.30.0
ECPCMI & Net_172.16.16.0
EaCPCM2 5 Net_192.168.254.0 G
E3CPCXL o
ESICPLogSV 1 v

B S, S e



* Favorites
© Recent

B Logs
B Reports
Tasks

B Scheduled
= Archive

&)
LOGS &

MONITOR

External Apps

.

© Open ¥ New... v _.ﬁ Export to PDF “=-Actions ~

Favorites Name
Access Control
Active Users

Application Categories

2= Applications and Sites

I Audit Overview

@ Autonomous Threat Prevention Dash...

=8 Content Awareness

Cyber Attack View - Endpoint

@
@ r View - Gateway
<]

Cyber Attack View - Mobile
® Data Loss Prevention (DLP)

I General Overview 4———6

¥ High Bandwidth Applications
¥ High Risk Applications and Sites
@ Important Attacks
@ Infected Hosts
I License Status

@ MITRE ATT&CK

él‘ SmartEvent Settings & Polic

I MTA Live Monitoring

O Tunnel & User Monitoring -

™ SmartView

Y Queries

€ General Overview

Statistics <—O
2

Gateways and Servers

Reported these events

Software Blades e

Blade Logs
@ URL Filtering 20
2% Application Control 35

22 Firewall 30
= Mobile Access 4
[ Ident 3

Timelines 4—0

Security Incidents (by Logs)

Q| Q O LastHour ~ Enter search query

I8 MTA Overview

Published Sessions

Applied by administrators

)

Attack Prevention by Policy

No data found

No data found.

@0

Critical Attacks Allowed by Policy

Q

Category Preview (Today)
Access Control
Access Control
Access Control
Access Control
General

Threat Prevention
Access Control
Threat Prevention

Threat Prevention

e |

k Point
tConsole

Access Control
Overview of network access,

including allowed and blocked

connections, services, and users.

Threat Prevention
1 Created by:

® Last Viewed:

Access Control
General

Access Control
Access Control
Threat Prevention
Threat Prevention
General

Threat Prevention
General

General

Critical Attack Types

Not prevented by policy

__J0

-

No data found.

Check Point

1 day ago

8

= Options v

Infected Hosts 5

With bots

Allowed High Risk Applications

@High

Applications and URL Filtering (by Logs)
@ Critica

@High ©Medum @Llow @ VeryLlow

N
M = Yo

@ Unknown

mIRC

605 PM 6:10 PM 615PM 6:20 PM

6:25PM

630 PM 6:35PM 6:40 PM 6:45 PM 6:50 PM

7:05 PM

710 PM

Logs




Applications and URL Filtering (by Logs)
@ Critical | OHigh Medium OLow Overylow O Unknown |<—.

T T T T T T T T T T T T
6:03 PM &10 PM 613 PM 6:20 PM 6:25 PM €30 PM €35 PM 640 PM €:45 P 650 PM 6:53 PM 7:00 PM T:05PM

Logs x +

Hoqueries | € > || Gy | Q O LastHour ~ | Sessions Only *| type:("Log” OR "Alert" OR "Session") AND product:("Application Control" OR X

Found 1 results (80 ms)

- Source Service Application Risk ' Application Name Primary Category Access Rule Name Resource
Today, 6:53:54 PM EE @® © 192168254101  http (cp/80) B Critical 2® 3proxy.com Anonymizer Critical Risk Drop http://3proxy.com/ RA_userl
Logs x o

Y queries | € D> | Q| Ga|l Q O Last Hour ~ | Sessions Only * | type:("Log" OR “Alert” OR "Session”) AND product:(*Application Control” OR X

Found 1 results (57 ms)

- Service Application Risk Application Name Primary Category  Access Rule N... Resource
Today, 6:55:17 PM BI,E @® e 192.168.254.101 http (TCP/80) B critical . Ninjaproxy.com Anonymizer Critical Risk Drop  http://ninjaproxy.com/ RA_user1
No. Name Source Destination VPN Services & Applications  Action Track
17 Temp-SmartEvent B SmartConsole VM @ ADDCDNS % Any % Any D hcept B Log

PortScan test

Gateway Cluster Properties - CPCXL ? K

eral Properties

.. Cluster Members Machine
- ClusterXL and VRRP Name:- |cpc;(|_ | Color: | [l Black ~
(- Network Management
- NAT IPv4 Address: [200.100.0.1 | | Resolve from Name |
- IPS _
TIPS Inspecton IPy6 Address: | |
- HTTR/HTTPS Proxy
C nt:
- ICAP Server ermme | |
- Platform Portal Platform
(- ldentity Awareness
- UserCheck Hardware: |Dpen sener ~ | Version: | R81.10 ~ | 0s: |Gaia i | | Get |
- Mail Transfer Agent
B IPSec VPN
- VPN Clients
- Monitoring Software bl 2 Network Securty (7) @ Custom Threat Prevention (1)
- Logs
- Fetch Policy
- Optimizations SandBlast:
- Hit Count (®) Custorn Threat Prevention ] Threat Emulation
- Other (O sutonomaous Threat Prevention [ Threat Extraction
Threat Prevention:
IF5
[ Anti-Bat
[ &nti®virus

I e i T . Ty



. . LeftSide RA <@
Enter Object Comment
LE]

General P.D“cyr Ty IBS ool

Iectallaison famet o L.! Access Control & HTTPS Inspection |« L.& Threat Prevention

{5) 10.0.0.10 - SmartEvent

File View Actions Query Help

B W0 20

=] & Event policy < )
[ Global Exclusions Port scan from internal network

E&Scans

Port scan from internal m i | Detect the event when at least connections were detected over a period of seconds. |

[] Port scan from external network
[] Port scan from internal network - detected Severity

everity: Critical ‘—.
[] Port scan from external network - detected | i |

[] IP sweep from internal network Automatic Reactions: | ||:|




General Overview

Y Queries | & | Q O Last Hour ~ Enter search query (Ctri+F)

€ General Overview

Statistics

Gateways and Servers

(c 4

Published Sessions

N

Q@0

Critical Attack Types

Gateways and
Servers

& 2

Y

Published
Sessions

Critical
Types

&

+ A

Attack -

e

X Remove ~

[E Hide Identities
43t Share

B Export to CsV ORETaT
_.E Export to PDF Y View Filter

&* Export Template

¥ View Settings

Reported these events Applied by administrators Mot prevented by policy
Software Blades Attack Prevention by Policy 4—. Critical Attacks Allowed by Policy
Blade Logs - @ Prevent
222 Firewall 15
€5 - . > 10
No data
29 Application Control 2
& URL Filtering 2
r1oo%) 4
Timelines
Security Incidents (by Logs)
@ High @ Critica
)= © -()
Applications and URL Filtering (by Logs)
@®Low @verylow @ Unknown
“ 3 l'. “ 1 "
T T T T T T T T T T T T T
%50 AM 9:55 AM 10:00 AM 10:05 AM 10:10 AM 10:15 AM 10:20 AM 10:25 AM 10:30 AM 10:35 AM 10:40 AM 10:45 AM 10:50 AM
v Queries | & | Q O Last 24 Hours ~ a8
Query Syntax
Edit Mode .—' =+ Add Widget v *D Undo * Redo € Discard @ Done .——-' = Options ~
Statistics ME

>




J Queries | G | QO This Month = userhruser 4—.

x @

€ Application and URL Filtering 4—.

Oo
oo

General Activity

APPLICATION and URL FILTERING

Query Syntax

= Options v

Top Applications

Top Categories

Top Users

CNN

Computars / Inter..

Adobe Typekit Business / Econo_
Amazon Web Advertiseme.

Facsbook Socisl Networking
Facebook Secial P News / Media
Google Ads Search Engines /
Pinterest General

Tiwitter Fila Storage and S_

3hfrcom Sccial Pluging
Iprosycom Web Services Pro..

General Activity

o -

Port scan from internal network 4—.
Detect the event when at least cnnnections were detected over a period of secnnds.

. Automatic Reactions ? *
Severty: |C|ilcd V|
Automatic Reactions: * . h-—l D Automatic Reactions
Exclude the following sources and destinations: v‘—r
Fitter: | Al v|
Source Destination
@ | o || e
— Mail
SNMP Trap
Block Source
| Add.. | | Edt. | | Remove | Block Event activity
External Script
Apply the following exceptions to the event definition: ‘_i
Fitter: |" V|
Source Destination Connections ~ Period  Sewverity Reactions Origin Type




Chapter 14: Working with ClusterXL High Availability

@ Maintain curent active Cluster Member
(O Switch to higher priority Cluster Member .

Gateway Cluster Properties - CPCXL ? X
I:; el Sopebe Select the cluster mode and configuration: <—.
tﬂl High Availabiity @ 4—.
- Network Management © Hg Y = . : 'xL
& NAT Load Shari il
s Oloadshaing @ Voo Log >
. HTTPS Inspection O Active-Active @ None
HTTP TIPS Pog
- ICAP Server Tracking Popup Nert
... Platform Portal ) Mail Alert
B Bty M Track changes in the status of Cluster Members: v SNMP Trap Alett
.. UserCheck User Defined Alert no. 1
- Mail Transfer Agent ) User Defined Alert no. 2
& IPSec VPN fced Saing User Defined Alett no. 3
- VPN Clients [ Use State Synchronization
- Monitoring Software bl <-—.
[#- Logs [ Start synchronizing seconds after connection initiation
- Fetch Policy
i [ Use Vitual MAC
- Hit Count Upon cluster member recovery:
[#- Other

Gateway Cluster Properties - CPCXL

- General Properties
luster Members Gateway Cluster members List ordered by priorities: ‘.

- ClusterXL and VRRP
'. Network Management Name IPv6 Address
@- NAT EaCPCM1

- IPS EACPCM2 10003

i~ HTTPS Inspection

- HTTP/HTTPS Proxy
- ICAP Server

-... Platform Portal =car
I B I R




Gateway Cluster Properties - CPCXL ? >

- (General Properties

- Cluster Members +% Get Intefaces. ~ % Edi [ Actions = (& Q Search.
- Cluster®L and VRRFP

£ -x:t:ork Managem Network: Comments

=&

(]
=

] . . . Mgmt
-~ HTTPS Inspection E . Private_non-monitored_int1

- HTTP/HTTPS Proxy Enter Object Comment
[#- ICAP Server Internal2
- Platform Portal " bi2a sync

(- Idertity Awareness General
. UserCheck General 4 External

- Mail Transfer Agert Qos Network Type: Private < oMz
- IPSec VFN . )
B VPN Clients Advanced Virtual IPv4 Address:  N/A

- Monitoring Software bl

- Logs Member IPs
- Fetch Policy

- Optimizations <_.

- Hit Count
[#- Other

Internall

gl

Member IPs

Member IPs ‘/.

'CPCMI' IPw:  10.70.70.2 /

'CPCM1" IPv: * /*
'CPCMZ' IPvd: * 4—.—» I
'CPCMZ! IPvE: * I




Metwaork:

E . Private_non-monitored _int1

Enter Object Comment

a4

a Multicast Restrictions
eneral

Drop multicast packets by the following conditions:
Qo5

Advanced .

Q, Search...

Multicast... ~  IPv4 Range IPw6 Range Comments

Interfaces Names

'CPCMT' Interface Mame  Private_non-maon

Monitoring

' Monitored Interface 4—.

EF admin@CPCM1:~

Mo. Time Source Destination Protocol  Length Info

181 18.153204 10.18.16.3 16.10.18.2 CPHA 92 CPHAv41@1: [FWHA MY STATE - Report source machine's state

182 18.253768@ 18.10.18.3 10.18.18.2 CPHA 74 CPHAv4101: FWHA IF_PROBE_REQ - Interface active check request

183 18.654113 16.16.18.3 106.18.18.2 CPHA 92 CPHAv4101: FWHA MY_STATE - Report source machine's state

184 18.775177 18.10.18.2 16.18.18.3 CPHA 74 CPHAv41@1: |FWHA TF PROBE REQ - Interface active check r'eques_t]“
185 18.775383 18.16.18.2 16.18.18.3 CPHA 92 CPHAv4181: FWHA MY_STATE - Report source machine's state

186 18.775327 16.18.18.3 16.18.18.2 CPHA 74 CPHAv41@1: @HA IF PROBE REPLY - Interface active check reply|

187 18.875126 16.108.18.2 16.18.18.3 CPHA 92 CPHAv4181: FWHA MY_STATE - Report source machine's state



No.

Time Source Destination
546 7.293944 192.168.25.. 192.168.2..
547 7.388964 192.168.25.. 192.168.2..

Protocol
CPHA
CPHA

Length Info
82 CPHAV4181:
718 CPHAw4181 :

FWHAP_SYNC - New Sync packet
FWHAP SYNC - New Sync packet







™

00000

v &= CPOiL
== CPCM1
= CPCM2
B CPEW
ER CPSMS

L)
v #- % X N scipts -

Version Active Blades Hardware

200.100.0.1  R81.10 B S@EO®  Opensewer

10.0.0.2 R31.10 Open server

10.0.0.3 R31.10 Open server

Run Cne Time Script

Run Script On: | o CPCM1<—. -

Script Body:

cluster¥l_admin down

Load from file...

Comment:

.—> Run Cancel




Source Destination VPN Services & Applications  Action
~ Privileged Access. (12-17)
12 % ®)|55H acceess to ] | * =)

Router Accept

Source Destination VPN Services & Applications  Action

24.10 User-Auth EJ HR Y Internet * Any % ssh @ Accept B Log
connection for
ClusterXL HA test

2412 All Users to not * Any Y Internet * Any 9 http @ Accept [% Detailed Log
prohibited sites ” 2

. Accept @ nhttps B Accounting

24.13. APCL/URLF layer % Any * Any * Any | % Any @ Dprop B Detailed Log
cleanup

B o

admin@CPCM2:~

vyos@router: ~ = O X

24.10 User-Auth B3 HR O Internet | % Any “ ssh @ Accept E Log
connection for
1 ClusterXL HA test
2
Summary Details Logs History
C | G | Q @ Last 24 Hours ~ | CurrentRule ™| Fnter search query (Ctrl+F)

Found 1 results {104 ms)

Access Rule..  Access Rule Name

Today, 1:54:26 FM $ e * SmartConsole_WM... = Router (200.100.0.254) ssh [TCP/22) 24,10 3 User-Auth connection for ClustersL HA test



ﬁ Oracle VM VirtualBox Manager .

File Machine Snapshot Help

i

.~ BASEVMs

EELEY

Take Delete Restore Properties Clone — Setfings

[l CPBASE (Linked Base for CPBA...)
- @ Powered Off

el | WINBASE (Snapshot 1)
[
2015 @ Powered Off

E’ CPSM5 (BeforeTF)
- é Runining

Settings...

Clone...
[=2] CPCM2 (Before
L 4
- % Running g Move..
Export to OCL..
45 R
= CPGW &4 BRemove

- é Running | 5 Group

&> Show

=P Router (Snapsh
M > Running 0l Pause
D

Reset

Sl smartconsole (@) Glose BTN @ save sate
20149 %F‘.unnlng

4 ACPI Shutdown

¢y Discard Saved State...

LeftHost Show Log...

Mame
W ﬁ BeforeCluster
‘ Current State (changed)

Ctrl+5
Ctrl+ O

Ctrl+L




2

Install Policy

I!I LeftSide RA

v/| N Access Control Total changes frem last installation (3/28/2022):

L!lThreat Prevention 1 Changes from 1 sessicns (by admin) @

9 &5 cpext
1 IP: 200.100.0.1 | Version: R81.10

© View changes (& Policy Targets...

Install Mode

* Install on each selected gateway independently
[] For gateway clusters, if installation on a cluster member fails, do not install on that cluster.

Install en all selected gateways. If installation on a gateway fails, do not install on all gateways of the same version.

Install Cancel

Install Policy

You have selected cluster, while 'For
Gateway Clusters install on all the members'
is unchecked.

This rmay cause the cluster to malfunction since different policies
may be installed on the same cluster.

Using this eperation is valid during upgrade process, or when one
of the cluster members is down.

Are you sure you want to continue?

Don't show this message again Yes




Install Policy

Policy installation - LeftSide RA

Task Details
Task:
Initiator: admin
Start Time: 28-May-22 16:29:58
Completed: 28-May-22 16:30:25
Task Progress
Status: Installation partially succeeded on CPCXL
Gateway Gateway IP
& croa 200,100.0.1
e CPCMZ,., 10.0.0.3
e CPCMA1,., 10.0.0.2

1

Policy Type
Access Control Policy
Access Control Policy

Access Control Policy

Install...
@ succeeded

o
e

Status
Partially Succeeded
~ @ Installation failed. Reason: TCP connectivity failure
{ port = 18191 )( IP = 10.0.0.2 [ efror no. 107,

Q. Search...
Policy Name Version
B LeftSide_R&  R81.10
B LeftSide RA

B LeftSide_RA

0K

The connection with the server was lost.
Any unsaved changes will be preserved.










Chapter 15: Performing Basic Troubleshooting
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v = o X
@ HealthCheck Point % +

; 90- ; : °
O HealthCheck Point - Sun Jun 19 2022 11:29:11 GMT-0400 (Eastern Daylight Time) & cHeck POINT

Generated with HCP autoupdater take: 55 installed rpm: hcp-1-592017.i386

Tests What's the story Charts Topology

Description

This test checks if there are any user mode core dumps and if possible, prints their backtrace.

Members

Gaia OS — Summary
CPview

Found 1 coredump on the machine

Cluster
Us: ode coredumps

Infrastructure

Configuration iked 9118 7.86 MB 2022-05-15 14:07:06
General
SERE — Finding #1
Identity Awareness
Description

System
= Process iked crashed on 2022-05-15 14:07:06

Suggested Solution
Solution #1
Please contact Check Point Support and provide the file /var/log/dump/usermode/iked.9118.core.gz
- If you want to see core dumps backtraces, please ask Check Point Support
to install GDB under bin folder

CPVIEW Software—bladead—e ? o—*.BlflMay2'22 19:

[30May2022 19:05:46] HISTORY. Use [-], [+] to change timestamp

Updates Information:

Blade status Last update Number Update Time
Application Control enabled 300522 1 0
Anti-Virus disabled 1109220741 07Aug202
Anti-Bot disabled N/A N/A
IPS enabled 635223630 30May2022 18:59:

CPVIEW.Software-blades @ —30vay2022 19:07:46

[30May2022 19:07:46] HISTORY. Use [-],[+] to change timestamp

Updates Information:

Blade status
lication Control enabled 0 2 1
Anti-Virus disabled 1109220741 07Aug2021 2
Anti-Bot disabled N/A N/A
IPS enabled 635223630 30May2022 18:59:0




Log Details
R ..

Lag Info
arigin
Time
Blade

Product Family

Type

== CPCM2

® Today, 6:33:19 AM

sz Firewall
2=

b Access

g System Alert

Policy
Policy Management
Palicy Mame

Policy Date

More

Description

~ v [

CPSMS
LeftSide_RA
28 May 22, 4:30:04 PM

2

Dromain resolving error. Check DNS
configuration on the gateway.

less




admin@CPCM1:~

45 | TcPDUMP101.COM - Packer HUNTING MADE EASIER - - D,
Q amm
g2 ——— Icl'lSéI‘;
FORTIGATE i Cisco ASA
ODIAG SNTTER (pcar) | N MONIIOR (2CAT) _ PACKET CAPTURE

EHOMCDEELIGS

7 CPPCAP (PCAP)
KERNEL DEBUGS

IF THIS IS YOUR FIRST TIME HERE OR THIS IS YOUR FIRST TIME VIEWING THIS NEW VERSION, PLEASE READ BELOW ABOUT HOW TO USE

THE MENU ON THE LEFT WILL TAKE YOU TO DIFFERENT MODULES WHERE YOU CAN BUILD PACKET CAPTURE SYNTAX TO RUN ON

\\ NETWORK DEVICES. SOME MODULES ALSO HAVE A FLOW DEBUG FEATURE WHICH WILL HELP YOU BUILD DEBUGS TO RUN ON CERTAIN
()

DEVICES. THERE WILL BE MORE FEATURES ADDED AS TIME GOES ON SO MAKE SURE YOU CHECK THE =] .PLAN SECTION AS WELL AS THE

? DEVELOPMENT SITE TO SEE WHAT'S COMING UP.




HOME = CREATEANEWSR  MYFEED Search...

1 v Service Request Type

New!
Technical Product Technical Cloud Non-Technical Content RMA
Issue Issue Issue ClassmrclatlrgnA (Return Material Authorization)
£ = Account Services, Licensing & Report Spam misclassification, Hards Repl it
On-Premise Product Cloud Products/ Services Infinity Portal Login Issues Request URL Categorization s L

Jumbo Hotfix Accumulator for R81.10

~

Search Q You are here: List of All Resolved Issues and New Features

NN Y

Introduction
— List of All Resolved Issues and New Features
tles;‘:l':sll Resolved Issues and New . » List of Takes
Take 55 - General Availability | Q round ® I ‘ =
Take 61 - Ongoing
1D Product Description

Previously Released Takes v

and Uninstall Take 61
* O *

How to Search in this Book
PRJ-38690, Security UPDATE: When using Routing Separation, hosts and servers configured in Clish will be automatically
PRHF-22315 Gateway added to Management Plane (MPLANE).
PRJ-35169, ClusterXL Assingle cluster member with Dynamic Routing configt 1 may stay per ly in DOWN state
PMTR-77780 producing routed pnote during a boot.
PRJ-34397, ClusterXL When Dynamic Routing protocols are configured on a cluster, a failover to a member that just
PMTR-76763 rebooted may cause a few seconds outage.
PR}-37512, Routing The "set route-redistribution to rip from interface" CLI command may fail with the load
PMTR-80136 configuration errors.
PRJ-39097, Gaia OS Dynamic routing SNMP OID polling may work only in VSX mode.
PRHF-23641




il

Firewall Cluster Node (HA) > Active
VirtualBox

R81.10 3.10 - ed4-bit
Build 2193 Any

AMD Ryzen 7 3700X 8-Core Processor

4 Cores Off AES-NI 0.31
4 GB 0 GB 0 GB

on

On (3 Cores on
Present

81% 58%

11 days Synced

CPSMS 10.0.0.10

LeftSide RA Jun 1% 2022 ~17:00 e
Stateful Prevent

FW, VPN, IPS, AppC, URLF, HTTPS-Inspect, AV, IA, MON

0 0
Jun 19 2022 "12:27 Prevent Mode No Bypass
Jun 19 2022 "21:05
Jun 19 2022 *21:00
Jun 20 2022 "16:35 Expiration

el000
1
No Backups configured




Executing ?




@ Photos [ Upload URL Saved Photos c—@ ”
L

Add Photos t...
Hidden (Vladim... |
+ Public Madimir) _|[<—()

New Album

* Vladimir
Champion

2019-03-04 09:43 AM

Can someone put together a script to delete automatically created networks?

v Jump to solution

Scripting gurus, should one of you have a chance, please help with the script for identification and deletion of the automatically created

network objects.
These are created based on topology of the gateways and/or static routes.

When "get interfaces with topology" is executed or when newly deployed gateway objects with static routes are created, number of
networks starting with “"Net_" are created that is impossible to delete from SmartConsole, but are present and visible in the group
membership selection window.

| suspect that the script to identify and remove those will be welcome, especially if it could differentiate between automatically created

objects and those defined manually or via scripts, even if using same prefix.
Thank you,

Vladimir

Labels: (General) CObject Management)

Tags: automatically created networks ¢ Add tags




Appendix

PRODUCT INFORMATI

Account Details Alerts
Account ID: OUmEEEE Support: 7 About to Expire in the Mext 3 Months
Company Name:. My_Company Get Ronewal Quote >
Account Name: MC_HQ
Product Information = License Information Product History Customer Device Information
Move Praduct to Account | Evaluate Blades | Move/Detach Blade(s) | Edit Product Info
Container 1—7. Description / Location Certificate Key Support Type Support Renewal  Services Renewal
CPAP-SG4600-NGTX
mw [Device Name:  CPCM1 4600 Next Generation Threat Extraction Appliance 00:1C:7F:(m=s #=  Enterprise Software Subscription and 30_Jun-2022
4600 Next Generation Threat Location: United States , NJ & SN : 1230 Standard Support additional product
Extraction Appliance
Account Based Services
Enterprise Based Protection - Next Generation Threat
= "lr_‘_. Extraction Package including IPS, APCL, URLF, AV, Not Applicable Not Applicable Not Applicable 30-Jun-2022
ABOT,ASPM, TX and TE blades
— | Anti Bot Check Point Enterprise Based Protection - Anti-Bot blade
| Anti Spam Check Point Enterprise Based Protection - Anti Spam blade
| Anti virus Check Point Enterprise Based Protection - Anti Virus blade
_ Check Point Enterprise Based Proiection - Application
— | Application Control Control blade
| Content Awareness Enterprise Based Protection - Content Awareness blade
—IPs Check Point Enterprise Based Protection - IPS blade
Check Point Enterprise Based Protection - Threat
— | Threat Emulation Emulation
y Check Point Enterprise Based Protection - Threat
— | Threat Extraction Extraction
L | URL Filtering Check Point Enterprise Based Protection - URL Filtering
blade
Built-in Blades
Enterprise Software Subscription and
| CPSB-FW FireWall blade DABDD155E7D5 Standard Support additional product 30-Jun-2022
Secure connectivity for offices and end users via N _
Lo - . Enterprise Seftware Subscription and
| CPSB-VPN snp_nu;tlcated but easy to manage Site-to-Site VPN and 47103268EB6T Standard Support additional product 30-Jun-2022
Tlexible remotle access.
_ N N Enterprise Software Subscription and
| CPSB-ADNC Check Point Advanced Networking and Clusiering Blade 0BOBSE53E3C4 Standard Support additional product 30-Jun-2022
_ Enterprise Software Subscription and .
| CPSB-IA Check Point Identity Awareness blade E4DFB8S0BOFD Standard Support additional product 30-Jun-2022
Enterprise Software Subscription and
| CPSE-MOB-5 Mobile Access blade for to up 5 concurrent users 78BDOB8AGE6S Standard Support additional product 30-Jun-2022
Enterprise Software Subscription and
| CPSB-NPM-For-GW Network Policy Management blade for Appliance 42342B407523 Standard Support additional product 30-Jun-2022
~ Enterprise Software Subscription and
| CPSB-LOGS-For-GW Logging and Status blade for Appliance 2542DE462TEF Standard Support additional product 30-Jun-2022
Move Product to Account Evaluate Blades Move/Detach Blade(s) Edit Product Info



4600 Next Generation Threat Extraction Appliance

SKU: SPAEFSGAB00- ) OrderDate:  15-Jun-2022 =
*Image for

Key: 00:1C:7TF- /= 1 | IP Address: a2 illustration

Name: CPCM1 05: Gaia E%B%EH" Appliance Type:

Capture Date: 28-Jun-2022 V35X Gateway: @

Hardware S/N: 1250

Account info: My Company ID:  OO=SLS

Description: 4600 Next Generation Threat Extraction Appliance

Support: Software Subscription Standard Until: 30-Jun-2022

Perpetual Blades: [ [VEN] fONG (M8 [ 1A | [NPM] [LOGS)
Annuity Services: Enterprise Based Protection -

[B | [P fsewa) A7 | (€] (65 | [TE |[TEX | [ORIF] Until: 30-Jun-2022

Product Evaluation —@

1 of 2 - Select Evaluation Product

Show details v O THREAT PREVENTION EVALUATION ~ @ ALL-IN-ONE EVALUATION O SECURITY GATEWAY EVALUATION ...
Select a product
Evaluate all of the Threat Prevention Evaluate all of the Gateway and Evaluate all of the Gateway and
Blades on an existing Gateway Management Blades on any Gateway Management Blades on any Gateway

o — =

2 of 2 - Provide Evaluation Info

User Center Account*

‘ Check Point Student 001 - DOMERLIBY [CPSOD1) . »- |

IP Address - Optional (learn more)
‘ 10.0.0.10 4—. |

Purpose of Evaluation™

‘ Security Gateway in lab environments - . # v |

O I'would like a Check Point representative to contact me for further information

.—.‘I confirm and acknowledge that Check Point's evaluation license is provided to me for a limited period (as specified for each license in the Product Center] and solely for
internal, training and customer demonstration purposes and may not be used for any commercial purposes whatsoever. | understand and accept that the use of the evaluation
license is subject at all times to Check Point's General EULA and Cloud EULA, as applicable. In the event of any breach (including with respect to fair use restrictions), Check
Point shall have the right, at its sole discretion, to cancel the license with immediate effect without notice and/or charge the applicable license fees at the then current list
price.



Product Center-—e@

‘]ﬁpﬂﬁ:& Products ‘ Blades ‘ Services ‘ Accessories  Evaluations ‘ Support ‘ Training ‘
4 Summary [x Export Product Evaluation
Issue Date & Total Not Licensed Yet Valid Expired
Last 1-6 Months P 24 3 4—. 13
Last 7-12 Months 8 4 0 4
Previous Periods 2 1 0 1
Total 51 29 4 18
a Details License & Edit Info [l Export License Instructions | [S) Get Contracts
|A\I—In—One X Q‘ 31E Last 1-6 Months €3 ” Valid € | Showing 1to 3 of 3 evaluations (filtered from 51 evaluafions)
[0 Product Evaluation Name 8SKU Account ID Key P Issue Date v Expiration Date Comment
Issue Date: 27-Jun-2022
— @
All-in-One Security Bundle Eval CP3G-CPSM-EVAL 8364389 COADGE 1F3EBA 10.0.0.10 27-Jun-2022 01-Aug-2022
[0 Al-in-One Security Bundle Eval CP3G-CPSM-EVAL 8364389 COAF8F346664 10.0.0.10 27-Jun-2022 01-Aug-2022
CP3G-CPSM-EVAL 8364389 C19FBAD28CAF 10.0.0.10 27-Jun-2022 01-Aug-2022

[0 Al-in-One Security Bundle Eval

“Previous 1-3 of 3 evaluations Mext*




