Chapter 1: An Introduction to loT and Smart Buildings

Building Services: Business Enterprise & Environmental Controls & Lighting: Safety & Security:
- Water Management Software Services: Energy Management: - Lighting Controls Access Control

- Elevator(s) - Audiovisual - Energy Metering - General Lighting - Mass Notification
- Ventilation / Blinds - ERP & CRP Systems Energy Storage - Emergency Lighting - Voice Evacuation

- Occupancy / Utilization - Mobility - Load Sharing / Demand - Digital Signage - Video Surveillance
- HVAC - Connectivity Response - Daylight Harvesting - Fire System

- Asset Utilization - Big Data Analytics - Building Energy - Intrusion Detection
- Parking - Cloud Services / Virtualization Management System (BEMS) - M2m, Al, VR

Indoor Air Quality Real Estate Management - Electrical Management
- Equipment Monitoring Attendance / Time / HR Pollution & Emissions

Electrical Management r 1 ((x-))
- Tenant-Facing Services
- Logistics and Distribution Jro f 3 L ] Dg‘;@g’éN
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Chapter 2: Smart Building Operations and Controls

= Access
INTERNET Applications Platform
OF Asset Tracking/Management

THINGS

Building Automation Systems
Building Management Systems
Communications Network
Connectivity Network
Daylight Harvesting
Distribution
6 o o Ene_rgy Management

é! ' Environmental Control
® o %) Equipment Monitoring

Indoor Air Quality
Interoperable Systems/Management
loT Sensors
Occupancy Detection
PropTech
Security/Safety
Smart Metering
Tenant Facing Services
M2M, Al, and VR Networks
. Utilities, Water, Gas, Electric,and HVAC

DETECTION Water/Leaks

Facility
Management
Energy and
Multiple vendor solutions and Building The explosion of loT for buildings is

Location Efficiency Operations overwhelming building operators
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Space
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1 Building I @
@ @ ® Amenities
The new normal will require healthy

Buildings are competitive buildings and touch-free movement
and need differentiation throughout the building
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Chapter 3: First Responders and Building Safety

EMERGENCY NATIONAL FIRE ALARM NEW BUILDING LOCAL
RESPONDER RADIO AND SIGNALING CODE RADIO COVERAGE ORDINANCES
COVERAGE

o o o RADIO COVERAGE ADHERE
o o o IN ALL NEW TO CODE
BUILDINGS REQUIREMENTS

RADIO COVERAGE FLOOR AREA FLOOR AREA MANDATED rolled out locally by
on every floor of your RADIO COVERAGE COVERAGE per IFC Section 510 jurisdiction
building required in all general building in critical areas or state-recognized
areas mandatory (identified by the AHJ) fire code

olatile Organic

Chemical
Compounds

Fumes From
Allel:/lzl::lan d Rel (VO(C:ISF) Paint, Solvents,
gens, eleased From Glues, and

Bacteria Furnishings and
Building
A Material«
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Others: Pets,
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Carpets Breathing



Chapter 4: How to Make Buildings Smarter with Smart
Location
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Chapter 5: Tenant Services and Smart Building Amenities

TENANT MAINTENANCE REQUEST FORM

TENANT INSTRUCTIONS

All general maintenance must be reported to our office in writing. In order for a repair to be attended to, please
complete this form and fax, post, email or deliver to our office.

In the event of an emergency repair, contact our office immediately!

Once we have received the request, either our office or a tradesperson will contact you.

Date:

Time:
Address:

Concern:

ACCESS DETAILS

Tenant Name(s):

Phone Home: Work: Mobile:
Access to property: [(ITake office key [ITenant will be home
Tenant preferred time and date: Tenant authorises entry Yes[]

| hereby authorise your office and/or the tradespeople to enter the property with the keys in order to carry out the
repair or view the repair.

Signed

If the repair relates to any of the following appliances, please list the make and model

Stove Washing Machine
Oven Microwave

Dryer Fridge
Dishwasher Air Conditioning

Hot Water Service [0 Gas[d Electric




Streaming
Analytics

Real-Time

Descriptive
Analytics

Time-Series

Diagnostic
LOEL T

Root Cause

Predictive
Analytics

Models

Prescriptive \ o/ Spatial
Analytics Analytics

Recommendations Geographical

Online Reservation
Automatic HVAC and Lighting
Smart Glass and Privacy Glass
Smart Windows with IP
Collaborative Conferencing Technology
Audio and Visual Presets
Presentation-Ready
Conference call Autocall
Shared Data

Airplay

Smart Jamboard

Wireless Broadband
Auto-Transcription

Al Tools



Chapter 6: The Smart Building Ecosystem

BACnet LonWorks DALI KNX Enocean Zigbee MQTT AMQP
Applications | HVAC, HVAC, Lighting, HVAC, lighting, | Occupancy HVAC ToT messaging, | [oT messaging,
lighting, lighting, motion remote access, sensors, key controllers, HVAC HVAC
security, and process detectors, security, cards, lighting | room controllers, controllers,
fire systems control, and and gateways | and energy controls, and | controllers, occupancy occupancy
automation to other management other room and sensors, and sensors, and
protocols controls occupancy other room other room
Sensors controllers controllers
Developed ASHRAE Echelon Philips Konnex Siemens AG Zigbee QASIS and OASIS and
and Corporation Association Alliance ISO Standard | SO Standard
supported by
Type Wired and Wired and Wired and Wired and Wireless Wireless Wired Wired
Wireless Wireless Wireless Wireless
Medium Twisted-pair, | Twisted-pair, Single cable Twisted-pair, Wireless Wireless Hardwired Hardwired
wireless wireless mesh, pairs create radio frequency,
mesh, and fiber optic, and | the network IP/Ethernet,
fiber optic power lines bus and power lines
Transmission | IP, Ethernet, Predictive Gateways Gateways Carrier Sense | TCP or UDP TCP/IP TCP/IP
Mode LonTalk, p-persistent Muitiple
ARChnet, CSMA Access
Zigbee, and (CSMA)
MS/TP with collision
detection
Security Transport No data No security Implements Encrypted Encrypted TLS encrypted | Integration
layer security | encryption. measures data data using data using messagingand | of TLS and
(TLS) Implements encryption and | AES AES authentication, | Simple
and Open sender authentication algorithm algorithm OAuth Authentication
Authorization | authentication with 128-bit with 128-bit and Security
(OAuth) key key Layer (SASL)
Wired Wireless
Wi-Fi

sacnet “® BACnef

1987 — this low cost, has no licensing fees, and is
used to communicate between building devices.
Defines 60 standard object types. The protocol
services include Who-Is, Who-Has, I-Have.

Modbus w"dbus

1979 — as a communications protocol, this is a
common means of connecting electronic devices.
It is low-cost, has no usage fees, and is used in
HVAC, lighting, life safety, access controls,
transportation and maintenance.

LonWorks LONWM

1990 — designed as a low-bandwidth protocol that
supports five communications media: twisted

pair, power line, radio frequency, coaxial cabling,
and fiber optics. It is the highest costs and comes
with licensing fees.

var SMQTT

A lightweight, publish-subscribe network protocol
that transports messages between devices and
usually runs over TCP/IP. Designed for connections
with remote locations or where the network
bandwidth is limited.

With wireless internet available, Wi-Fi is one cost-effective and easily accessible way to connect loT
devices. Drawbacks include interference, limited bandwidth due to many connected devices, and the
amount of power it requires. Used for thermostats, lighting, smart devices, and broadband internet access.

Bluetooth &) Bluetooth’

1989 — Bluetooth uses radio waves to communicate. Bluetooth devices contain computer chips with radios
to allow everything to talk to each other. Hundreds of products are compatible with Bluetooth automation.
The main drawback is its range restriction.

Zigbee @ ZigBee'

1998 — a protocol created specifically for commercial use, this is the most widely used for building
automation. It uses a mesh network to create long ranges and fast communications via radio frequency witH
minimal power usage, lasting several years on a single set of batteries.

lora LORa

A proprietary low-power, wide-area network modulation technique. It is based on spread-spectrum

modulation techniques derived from chirp spread spectrum (CSS) technology.

Near-field communication (NFC) m

A set of communication protocols that enables communication between two electronic devices over a
distance of 4 cm (1 '/, in) or less. NFC offers a low-speed connection through a simple setup that can be
used to bootstrap more-capable wireless connections.

=
Narrowband Internet of things (NB-loT) NB-loT

A low-power wide-area network (LPWAN) radio technology for cellular devices and services. Focuses
specifically on indoor coverage, is low cost, and has a long battery life and a high connection density. NB-IoT|
uses a subset of the LTE standard.




Chapter 7: Smart Building Architecture and Use Cases

Facility Controller
Correlation and Analytics
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Collection API Collection API Collection API Collection API

System Hub System Hub System Hub System Hub
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Chapter 8: Digital Twins — a Virtual Representation

Physical Digital Twin

- Condition monitoring r
Real-time Smart
information Building
exchange Real-time diagnostics loT
—_—
»
Predictive operations
Maintenance
Space Systems
Actuators Equipment
Sensors  Applications
Physical Asset Layer Building Systems Layer
BIM/AIM Building Subsystems
Digital Asset Register Systems Integration
Geolocation Integrated Service Platform

Asset Life Cycle
Operations and Maintenance Data

Two-Way Data Flow

Enterprise Layer People Layer

People Flow

Behavior and Emotional Modeling
Wellness and Productivity
Experience Management



Chapter 9: Smart Building loT Stacks and Requirements

s All those who occupy, operate, own, Needs buildings to be operated to be safe,

or otherwise consume the building. healthy and productive environments.
The applications designed to make Needs to deliver apps to users and access
Apps . o
buildings smart. data about the building.
2
m
&
o The data about the building Need to securely gather, store and make
regardless where it is located. available for applications and users.
The building and its control and .
Building ga Needs to be available 24/7.
automation systems.
m,iﬂi‘:fgza‘mﬂ The outcomes desired by owners, managers and occupants
Hw?g‘j;fﬂg;‘;”w The operations to manage the building on a daily basis
Delive i ;
How he Smarts is';{“vmd? The delivery of smarts to the operations and other users
2 T m?kzgfsmn? The smart digital applications designed to improve the building
(]
% Exchange

Whatmakes itwork logetherz 1 11€ €XChange, integration & matching of apps, data, & services

Data N
whatmakesitvaluablez 111€ Storage, normalization, governance & management of data

Systems : ; e
Whalmafes iwok2477  The automation/control & devices to operate the building

Whatle ,,fﬂgf,ﬁf'smmﬂ The steel, concrete and equipment that makes the building



Delivery
How the smarts is delivered?

ps
What makes it smart?

Smarts

Data
What makes it valuable?

Systems
What makes it work 24/77

Delivery
How the smaris is delivered?

Apps
What makes it smart?

Smarts

Data
What makes it valuable?

Systems
What makes itwork 24/77

Delivery
How the smarts is delivered?

Apps
What makes it smart?

Smarts

Data
What makes it valuable?

Systems
What makes it work 24/77

Owner’s Needs Occupant App
In House
Facility Mgmt Digital Twin
SI/IMSI/MSP SPOG
Vertically Analytics 1AQ
Integrated .
BAS OpenADR Middleware
Offerin
9 Cloud On-Prem
HVAC Security, etc.
123 Main St
Profit S:'uadpewts Tennant Exp Wellness Safety
Facility Mgmt Property Mgmt Energy Mgmt Maintenance Janitorial
Srv Providers SPOG MSI & MSP Consultants
. FM & IWMS
Analytics Energy Mgmt Al/ML Applications !
Vertically
. Semantic . Integrated
Gateways Middleware Tagging Integration BAS/BMS
Providers
Cloud Cybersecurity Weather Data Warehouse
Control Systems | | Physical Security loT/BAS Lighting Systems
Schools Retail Pharma Elevators Airports
Bandwidth Latency Reliability Economics Availability
WiFi 5G Satelites QR Codes Humans
. ] - . Kiosks &
Websites Mobile Digital Twin VR & AR Digital Signs
. Management L
Firewalls SDN e Monitoring SIEM/SASE
A Protocol
Gateways Middleware Brokers ETTEiaE Internet
APls Data Security Servers Syslogs Databases
Hub/Switch VPN Devices NAT Routers POTS
Antenas Cat 5 Cable (TV) Twisted Pair Conduit




Delivery
How the smarts is delivered?

Apps
What makes it smart?

Smarts

Data
Whatmakes it valuable?
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Delive
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Apps
What makes it smart?

Smarts

Data
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Delive
How the smarts is delivered?

ps
Whatrnuhes it smart?

Smarts

Data
Whatmakes it valuable?

Systems
What makes itwork 24/77

. . . - Nominal
Defense in Depth CIAJAIC Triad Zero Trust Security Policies Operation
] Penetration
2FA/MFA LDAP/SAML Islanding Testing
SSO Patches & Scorecards &
SW Updates Security Reports
Next Gen Management Threat 1AM
Firewalls et Consoles Intelligence (Users/Davices)
i : Asset Mgmt
) Data Diode Security 2]
Firewalls & Air Gap Certificates Trust Vectors Back/Restore
APl Keys Encryption Syslogs Backups
VPN/VLAN TLS Encryption Secure Config Obscurity
Physical Access Hardware Conduit
ys Security Key Protection
Scheduling Comfort Social Critical Safety
School HVAC CCTV Energy
Dashboard Engineer Monitoring Dashboard b e
MSP Local HVAC Console
DER WELL FDD 1AQ EMS
Configurator Integration DER Agg
Cloud Weather Video Storage
HVAC Access Lighting Fire System
Elevators 123 Main Sport Stadium
Building

App
Dev

BAS

Vendor

W

Integrator

Data
Store

D

Middleware
BIM?

Cybersecurity

A&E
Builders




Daily

Add Value
Bid 10k-1m/M
Contract or $
. Project
Delive . .
How o e & Bofverad? Expense Relationship $1-100k/M
s (Liability)
g m.t,,fﬁf it smart? OpEx App Store $1-100k/M
E Saa$S (Monthly)
@ Tech Specs $1k-$1m
Forever Capture / Buy Priceless!
What m.sh,.n::i 24177 Asset 20 Years RFP or D-B $10k-10m
CapEx
100 Years Major Deal $1m-100m
What is it? Balance Sheet? Engagement Procurement Value
ANSI/APPA
LEED 1000-1 WELL ASHRAE 180
Safety ASHRAE
Standands NFPA 55 | Digital Twin |
Delive
How the smarts Is?;“verud? K8s VR/AR
HTML
Apps Linux &
g What makes it smart? Node.js
£ 3
Connection P
7]
Profiles APls
Haystack MQTT?
DLT/
Blockchain | [PaL & NeSQL
What makes nmim-r BACnet Modbus 5G
Building . L
Standards Zoning Building Code




Chapter 10: Understanding Your Building’s Existing Smart
Level and Systems

1. Healthy Indoor
Work Environment

2. Energy Efficient,
Low Carbon Operations

3. Reduced Water Usage

Operations S e T vy
P [ Remote Management as a service |
Delivery ’ Channel: Direct Sales ’ Interface: Mobile, desktop, kiosk J
2 Apps 75F 1 FDD: Skyspark |
@
£ EMIS:
% Exchange
itoring, di d
Volttron :?:ofgenfm:l:’:;“
(THG)
Data
Systems [Vggn;y;,;c “R&"c’;‘ | [g;;;g;ﬁgg [ Exch;;;@ | Other HVAC H Electrical ” it | [ e J
Phys|ca| l;‘ifésgtoat?o: Bunk Rooms Bathrooms Common Rooms App Bay
Beams Framing systems Roofing system
Concrete Landscaping Soils
Curtain walls Lintels and chajjas Stairs and lifts
Fencing and external works |Loads and load paths  |Utilities
Floor system Pathways Wall systems
Foundation Plinth

Footings and foundations
Interior design

Roofing

Seismic bracing

Building framing types
Doors and frames

Exterior insulation

Exterior wall types
Floor systems

Windows

Annunciation (alarms) Elevators Induction systems
Blowers Equipment Laboratory fume hoods
Building central plant systems  |Escalators Life safety systems

Mechanical distribution

Chillers Evaporative coolers systems
Compressors Fire protection/smoke detection |Mechanical penthouse
Conduit HVAC Motors

Cooling source componen

ts

Human thermal comfort

Specialty air systems

Direct expansion systems

Hydronic systems

Variable air volume systems

Dual-duct systems

1AQ systems

Ventilation

Duct system components




AC/DC systems

Electrical wiring

Lighting sources

Conduit systems

Fans

Power distribution

Electric motors

Fire alarm systems

Power system modeling

Electric power

Grounding

Switches

Electric power quality

Lighting applications

Transformers

Electric vehicle (EV) charging

Backflow systems

Sewage treatment systems

Vent pipes/ventilation

Drainage systems

Sprinklers

Wastewater systems

Pressure systems

Stack systems

Water cooling/heating systems

Pumps and pipes

Steam and condensation systems

Water heaters and boilers

Re-circulation systems

Storm water systems

Water supply

Septic system

Tanks

Well systems

Backflow systems

Sewage treatment systems

Vent pipes/ventilation

Drainage systems

Sprinklers

Wastewater systems

Pressure systems

Stack systems

Water cooling/heating systems

Pumps and pipes

Steam and condensation systems

Water heaters and boilers

Re-circulation systems

Storm water systems

Water supplies

Septic system

Tanks

Well systems

Asset tracking systems Centralized clock systems Robotics

Audio visual equipment Computing systems Security systems
Building automation systems Data networks servers

Building management systems |Digital signage Software

Building purpose equipment

Exchange systems

Space planning systems

Cameras

Energy management systems

Television systems

Card access systems

Enterprise systems

Wayfinding/navigation systems

CCTv

Information technology systems

Workflow systems

Operational technology systems

Bi-directional amplifiers

EnOcean

Private networks

Bluetooth

GPON optical fiber networking

Signal boosters

Broadcast systems

Intercom systems

Small cells

Cellular coverage system

Internet, gateways, and routers

Telephone system

Communication closets

loT network

Wireless internet system

Distributed antenna systems

LoRa/LoRaWAN

Zigbee

Emergency communication systems

Neutral host systems

7-Wave




Remote Interface /
Tech Support
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(up to 55W)
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Chapter 11: Technology and Applications

/b= ?’4

10T Devices Connectivity

Computing Output User
and Analytics Devices Interface




Chapter 12: A Roadmap to Your Smart Building Will Require
Partners

TYPES OF SYSTEM RETROFI

@ END-USE SYSTEM RETROFIT

Multiple components within a single end-use*
system, e.g. heat pump with heat recovery and
economizer controls

@ INTERACTIVE SYSTEM RETROFIT

Passive interactions between end-use systems
or other components, e.g. window retrofit to
increase daylight, reducing lighting energy use
via daylight sensors

€ NTEGRATED SYSTEM RETROFIT

Active control between end-use systems, e.g.
automated shades responding to utility price
signals and optimized to either increase daylight,
thereby reducing lighting energy, or decrease solar
gain, thereby reducing air conditioning energy

Developing

*Heating, Ventilation, and Air Conditioning (HVAC)
lighting, domestic hot water, plug loads, refrigeration

Cyberand
network
security

System Vendors and Optimize and

operate

selection partners

technology avision B
assessment
Chapter 10, Chapter 1, An Rating system
Understanding Introduction to Value
Yoll.lrlEulldmg’s IoT.ar.ndSman engineering
Existing Smart Buildings
Level and Systems Budgets
Chapter 9, Smart
Chapter 8, Digital Building loT Chapter 12,A
Twins - a Virtual Stacks and Roadmap to Your
R, : Requil Smart Building
v b Will Require
Chapter 2, Partners
Smart Building
Operations and Chapter 13, The
Controls Importance of
Smart Buildings
Chapter 4, How to for Sustainability
Make Buildings and the
Smarter with Environment
Smart Location
Chapter 15, Smart
Chapter 5, Tenant Buildings on the
Services and Bleeding Edge
Smart Building
Amenities

Converged Chapter 10, Chapter 12, A Chapter 7, Chapter 2,
network Und. dif Roadmap to Your Smart Building SmartBuilding
Accessible/ Your Building's Smart Building Architecture and Operations and
Available data Existing Smart Will Require Use Cases Controls
Communications Level and Systems Partners
Naming Chapter 14, Smart
conventions Buildings Lead to

Smart Cities

Technologies

Chapter 7,
Smart Building
Architecture and
Use Cases

Chapter 6, The
Smart Building
Ecosystem

Chapter 11,
Technalogy and
Applications

Chapter 3, First
Responders and
Building Safety







Chapter 13: The Importance of Smart Buildings for
Sustainability and the Environment

Starting point ]

Foundation 5

GRI

101

Choose an option for
reporting in accordance
with the Standards

Section 3, GRI 101

Core

Comprehensive | - >

Governance

Apply the Reporting
Principles throughout the
reporting process

Section 1, GRI 101

Report contextual
information about your
organization and its reporting
practices, using GRI 102

General
Disclosures

Comply with all reporting
requirements for a selected
number of disclosures,

as per Table 1 in GRI 101

Comply with all reporting
requirements

Environment

....................................... )

Report the management
approach for every
material topic identified,
using GRI 103

Management
Approach

Comply with all reporting
requirements in GRI 103,
for each material topic

Comply with all reporting
requirements in GRI 103,
for each material topic

Identify your material topics
Section 2, GRI 101

Report on each material

topic identified, using the

corresponding topic-specific
Standard

Economic

For each topic Standard: comply with all reporting
requirements in the ‘Management approach disclosures’
section, and all reporting requirements for at least

one topic-specific disclosure

For each topic Standard: comply with all reporting
requirements in the ‘Management approach disclosures’
section, and all reporting requirements for all
topic-specific disclosures

Sustainability report




PEOPLE

SUSTAIN-
ABILITY

PROFIT PLANET




Chapter 14: Smart Buildings Lead to Smart Cities

NO GOOD HEALTH QUALITY GENDER CLEAN WATER
POVERTY AND WELL-BEING EDUCATION EQUALITY AND SANITATION

Mﬂi@’i

DECENT WORK AND INDUSTRY, INNOVATION R[DUCE[I SUSTAINABLE CITIES 1
ECONOMIC GROWTH AND INFRASTRUCTURE INE[]UAllTIES AND COMMUNITIES CONSUMPTION
ANDPRODUCTION

i @ ||

1 CLIMATE 1 LIFE 1 LIFE 1 PEACE, JUSTICE 1 PARTNERSHIPS
ACTION BELOW WATER ON LAND AND STRONG FOR THE GOALS !@’
INSTITUTIONS

o SUSTAINABLE
@ i_ @ DEV‘E“L‘OPMENT
S G<:ALS

RESPONSIBLE

“an”



Economy-Related KPIs

Environmental KPIs

Society and Culture KPIs

Core smart city economic
performance KPIs:

Core smart city environmental
performance KPIs:

Core smart city society and
cultural performance KPIs:

« Household internet access

« Air pollution

« Cultural expenditure

Fixed and wireless broadband
subscriptions

L]

o Greenhouse gas (GHG) emissions

« Informal settlements

Wireless broadband coverage

Electromagnetic fields (EMF)
exposure

Gender income equality

Smart water meters

Green areas

Gini coefficient

Smart electricity meters

Renewable energy consumption

Disaster-related economic
losses

Dynamic public transit
information

Electricity consumption

Police service

Traffic monitoring

Residential thermal energy
consumption

Fire service

R&D (Research and
Development) expenditure

Public building energy
consumption

Violent crime rate

Patents

Public transport network

Bicycle network

Economy-Related KPIs

Environmental KPIs

Society and Culture KPIs

Advanced smart city
economic KPIs:

Advanced smart city
environmental KPIs:

Advanced smart city
society and culture

« Public Wi-Fi

« Noise exposure

« Electronic health records

Electricity supply ICT
monitoring

» Green area accessibility

In-patient hospital beds

Open data

Protected natural areas

Health insurance/public
health coverage

E-government

Recreational facilities

Cultural infrastructure

Public sector e-procurement

Residential thermal energy
consumption

Housing expenditure

Transportation mode share

Child care availability

Travel time index

Resilience plans

Shared bicycles and vehicles

At-risk population

Low carbon emission
passenger vehicles

Emergency service
response time

Public building sustainability

Traflic fatalities

Urban development and
spatial planning

Local food production




Chapter 15: Smart Buildings on the Bleeding Edge

Net Operating Income

NOI

Formula ™~ Operating Revenue — Operating Expense

NOI Operating Revenue — COGS — SG&A
Formula
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Unified Buildings

A unified building fully connects and integrates all systems,
components, sensors, and devices on a single platform to
allow access and control and provides a unified view of the
building. Provides integration energy, facilities, IT, security

and control ina compret i
unified platform. Massive data is collected and utilized for
ML and Al applications.

Smart Buildings

* Environmental requirements

= o ke * Energy codes
Intelligent Buildings . gyarter occupants

« Databases/analytics * Smart consumption * Single Pane of Glass s Hands-freeascess
Centralized + Common communication * Enhanced building mgnt. * BloT devices, sensors, and * Ten?nFExperlenc_e
protocols « Maintenance/mgnt. SW controllersall integrated  * R t N ation
Local Controls * Industry collaboration * IT convergence * APIs s |n'bU||dlngn3Vlg.atl0n
« Computers * Centralized security * Cloud-based SW from web- * Mobility-based O Occupan'cysen.smg
Controls + Simple logical systems  * Proximity readers linked computer * Maintenance processes  * Indooraquua_htv(lAQ)
* HVAC « Distributed digital « Energy management « Individual systems/server * Tenant interfaces O Healt.hsFreemng )
* Electric computers (process « Green buildings « Connected to internet 2 Tr.ue Al/ML * Wayfinding & location
+ Lighting controllers) « Distributed digital computers  * Connected to grid s Blgd?ta _ _ 2 W°fkf°fCEGD_DS
* Security « Direct digital controls located on individual devices  * Machine learning (ML) * Multitude of inexpensive  * Veh'C!fChaFG'"S
*+ Fire * Security cameras and communicating back to « Artificial intelligence (Al) loT devices . Rab}’t{CS
* ADA the central system * Logistics

Fuly integrated microp based control

i cloud mj}aﬁ‘ﬁdm mﬂm
(Al), and Big Data

BACnet, LonWorks, DALI, KNX Building Communication Protocols
Vendor Proprietary Protocols and
Multiple Conversation Gateways = Latency

Interoperable Open/Shared Protocols
Wired, Single Pair, Ethernet, Fiber

Pneumatic Controls Wireless

1980

Wired (Twisted Pair, Ethernet, Fiber)

1990 2000 2010 2020 2021

racteristics

Building T
Occupants Systems Utilities

Community Environment

Optimized systems for Transactive networks &

personalized environment &
improved health & wellbeing

Personalize comfort
provision
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