Chapter 1: Cybersecurity in the Cloud
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Attcker now communicates
with the user as if they were the
legimate user

Attacker intercepts the
communication and credentials
used to acknowledge the session

Legitimate user sends a
message to another user

Hacker identifies vulnerable
website and inject malicious SQL
query via input data
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and command is executed by the
database

Hacker is granted access to
view and alter records or
potentially act as database
administrator
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Chapter 2: Building an Overall Security Strategy and
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Chapter 3: Designing a Security Operations Strategy
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Chapter 4: Designing an Identity Security Strategy
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Chapter 5: Designing a Regulatory Compliance Strategy

i7) Settings | Defender plans

Microsaft Azure Sponsorship

[ £ search | « | Save I'\._' Settings & monitoring
Settings A Select Defender plan [ZETEE]

Defender plans

D

Plan Pricing Resource quantity Monitoring coverage  Status
& Email notifications
Free (preview) @ Ful

5 Workflow automation a Defender CSPM Details > N/A Settings > off

@ Integrations [ - Plan 2 ($15/Server/Mol A Partial ( on ]
B Continuous export Change plan > Settings > Off

15/Inst: Month B
Policy settings E‘H App Service ge‘;“:_ame/ M1 G g instances @ Full ?
>

% Security policy B omsbases Selected: 4/4 ) protected: 1/1 instance 2 FU! [ on ]
@ Governance rules (preview) Select types > Settings > . off
Recommendations - X

() Refresh L Download CSV report g Open query 7] Governance report (preview) 27 Guides & Feedback

Secure score recommendations  All recommendations

® Azure (o] O &cp
Secure score O Active items Resource health Governance (preview)
o 30% :;;;W'S I15 Overdue recommendations 00 ©
1 /as 1 Unhealthy (11) Healthy (4) Not applicable (3) Unassigned rec fation 1515 ©
[0 Search recommendations Environment == Azure Recammendation status == None X T Add filter  More (4) Show my items only: (@ ) Off
@ Name Ty Maxscore "L Current score T Potential score increase T4 Status Ty Unhealthy resources Insights
> Enable MFA 10 000 +18% Unassigned 10f 1 resources — =
> Secure managementports & 160 B1 1% Unassigned 4.0f 5 resources —
> Apply system updates 6 600 +0% Completed 0.of 5 resources
> Remediate vulnerabilities & 0.00 S M% Unassigned 5 of 5 resources —
> Encrypt data in transit 4 267 001 +2% Unassigned 1 of 3 resources -—
> Restrict unauthorized net.. 4 080 +6% Unassianed 4 0f 11 resources — -

° Security posture

2 15/15 %9 0/0

Unassigned recommendation Overdue recommendations

Secure score

O Azure 31%
| |
AWS -
3%
SECURE SCORE

&y Gep -

Explore your security posture >



e Regulatory compliance

Azure Security Benchmark [JEZH
24 of 43 passed controls

Lowest compliance regulatory standards
by passed controls

SOC TSP 1/13
[

ISO 27001:2013 2/17
| |

PCI DSS 3.2.1 11/43
]

Improve your compliance >

[« ] Microsoft Defender for Cloud | Regulatory compliance X

Showing subscription "Microsoft Azure Sponsorship'

| O Search

& Cloud Security Explorer
(Preview)

@ Workbooks
B Community

£? Diagnose and solve problems

Cloud Security

© Security posture

© Regulatory compliance
@ Workload protections
=% Firewall Manager

@ DevOps Security (Preview)
Management

Il Environment settings

B Security solutions

5 Workflow automation

Home > Microsoft Defender for Cloud

i Download report G Manage compliance policies = Open query Compliance over time workbook E Audit reports Compliance offerings
© You can now fully customize the standards you track in the dashboard. Update your dashboard by selecting ‘Manage compliance policies’ above. —

Microsoft cloud security benchmark  PCIDSS3.21  SOCTSP  NIST SP 800 53 R4 Azure CIS1.1.0  I1SO 27001:2013

Recommendations from Microsoft Defender for Cloud - Regulatory Compliance should not be interpreted as a guarantee of compliance. It is up to you to evaluate and
validate the effectiveness of customer controls per your regulatory environment. These services are subject to the terms and conditions in the licensing terms.

Microsoft cloud security benchmark is applied to the subscription Microsoft Azure Sponsorship
D Expand all compliance controls

~ @ NS. Network Security

~ @ NS-1. Establish network segmentation boundaries Control details | M

4

@ NS-2. Secure cloud services with network controls Control details | M5

~ @ NS-3. Deploy firewall at the edge of enterprise network Control details | M= || €

4

@ NS-5. Deploy DDOS protection Control details | M5 LI

9 Microsoft Defender for Cloud | Regulatory compliance

Shawing subscription "Microsoft Azure Sponsorship’

‘ £ Search

JR—

& Cloud Security Explorer
(Preview)

@l Workbooks
# Community

ﬁ Diagnose and solve problems

Cloud Security

@ Security posture

@ Regulatory compliance
Q' Workload protections
B Firewall Manager

(] DevOps Security (Preview)

Management

i Download report ] Manage compliance policies % QOpen query a Compliance over time workbook E'] Audit reports Compliance offerings
@ You can now fully customize the standards you track in the dashboard. Update your dashboard by selecting ‘Manage compliance policies’ above. —
~ @ IR. Incident Response

~ @ PV. Posture and Vulnerability Management

v @ PV-2. Audit and enforce secure configurations Control details | Ms H < \

~v @ PV-3. Define and establish secure configurations for compute resources Control details \ MS c

L]

~ @ PV-4. Audit and enforce secure configurations for compute resources Control details

~ @ PV-5. Perform vulnerability assessments Control details | VS

~ @ PV-6. Rapidly and automatically remediate vulnerabilities Control details | V5 | ©



~ @ PV, Posture and Vulnerability Management

v PV-1. Define and establish secure configuration:

<

@ PV-2. Audit and enforce secure configurations Control details

stablish secu

nfigu comp

~ @ PV-4. Audit and enforce secure configurations for compute resources Control details

<

@ PV-5. Perform vulnerability assessments Control details

® PV-6. Rapidly and automatically remediate vulnerabilities Control details

>

Customer responsibility Resource type Failed resources Resource compliance status
Machines should be configured securely K3 virtual machines 3of5 |
SQL databases should have vulnerability findings resolved ﬂ SQL servers 10f1 ]
SQL servers on machines should have vulnerability findings resolved A Azure resources 0of 0 [

SQL databases should have vulnerability findings resolved

@ Exempt ) Disable rule | (& View policy definition 5 Open query ~v

o SQL Vulnerability Assessment rules have been updated. This may impact your scan results. Learn more —»

Unhealthy servers Total findings Findings by severity Servers with most findings
E 1/1 e 3 High 1 dncloudsglserver 3
Madi ;
Low 1 —

Audit new or Deploy your
updated resource policy to
requests resources

Continuous

Tightly define Audit your
monitoring

your policy existing resources

o Policy - X
wii
[}J Bearch | « Overall resource compliance Resources by compliance state (O LEARN MORE
=
! Gy 1 20/ I 10 - Compliant g’*’;" a:‘?“‘ P"l‘"y ‘
C nboarding tutoria
s ‘ S? 0 - Exempt a
out 0
7 Getting started 85 W 75 - Non-compliant
[ Compliance
#” Remediation
Non-campliant initiatives (@ Non-compliant policies (D
© Events
4a 153 =
Authoring outof 6 out of 1587
Definitions.
#) Assignments Name T Scope Ty Compliance state T,  Resource compli.Ty Non-Compliant Res...T, Nen-compliant poli..T}
Exemptions © 1S0 27001:2013 Microsoft Azure Spo... @ Non-compliant 0% (0 out of 44) a4 20
@ NIST SP 800-53 R4 Microsoft Azure Spo... € Non-compliant 16% (7 out of 44) 37 55 e
-
@ CIS Microsoft Azure Fou Microsoft Azure Spo... € Non-compliant 30% Sm out of 47) 33 34 e
& ASC Default (subscriptio... Microsoft Azure Spo... €@ Non-compliant 27% 57 out of 26} 19 43 we

« Windows machines sho... Microsoft Azure Spo... € Non-compliant 0% (0 out of 1) 1 1



o) Policy | Definitions - y

£ Search « -+ Policy definition -~ Initiative definition & Export definitions () Refresh
< Overview Microsoft Azure Sponsor... H ‘ All definition types v All categories v ‘ ‘ Filter by name or ID...
Events
Name Ty N 1Type N De.. Ty Category T
Authoring Separately store backup information Builtin Policy Regulatory Compliance *** =
Definitions Enforce appropriate usage of all accounts Builtin Policy Regulatory Compliance ***
| Assignments Notify users of system logon or access Builtin Policy Regulatory Compliance =**
Exemptions Observe and report security weaknesses Builtin Policy Regulatory Compliance =**
Secure the interface to external systems Builtin Policy Regulatory Compliance =**
Establish usage restrictions for mobile code technologies Builtin Policy Regulatory Compliance ***
Review cloud service provider's compliance with policies and agreements Builtin Policy Regulatory Compliance ***
&) NIST SP 800-171 Rev. 2 4.. Builtin Initiative  Regulatory Compliance ***
ek IRS1075 September 2016 6.. Builtin Initiative  Regulatory Compliance ***
&) NIST SP 800-53 Rev. 5 7.. Builtin Initiative  Regulatory Compliance ***
Name T T M Type Ty Definition type Ty Category T
©) Azure Cosmos DB allowed locations Builtin Policy Cosmos DB
0| Configure backup on virtual machines without a given tag to an existing recovery services vault in the same location Builtin Policy Backup
o) Audit resource location matches resource group location Builtin Palicy General
©] Configure backup on virtual machines with a given tag to an existing recovery services vault in the same location Builtin Policy Backup
a] Allowed locations Builtin Policy General
o] Allowed locations for resource groups Builtin Policy General

Azure Synapse

Analytics
— Microsoft Purview
sqQL
0 -
n-prem ( ) Server
Data Producers and Consumers
b ’ Power
Cloud _— ( Y T Bl
Data Catalog Data Insights
L J
- ~ Azure
Saas$ Application Data IVIap sat
— . J

Microsoft
365




Chapter 6: Evaluating Security Posture and Recommending
Technical Strategies to Manage Risk

fero Trust Access
Control

/ Continuous Assessment \

and Improvement
Security Threat and
Architecture Vulnerability
Management

Cloud Security Posture
Management

[Threat ModelingJ [ Reaé—;[g:_’;ﬁgﬁlsk }
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On-Premises Infrastructure

.Hybrid Connectioa

SaasS

Applications
<]
SArd

SaaS
Federation

Microsoft
Cloud

Office 365

Azure AD Connect

Azure

Azure Arc Service

Multi-cloud
Federation

Multi-cloud
Federation

9 Microsoft Defender for Cloud | Regulatory compliance X
Showing subscription ‘Microsoft Azure Sponsorship’

{,O Search ] « \l_/ Download report IC: Manage compliance policies = Open query

£ Community 0 You can now fully customize the standards you track in the dashboard. Update your dashboard by =

&2 Diagnose and salve problems

Cloud Security

© Security posture

I & Regulatory compliance I

O Workload protections

Management
il! Environment settings

5 Security solutions

selecting ‘Manage compliance policies’ above.

Azure Security Benchmark Lowest compliance regulatory standards

21 of 43 passed controls Show all 9

|
SOC TSP 1/13
.
1SO 27001:2013 217
|
PCIDSS 3.2.1 12/43
]
Azure CIS 1.1.0 36/71



[+ Microsoft Defender for Cloud | Regulatory compliance - X

Showing subscription ‘Microsoft Azure Sponsorship’

[ S Search ‘ & 4 Download report (3 Manage compliance policies < Open query i Compliance over time workbook
Y= Recommendations -
@ You can now fully customize the standards you track in the dashboard. Update your dashboard by selecting ‘Manage compliance N
O Security alerts palicies' above.
# Inventory

@ Workbooks l | Azure Security Benchmark V3~ PCI DSS 3.2.1 SOC TSP NIST SP 800 53 R4 Azure CI$ 1.1.0

as Community
Under each applicable compliance control is the set of assessments run by Defender for Cloud that are associated with that control. If
£® Diagnase and solve problems they are all green, it means those assessments are currently passing; this does not ensure you are fully compliant with that control.
Furthermore, not all controls for any particular regulation are covered by Defender for Cloud assessments, and therefore this report is
Cloud Security only a partial view of your overall compliance status.
U Security posture Azure Security Benchmark is applied to the subscription Microsoft Azure Sponsorship

© Regulatory compliance
D Expand all compliance contrals

o Workload protections

NS. Network Security

IM. Identity Management

PA. Privileged Access

DP. Data Protection

AM. Asset Management

LT. Logging and Threat Detection

IR. Incident Response

PV. Posture and Vulnerability Management
ES. Endpoint Security

BR. Backup and Recovery

DS. DevOps Security

<
® 0 9 O o 0 0o 0o o 0o o o

GS. Governance and Strategy



~ @ NS. Network Security

~ @ NS-1. Establish network segmentation boundaries Control details

v @ NS-2. Secure cloud services with network controls Control details

v @ NS-3. Deploy firewall at the edge of enterprise network Control details
% NS-4. Deploy intrusion detection/intrusion prevention systems (IDS/IPS)

~ @ NS-5. Deploy DDOS protection Control details

~ @ NS-6. Deploy web application firewall Control details

~ @ NS-7. Simplify network security configuration Control details

v @ NS-8. Detect and disable insecure services and protocols Control details

on-premises or cloud network privately

~v @ NS-10. Ensure Domain Name System (DNS) security Control details

~ @ NS. Network Security

"\ @ NS-1. Establish network segmentation boundaries Centrol details

Customer responsibility Resource type Failed resources Resource complianc...
Adaptive network hardening recommendz n Virtual machines 4 of 5

All network ports should be restricted on | n Virtual machines 4 of 5

Subnets should be associated with a netw: <> Subnets 20f3
Non-internet-facing virtual machines shot n Virtual machines 0of 5

Internet-facing virtual machines should be n Virtual machines 0 of 5
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. Install and maintain a firewall configuration to protect cardholder data

2. Do not use vendor-supplied defaults for system passwords and other security parameters
3. Protect stored cardholder data

4. Encrypt transmission of cardholder data across open, public networks.

5. Protect all systems against malware and regularly update anti-virus software or programs.
6. Develop and maintain secure systems and applications

. Restrict access to cardholder data by business need to know

8. Identify and authenticate access to system components

9. Restrict physical access to cardholder data

10. Track and monitor all access to network resources and cardholder data

11. Regularly test security systems and processes

12. Maintain a policy that addresses information security for all personnel

<
e O 9 O 0 9 0 O 0 0 9 9o o
~

Al. Protect each entity's (that is, merchant, service provider, or other entity) hosted environment and data, per A1.1
through A1.4:

Microsoft Defender for Cloud

Cloud Security Cloud Workload Investigation & Integration

Posture Management Protection remediation with SIEM

Automate with the

QO E‘& /C> tools of your choice []ﬂ I]

Secure and compliant Full-stack Investigate Integrate with Microsoft
configuration of resources workload protection secu,ity%e,ts -m [‘91} Sentinel and 3" part
e SIEM
== i R
— @ Po
Vulnerability scanning Response . o, )
& management automation -l now Connectors/API's for
Integrated with microsoft Threat & b | integration

Vulnerability management

-

Cloud Service Layer
A aws a) N

Microsoft Azure Amazon Web Services Google Cloud Platform Hybrid cloud



[+ Microsoft Defender for Cloud | Security posture

Showing subscription ‘Micresoft Azure Sponsorship'

® Azure ® AWS O GCP

|}-7 Search | « B Secure score over time B Governance report (preview) ;{_‘“ Guides & Feedback
General =

@ Overview All environments

& Getting started

= Recommendations

o

# Inventory

Secure score

Security alerts

O azure 31%

@ Workbooks 31x% AWS N/A
SECURE SCORE

£ Community ¢ 5 GCP N/A

Z2 Diagnose and solve problems

rd

Cloud Security Environment

@ Security posture I

2 Total
I ——

© Regulatory compliance

Q@ ‘workload protections

0l Subscriptions 1 I Accounts 1

(4] Microsoft Defender for Cloud | Security posture

Showing subscription 'Microsoft Azure Sponsorship!

| £ Search I <« Secure score over time Governance report (preview)
General - D subscriptions 1 I Accounts 1
0 Overview
% 118 v=45
& Getting started e 1/ v

Unhealthy resources Recommendations

Recommendations

O Security alerts
Environment Owner (preview)
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Recommendations

() Refresh L Download CSV report S Open query ] Governance report (preview) 2 Guides & Feedback

Secure score recommendations  All recommendations

Unassigned recommendations e 16,16 ©

| © Search recommendations Environment == Azure o Add filter ' More (5) Show my items only: @
@ Name T Max score Current score T, Potential score increase #| Status T Unhealthy resources
> Enable MFA 10 0.00 +18% Unassigned 1 of 1 resources —
> Secure manage... 8 160 01 +11% Unassigned 4 of 5 resources —
> Remediate vuln... 6 0.00 + 1% Unassigned 5 of 5 resources —
> Apply systemu... 6 co0 BORNNN + 0% Completed 0 of 5 resources
> Encryptdataint.. 4 267 001 +2% Unassigned 1 of 3 resources -
@ Name T Max score T, Current score Ty Potential score increase T

/' Enable MFA 10 0.00 +18%

* MFA should be ena...

MFA should be ena...

Home > Microsoft Defender for Cloud | Security posture > Recommendations >
MFA should be enabled on accounts with owner permissions on subscriptions

b
@) Exempt (@ View policy definition g Open query

o Multiple changes to identity recommendations will be available soon. Learn more —>

/N Lescription

Multi-Factor Authentication (MFA) should be enabled for all subscription accounts with owner permissions ta prevent a breach of accounts or resources.

~ Remediation steps _

Manual remediation:
To enable MFA using conditional access you must have an Azure AD Premium license and have AD tenant admin permissions.
1. Select the relevant subscription or click "Take action’ if it's available. The list of user accounts without MFA appears.
2. Click 'Continue’. The Azure AD Conditional Access page appears
3. In the Conditional Access page, add the list of users to a policy (create a policy if one doesn't exist).
4. For your conditional access policy, ensure the following:
a. In the "Access controls' section, multi-factor authentication is granted.

b. In the 'Cloud Apps or actions’ section’s 'Include’ tab, check that Application Id for 'Microsoft Azure Management' App or 'All apps' is selected. In the 'Exclude’ tab, check that it is not
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Microsoft Azure Sponsarship
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7 Settings | Defender plans

Save

Settings
71 Defender plans
2 Auto provisioning
@ Email notifications
@ Integrations

#& Workflow automation

Continuous export

Policy settings
(& Security policy

(D Governance rules (preview)

o A new 'Containers’ plan is available! This plan will replace the existing 'Container registries’ and 'Kubernetes’ plans. Click here %
to learn more about the benefits and and additional protection it provides

o

. Defender for Cloud plans will be enabled on 10 resources in this subscription

~  Select Defender pla m

Plan Pricing
Cloud Security Posture Ma  Free
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&
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Change plan >
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Select types >
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Network Map

Showing subscription 'Microsoft Azure Sponsorship’

, N ) ~
Security Health: 2 Selected | I\ Recommendations: All )

J

{

Network Zones: 1 Selected |

Security Microsoft (Last scan time -
Configuratioiot applicable)

System Microsoft (Last scan time -
Updates Not applicable)

Endpoint  laaSAntimalware
Protection

e A~ Recommendation list

DESCRIPTION SEVERITY
All network ports should @ High
be restricted on NSG

associated to your VM

Close management ports @ High
on your virtual machines

Adaptive Network © High

Hardening
recommendations should

be applied on internet

facing virtual machines

:
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Roles S Landing zone (Subscription)
For example: v
NetOps, SecOps, DevOps -+~ IAM Management and Monitori
Subscription policy - Policy i meme i
For example:
Allowed rz:;;: :'r‘oav:-cix ﬁ Application
No public IP App Resources —
CostManagement () B Appication (.05 torge oo 54 W1 < B2
§if Application — Policy
< K
Azure Monitor 6/ H Application - 2 &
Monitor
Sha;::’:;'::; Shared Services Networking

Active Directory (laaS)

Metrics, logs and alerts
" Security Center

------------ Application template

;@ Network Watcher

Microsoft Defender
for Cloud

1. Inbound and outbound

e 2, Corp connectivity

3. Intra and inter landing zone



222 Microsoft Sentinel Data connectors E@ Microsoft Sentinel Logs

ThreatIntelligenceIndicator
| where TimeGenerated > ago(24h)
| limit 1@
Microsoft Results  Chart 00 columns ~ @® bisplay time (UTC+00:00)
TAXII Server Sentinel —
Completed
» Drag a column header and drop it here to group by that column
TimeGenerated.. 'Y  Action Y | Applicationid V' AzureTenantid
> 4/7/2020, T21:02....  alert TETBBSEC-916...  72f088Lf-86M-... TS ID: S5475482452; Type: suspicious_dom...
TIPorcustom tilndicators Microsoft > &7/2020, T2103....  alert TETBBSEC-916...  721388bF-86f1-... TS ID: 55474479406; iType: suspicious_dom...
solution API Sentinel
> 4/7/2020, T:21:03....  alert TETBBSEC-N6... T72f988bf-86f1-... TS ID: 55478096090; iType: phish_domain; S...
@ Microsoft Sentinel Analytics ' 3 Microsoft Sentinel Workbooks l
@ Tl map IP entity to AzureActivity 400k
Medium Scheduled
Severity Rule Type
Description 300k
Identifies a match in AzureActivity from any IP 1OC from Ti
Data sources
a Incidents Threat Intelligence Platforms (Preview) 200k
¥ Threatintelligenceindicator -«
Azure Activity
i Azurehctivity - 100k
Tactics
B impaa
Ok L —_—
Rule query - & & A
S e oo AW
{.’i}‘ Playbooks let dt_lookBack = 1h; 8 W Q@\l‘ ?‘\ba“*
let ioc_lookBack = 14d; o
ThreatIntelligenceIndicator - .
| where TimeGenerated >= ago(ioc_lookBack) and Exp Watchlist Malware CryptoMining MaliciousUrl 2
| vhere Active == true 375« 1126« 1111« 11.58« 1849
// Picking up only IOC's that contain the entities

Acceptable risk
Medium 2

Unacceptable risk
High 3

Very Likely

Acceptable risk
Medium 2

Unacceptable risk
High 3

Likely

Likelihood

Acceptable risk

Unlikel
niikely Medium 2

What is the chance
that it will
happen?

Moderate Major

Impact
How serious is the risk?
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Chapter 7: Designing a Strategy for Securing Server and
Client Endpoints

Business and Plan Build Run
technology outcomes Identify opportunities Execute and capture value Sustain and adapt
Security Governance Prevention Response
outcomes Architecture and Compliance Access control Asset protection

Security operations

Security Leadership Roles

Security Architect Roles

Role Types —

Platform Security Engineer
App Security Engineer

People security
“Jobs to be done” / = Security compliance management
[=] cul

Organizational functions

IT & OT Operations, DevOps

Security Operations

Security Posture & Compliance

Security leadership

Security architecture

Threat Hunting

Infrastructure and endpoint security

aka.ms/securityroles

Incident monitoring & response

- Plan

Define Strate Read

Understand Motivat;go“rrls Digital Estate Operatng Model AdoPt

Business Outcomes q Im.tlal Organization # Landing Zone Concepts ‘ Mlgrate.

. L Alignment . . Modernize
Business Justification ) . Design Area Guidance
Prioritize Project Skills Readiness Plan Implementation Options Innovate
! Cloud Adoption Plan p P
Secure Manage Govern
- Risk Insights ‘ Business Commitments - Business Risks ‘

Business Resilience Operations Baseline Policy and Compliance
Asset Protection Operations Maturity

Governance Maturity




Microsoft Endpoint Manager admin center

>

L

L

)

A

e Be Be

On-Premises Infrastructure

Home > Endpoint security | Overview > Endpoint security

Endpoint security | Security baselines

I,O Search ‘ &

Manage and monitor the baseline security status of all your enrolled devices. For more
Overview information about the data reported here, see the Intune documentation.
© Overview Security Baselines Ty  Associated Profi...T|  Versions
B Al devices % Security Baseline for Windows 10 and later 0 1
& Security baselines %% Microsoft Defender for Endpoint Baseline 0 1
@ Security tasks 8 Microsoft Edge Baseline 0 1
Manage 8 Windows 365 Security Baseline (Preview) 0 1

. . Microsoft
Hybrid Connections Defender for
Cloud Azure Virtual
Machines

Azure Arc Defender
Sanvice Workload

Protection

Azure Arc
Connected Servers

R [ ]

Enroll Configure

Device lifecycle

Retire Protect



Access Cloud Apps

Conditions _
Controls and Actions

\

Device
compliance

User risk userabc

o
Username ‘ e e
e
Password =
Sign-in risk

B® Microsoft 365

Microsoft Defender

Activities | Alerts Identity metadata

Microsoft 365

= & .
for Identity < 7
Defender
Active Directory entities
Parsed network traffic
Windows events and traces
. @
010101
101010
AD FS Domain Controller
Signal from endpoints, Office 365, and
I I cloud appss
> 8 | Encryption X
Storage account
| £ Search « Encryption  Encryption scopes
Security + networking Storage service encryption protects your data at rest. Azure Storage encrypts your data as it's written in our datacenters, and automatically
fe it.
@ Networking decrypts it for you as you access it

Please note that after enabling Storage Service Encryption, only new data will be encrypted, and any existing files in this storage account

« Azure CDN . . .
will retroactively get encrypted by a background encryption process. Learn more about Azure Storage encryption &
Access keys
@ Shared access signature Encryption selection

£ Encryption Enable support for customer-managed Blobs and files only

Microsoft Defender for Cloud keys @

Data management Infrastructure encryption © Disabled

@ Redundancy Encryption type (®) Microsoft-managed keys

O Customer-managed keys

@ Data protection



Certificate
Authority (CA)

Pass Certificate
Signing Request

Your

application

X509
Certificate

Key
Vault

&

Create
Certificate

Merge
X509 Cert

-

private key

New certificate
5

Certificate
Signing
Request

Internet — HTTP/HTTPS

Inbound/
Outbound Rules
to Allow/Deny

Traffic
Network Security Group
Virtual Virtual Machine
/ Machine Linux
. RDP
. p SSH port
Virtual Subnet port 22 3389

lood

7
Virtual Network

Just-in-time VM
access rule for port
3389. Removed
after time expires.

Network Security Group

Virtual Machine  Virtual Machine

Linux /
RDP @
SSH port ;
port 22 3389 Virtual Subnet
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L Azure Region >_
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Internet Internet Internet
edge edge edge

VPN-connected site VPN-connected site Point-2-site users



Chapter 8: Designing a Strategy for Securing Saas, Paa$, and

; Plan

Define Strate Read

Understand Mot'\\latﬁ)‘{ls Digital Estate Operatirg Model AdOpt

Business Outcomes - Im_tlal Organization # Landing Zone Concepts ‘ M\grate.

. L Alignment . . Modernize
Business Justification A . Design Area Guidance
Prioritize Project Skills Readiness Plan Implementation Options Innovate
! Cloud Adoption Plan p b
Secure Manage Govern
- Risk Insights ‘ Business Commitments ‘ Business Risks ‘

Business Resilience Operations Baseline Policy and Compliance
Asset Protection Operations Maturity Governance Maturity

Responsibility On-
premises

Data governance and Customer Customer Customer Customer
Rights Management

Client endpoints Customer Customer Customer Customer

Account and access Customer Customer Customer Customer

management

Identity and directory Customer Customer Microsoft/ Microsoft/

Infrastructure Customer Customer

Application Customer Customer Microsoft/ Microsoft
Customer

Network controls Customer Customer Microsoft/ Microsoft
Customer

Operating system Customer Customer Microsoft Microsoft

Physical hosts Customer Microsoft Microsoft Microsoft

Physical network Customer Microsoft Microsoft Microsoft

Physical datacenter Customer Microsoft Microsoft Microsoft



Dashboard  Discovered apps  Discovered resources  |P addresses  Users  Devices

Traffic Cloud Discovery open alerts + Create policy

Apps ¢ IPaddresses : Users @ Devices o
5 1 : : &* 1468
138 8 : 4 3 917 GB iQO.SGB

O Cloud Discovery alerts O Suspicious use alerts

App categories 1-50f 38 » Risk I... [AII categories V] by ’Trafﬁc V]

I Sanctioned | Unsanctioned 0 Other 0 Traffic from
high risk
Development tools . 55.7 GB
. apps
Security ] 29.6 GB
o 0 Traffic from
Productivity 3 2.0GB
X 9 1 7 G B medium risk
IT services 3 1.0 GB .
n apps
Cloud computing platf... B 925 MB Total pp
) Traffic from
low risk apps
Secure score recommendations  All recommendations
Unassigned recommendations ~ m——— 16,16 O -
@ Name T Max score '}, Currentsc.. T, Potential scorein... T Status Ty Unhealthy resources
> Enable MFA 10 0.00 +18% Unassigned 1 of 1 resources .
' Secure management ports 8 160 B + 1% Unassigned 4 of 5 resources
Internet-facing virtual machines should be protected wi... Completed B8 0 of 5 virtual machine
Management ports should be clesed on your virtual ma... Unassigned B8 4 of 5 virtual machine
Management ports of virtual machines should be prote... Unassigned B 4 of 5 virtual machine
' Remediate vulnerabilities 6 0.00 + 1% Unassigned 5 of 5 resources
Machines should have a vulnerability assessment soluti... Unassigned B 5 of 5 virtual machine.
Responsibility On-prem PaaS
Data governance & H : .
o eont . A\ Application data Depends on key/data management
Client endpoints . O User/endpoints - Depends on least privilege design
A t& . .
managements . . Admin access - One account > access to all apps / data / infra
Identity & directory - . o . .
infrastructure B O Directory - Depends on identity system / app authentication
Application . Application code - One exploit can lead to access of all data
Networkcontrol M G Network configuration— Depends on TLS usage

Operating system

|

— Attack Azure Infrastructure -~ Extremely low attack return on investment
(ROI) for a single tenant

Q » Active security monitoring & engineering make attack very expensive

Physical hosts
Physical network

Physical datacenter

. Always attractive target

[ N [ ] )
O0r00e0e00

+ Expense limits potential attackers to small pool with larger budgets

App design can quickly
deter attacker



Defender for loT

Unified view of 1oT/OT security @ :
Asat Eerory - Third-party sources
Vulnerability assessments
Continuous threat monitoring

Defender for
Endpoint Defender for loT

network sensor

SPAN port/Network -
& Traffic Analysis (NTA) ® g:

phoviseendl ‘ > (= < ® & (e)nTvironment
ITor loT or Bl

environment O
@ Network Network tE]

o Defender for loT | Getting started =

Showing subscription "Microsoft Azure Spensorship’

[0 searn | « Welcome to Microsoft Defender for loT
General - .
Defender for loT delivers agentless, network-layer security for continuous loT/OT asset discovery, vulnerability
¥ Getting started management, and threat detection in operational and enterprise networks. No changes to existing environments are
required. In addition, the solution integrates with Microsoft Sentinel and 3rd-party SOC tools such as Splunk, IBM
& Device inventory (Preview) QRadar, ServiceNow, and others. Defender for loT has zero impact on network performance and can be deployed fully

on-premises or in Azure-connected environments.
Alerts (Preview)
‘ : Read more about the solution (3
Recommendations (Preview)

'}
a8
@ Workbooks (Preview)
2

Diagnose and solve prablems
(Preview)
»
- .
Management L
. -
& sites and sensors L}
71 Pricing

,

s

Operational networks (OT/ICS) Enterprise networks (loT) What else?
Discover, monitor, and protect devices across your Gain full visibility mp unmanaged loT devices Deploy an on-premises management console (3
O, IS, llaT, and BMS networks. acrass your enterprise networks Connect to Microsoft Sentinel

Using Microsoft Defender for Endpoint? Integrate Join the community I

it to improve netwark discovery. (71

Set up OT/ICS Security Set up Enterprise loT Security

J—
Azure Synapse
Analytics
— Microsoft Purview
sQL
0 -
f-prem ( A Server
Data Producers and Consumers
\ J
p N —= Power
Cloud S . BI
Data Catalog Data Insights
A J
- ~ Azure
Saas Application Data Map saL
_ \. J
Microsoft
365




Secure score recommendations  All recommendations

Unassigned recommendations — n—— 16,16 O

~) S
I Transparent Data Encryption on SQL databases should be ena...

' Remediate security configurations
Log Analytics agent should be installed on virtual machines
Machines should be configured securely
Vulnerabilities in security configuration on your Windows mac...

Vulnerabilities in security configuration en your Linux machin...

4 200 08

SQL servers should have vulnerability assessment configured

SOL databases should have vulnerabilitv findinas resolved

ENABLE

Atta‘cker

1
1
1

v

One-click
enablement

Blobs, Files,
ADLS Gen2

Storage protected by

ALERT

score | Currentscore T P.. T} Status TJ

“ Completed

+ 4% Unassigned
* Completed
Unassigned
Unassigned

* Completed

Unassigned

@
=
SecOps
Investigate in
Microsoft Sentinel

Enriched with
Microsoft Threat
Intelligence

Microsoft Defender for Storage

Admin

Unhealthy resources

& 0of 15QL datab ~
3 of 6 resources

K30 of 5 virtual ma
B3 2 of 5 virtual ma
3 2 of 4 virtual ma
B3 0 of 1 virtual ma

B 10of 15QL server

REMEDIATE

Threat
Remediated

—

Automatic
Response
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/ s ; I Security benchmarks

and Kubernetes policies

|
T Vulnerability assessment
L N J
Microsoft Defender
for Cloud W Advanced threat protection

A A
1

:_Configuration

!
i
P Bl ey B e P S I O
I b A
5 —————a»» Azure Kubernetes Service cluster —Q
1
! . Uﬁ Cluster configuration
! Security
tdataand [T TTTT7C B T ¢ SR G B T A S T S P SRR
' events Control plane ;| Nodes
-4

API server Node 1 Node 2 Node 3

G ‘ Defender profile G ‘ Gatekeeper, Azure Policy

III
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Chapter 9: Specifying Security Requirements for
Applications

Azure Services

Virtual Machine  Virtual Machine Linux Storage Account
Application Service SQL Database
Container Kubernetes Service Container Registry Key Vault
Hybrid Cloud aWS
Protection
Azure Arc Service
Defender Alerts Advanced Protection Vulnerability Assessments

Cloud apps
Cloud App Security

APl
- en on o e App connectors

- - \
Cloud Discovery ‘_ |
Vo
I
| TN ST » I
[ I Access + Session | |
[ |
I I Cloud traffic ‘ I (I

! I
l L
I
| Firewalls | Cloud traffic logs )
* (D Il GED G GED GED G G GEE T . ,

I I | Proxies Configuration scripts

Your organization from any location
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H s
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 ~—

Frarrariainien,

F Plan and Develop”
Threat modelling Static application
security testing
IDE Security plugins
Security unit and

Pre-commit hooks functional tests

Secure coding

Dependenc,
standards ” g

management

Peer review Secure pipelines

1 i'an;\nit the code”

- Build and test °

- Go to roductr'ort;

Dynamic application [ Security smoke tests
security testing

O Configuration checks
Cloud configuration L 3
validation Live Site Penetration
testing
Infrastructure
scanning

Security

s ——> N — —9@@

~ " Operate
Continuous
monitoring
Threat intelligence
Penetration testing

Blameless
postmortems

acceptance testing

i

Feedback

0SS Library Vulnerabilities
0SS License Violations
Failed Unit Tests

Static Code Rule Warnings

Pen Test Issues
Infrastructure Issues

Code Review Comments
Static Code Rule Warnings

Pen Test Issues

SS| Issues
Performance Issues
Regression Issues

IDE /

Pull Cl DEV Test
Request
Static Code Analysis Static Code Analysis Passive Pen Test Infrastructure Scan
Application || Code Review Oss Vulnerability Scan SSL Scanner
Cl/cD Work Item Linking Unit Tests Infrastructure Scan
Code Metrics




PLAN

oy,

DEVELOP

APPLICATION

OPERATE

DELIVER

Standalone Applications or Components of Larger Solutions

? | 1] |
Legacy Sl e Transition ...l ., Q New

laas Applications laas+ Applications Paas Applications
Typically lift/shift workloads Refactoring has begun! Typically New Development
~ i i i Application Code - Typically light code
Application Code - Can be heavy (includes all dependencies) or lighter i hosted on App Service Web Apps

Virtual Machines - App functions hosted in full Operating System + Middleware by Azure Services
(Security profile is similar to Saas)

‘r,
‘\

— S
1 Other Components - Services/databases on-premises or on a 3" party cloud, loT devices, etc

Azure Services - App functions provided l
] Shared Elements (Storage, Identity,Network) '




Chapter 10: Designing a Strategy for Securing Data

. Acceptable risk | Unacceptable risk
Very Likel
SISy Medium 2 High 3
© . 5
S Likel Acceptable risk | Unacceptable risk
£ 14 Medium 2 High 3
2
- ble risk
Accepta
Unlikel
nikely Medium 2
What is the chance
that it will Moderate Major
happen?

Impact
How serious is the risk?



Left Company

).

User Identity 1*' Job Role
2" Job Role

Understand your data ; \ ! : Detect risky behavior and
landscape and identify : KNOW : ' PREVENT i preventyaccidental
important data across your | : oversharing of sensitive
hybrid environment ' YOUR DATA | \ DATA LOSS infor?nation

access restrictions and |
visual markings

pr:fezzof:.e:it:zns PROTECT “': GOVERN Automatically retain,
including encryption, ' ! delete, and store data
 ctioes o 5 YOUR DATA ! \ YOUR DATA ; and records in a

compliant manner



Windows
Mac0S
ios

Android

~ premi
MIP
Offlce 365 s Data i
-7 Classification
. <. AZURE
A Service o SR - -
T SQL
) - | Azure . E
,, b - A S Azure Fil
', Sensitive Info:mabon Types Purview €3] ADlS ;Ql oi zure Files
Cloud Upload] £ " outofBox Custom Trainable Classifiers &.
e CreditCard ¢ RegEx * Sample Content Blobs  Cosmos DB
App Control . « SSN * Dictionary * Test

USB Drive Endpomt « License « Fingerprint ¢ Validate
Network DLP * More « EDM * Publish Informed by MIP

Print == Sensitivity Labels Insider Risk

1 & Advanced Management /

Clipboard f ) eDiscovery ~ Communications
Bluetooth © / Public J Confidential J Comphiance

RDP J J

Discover
Shadow IT

Continuous |_E|Eﬂtlﬁf the
itori Risk Levels of
Monitoring s

Evaluate

Manage Cloud
Apps Compliance

Analyze Usage




H m LB il

. Saas .
On-Premises Applications Multi-cloud Power BI
Azure Active ‘
Directory
Microsoft Purview Microsoft Purview
Non-Production Production
A
Test ' f Production
v Azure ; Azure
,/ Cosmos DB = Cosmos DB

a SQL Server ﬂ SQL Server
@ Azure SQL @ Azure SQL

E. Azure Synapse I ® » Azure Synapse
('1) - Analytics (’1) Analytics

' Other Sources
@ ADL, Storage Account, SQL Management,
Data Factory




. SaaS )
On-Premises Applications Multi-cloud

S —

Azure Active
Directory
; . ":‘ , ‘(;"
~ Microsoft Purview “KMicrosoft Purview

A

B y,
A

A

Production

Cosmos DB
Azure
SQL Server @ Synapse
Analytics

+- Azure
Azure SQL Cosmos DB

........................................................................................................................................................................................

Other Sources
ADL, Storage Acount, SQL Management,
Data Factory




Application Resource Provider

«

Encryption

& Key Mgmt

» az900ondemand

Storage account

L |Search (Ctrl+/)

W Udid nnyrauon

©  Events

S Storage browser (preview)

Data storage

= Containers
48 File shares @
M Queues

EE Tables

Security + networking

& Networking
4 Azure CDN

7 Access keys

@ Shared access signature
& Encryption

Q Security




Client Server

Connection

ClientKeyExchange
ChangeCipherSpec
Finished

Application

o
Al

ServerHello
Certificate
ServerHelloDone

fal | Encryption

Storage account

£ Search ‘ «

Security + networking
& Networking

& Azure CDN

T Access keys

@ Shared access signature

& Encryption
O Microsoft Defender for Cloud

Data management
@ Redundancy

@ Data protection

Encryption  Encryption scopes

Storage service encryption protects your data at rest. Azure Storage encrypts your data as it's written in our datacenters, and automatically

decrypts it for you as you access it.

Please note that after enabling Storage Service Encryption, only new data will be encrypted, and any existing files in this sterage account
will retroactively get encrypted by a background encryption process. Learn more about Azure Storage encryption

Encryption selection

Enable support for customer-managed Blobs and files only
keys @

Infrastructure encryption © Disabled

Encryption type (®) Microsoft-managed keys

O Customer-managed keys

Swg9 - ddol

SWOET - STL



Chapter 11: Case Study Responses and Final
Assessment/Mock Exam
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Appendix: Preparing for Your Microsoft Exam

How do you want to take your exam? Exam delivery option descriptions

O At a local test center

© Online from my home or office

) 1 have a Private Access Code

=. Microsoft | Learn Documentation Training Certifications Q&A  Code Samples More v Search ©

a" Microsoft
Sign in

kmail, phone, or Skype

MNo account? Create one!

Can't access your account?

=. Microsoft | Docs Documentation Learn Q&A Code Samples

Learn Products -~ Rolesv LearnTV Certifications v |FAQ & Help




Learn

B® Microsoft | Learn Documentation Training Certifications

Training Products v Roles v

Products ~ Roles

Azure
Dynamics 365
GitHub
Microsoft 365
NET

Power Platform
Teams

Browse all paths

Leaming Paths

Courses  Educator Center v Student Hub v FAQ & Help

Browse all learning paths and

modules

Learn new skills and discover the power of Microsoft products with step-by-step

guidance. Start your journey today by exploring our learning paths and modules.

Filter

Types

"] Learning Path
Module

Levels

Advanced
] Beginner

| Intermediate

Subjects

‘ Find a subject

v [ ] Business applications
v [] Data and Al
v [] pigital and application innovation
v [] Infrastructure
["] Modem life
v [ ] Modern work
[ | search, ads, and news
v [] security

Search

4,314 results

MODULE

Describe cloud service types

D 12min ek 48

Azure + Administrator » Beginner @

@ Save

LEARNING PATH
Microsoft Azure Fundamentals: Describe
cloud concepts

® 52min
Azure « Administrator « Beginner

@ Save

MODULE

Describe Azure identity, access, and security

Learn TV  Certifications

ROSOFT LEARN

our path

starting or an experienced

nds-on approach helps you

with more confidence and

Q&A  Code Samples Shows Events

MODULE

Describe the benefits of using cloud
services

) 17min fededkodd 48

D Save

MODULE

Describe the core architectural components
of Azure

© 48min eddedk 48 (0.1K) Q
Azure + Administrator » Beginner

%) Save

MODULE

Get started building with Power Bl

Azure « Administrator « Beginner @

O Search Sign in

s
__

_—

MODULE

Describe cloud computing

3min sk 48

: i @
Azure « Administrator « Beginner

@ Save

MODULE

Describe Azure compute and networking
services

© Thidmin kit 46 (7.6K) @
Azure « Administrator « Beginner

@ Save

MODULE

Describe Azure storage services



Browse Certifications and Exams

Learn new skills to boost your productivity and enable your organization to accomplish more with Microsoft Certifications.

Filter | sc-100)

Products 2 results for "sc-100"

v D Azure

~ ] Microsoft 365

Roles
EXAM CERTIFICATION
E Administrator Exam SC-100: Microsoft Cybersecurity Architect (beta) Microsoft Certified: Cybersecurity Architect Expert
i i ExamsC-100
[ security Engineer o e amseo
[] Security Operations Analyst Azure  Administrator  Intermediate

E Solution Architect
@ Save @ save

Learn / Certifications / Browse Certifications /

EXAMS

el Fxam SC-100: Microsoft
20Ul Cybersecurity Architect

The Microsoft cybersecurity architect has subject matter expertise in designing and evolving the cybersecurity strategy to protect
an organization's mission and business processes across all aspects of the enterprise architecture. The cybersecurity architect
designs a Zero Trust strategy and architecture, including security strategies for data, applications, access management, identity,
and infrastructure. The cybersecurity architect also evaluates Governance Risk Compliance (GRC) technical strategies and security
operations strategies.

The cybersecurity architect continuously collaborates with leaders and practitioners in IT security, privacy, and other roles across
an organization to plan and implement a cybersecurity strategy that meets the business needs of an organization.

A candidate for this exam should have advanced experience and knowledge in a wide range of security engineering areas

including identity and access, platform protection, security operations, securing data and securing applications. They should also
have experience with hybrid and cloud implementations.

Exam SC-100: Microsoft Cybersecurity Architect United States

Languages: English, Japanese, Chinese (Simplified), Korean, German, French, Spanish, $165 usD*

Portuguese (Brazil), Russian, Arabic (Saudi Arabia), Chinese (Traditional), Italian, Indonesian

(Indonesia) Price based on the country or

Retirement date: none region in which the exam is
proctored.

This exam measures your ability to accomplish the following technical tasks: design a Zero
Trust strategy and architecture; evaluate Governance Risk Compliance (GRC) technical
strategies and security operations strategies; design security for infrastructure; design a
strategy for data and applications; and recommend security best practices and priorities.

Schedule exam >

Official practice test for Microsoft Cybersecurity Architect
All objectives of the exam are covered in depth so you'll be ready for any question on the exam.

Skills measured

s The English language version of this exam was updated on November 4, 2022. Download the study guide in the preceding "Tip” box for more

details about the skills measured on this exam.

Design a Zero Trust strategy and architecture (30-35%)

Evaluate Governance Risk Compliance (GRC) technical strategies and security operations strategies (10-15%)

Design security for infrastructure (10-15%)

Design a strategy for data and applications (15-20%)

Recommend security best practices and priorities (20-25%)



Office 365 E5

All the features of Office
365 E3 plus advanced

security, analytics, and

voice capabilities’.

$3 500 user/month

(annual commitment)

Try for free >

Contact sales >

Learn more >

B Microsoft Office 365 E5 Trial

One month free with payment details

©)
About you Sign-in details Payment info and finish . . .
What is Office 365 E5 Trial?
Letls get you Started Fully installed Office apps for PC and Mac

Enter your work or school email address, we'll check if you need to create a new account ﬂ u ° i I' m

for Office 365 E5 Trial.
(PCOnly)  (PCOnly)

Email

L R EEERS

Next

Premium services




$14.80

user/month
{annual commitment)

Enterprise Mobility + Security E5

Try now >

Buy E5

Thank you for choosing Enterprise
Mobility + Security E5

@ Let's set up your account

Enter your work or school email address, we'll check if you need to
create a new account for Enterprise Mobility + Security ES.

kfnter your email address

2 Tell us about yourself
3 Create your business identity

4 You're all set



B Microsoft Azure s (W Q Myaccount Portal

Overview  Solutions  Products ¥ Documentation  Pricing~ Training Marketplace  Partners~ Support~ Blog More v

We're in this together. Explore Azure resources and tools to help you navigate COVID-19 >

We provide the tools.
You change the world.

Create amazing solutions with powerful capabilities, training, and support.
Start exploring with an Azure free account and get 12 months of popular, free
cloud services—plus a $200 credit.

Certification details

Complete one prerequisite

PREREQUISITE OPTION 1

Microsoft Certified:
Security Operations
Analyst Associate

OR

PREREQUISITE OPTION 2

Microsoft Certified:
Identity and Access
Administrator Associate

Earn the certification
Take one exam

ASSOCIATE CERTIFICATION
CERTIFICATION EXAM

oy Microsoft Certified:
Cybersecurity Architect
Expert

OR Microsoft Cybersecurity Architect

(beta)
PREREQUISITE OPTION 3

Microsoft Certified: Azure
Security Engineer
Associate

OR

PREREQUISITE OPTION 4

Microsoft 365 Certified:

Security Administrator
Associate




