Chapter 1: The Current State of Cybersecurity and the Role
of SOAR

No Images



Chapter 2: A Deep Dive into Incident Management and
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Chapter 3: A Deep Dive into Automation and Reporting
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Chapter 4: Quick Dig into SOAR Tools
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assigned to no one

© run query
o get user info
° get user attributes

© list sessions

Analyze usage of access
assigned to no one

EDIT

0/10
0/10



¥

Approvals Reports H » ACTION » PLAYBOOK + REPORT

Timeline Artifacts v Evidence Files
—
Reports
¥ GENERATED NAME OWNER DOWNLOAD
a few seconds ago Brute Force Attack on hector admin &
v
< 1 > Show

Discard Changes 83 Settings

SOAR Untit

B start

Playbook -
ACTION
<> Code ( Unconfigured

100%

& utility (G
& PLAYBOOK
activedirectory_reset_p
assword

PROCESS FILTERS Ay

i [l Fiter ©

ACTION
Unconfigur
CODE
e code 2

-
End

Unconfigured

Python Playbook Editor L 1 Playbook Debugger L 1




¥

Timeline Artifacts v Evidence Files Approvals Reports H

Prompts

OWNER OWNER TYPE NAME ~ START TIME STATUS RESPONSE

admin User prompt_1 Fri at 2:08 am + Answered N/A

N 5 v
< \\ 1) Show

Tasks

OWNER OWNER TYPE NAME ¥ START TIME STATUS RESPONSE

admin User task_1 Fri at 2:38 am Q expired N/A

Show

Run Action ByType ByApp Task

Action Name ‘ Name this action ‘ Schedule

Action Types (investigate) (correct) (contain) <generic> Asset Types ‘

| Q, Search actions... | Assets

add incident comment
get incident

get incident alerts

get incident entities
list incidents

run query

update incident

CANCEL LAUNCH



1
splunk>.  SOAR Q orange-ferdinand-nectarine version 5.3.4.95226 A admin

|l Reporting

All Types v Q Search reports REPORT

Generated Reports

TYPE REPORT NAME ~ GENERATED OWNER
Event Report Brute Force Attack on hector Nov 152022 at 04:12AM  admin &
Executive Summary general Nov 11 2022 at 03:42 AM  admin i
Executive Summary test Nov 08 2022 at 02:48 AM  admin &
Case Report RDP port ing d: d on i i Nov 08 2022 at 02:40 AM  admin &
Case Report RDP port ing d d on Webi hi Nov 08 2022 at 02:40 AM  admin &
Event Report Onboarding Demonstration Event Nov 08 2022 at 01:59 AM  admin &
< 1 >

Scheduled Reports

TYPE REPORT NAME SCHEDULE  NEXT RUN OWNER

No reports have been scheduled

1
splunk>, SOAR orange-ferdinand-nectarine v : 6 admin

# Administration v

Status

» Company Settings STATUS LABELS

~ Administration Settings
9 NEW @

Source Control

Email Settings

Search Settings
ADD ITEM
Google Maps

Password Vault
OPEN @
Playbook Execution

Environment Settings

Tags

CEF ADD ITEM

» Product Settings
RESOLVED @
~ Event Settings

Status I = |

Severity
Custom Fields ADD ITEM
Indicators
HUD
Response
Resolution
Label Settings
Authorized Users

¥ User Management
Users
Roles & Permissions

Account Security



i~ Chronicle HOMEPAGE DASHBOARDS CASES

Hello,
Benji Kova

PLAYBOOKS

Daily Alert Usage

SEARCH REPORTS

My Cases (4) Pending Actions My Tasks (1) Requests Workspace Announcements (1)
Assigned to My Role (1) Mention o Mention of My Role (0) el =
-2 = Brute Force Attack on hector (ID 4) a Medium 2 hours ago @ Benji Kova View Details Go to Case
=2 ® Unsanctioned cloud app access was blocked on one endp... = @ Critical 6 days ago @ Benji Kova View Details Go to Case
3 - Phishing (ID 1) F- @ Critical 10 days ago @ Benji Kova View Details Go to Case
I»
216 Cases M v c 2 n+
ji Expl
s .57 Brute Force Attack on ben
a . D207 @ DefoultEnvionment v @ Triage @ 2023-04-17 11:51:40 @ e v My = O
@ Anomalous loken Invelving one user
2023-04-17 12:41:01 1D 208
¥ Manage Tags
: @
@ Brute Force Attack on benji [ - ] 1. BRUTE FORCE ATTACK ... (1)
2023-04-17 11:51:40 1D 207 - _— 2023.04-16 21:49:46 &
1 o e
Overview Events (1) Playbooks (1) L - I
@ Multi-stage incident on one endpoint
2023.04-16 20:58:09 1D 206 TS
= Alert Details =
o)
. Alert name Device Product Start Time
() Unfamiliar signin propertiesinvolvi.. | BRUTE FORCE ATTACK ON BEN)! Test1 2023-04-16 21:49:46 UTC+01
2023-04-13 16:32:37 1D 205
& il ° End Time
2023-04-16 21:49:46 UTC+01
@ Unfamiliar sign-in properties involvi...
2023-04-11 17:55:05 1D 204
a 1 o &P Pending Actions (1) @ =
Connection to a custom network in... Failed Pending el
2023-04-11 14:10:25 1D 203
: O
MicrosoftAzureSenti... 2 months ago test View Playbook Respond
[SAMPLE ALERT] Unusual overwrite ...
2023-04-05 01:15:42 1D 202
»®
@ Entities Highlights (1) @ )
IMPLE ALERT] Unusual access ins... nent = T

3.04-05 01:15:41 1D 201

a
o
I




ASHBOARDS

SOC Status v

Created by Benji Kova

Soc Status
Cases Alerts
Cases Exceeded SLA Incidents

Top reporting products

j Top Entities Appearing In Alerts

@ 15724021435

Cases v Last 24 Hours

Filter
Q search...

Status

D Q  search for filters..
O open
D Closed

Environments

Tags

D Q  search for filters...
I:I Manual Case
D Suspicious

Users

Category Outcomes

Ports
D Q, search for filters...

Products
Case Source
Case Stages
Alert Types
Priorities

Importance

Alerts Distribution

Important Cases.
® Manual Case

Alert reduction percentage

v Q search..

<

¥ Last 24 Hours | All Environments

i SOC Analysts load

5: Case Distribution By Priority - Open Cases

é: Case Tags Distribution

® Manual Case 1

[}

4

Help.



i Chronicle DASHBOARDS  CASES PLAYBOOKS SEARCH REPORTS

5 Cases c 2 o+
Ny v @ 45T B Brute Force Attack on hector
Q Search Case Name D4 @ Default Environment v @ 2022-11-1401:59:08 & Triage D senikona v TmoBm = O
% Manage Tags
@aruterorcenmckunhe«@ E @ A Mark as important
A& Incident
@esfr 2@ m—  1.BRUTE FORCEATTACK.. (1)
- 2022-11-1100:0004 2
& Stage
Unsanctioned cloud zan (i
|@ vssnctoned coud o Q' o wn .
|@pmg 00 ——
B3 case Description () =

| @ oerore mracconvecr @ @)

Click here to add description

2P pending actions (1) @ =
& ° General Question_1 Medium @ 3days ago check this View Playbaok Respond
= Alerts (1) ® o
# | Alert Name Time Events Priority Playbook Attached Alert SLA Status
L]
1 BRUTE FORCE A.. 2022-11-11 00:0.. 1 Medium & Benji Test N/A Open View details
4 Entities Graph @ =
ite a comment = T ©
Overview Wall
#o0 -3 Eo Mmoo Qo0 "m0 % 0 All Alerts v Choose User v el
& Case assigned to Benji Kova Benji Kova 2022-11-14 01:59:08
a
2
% General Question_1 1> Pending action failed as the user did not respond within the View Result &  Benji Test 2022-11-11 04:06:05

required response time

successfully added a comment to Microsoft Azure Sentinel

mm MicrosoftAzureSentinel_... incident 333 View Result & Benji Test 2022-11-11 03:35:52
Thi di tion failed as th did not d withi

'I’ Siemplify_Case Comment... N pen‘ Ng action a‘e asthe user did not respond wichin View Result & Benji Test 2022-11-11 03:35:51
the required response time

= Playbook Benji Test attached to alert: BRUTE FORCE ATTACK ON HECTOR_0AB05356-8257-42A9-9230-D7480C2ABAA9. 2022-11-11 03:30:35

= Case stage set to Triage 2022-11-11 03:30:34



. w (1 -
= 1. BRUTE FORCE ATTACK ( ‘l-; s H

2022-11-11 00:00:04

Overview Events (1) Playbooks (1)

Ingest alert as test case

B3 Case Description @ o]
Move Alert
Click here to add description -
P Change Priority
a
T
. T
Add Entity
2P Pending actions (1) @
Close Alert
L] . . .
£+ General Question_1 3 days ago check this iew Playbook Respond
[= Alerts (1) @ o
# T Alert Name Time Events Priority Playbook Attached Alert SLA Status
(7]
1 BRUTE FORCE A... 2022-11-11 00:0... 1 Medium o= Benji Test N/A Open View details
¥ Entities Graph @ &)
Write a comment... = ! 0]
Unsanctioned cloud app access was block...
02 | Tags: 5 1 ° ‘ ADMINISTRATOR *
Case Alerts Q searct + 4
UNSANCTIONED CLOUD APP ACCESS WAS BL... Default ~
1 UNSANCTIONED CLOUD APP ACCESS WAS BLO...
2022-11-04 15:31:19 Field Name Value
identifier ADMINISTRATOR
network_priority 0
issuspicious False
isattacker False
ispivot False
ismanuallycreated  False
environment Default Environment
alert_id UNSANCTIONED CLO...
type. USERUNIQNAME .
rem— I FACEBOOR GO
isartifact False
ez ADMINISTRATOR
isenriched False
istestcase False
isvulnerable False
isinternalasset False
isfromidapstring  False
originalidentifier  Administrator
° B

4 g >
Wed 2 Thu3 Fria sats sun6 Mon 7.
“« W 2022-11-01 15:31:19 =



Step Selection X @ New Playbook SR Simulat ()o l2v o &
imulator ™ = ac ave

B Default @ Defaultenvironment @ 2023-06-2110:55:35 ¢ 2 4

Triggers M Flow Blocks ]
Playbook + Add View
9

AirTable v
APIVoid v

AzureActiveDirectory v

CheckPointFirewall 3

Get Azure Sercinal inddent Statisics This conditiondeteminesth pogrese of E

CheckPointThreatReputation v e e —

Emailv2 v

Enrichment v Drag a step over here

Flow v
Hibob v
MicrosoftAzureSentinel ~

Add Comment to Incident

neatemenkule Choose Case @ There are no available test cases. » Run Q Entit

HIIO-Q'QKEDWOO{”

{# Manual Action X

Q

™ AddOrUpdate
" AirTable v

Choose Instance * @ Default Environment_System Default Instance v
b Hibob v

Run on Alerts * @  All Alerts v
&  Mitreattck v .

Entities

MicrosoftAzureSentinel v ® cGroup @ Allentities v

t& ScreenshotMachine v QO specific @ Choose v
@ Siemplify v Baseid * @ | <Baseid> [
@ SiemplifyThreatFuse v Table name * ®  <rable name> tl

Field name * Field [1
@ siemplifyUtilities v 0 s

Json fields * ® g [1

Exe



Daily Alert Usage

Chronicle HOMEPAGE DASHBOARDS  CASES PLAYBOOKS  SEARCH  REPORTS

Reports
. C-Level overview
Reports Q ) o 4+
Edit Scheduler
Category Name of template Created by Creation Time Scheduler Generate Report —
B Management Soc Status & System 2022-07-26 13:39:38 P Generate
B cenera v o+
B General C-Level overview Siemplify automation 2022-07-26 13:39:41 P Generate
Management Closed Cases System 2022-07-26 13:39:38 P Generate i
8 & & s it T Executive Summary
8 ro Analysts Benchmark @ System 2022-07-26 13:39:38 P Generate
B Management Stages report siemplify automation 2022-07-26 13:39:41 P Generate Close/Open cases
B General Overall status (Tier1/Tie... Siemplify automation 2022-07-26 13:39:41 P Generate
TOP 5 attacks by product
Tier-1 Open Cases & System 2022-07-26 13:39:38 P Generate
P General test Benji Kova 2022-11-08 03:14:38 P Generate

Cases by priority

Analyst Close cases

Open cases by Stage

Analyst Avg handling time pr priority

Avg handling time per stage

Top case close reason

Daily Alert Usage

ChrOniCle HOMEPAGE DASHBOARDS CASES PLAYBOOKS SEARCH REPORTS

SETTINGS Networks < 1of > Q  searct LI S B B A

Define organizational networks in the system.

Vv Organization N LG Priority Environment
No records found
User Management
Environments
Permissions
License Management

Roles

Vv  Case Data

el

Tags
Case stages
Case close root cause

Case name

> Advanced
> Data Configuration
> Ontology

v Environments

orks



Chapter 5: Introducing Microsoft Sentinel Automation

Home > Microsoft Sentinel

3 Microsoft Sentinel | Automation X
o . ) .
elected warkspace: 'cybsecsoc
O Search « + create () Refresh & Edit (") Enable =T Moveup = Movedown [i] Remave [’ Guides & Feedback
o
General
{s 6 d) 2 [EARTL ﬂl More content at
@ Overiew Automation rules Enabled rules Enabled playbooks Content hub
#® Logs
@ News & guides Automation rules  Active playbooks  Playbook templates (Preview)
£ search
[0 seareh Analytic rules : All Actions : All Created by : All Last modified by : All Status : All Trigger : All
Threat management
8 ncidents [[] order Display name Trigger Analytic rule nam.._ Actions Expiration date Created by Rule creation time Last 1
@ workbooks [ Initial investigation i Incident created Al Run playback ‘Send...  Indefinite Benji Kovacevic  12/02/2022, 18:44:53  Benji
& Hunting D 2 When incident is updated i Incident updated (Preview) Al Change status, Assi... Indefinite Benji Kovacevic  28/02/2022, 11:51:09 Benji
& Notebooks D =) When incident is reopened f}'_- Incident updated (Preview)  All Run playbook 'Noti Indefinite Benji Kovacevic  16/05/2022, 11:56:13 Benji
& Entity behavior D 4 When incident severity chan... i3 Incident updated (Preview) Al Run playbook 'Noti. Indefinite Benji Kovacevic ~ 16/05/2022, 11:57:16 Benji
© Threat intelligence [ When incident s closed &% Incident updated (Preview) Al Run playbook ‘Noti..  Indefinite Benji Kovacevic  16/05/2022, 135704 Benji
B MITRE ATTECK (Preview) O s Syne comments to M365D gy Incident updated (Preview) Al Run playbook 'Sync Indefinite Benji Kovacevic  17/05/2022, 1250:14  Benji
Content management
£ Content hub (Preview)
@ Repositaries (Preview)
@ Community
Configuration
B! Data connectors
& Analytics
Ll »
B Watchiist
& Automation <Previous | 1-6 [ Next>
£ Settings -
" | _ _ .
—|— Create v O Refresh f Edit () Enable =T Moveup =! Move down Remove R'_V] Guides & Feedback

Automation rule

Playbook with incident trigger Enabled rules

Playbook with alert trigger

Blank playbook playbooks

| £ Search

Order Display name
1 Initial investigation

2 When incident is updated

When incident is reopened

When incident is closed

Do0odoog

5 Sync comments to M365D

When incident severity chan...

More content at
Content hub

=1

Enabled playbooks

s

Playbook templates (Preview)

Analytic rules : All Actions : All Created by : All Last mor

Trigger Analytic rule nam... Actions
i Incident created All Run playbook 'Send...
|'?_,s- Incident updated (Preview)  All Change status, Assi...
fg Incident updated (Preview)  All Run playbook ‘Noti...
|'?_,s- Incident updated (Preview)  All Run playbook 'Noti...
l'?_,i- Incident updated (Preview)  All Run playbook 'Noti...
g Incident updated (Preview)  All Run playbook 'Sync...



Create new automation rule

Automation rule name

Trigger

When incident is created

Conditions
If

Analytic rule name Contains

v | i

+ Add v

Actions @

+ Add action

Rule expiration ©

Indefinite Time
| |

Order ®

| 2




Home > Microsoft Sentinel | Analytics > Create new automation rule %

Analytics rule wizard - Edit existing scheduled rule - Automation rule name
Suspicious RDP activity | T |
General  Setrulelogic  Incident settings ~ Automated response  Review and update
Trigger
Automation rules (Preview) When incident is created v
View all automation rules that will be triggered by this analytics rule and create new automaticn rules.
T Add new Conditions
Order Automation rule name i
N o Analytic rule name Contains v || Current rule ~
1 Initial investigation
2 When incident is updated Add
+ ~
3 When incident is reopened )
Actions (&
4 When incident severity changed ‘ - l ]
4 When incident is closed
+ Add action
5 Sync comments to M3650D
Rule expiration (O
X i ‘ Indefinite = || Time |
~ Alert automation (classic)
Order ()
[ I
-
Apply
Home > Microsoft Sentinel
x

& Microsoft Sentinel | Incidents

Selected workspace: ‘cybsecsoc’

« + Createincident (Preview) () Refresh (O Last 24 hours ~ 25 Actions  [i] Delete [H Security efficiency workbook

Columns &) Guides & Feedback

a
General 20 1 Open incidents by severity
@ Ovenview el 7y | ks 1

Open incidents New incidents Active incidents B High (1) I Medium (0} Low (0} 1 informational (0)
@ Logs ~

- === RDP port ing detected on WebinarMachi

& News & guides [ search by 1D, ttle tags. owner orproduct | &) | Severity : Al Status : 2 selected ~ More (2} [~ Tinesphiamiinn on Webinariachine
£ search

@D #uiorefresh incidents Lbenjikova. v Sadive N | High v
Threat managemant Qwner Status Severity

"9 [] severity T4 Incident ID T Title T4 Alerts Product names Created time

B Incidents ) ) ‘ . Deseription

L1 ] wign EE Gl EEEEE w1 I EEi TG Lk Possible malicicus RDP port scanning detested an {(Hostnamel]
@ Workbooks

Alert praduct names

@ Hunting + Microsoft Sentinel
@ Notebooks

" Entity behavior

& Threat intelligence

3 MITRE ATT&CK (Preview)
Content management

B Content hub (Preview)
@ Repositaries (Preview)

& Community
Configuration
8 Data connectors

& Analytics
«

B watchlist

%5 Automation < Previous

£ Settings v

Evidence

A1 01 R 2

Fvents Alerts Bookmarks

Last update time Creation time.
11/18/22,11:12 AM 11/02/22, 12:34 AM
Entities (3)

& Benji Kovacevic
BN webinarMachi.
B 20.232133.192
View full details >

Tactic .
%5 Investigate
%) Run playbook (Preview)

Incidle y
€3 Create automation rule
Incidg M—

if Create team (Preview) v

View full details Actions



Incidents

-|— Create incident (Preview) O Refresh ® Last 24 hours v

i 1

Open incidents

o
=

1

Active incident:

| A2 Search by ID, title, tags, owner or product

| & |

Severity : |

0 Auto-refresh incidents
D Severity Ty
] I High

Incident ID Ty

333

Title Ty

RDP port scannin

< Previous I 1-1 l Next >

Home > Microsoft Sentinel | Incidents >

Incident
Incident ID 333

(2 Refresh  [ii] Delete incident

Bl \cicent i0: 333

& Benji Kovacevic ™ & Active v
QOwner Status
Description

Possible malicious RDP port scanning detected on ((Hostname}}

Alert product names
= Micrasoft Sentinel

Evidence
A1 L ] R 2
Events Alerts Bookmarks

Creation time
11/02/22, 12:34 AM

Last update time
11/18/22, 11:12 AM

Entities (3)

& Benji Kovacevic

B webinarMachine
B 20232133192

View full details >

Tactics and techniques

~ EX Reconnaissance (1)

Incident workbook
Incident Qverview

Analytics rule
RDP port scanning detected

I High
Severity

«

RDP port scanning detected on WebinarMachine

Timeline

Create new automation rule

Automation rule name

I RDP part scanning

detected on WebinarMachine

Trigger

[ When incident is created v
Conditions
If

Analytic rule name ‘ Contains v ” RDP port scanning detected |
AND

| Account name ~ H Equals ~ H benji |"E§’ T
AanD

| Host name ~ H Equals ~ ” WebinarMachine |“3§' T
AND

[ 1P address v || Equals v || 20232.133.192 | w

+ Add v

Actions ©

‘ Change status

‘ @ Closed

‘ Benign Positive - $

uspicious but expected

Comment

Apply

Similar incidents (Previe

~ £ Search

Nov 17
12:29

Nov 16
1118

Nov 2
0:00

Jl  New bookmark
Created by Benji Koy
J4  New bookmark

Created by Benji Koy

RDP port scanni
Medium | Detected

Create new automation rule

Automation rule name

| RDP port scanning detected on WebinarMachine

Trigger

’ When incident is created

Conditions
If

Analytic rule name ‘ Contains

~ | [ RDP port scanning detected

~ |

A

I Account name ~ H Equals

v |[ beni

| @

l Host name N H Equals

v |[ WebinarMachine

| % ®

o

1P address ~ || equals
l |

v |[ 20232133192

| @

+Add v

Actions

[ Change status

[ 0 Closed

l Benign Positive - Suspicious but expected

Comment

Cancel




Home > Microsoft Sentinel Manage Pefmissions X
o Microsoft Sentinel | Settings

Selected workspace: ‘cybsecsoc” Chaose the resource groups that contain the playbooks you want to give Microsoft Sentinel
permissions to run
P Search « Pricing  Settings  Workspace settings >
- - ——— Browse  Current permissions
# logs ~ Entity behavior analytics
[ search
@ News & guides ~ Anomalies
Pissics [ Name 1y Subscription Ty
earc - .
~ Workspace manager configuration =
[ @ suilt-In-dentity-RG ¥ VsFTE
Threat management X rags
M [J ) cloud-shell-storage-n.. ¥ Vs FTE
& Incidents < —
What is it? [[] @ coud-shell-storage-vi.. ¥ vsFTE
@ Workbooks Automation rules allow you to centrally manage all the automation of incident handling. Automation rules streamline
Sentinel and enable you to simplify complex workflows for your incident orchestration processes, [[] @) DefaultResourceGrou T vsFrE
© Hunting
[ ®) NetworkwatcherRG T vsere
& Notebooks Playbook permissions =
Microsoft Sentinel automation rules can run Logic App playbooks to integrate with other services or create complex | O ® est ¥V VSFIE

& Entity behavior handling. Explicit permissions are required to use this functionality.

& Threat intelligence CooNE RO

2 MITRE ATT&CK (Preview)

~ How do we use your data?
Content management
& Corsit b ~ Auditing and health monitoring

@ Repositories (Preview) ~ Remove Microsoft Sentinel

B Community

Configuration

Workspace manager (Preview)
Data connectors

Analytics

Watchlist

Automation

& &0 o> H

Settings

Trigger

When incident is created A

When incident is created

. When incident is updated (Preview)
Conditions

If When alert is created (Preview)



Conditions

If

Analytic rule name

AND

| Tag v l[
| |
Description .
Severity

Acti Status
‘: Tactics :
+ 4+ Tag
Incident provider
Rul Custom details key (Preview)
‘E Alert product names h
ord Entity properties
E Account tenant id b
Account AAD user id |
Account name
Account NT domain v

Equals
Does not equal
Contains
Does not contain

© Starts with
Does not start with
Ends with

Does not end with



Conditions

If
Analytic rule name l Contains v H All v I
AND
Title v H Contains v H ransomware l 0]
OR
I malware I"'&if“ |
+ h
OR
Severity v H Equals A\ H 2 selected v I 0]
+ Add I Search l
+ Add (m] select all
[:] Informational
+ Add v D Low
Medium
Actions ® High
Updated by ' H Equals v ” 0 selected v I
| Search |
+ Add v
D Select all
D Application
tions © D User
D Alert grouping ]
Add action D Playbook

le expiration ©

D Automation rule

D Microsoft 365 Defender




Trigger

When alert is created (Preview) v l
Conditions -
l Contains A\ “ All v I
If
Analytic rule name | ISearch analytic rules |
D Select all
Actions © D (Preview) SAP - High - Activation or Deactivation of ICF Service .
I Run playbook I
D (Preview) SAP - High - Change in Sensitive privileged user
I D (Preview) SAP - High - Client Configuration Change
=+ Add action D (Preview) SAP - High - Data has Changed during Debugging Activity
D (Preview) SAP - High - Deactivation of Security Audit Log
Rule expiration ® D (Preview) SAP - High - Execution of a Sensitive ABAP Program
I Indefinite D (Preview) SAP - High - Execution of a Sensitive Transaction Code
Order ® D (Preview) SAP - High - Execution of Sensitive Function Module
I 1 D (Preview) SAP - High - Function Module tested
D (Preview) SAP - High - HANA DB - Assign Admin Authorizations
D (Preview) SAP - High - HANA DB - Audit Trail Policy Changes
D (Preview) SAP - High - HANA DB - Deactivation of Audit Trail
D (Preview) SAP - High - HANA DB - User Admin actions
D (Preview) SAP - High - Login from unexpected network -
a
{fqﬁ} test ’
VS FTE / CyberSecurity |
{i%} Test-incidentTrigger
. VS FTE / CyberSecurit
Trigger ¥ Y

When incident is created

Conditions

If

Analytic rule name

+ Add v

Actions (O

I Run playbook

{‘E‘} Test-SharedMailbox
VS FTE / CyberSecurity

{ i_.;.‘} testEntity

VS FTE / CyberSecurity

{ igl} testOne

VS FTE / CyberSecurity

{‘E‘} TipsAndTricks
VS FTE / CyberSecurity

{F‘} Unisolate-MDEMachine
VS FTE / CyberSecurity

{‘E‘} UpdateTitle
VS FTE / CyberSecurity

| Search playbooks




Actions (D

| Change status

vl@

-+ Add action

Rule expiration

Actions O

.
“v New

‘s | .
k. Active

0 Closed

l Change severity

vl]ﬁ[

Clw

. Informational
+ Add action
Low
Medium
Rule expiration ©
— High
Indefinite —
Automation rule name & . . -
Assign to me
benji@cybsec.guru
Trigger @
When incident is created @aybsecguny
o Admin
admin@M365x25776268.OnMicrosoft.com
Conditiens @ On-Premises Directory Sy ization Service Account
IF
) War Room Members
Analytic rule name & ‘WarRoomMembers@cybsec.guru
L Add 8 MDE users
Test Group
a TestGroup@cybsec.guru
Actions © M8 Personal-awned work arafile users v
Assign owner [ Search users or groups | @
\ ~]
Actions ©
Add tags
+ Add tag

[ 2




Rule expiration ©

| 1172572022

71| 12:00 AM |

Order ©®

E

Home > Microsoft Sentinel

E o Microsoft Sentinel | Automation

Selected workspace: ‘ybsecsoc’

£ Search «

General

@ Overview

@ Logs

& News & guides
5 Search

Threat management
& Incidents

@ workbooks

© Hunting

& nNotebooks

@ Entity behavior
@ Threat intelligence

® MITRE ATT&CK (Preview)

Content management
& Content hub (Preview)
@ Repositories (Preview)

& Community

Configuration
B! Data connectors
& Analytics

B Watchiist

45 Automation

& Settings

Home > Microsoft Sentinel

a

I Create v (O Refresh

156

) Enable (9 Disable [if Delete &’ Guides & Feedback @ API Connections

More content at

h2 (& 110

o Microsoft Sentinel | Automation

Selected workspace: ‘cybsecsoc

P Search
-

® Logs
@ News & guides

£ Search

Threat management
& Incidents

@ Workbooks
© Hunting
Notebooks

& Entity behavior
& Threat intelligence

®  MITRE ATT&CK (Preview)
Content management
£ Content hub
@ Repositories (Preview)
& Community
Configuration
Workspace manager (Preview)
Data connectors
Analytics

Automation

&
[
-
B Watchiist
%
*

Settings

Automation rules Enabled rules Enabled playbooks Content hub
rules  Active Playbook templates (Preview)
|.£ search Status : All Trigger kind : All £ VS FTE R group : All Plan: All Source name : All
(] Name T Status L Plan Ty Trigger kind 11 Subscription T Resource group T, Location Ty Source name Ty Tags
[[] ueowreavaianie @ U.. () Enabled Consumption & Microsoft Senti... T vsFTE (®) CyberSecurity East US Gallery Content LogicAppsCatege s
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Home » Microsoft Sentinel

[a] Microsoft Sentinel | Content hub (Preview)

Selected workspace: ‘cybsecsoc’

EEE

() Refresh 37 Guides & Feedback

a
General
© o & 245 =7 06
Overview Solutions Installed Updates
£ 1L
£ Logs - »
& News & guides [P Search... | Status : All Content type : Playbook (46) Support : All Provider : All
£ search Category : All
Threat management [E‘ Select All
i FEATURED . IRED | | PREVIEW
& Incidents s L) [J Analytics rule (114 Uk |
# workbooks cisco [[] pata connector (201)
@ Hunting Cisco Umbrella Log4j Vulnerability [ Hunting query (59)
Microsoft Sentinel, Microsoft Microsoft Sentinel, Mi ation
& Notebooks Corporation Corporation [ Parser (107
Entity behavior Security - Cloud Security Application, Securi B rlaybook (45)
Security - Vulnerability M ook
& Threat intelligence Analytics rule (10)  Data connector +4 [ watchlist (7)
Analytics rule (4] Hunting
8 MITRE ATT&CK (Preview) [ workbook (130)
Content management Apply
23 Content hub (Preview)
. No solution selected
& Repositories (Preview) Select a solution to view more details
& Community @v
Configuration Atlassian Jira Audit Azure Active Directory Azure Active Directory
Microsoft Corporation Microsoft Sentinel, Microsoft Identity Protection
Data connectors Corporation Microsoft Corperation
DevOps
P . Identity Security - Threat Protection
Analytics Analytics rule (10)  Dats connector  +3 o
watchlist Analytics rule (48)  Dats connectar  +2 Analytics rule  Data comnector  +1
5 Automation
L Settings v v
Home » Microsoft Sentinel
3 Microsoft Sentinel | Automation X
Selected warkspace: ‘oybsecsoc’
«  + Create v (D Refresh | (O Enable () Disable [I] Delete 3 Guides & Feedback @ APl Cannections
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@ Overview Playhoak with incident trigger o= & Enabled plybooks Content hub
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& News & guides Blank piaybook playbacks  Playbook templates (Preview)
£ Search
[ search Status : All Trigger kind : All Subscription : VS FTE Resource group : All Plan : All Source name : All
Threat management
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@ Hunting [ ueorre auniasie & pr.. (5 Enabled Consumption & Microsoft Senti ¢ vsFIE (@) CyberSecurity East US Gallery Content  LagicAppsCatege
@ nNotebooks [ test ) Disabled Consumption B Microsoft Senti ¢ VsFTE () Cybersecurity EastUS Custom Content
o Entity behavior [ Test-atertTrigger () Enabled Cansumption @ Microsoft Senti..  § VSFTE () cybersecurity East Us Custam Content
& Threat intelligence [ test-createwatchlist () Enabled Consumption U Microsoftsenti..  § VSFTE [#) CyberSecurity EastUS Custom Content
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Home > Microsoft Sentinel | Automation >

Create playbook

© Basics  (2) Connections  (3) Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * | VS FTE v l

L Resource group *

| CyberSecurity v l
Create new
Region *
I East US ' l
Playbook name *
| soar v]

D Enable diagnostics logs in Log Analytics (O

Log Analytics workspace

I cybsecsoc v

D Associate with integration service environment [0}

Integration service environment

| v

Next : Connections >



Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics © Connections  (3) Review and create

For each connector this playbook uses, you can choose to use an existing connection from another
playbook. Otherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed.

a Microsoft Sentinel Connect with managed identity

Connect with managed identity

FailedTrigger
benji@cybsec.guru

ttt

Previous Next : Review and create >



Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics @ Connections o Review and create

Basics

Subscription VS FTE
Resource group CyberSecurity
Region East US
Playbook name SOAR
Diagnostics logs workspace Disabled
Integration service environment Disabled

Connections

Microsoft Sentinel

Connect with managed identity

o Note: Grant permissions to the managed identity after deployment.

Previous Create and continue to designer



Home > Microscft Sentinel | Automation > SOAR

SOAR | Logic app designer

Logic app

‘P Search ‘ &

& Overview
B Activity log

A Access contral (IAM)

® Tags

&? Diagnose and solve problems
Development Tools

Logic app designer

2o

&
Fay

> Logic app code view

iz

& Versions

&

API connections

& Quick start guides

Settings
B Workflow settings
7 Authorization
@ Access keys
% Identity

{1t Properties

B Locks

Monitoring
R Alerts
i Metrics
B Diagnostic settings

W logs -

Home > Microsoft Sentinel | Automation > SOAR

& SOAR | Logic app designer ¥

Logic app
< Bse X
&5 Overview a 1
2
B Activity log 3
Ry Access control (IAM) 4
H
€ Tags 6
7
£? Diagnose and solve problems s
9
Development Tools 10
s Logic app designer s
12
</> Logic app code view 13
14
R Versions 15
16
@ APl ti
1= connections 17
& Quick start guides 18
19
Settings 20
21
83 Workflow settings 22
g o 23
? Authorization 2
25
Access keys
(<) y e
% Identity 27
. i 28
il Properties 29
30
Locks
& 31
Monitorin, 22
. 33
E Alerts 24
35
44 Metrics 36
37
B Diagnostic settings 18

¥

save X Discard [> RunTrigger » &l Designer </> Codeview [@] Parameters [ Templates ] Connectors

? Help (O Info

Microsoft Sentinel incident (Preview)

Discard [> RunTrigger v % Designer </> Codeview ||
e .

“definition”

: "https://schema

Templates

Parameters

+ New step

? Help O Info

B Connectors

.azure.com/providers/Microsoft.Logic/schemas/2016-86-01/workflowdefinition. json#",

"actions": {},
“contentVersion”: "1.0.0.0",
“outputs”: {},
“parameters”: {
"$connections”: {
"defaultValue": {},

"type'
}
15
"triggers": {
“Microsoft_Sentinel_incident": {
{
"callback_url": "@{1listCallbackUrl()}"
1,
"host": {
"connection": {
}
13
"path": "/incident-creation”
b
"type": "ApiConnectionWebhook"
}
}

1,
“parameters”: {
“$connections”: {

“value": {
"azuresentinel”: {
“connectionId /subscriptions/
“connectionName”: "azuresentinel-SOAR",
"connectionProperties”: {

"authentication”: {
"type": “"ManagedServiceIdentity”

‘@parameters('$connections’)['azuresentinel’]['connectionld’]"

‘resourceGroups/Cy

“ty/providers/Microsoft.Web/connections/a

W Try Preview Designer



Home >

Create Logic App

Basics  Hosting Monitoring

Tags  Review + create

Create a logic app, which lets you group workflows as a logical unit for easier management, deployment and sharing of
resources. Workflows let you connect your business-critical apps and services with Azure Logic Apps, automating your
workflows without writing a single line of code.

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage

all your resources.

Subscription * @

[

Resource Group * ®

Instance Details

Logic App name *

Publish *

Region *

Plan

| VSFTE v |
[ CyberSecurity ~ l
Create new

| SOARStandard v

.azurewebsites.net

(® Workflow () Docker Container

[ Central US N

o Not finding your App Service Plan? Try a different region or select your App
Service Environment.

The plan type you choose dictates how your app scales, what features are enabled, and how it is priced. Learn more

Plan type *

Windows Plan (Central US) * D

Pricing plan *

Zone redundancy

@ Standard: Best for enterprise-level, serverless applications, with
event-based scaling and networking isolation.

O Consumption: Best for entry-level. Pay only as much as your
workflow runs.

[ (New) ASP-CyberSecurity-8dfe V4
Create new

Workflow Standard WS1
210 total ACU, 3.5 GB memory
Change size

An App Service plan can be deployed as a zone redundant service in the regions that support it. This is a deployment
time only decision. You can't make an App Service plan zone redundant after it has been deployed Learn more

[

[ < Previous l l Next : Hosting >




Home > Microsoft Sentinel | Automation > SNOW-CreateAndUpdatelncident | AP connections > snow-CreateSNOWRecord

@ SNOW-CreateAndUpdatelncident | API ... «

Logic app

P Search «

() Refresh

& Overview
API connections associated with the logic app
E Activity log
@ azuresentinel-Createliralssue
A Access control (IAM)

Py @ snow-CreateSNOWRecord
ags

> Diagnose and solve problems

Development Tools
s Logic app designer
/> Logic app code view
B Versions

@ API connections

& Quick start guides

Settings

t;é} Workflow settings

¥ Authorization

@ Access keys

% Identity

11! Properties

B Locks

Monitoring
B Alerts
A Metrics
B Diagnostic settings

D Logs v

V snow-CreateSNOWRecord | Edit APl connection  #

API Connection

£ Search «
Edit API connection
@ Overview
B Activitylog Edit API connection lets you update the display name and refresh the authorization for this Saas provider.
A Access control (IAM) o)
ServiceNow
@ Tags
Display Name
Diagnose and solve problems .
& Dig i SNow
Setti
k18 Instance * ©
6 Locks httpe _service-now.com
General Username * O

il Properties

& Edit APl connection Password * O

Mornitoring
B Alerts
Automation Save

a3 Tasks (preview)
@ Export template
Support + troubleshooting

B New Support Request

Home > Microsoft Sentinel | Automation > SOAR

SOAR | Identity

Logic app
P Search « 5 "
Y ... i
. P
& Ovenview o . . ) . L N .
A system assigned managed identity is restricted to one per resource and is tied to the lifecycle of this resource. You can grant permissions to the managed identity by using Azure role-based access control (Azure REAC).
Activity log The managed identity is authenticated with Azure AD, s you don't have to store any credentials in code. Learn more about Managed identities.
R Access control (1AM) & save X Discard () Refresh Got feedback?
@ Tags
£? Diagnose and solve problems Status @
Develapment Tools off
& Logic app designer Object (principal) ID @&
(is]
<> Logic app code view
T Versions Permissions &)
@ APl cannections
& Quick start guides.
@ This resource is registered with Azure Active Directory. The managed identity can be configured to allow access to other resources. Be careful when making changes to the access settings for the managed identity because it can
Settings result in failures.
Bt Waorkflow settings
% Authorization
@ Access keys
W Identity
Il Properties

& Locks

Manitoring
N Alerts
il Metrics
B Diagnostic settings

& Logs -




Home > Microsoft Sentinel | Automation > SOAR | Identity > Add role assig nment (Pl'eViEW) X
Azure role aSS|gnments
Scope (@
—+ Add role assignment (Preview) () Refresh | Resource group " 1
If this identity has role assignments that you don't have permission to read, they won't be shown in the list. Learn mare F”bsmp“c’" ‘
VS FTE ~
Subscription *
VeFTE = Resource group ©
[ cypersecurity V]
Role Resource Name Resource Ty
- — Role ©
No role assignments found for the selected subscription. [ ‘
Select a role N
Learn more about RBAC Microsoft Sentinel ]

Microsoft Sentinel Automation Contributor (O
Microsoft Sentinel Contributar O

Microsoft Sentinel Playbook Operator (D
Microsoft Sentinel Reader ©

Microsoft Sentinel Responder ©

6 Microsoft Sentinel @

*Connection name .
Enter name for connection

"Managed identity System-assigned managed identity

Cancel

Connect with signin  Connect with service principal ®




Dashboard > CybSec Guru | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

SOAR v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (CybSec Guru only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ I I e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

Dashboard > CybSec Guru | App registrations > SOAR Request API permissions %
5 SOAR | APl permissions =

CAll APIs
O Search « () Refresh | A7 Gotfeedback? @® Microsoft Graph
httpsi/graph.microsoft.com/ Docs o

& overi X § i
& Overview What type of permissians does your application require?

& Quickstart
@ The "Admin consent required” column shows the default value fe Delegated permissions Application permissions
# Integration assistant in organizations where this app will be used. Leam more Your spplication needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Manage

Configured permissions

B2 Branding & properties Applications are authorized to call APIs when they are granted perr  Select permissions expand al

all the permissions the application needs. Learn more about permis

B -
D Authentication [ £ Start typing a permission lo filter these resulis

?  Certificates & secrets -} Add a permission " Grant admin consent for CybSec Gun Permission Admin consent required
It Token configuration API / Permissions name Type Deseription
> AccessReview
- _
Ol T v Microsoft Graph (1)
@ Expose an API
P UserRead Delegated  Sign in and rei > Acronym
B App roles
AdministrativeUnit
&8 Owners N >
To view and manage consented permissions for individual apps, as
& Roles and administrators > AgreementAceeptance
B Manifest
> Agreement
Support + Troubleshooting
£ Troubleshooting > APIConnectors
& New support request
> AppCatalog
> Application

Add permissions Discard

»



E Azure Monitor Logs ®

*Connection name .
Enter name for connection

Client ID Client (or Application) ID of the Azure Active Directory application.

Client Secret Client secret of the Azure Active Directory application.

Tenant

The tenant ID of the Azure Active Directory application.

Cancel
Connect with sign in
Home > Microsoft Sentinel | Automation > SOAR
5, SOAR | Logic app designer
| ogic app
£ Search ‘ « save X Discard [> RunTrigger ~ &2 Designer </> Codeview [@] Parameters [m| Templates [ Connectors 7 Help (D Info
. a
& Overview
Activity log
B login.microsoftonline.com Microsoft Sentinel incident (Preview)
Ao Access contre
¥ Tags \If
/% Diagnose anc m Azure Monitor Logs
1
+
Development Tog N
[ | | Mi
icrosoft ;
2. Logic app de L o2l Office 365 Outlook ®
/> Logic app cof Pick an account Sign in to create a connection to Office 365 Outlook
I} Versions
Benji Kovacevic Cancel
@ API connecti¢ benji@cybsecguru
Signed in
& Quick start gy
Settings Iﬁ o
— Connectad o Windows W=eip
@ Workflow set
Authorizatior El
© Access keys Connected to Windows
» Identity
\ + Use another account
Il Properties
B Locks
Monitoring o
N Alerts
i Metrics

Diagnostic settings



& ISearch connectors and triggers

Triggers Actions

6 Microsoft Sentinel alert (preview)
Microsoft Sentinel

6 Microsoft Sentinel entity (Private Preview) (preview)
Microsoft Sentinel

6 Microsoft Sentinel incident (preview)
Microsoft Sentinel

Don't see what you need?

© Help us decide which connectors and triggers to add next with UserVoice




Microsoft Sentinel

é Search connectors and actions

Triggers Actions

6 Alert - Get incident (preview)
Microsoft Sentinel

Bookmarks - Creates or updates a bookmark (preview)
6 Microsoft Sentinel

6 Bookmarks - Delete a bookmark (preview)
Microsoft Sentinel

Bookmarks - Get a bookmark (preview)
6 Microsoft Sentinel

6 Bookmarks - Get all bookmarks (preview)
Microsoft Sentinel

6 Create incident (preview)
Microsoft Sentinel

6 Entities - Get Accounts (preview)
Microsoft Sentinel

Microsoft Sentinel

6 Entities - Get DNS (preview)

6 Entities - Get FileHashes (preview)
Microsoft Sentinel




Microseft Sentinel incident (Preview) |

I

Entities - Get IPs (Preview)

*Entities list ‘ . Entities x J

Add dynamic content

% Dynamic content Expression

£ Search dynamic contes

a
Microsoft Sentinel incident See more '

Connected to azuresentinel-TestBookmark. Change connection.

+ New step
Incident updates Alert Display Name
The display name of the alert

Incident updates Alert URI
This is the link to the alert in the orignal vendor.

Incident updates Alert Description
The description of the alert.

Incident updates Alert Friendly Name
The graph item display name which is a short humanly re...

Incident updates Alert Product Name
The name of the product which published this alert.

Incident updates Incident Tags Name
The name of the tag

Incident updates Incident Tags Type
The type of the tag

Incident updates Incident Tactics ltem

oficfiofioficfiofiopf ol

= e TR

Home > Microsoft Sentinel

o Microsoft Sentinel | Settings X

Selected workspace: ‘cybsecsoc

I,U Search J <« Pricing Settings  Workspace settings >
General - . . .
~ Entity behavior analytics
@ Overview
~ Anomalies
@ Logs

o .
@ News & guides Playbook permissions

O Search ~ How do we use your data?
Threat management ~ Health monitoring
-
& Incidents What is it?
B Workbooks Microsoft Sentinel’s health monitoring allows you to keep an eye on data connector activity and on scheduled analytics rules’ operations.
@ Hunting
How to enable it?

& Notebooks To turn an Micrasoft Sentinel's health monitoring feature, select Configure diagnostic settings below. Mark the check boxes for the logs and

» . X metrics you want to collect, and select your Log Analytics workspace as the destination for the data (you can select additional destinations too). You
& Entity behavior can find and query your Sentinel health monitoring data in the SentinelHealth table in Log Analytics. Learn more >

O Theat intelligence Configure diagnostic settings ]

B MITRE ATTECK (Preview)
Content management ~ Remove Microsoft Sentinel

By Content hub (Preview)
@ Repositories (Preview)

&8 Community

Configuration

Data connectors

Analytics
Watchlist

‘Automation

é
a
%
&

Settings v



Home > Microsoft Sentinel | Settings > Diagnostic settings >

Diagnostic setting -

Save X Discard IE Delete P? Feedback

A diagnostic setting speci

fes a list of categories of platform logs and/or metrics that you want to collect from a resource,

and one or more destinations that you would stream them to. Normal usage charges for the destination will occur. Learn

mare about the different log categories and contents of those logs

JSON View

Diagnostic setting name * Automation Health

Logs
Category groups (D

D allLogs

Categories

‘ Automation

D Data Collection - Connectors

Home > Microsoft Sentinel

. Microsoft Sentinel | Logs

Selected workspace: ‘cybsecsoc

£ Search «
a

| D NewQuery1*  x +

General £ CybSecSOC
@ Greniew Tables  Queries  Functions - &
@ Logs
h
& News & guides £ _Seard J
(¥ Fiter) 1= Group by: Solution

O Search

Threat management T Collapse all

Destination details

. Send to Log Analytics workspace

Subscription

[vsFre

Log Analytics workspace

I CybSecSOC ( eastus )

D Archive to a storage account
D Stream to an event hub

D Send to partner solution

( Time range : Last 3 days ) | [ Save

1 SentinelHealth-
2

‘where  SentinelResourceType in- ("Playbook”, -"Automation-rule"}

Results  Chart | [2] Acd baokmark

(] TimeGenerated [UTC]

] v~ nnira022,12:29:32.217 PM

£ Share v - Mew alert rule v

QP Feedback

Queries | g

= Export v 5 Pinlo v Format query

B Incidents Favorites.

# woribooks You can add favorites by clicking on
the 3 icon

© Hunting

& Notebooks
& Entity behavior
& Threatinteligence

“®  MITRE ATT&CK (Preview)

Content management
By Content hub (Preview)
@ Repositories (Preview)
& Community
Configuration

B Data connectors

& Analytics

B watchlist

& Automation

» Antimalware Assessment
» LogManagement

» Microsoft Sentinel

» Microsoft Sentinel UEBA
» Security and Audit

» Custom Logs

Tenantidl
TimeGenersted (UTC]
OperationName

SentinelResourceld

Status
Description

Reasan

Workspaceld
SentinelResourceType
Recordld

> ExtendedPropertis

Type
O > 117022122947 598 P
O > 1171772002, 12:28:56.160 PM

1 1i17i202i 12:26:36.274 PM___ Automation rule run

Display time (UTC +00:00)

05 630ms

A
OperationName SentinelRosourceld SentinelResourceName Status | o)
,.\
Automation rule run  /subscriptions, r..  Initial investigation Succ §
2022.11.17712:29:3221731222
Automation rule run
fsubscripions psi p wsights/iv
Initial
Success
Rule executed successfully, lriggering all actions.
Automation rule completed run.
Automation rule
26882360 606d-4dc9-B571- 25158468909
["TriggeredOn": Incident” dWhen™"Created" " ActionsTr Ily':3, TatalActions"3, Trigg s Whork
SentinelHealth
Automation rule run fsubscriptions/ re..Initial investigation Succe
Automation rule run fsubscriptions/ .. Whenincidentis updated  Suece
Jsubseriptions/ ‘te.. il investiqation Succe
Query details | 1-40f 47



Home > Microsoft Sentinel | Workbooks >

Automation Health =

cybsecsoc

& Edit [ Open O & 2 © 7 Hep O Autorefresh: Off

Automation Health  Playbooks run by Automation Rules Automation per Incident
Top 5 failed Automation rules Top 5 failed Playbooks on-demand (failed triggers) Top 5 failed Playbooks - Azure Diagnostics (failed runs)
™~ i ™ i N i N
@ The query returned no results.
FailedTriggerPlaybook &' FailedTriggerPlaybook UpdateTitle &% UPDATETITLE
UpdateTitle &'a UpdateTitle
L] > ]

Automation runs by type

SentinelResourceType 1 Runs™y
i Automation rule 27
299 "
27 Playbook 28
Status by automation type

Home > Microsoft Sentinel | Automation >

Create playbook -

© Basics () Connections  (3) Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * l VS FTE hd l
\— Resource group * [ CyberSecurity v I
Create new

Region *
| East US Y4 l

Playbook name *

Enable diagnostics logs in Log Analytics O

Log Analytics workspace

l cybsecsoc %

D Associate with integration service environment ©

Integration service environment

| v

Next : Connections >



Home > Micrasoft Sentinel | Automation > SOAR

SOAR | Diagnostic settings # - X
Logic app

« O Refresh &7 Feedback

& Overview =1

Diagnostic settings are used to configure streaming export of plattorm logs and metrics for a resource to the destination of your choice. You may create up to five different diagnostic settings to send different logs and

B Adiitylog metrics to independent destinations. Learn more about diagnostic settings

Ay Access contral (1AM) Diagnostic settings

¢ Name Storage account Event hub Log Analytics workspace Partner solution Edit setting
Tags

No diagnostic settings defined
&2 Diagnose and solve prablems

+ Add diagnostic setting
Development Tools

Y . Click *Add Diagnostic setting’ above to configure the collection of the fallowing data:
& Logic app designer

« Workflow runtime diagnostic events
<[> Logic app code view o AllMetrics
B Versions

@ API connections

& Quick start guides

Settings

3 Workflow settings
? Authorization
@ Access keys

% Identity

{Il Properties

B Locks
Manitoring
B Alents

W Metrics

Diagnostic settings

@ Logs v

Home > Microsoft Sentinel | Automation > SOAR | Diagnostic settings

v

Diagnostic setting

Save X Discard ]EI Delete ,0\1 Feedback

A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want to collect from a resource,
and one or more destinations that you would stream them to. Normal usage charges for the destination will cccur. Learn
more about the different log categories and contents of those logs

Diagnostic setting name * SOAR playbook diagnostic settings v

Logs Destination details

Category groups @

& alitogs

Categories

Send to Log Analytics workspace

Subscription
[vsFrE v |

I] Workflow runtime diagnostic events
Log Analytics workspace

| CybSecSOC ( eastus ) ~ J

Metrics

D AllMetrics D Archive to a storage account

D Stream to an event hub

D Send to partner solution



Home > Microsoft Sentinel

@ Microsoft Sentinel | Logs

Selected workspace: ‘cybsecsoe

[,Cva:h—l « © NewQuery1* x|+
General @ CybSecSOC

@ Overview Tables  Queries  Functions

D logs

& News & guides ‘T:I
5 o ( Fiter ) = Group by: Solution ~

Threat management
& Incidents

@ workbaoks

© Hunting

& Notebooks

& Entity behavior

& Threat intelligence

2 MITRE ATTECK (Preview)
Content management

& Content hub (Preview)
& Repositories (Preview)
B Community
Cenfiguration

B Data connectors

T~ Collapse all
Favorites

You can ad favorites by clicking on
the ¥ icon

» Antimalware Assessment
» LogManagement

» Microsoft Sentinel

* Microsoft Sentinel UEBA
» Security and Audit

» Custom Logs

p Feedback 5= Queries | i

Save v

£ Share v - Newalertrule v 1> Export v 57 Pinto w

=
Time range : Custom

1 AzureDiagnostics
2 | where OperationName

Format query

icrosoft. Logic/workflows /workflowRunCompleted™

A
Results  Chart 7] Add bookmark ped
(0 TimeGenerated [UTC] Resourceld Category ResourceGroup Subscriptiontd
D ~ 1142022, 2:59:43.740 PM /SUBSCRIPTIONS/ WorkflowRuntime CYBERSECURITY 803140b9-666a -
Tenantld
TimeGenerated [UTC] 2022-11-04T14:50:43.74065642
Resourcald JSUBSCRIPTIONS/ RESOURCEGROUPS/ /PROVIDERS/MICROSO|

Category WerkflowRuntime
ResourceGroup ¢ v

Subscriptionld

ResoureeProvider MICROSOFT LOGIC
Resource 085¢ u34
ResourceType WORKFLOWS/RUNS

OperationName Micrasoft Logic/workflows/workflewRunCompleted

Level Error
status_s Failed
startTime_t [UTC] 2022-11-04T14:59:41.50328867

endTime._t [UTC] 2022.11.04T14:59:43 74057627

. workllowld_s SUBSCRIPTIONS/" /RESOURCEGROUPS/ JPROVIDERS/MICROSO
& Analytics
resource_location s eastus
Watchlist
- JURS—— RS
15 Automation
0s933ms | Display time (UTC+00:00) v Query details | 1-10f21
£ Settinas
Home > Microsoft Sentinel
® Microsoft Sentinel | Logs P
B Solected workspace: ‘eybsecsoc’
£ Search « @ New Query 1+ x + P Feedback
General & CybSecsOC | (Time range : Custom ) | Bl Smve v £ Share v+ Newalertrule v > Biport v % Pinto v
@ Overview . N 1 SentinelHealth
Tables  Queries  Functions « 2 | where SentinelResourceType == "Automation rule”
@ Logs 3 pand TriggeredPlaybooks = roperties.TriggeredPlaybooks —
D Search 4 | extend runId = tostring(TriggeredPlaybooks.RunId)
& News & guides 5 | join (AzureDiagnostics
14 Y ) 6 | where OperationName == "Microsoft.logic/workflows/workflowRunCompleted”
7 Fiter ) I= Group by: Solution r
£ search s b 7 | project
8 resource_runld_s,
T~ Collapse all 9 playbookName = resource_workflowName_s,
Threat management 10 playbookRunStatus = status_s
. i 11 on $left.runld == $right.resource runld s
& Incidents Favorites 12 | project A
You can add favorites by clicking on
@ workbooks the # icon Results  Chart mark p=l
Hunti
© Hunting } Antimalware Assessment (J Recordid TimeGenerated [UTC] i i Des @
o
@ Notebooks ¥ LogManagement [J v b4asosasf-9bga-deas-8872-096371de65c2 | 9/26/2022, 3:27:55.353 PM Update Test Success §
& Entity behavior » Microsoft Sentinel Recordid b4805a31.0h0a-405-8872.096371de65c2 @
® Threat intelligence * Microsoft Sentinel UEBA TimeGenerated [UTC] 2022-03-26T15:27:55.35365642
&8 MITRE ATT&CK (Preview) ¥ Security and Audit AutomationRuleName: Update Test
» Custom Lags AutomationRuleStatus Success
Content management
Deseriptian Rule executed successfully, triggering al actions.
B Content hub (Preview) iz
@ Repositories (Preview) playbookName UpdateTitle
& Community playbookRunStatus Failed
[0 > 70a26e68-Actib-448b-adad-B7ddcd 162205 10/4/2022, 1:31:32.067 PM Update Test Success R
Configuration
O > 31cdoess-d102-48d2-Bafc-dade21B304e3 10/4/2022, 1:32:55.904 PM Update Test Success R
2 Data connectors
[0 > 1c479b6-9181-4150-0303-140833d960e9  10/7/2022, 1:30:25.211 PM Update Test Success [
4 Analytics (0 > #7130685-054e-48e9-055F-0866108f6604 10772022, 24237713 PM Update Tast Success R
B Watchlist > d118de8a-15c5-4ddf-Adae-21218e3a17d9 10/7/2022, 1:28:28.860 PM Update Test Success R
5 Automation
0s716ms | Display time (UTC+00:00) ~/ Query details | 1-140f18

k.3

=}

suLn|C;




Chapter 6: Enriching Incidents Using Automation

Microsoft Azure £ Microsoft Sentinel

Do

i 1 e
Azurese Al Services (10) 20)
Azure Active Directory (0)
Services
Create ¢

TeSOUrtt B Microsoft Sentinel

©) Microsoft Defender EASM
Resource 4 Microsoft Dev Bax

€» Microsoft Purview accounts

(29) © Resource Groups (0)

O Microsoft Defender for Cloud
@ Microsoft Defender for loT
¥4 Microsoft Network express route gateways

W4 Customer Lockbox for Microsoft Azure

B3 Managed Microsoft Sentinel Service
B4 Farsight DNSDB for Microsoft Sentinel
B4l Senserva Offer for Microsoft Sentinel

B4 Flare for Microsoft Sentinel

Plan costs, understand Microsoft Sentinel pricing and billing
Microsoft Sentinel skill-up training | Microsoft Learn
Roles and permissions in Microsoft Sentinel | Microsoft Learn

Microsoft Sentinel UEBA reference | Microsoft Learn

See all

See all

see all

AP Give feedback

Recent
Marketplace
Mame
B3 Corelight for Microsoft Sentinel
&3 SOAR
B3 Infoblox Cloud for Micrasoft Sentinel

@3 snowst

3 {3 Managed SIEM with Microsoft Sentinel

£ SNOW

~ 4 HYAS Insight for Microsoft Sentinel

@ azures

|P CybSel Documentation

@ VSFTE  Whatis Microsoft Sentinel? | Microsoft Learn

aa Test-al  Microsoft Sentinel documentation | Microsoft Learn
2 test Quickstart: Onboard in Microsoft Sentinel | Microsoft Learn
&a GEt-SE  What's new in Microsoft Sentinel | Microsoft Learn
W Send

— 4 Continue searching in Azure Active Directory

a Task

—= " Searching all subseriptions

= ceht

see all
Navigate

Subscriptions [-’] Resaurce groups

Home >

Microsoft Sentinel =
CybSec Guru (cybsec.guru)

—+ Create 5% Manage view ~ () Refresh

hlter for any field.

4 Export to CSV A Open query

Subscription equals all

[ Name *
[0 @ cybsecsoc
O @ webinar

Home > Microsoft Sentinel >

59 View incidents

Resource group equals all X

Resource group T
cybersecurity

cybersecurity

Add Microsoft Sentinel to a workspace

+ Create a new workspace O Refresh

o Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel

I Filter by name..

Workspace T Location T
1@ TestUsEast eastus
=P TestWestEU westeurope

%

More services

icing for more details.

ResourceGroup T

Subscription T

test VS FTE

test VS FTE

All resources Dashboard
Location equals all )X T Add filter
No grouping ~ 1 [
Location T, Subscription Ty, Directory T
East US VS FTE CybSec Guru
East US VS FTE CybSec Guru

Directory Ty
CybSec Guru

CybSec Guru




Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace

Basics Tags  Review + Create

o A Log Analytics workspace is the basic management unit of Azure Monitor Logs. There are specific considerations
you should take when creating a new Log Analytics workspace. Learn more

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © l VS FTE v l
Resource group * © l (New) SOAR v l
Create new

Instance details

Name * @ [ SOAR \/]

Region * l West Europe % l

l « Previous I l Next : Tags >




Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace
o Validation passed

Basics Tags  Review + Create

. Log Analytics workspace
EE by Microsoft

Basics

Subscription VS FTE

Resource group SOAR

Name SOAR

Region West Europe

Pricing

Pricing tier Pay-as-you-go (Per GB 2018)

The cost of your workspace depends on the volume of data ingested and how long it is retained. Regional pricing details
are available on the Azure Monitor pricing page. You can change to a different pricing tier after the workspace is created.
Learn more about Log Analytics pricing models.

Tags

(none)

Download a template for automation



Home > Microsoft Sentinel >

Add Microsoft Sentinel to a workspace X

+ Create a new workspace O Refresh

0 Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

‘ Filter by name...

Workspace T Location T ResourceGroup Ty Subscription T Directory T,
_-D SOAR westeurope soar VS FTE CybSec Guru
=P TestUSEast eastus test VS FTE CybSec Guru
=P TestWestEU westeurope test VS FTE CybSec Guru

Microsoft Azure

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel

& Microsoft Sentinel | News & guides X

Selected workspace: ‘soar’

P Search « f Documentation

a
| . . P 3
Genera Microsoft Sentinel free trial activated

@ Overview The free trial is active on this workspace from 21/11/2022 to 22/12/2022 at 23:59:59 UTC.
During the trial, up to 10 GB/day are free for both Microsoft Sentinel and Log Analytics. Data beyond the 10 GB/day included quantity will be billed.Learn more.

® Logs
@ News & guides
5 search

Threat management A cloud-native SIEM to help you focus on what matters most

Incidents

Workbooks

Hunting
Notebooks
Entity behavior

Threat intelligence

O «mo KD

MITRE ATT&CK (Preview) 1.c
== 1. Collect data a "
L) 2. Create security alerts (&1 3. Automate & orchestrate
Collect data at cloud scale across the B . .
Content management 3 7 ¥ Focus on what's important using analytics Use or customize built-in playbooks to
e enterprise, both on-premises and in
" R to create alerts automate common tasks
&5 Content hub (Preview) multiple clouds
@ Repositories (Preview) — -
7 Create Create
& Community onnect

Configuration
B! Data connectors
& Analytics
Watchlist

15 Automation

£+ Settinas v



Home > Microsaft Sen

& Microsoft Sentinel | Content hub (Preview)

Selected workspace: scar

General

@ Overview

P Logs

@ News & guides

P Search

Threat management
Incidents

-]

# Wokbooks
© Hunting
-]

Notebooks

? Entity behavior

& Threat intelligence

B MITRE ATTEICK (Preview)
Content management

B Content hub (Preview)
@ Repositories (Preview)

B Community

Configuration

il vata connectors
& Analytics
B watchlist
45 Automation
&

Sattings

Intelligence  Hunting

VirusTotal

Contact Us
Get Support
How It Works

Graph

) Refresh

B 245

nel > Add Microsoft Sentinel to a workspace > Microsaft Sentinel

A Guides & Feedback

&0 ©0

Solutions Installed Updates
[ 2 wraining lab 5| swmtus:Al Contenttype:Al  support:All  Provider:All  Category: Al
f=]=]
88
Coreview |

AP|

9

Bnslytis rule (3)

Training Lab
Microsoft Corporation

Training and Tutorials.

Hunting query (2 +3

> 1 VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE SEARCH

Q)

Choose file

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and o the sharing of
your Sample submission with the security community. Please do not submit any personal information;
VirusTotal is not responsible for the contents of your submission. Learn more.

@ Want to automate submissions? Check our AP, or access your AP| key.

Community Tools Premium Services
Join Community API Scripts Intelligence

Vote and Comment YARA Hunting

Contributors Desktop Apps Graph

X
a Training Lab
Micrasaft |0
Provider Support Version
Description

Microsoft Sentinel Training Lab helps you get ramped up with
Microsoft Sentinel providing hands-on practical experience for
product features, capabilities, and scenarios. To get started,
visit the training guide with step-by-step instructions.

This solution ingests pre-recorded data into your Microsoft
Sentinel workspace and e
scenarios that showcase various Microsoft Sentinel features.
The size of the ingested data is around ~20 MBs, so you wil
see no cost related to ingestion. Pre-recorded data will land in
the following custom log tables: SecurityEvent_CL,
SigninLags €L, OfficeAdtivity CL, AzureAdtivity CL,
Cisco_Umbrella_dnis_CL

bles several artifacls ta simulate

Microsoft Sentinel Solutions provide a consalidated way to
acquire Microsoft Sentinel content like data connectors,
workbooks, analytics, and automations in your workspace with
a single deployment step,

Parsers: 2, Workbooks: 1, Analytic Rules: 3, Hunting
Queries: 2, Playbooks: 1

Leam more about Microsoft Sentinel | Learn more about
Solutions

ooo
ooo
ogo

Benjam

Profile
# APl key
Settings

n out

Documentation

Searching
Reports
APIv3 | v2




1>

r
(] Benjamink. 0

Z URL, IP address, domain, or file hash Q

APl Key Request premium API key

s Is your persanal key. Do not disclose it to anyone that you do not trust, do not embed it in scripts or software from
which it can be caslly retrieved I you care about its confidentiality. By submilting data using your AP key, you are

API Key: @ [  agreeing to our Terms of Service and Privacy Policy, and to the sharing of your Sample submissions with the security

Please do not submit any personal ion; VirusTotal is not for the contents of your

submissions. Learn more

API quota allowances for your user Upgrade API

“You own a standard free end-user account. It is not tied to any corporate group and so it does not have
access lo VirusTotal premium services. You are subjected to the following limitations:

Access level " Limited, standard free public APl | Upgrade to premium
Usage Must not be used in business workflows, commercial products or services. @
Requestrate 4 lookups / min
AP reference Python client Golang library Command-line interface
Daily quota 500 lookups / day
Monthly quota 15.50 K lookups / month
Want to learn more about how VirusTotal ean supercharge your security operations? check our 360 Go premium Use in browser Discover feeds Other senvices
overview brief.
‘Want to upgrade your access? Please do not hesitate to contact us, we'll go the extra mile to make you
successful.
Consumption last 30 days (D
[ quotausage

Home > Microsoft Sentinel

E Microsoft Sentinel | Automation - X
o .
slected workspace: ‘oybsecsac
5 Search « Create v () Refresh Edit Enable Moveup =4 Movedown [I] Remove [ Guides & Feedback
- F

a

General Automation rule
o X =M More content at
Q Overview Playbook with incident trigger | =4 "0 Enabled playbooks Content hub
# Logs Playbook with alert trigger
@ News & guides Blank playbook playbooks  Playbook templates (Preview)
£ search
2 Search Analytic rules : All Actions : All Created by : All Status : All Trigger : All
vt ¥ iag
Threat management
8 incidents [ order play name Trigger Analytic rule nam...  Actions Expiration date Created by Rule creation time Last modif
B Workbooks [ Initial investigation & Inddent created Al Run playbaok ‘Send...  Indefinite Benji Kovacevic 12/02/2022, 18:44:53  Benji Kovac
& Hunting 2 When incident is upda... g% Incident updated (Preview)  All Change status, Assi..  Indefinite Benji Kovacevic 28/02/2022, 115109 Benji Kovac
& Notebooks (! When incident is reop... i3 Incident updated (Preview) Al Run playbook ‘Noti..  Indefinite Benji Kovacevic 16/05/2022, 11:56:13  Benji Kovac
& Entity behavior (it When incident severity... i Incident updated (Preview) Al Run playbook ‘Noti..  Indefinite Benji Kovacavic 16/05/2022, 11:57:16 Benji Kovac
© Threat inteligence O =« When incident is closed i3 Incident updated (Preview) Al Run playbook ‘Noti..  Indefinite Benji Kovacevic 16/05/2022, 135704 Benji Kovac
B MITRE ATTECK (Preview) O s Sync comments to M3... i@ Incident updated (Preview) Al Run playbook ‘Sync..  Indefinite Benji Kovacevic 17/05/2022, 125014 Benji Kovac
Content management
B3 Content hub (Preview)
@ Repositories (Preview)
B Community
Configuration
B! Data connectors
& Analyties
« »

B watchlist
3 Automation <Previous | 1-6 | Next>
o

Settings v



Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics  (2) Connections  (3) Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * | VS FTE hd I
I— Resource group * | CyberSecurity hd I
Create new

Region *
I East US Y4 |

Playbook name *

| VirusTotal-IPEnrichment-alertTrigger v I

D Enable diagnostics logs in Log Analytics @

Log Analytics workspace

I cybsecsoc v

D Associate with integration service environment ©

Integration service environment

| v

Next : Connections >



Home > Microsoft Sentinel | Automation >

Create playbook

@ Basics @ Connections  (3) Review and create

For each connector this playbook uses, you can choose to use an existing connection from another
playbook. Otherwise, you must create a new connection and authenticate when you are brought to the
Logic Apps designer after your playbook is deployed.

M Microsoft Sentinel Connect with managed identity

Previous Next : Review and create >



Home > Microsoft Sentinel | Automation >

Create playbook -

o Basics O Connections o Review and create

Basics

Subscription VS FTE

Resource group CyberSecurity

Region East US

Playbook name VirusTotal-IPEnrichment-alertTrigger
Diagnostics logs workspace Disabled

Integration service environment Disabled

Connections

Microsoft Sentinel

Connect with managed identity

o Note: Grant permissions to the managed identity after deployment.

Previous Create and continue to designer

Home > Microsoft Sentinel | Automation > VirusTotal-IPEnrichment-alertTrigger

o VirusTotal-IPEnrichment-alertTrigger | Logic app designer # - X
Sas Logic app
lP Search ] « Save X Discard D Run Trigger ~ .E. Designer  </> Code view [@] Parameters E Templates B connectors 7 Help @ Info

a
&n Overview
B Activity log

Microsoft Sentinel alert (Preview) @

fa Access control (IAM)
® Tags No additional information is needed for this step. You will be able to use the outputs in

subsequent steps.
ﬂ Diagnose and solve problems

Connected to azuresentinel-VirusTotal-IPEnrichment-alertTrigger. Change connection.
Development Tools ——

.E. Logic app designer

</> Logic app code view N
+ New step
B Versions

@ API connections

& Quick start guides



Connections

Select an existing connection or create a new one:

Invalid  Display Name Name Gateway
O benji@cybsec.guru azuresentinel-3
O ttt azuresentinel-W...
O @ Microsoft Sentinel azuresentinel-Az...
O @ tt azuresentinel-13
° azuresentinel-VirusTotal-IPEnrichment... azuresentinel-Vir...
O @ <username>@ <domain> azuresentinel-W...
O @ Microsoft Sentinel azuresentinel-W...
O O benji@cybsec.guru azuresentinel-lso...
O @ Microsoft Sentinel azuresentinel-W...
Add new Cancel

Microsoft Sentinel

Tenant CybSec Guru

Sign in to create a connection to Microsoft Sentinel.

Connect with service principal @ Connect with managed identity @




Home > Microsoft Sentinel | Automation > VirusTotal-IPEnrichment-alertTrigger >

Logic Apps Designer

Save X Discard [> Run Trigger v ;T—a. Designer /> Code view [@] Parameters [im] Templates Bl connectors '? Help @ Info

Microsoft Sentinel

Tenant CybSec Guru ~

login.microsoftonline.com

Sign in to create a connection to Microsoft Sentinel.

Cancel

Pick an account

Connect with service principal @ Connect with managed identity ®

benji@cybsec.guru

IE Benji Kovacevic

Signed in

+ New step
Connected to Windows

IE Connected to Windows

Use another account

Terms of use  Privacy 8 cookies - .- -

4 b

Microsoft Sentinel alert (Preview)

No additional information is needed for this step. You will be able to use the outputs in
subsequent steps.

Connected to benji@cybsec.guru. Change connection.

Microsoft Sentinel alert (Preview)

No additional information is needed for this step. You will be able to use the outputs in
subsequent steps.

Connected to benji@cybsec.guru. Change connection.

+ New step




E Choose an operation
/O Microsoft Sentinel

For You All Built-in Standard Enterprise Custom

DomainTools HYAS Insight Microsoft Microsoft Recorded
Iris Enrich Sentinel Sentinel... Future...
Triggers Actions

Enrich Domain -

’ DomainTools Iris Enrich ) I

F o Retrieve Account Information




Microsoft Sentinel

é Search connectors and actions

Triggers Actions

6 Create incident (preview)
Microsoft Sentinel

@ Entities - Get Accounts (preview)
Microsoft Sentinel

6 Entities - Get DNS (preview)
Microsoft Sentinel

@ Entities - Get FileHashes (preview)
Microsoft Sentinel

6 Entities - Get Hosts (preview)
Microsoft Sentinel

@ Entities - Get IPs (preview)
Microsoft Sentinel

6 Entities - Get URLs (preview)
Microsoft Sentinel

@ Get incident (preview)
Microsoft Sentinel

Entities - Get IPs (Preview)

@

* Entities list

Connected to benji@cybsec.guru. Change connection.

Add dynamic content [l




Entities - Get IPs (Preview) ®

* Entities list ‘_E Entities x | |

Add dynamic content [ +]]

Dynamic content Expression

Connected to benji@cybsec.guru. Change connection.

I L entities

Microsoft Sentinel alert
+ New step

e Entities

A list of entities related to the alert, can include multiple enti...

Z Virus Total X

é lSearch connectors and actions

Triggers Actions

Analyze a URL (preview)
Virus Total ®

Get an IP report (preview)
Virus Total ®

Get Domain report (preview)
Virus Total @

Virus Total ®

Get URL report (preview)
Virus Total @

Retrieve information about a file or URL analysis (preview)
Virus Total ®

21
21
2]
5] et e et i
2]
21

Upload and analyze a file (preview)
Z Virus Total ®

Don't see what you need?

@ Help us decide which connectors and triggers to add next with UserVoice




Zl Virus Total

*Connection name VirusTotal

. 800 Ee00000000000000000000000000000000000ttctctstcsttttsattOttS
*x-api_key
Create
W

Z Get an IP report (Preview) @ oo

*IP Address Ip to verify I

Add dynamic content [ Dynamic content Expression
Connected to VirusTotal. Change connection. | 2 Search dynamic content
Entities - Get IPs See less
+ New step

a A list of IPs associated with the alert
A list of IPs associated with the alert

IPs ltem

e IPs Address
IP address

a IPs

A list of IPs associated with the alert
Microsoft Sentinel alert See more

e Alert display name
Display name of the alert

e Description
Alert description

(=¥ For each

*Select an output from previous steps

IPsx

Z Get an IP report (Preview)

*IP Address m IPs Address x

Connected to VirusTotal. Change connection.

f Add an action




For each

*Select an output from previous steps

IPs x

Z Get an IP report (Preview)

*|P Address m IPs Address x

Connected to VirusTotal. Change connection.

f Add an action

Choose an operation

)3 Search connectors and actions

All Built-in Standard Enterprise Custom

& Recommended based on your activity

Append to array variable
Appends value to array variable.

Append to string variable

Variables
Appends value to string variable.

Built-in

For You
Recent Clear
Microsoft Virus Total Azure Control Office 365 Variables Microsoft

Sentinel Monitor Logs Outlook Defender...




Microsoft Sentinel

6 Search connectors and actions

Triggers

Actions

Add alert to incident (preview)
Microsoft Sentinel

Add comment to incident (V3) (preview)
Microsoft Sentinel

jojojojojefofo

Alert - Get incident (preview)
Microsoft Sentinel

Bookmarks - Creates or updates a bookmark (preview)
Microsoft Sentinel

Bookmarks - Delete a bookmark (preview)
Microsoft Sentinel

Bookmarks - Get a bookmark (preview)
Microsoft Sentinel

Bookmarks - Get all bookmarks (preview)
Microsoft Sentinel

Create incident (preview)

N

Add comment to incident (V3) (Preview) ®
*Incident ARM id Incident ARM id ‘
Add dynamic content [ +]]
* Incident comment Font v 12v B ] U / EE i= E E f C/)

message

Incident comment message

Connected to benji@cybsec.guru. Change connection.

f Add an action

Dynamic content Expression

| £ amid

There are no results for your search

SEARCH TIPS
Ensure words are spelled correctly.

Try less specific keywords.



For each

*Select an output from previous steps

IPs x

Z Get an IP report (Preview) Insert a new step

A
+\
A4

Add comment to incident (V3) (Preview)

f Add an action

Microsoft Sentinel alert (Preview)
Insert a new step

-+
v

Entities - Get IPs (Preview)

Microsoft Sentinel

é Get incident

Triggers Actions

6 Alert - Get incident (preview)
Microsoft Sentinel

6 Get incident (preview)
Microsoft Sentinel

Don't see what you need?

@ Help us decide which connectors and triggers to add next with UserVoice




Alert - Get incident (Preview) @) =

* Specify subscription id I_E Subscription ID x

* Specify resource groupl_ﬂ Resource group x

* Specify workspace Id I_E Workspace ID x |
I

* Specify alertid I_E System alert ID x

Connected to benji@cybsec.guru. Change connection.

Add dynamic content

i
a4

Entities - Get IPs (Preview) wes

A 4
For each
K&l es x ‘
‘z Get an IP report (Preview) ‘
T
+
N
Add comment to incident (V3) (Preview) ® .-
*Incident ARM id IE Incident ARM ID % ‘
Add dynamic content [+]]
*Incident comment Font vy 2vB [ U /=i ==& 72
message

Incident comment message

Connected to benji@cybsec.guru. Change connection.

E Add an action

WV

Dynamic content Expression

| pe system alert id

Microsoft Sentinel alert

@ System alert ID
Unique ID for the specific alert instance

Dynamic content Expression

l £ ARMID

Alert - Get incident

6 Incident ARM ID
The full qualified ARM ID of the incident.

e Incident Comment 1D
The full qualified ARM ID of the comment.

Add comment to incident (V3) (Preview)

“Incident ARM id LE Incident ARM ID x

*Incident comment Font v 12v B I U / =
message

Report for IP address

Owner:

Reputation:

Total votes harmless:
Total votes malicious:

Connected to benji@cybsec.guru. Change connection.

Add dynamic content [l




*Select an output from previous steps

‘IPsx

|E Get an IP report

(Preview) o

x
N

*Incident ARM id

" Incident comment
message

Add comment to incident (V3) (Preview) ® .

m Incident ARM ID x

Font v 12vB I U

Report for IP address IPs Address x

Owner: Z Owner x

Reputation: 5] Reputation x

Total votes harmless: 2 Total votes Harmless x

Total votes malicious: z Total votes Malicious x

Add dynamic content

Connected to benji@cybsec.guru. Change connection.

Home > Microsoft Sentinel | Automation > VirusTotal-IPEnrichment-alertTrigger

& VirusTotal-IPEnrichment-alertTrigger | Logic app designer

Logic app

£ Search 3

£ Overview

Activity log

89 Access cantrol (IAM)
@ Tags

/2 Diagnose and solve problems
Development Tools

2 Logic app designer
</> Logic app code view
B Versions

@ APl connections
& Quick start guides
Settings

8% Workflow settings
¥ Autharization

@ Access keys

% Identity

Il Properties

B Locks

Monitoring

N Alerts

1 Metrics

B Diagnostic settings

a

ﬂ Alert - Get incident (Preview)

save X Discard [> RunTrigger ~ &l Designer <¢/> Codeview [@] Parameters Templates

Dynamic content

Expression

| P total votes

Get an IP report

E Total votes
Unweighted number of total votes from the community, divi

z Total votes Harmless
Number of positive votes

z Total votes Malicious
number of negative votes

]

Entities - Get IPs (Preview)

)

2] connectors

* Select an output from previous steps

\Psx

. Get an IP report (Preview)

\C

Add comment to incident (V3) (Preview)

*Incident ARM id B incicert anmio

? Help (D Info

Dynamic content

P total votes

Get an IP report

Expression

. Total votes
L number of tatal votes from the community, divi...

*Incident comment
message

12v B [/

| Font v

Report for IP address Ps Address 5

Owner: Owner x

Reputatio Reputation x

Total vates harmless: Total votes Harmless x
Total votes malicious: Total votes Malicious x

Connected to benji@cybsecguru. Change connection.

‘Add dynamic content [

Total votes Harmless
Mumber of positive votes

Total votes Malicious
number of negative votes




File Home Insert Draw Page layout Form

D Calibri

I

PAl 45.81.226.17

0o~ o v~

Bookl - Excel (2 No Label

Save As

riome ~ T [ Desktop

(3 Recent
New " 1P watchlist

Microsoft Excel Warkbook (*xis)

¥ Open Excel Workbook (*xlsx)

Excel Macro-Enabled Workbook (*.xlsm)
Excel Binary Workbook (*.xIsb)
Excel 97-2003 Workbook (*.xls)
CSV UTF-8 (Comma delimited) (*.csv)
XML Data (*.xml)
Single File Web Page (~mht, *mhtmi)
Personal Web Page (*“.htm, *htmI)
Excel Template (It
OneDrive - Personal Excel Macro-Enabled Template (*xiim)
D Excel 97-2003 Template (*xlt)
Text (Tab delimited) (*.txt)
Other locations Unicode Text (*.txt)

Export
XML Spreadsheet 2003 (*xm()

publish [‘g This PC Microsoft Excel 5.0/95 Workbook {*xls)
T —— CSV (Comma delimited) (*.csv)

Close

Ea F ext (5 el ) (. prn)
@ Add a Place ormatted Text (Space delimited) (“.prn)
v Text (Macintosh) (*.xt)

E Browse
CSV {MS-DOS) (*.csv)
DIF (Data Interchange Format) (*.dif)
SYLK (Symbolic Link) (~.slk)
Excel Add-in (*.xlam)
Excel 97-2003 Add-in
PDF (*.pdf)
XPS Document (*xps)
Strict Opan XML Spreadsheet X)
OpenDacument Spreadsheet (*.0ds)

Account

1 S
Feedback

Options




Home > Microsoft Sentinel > Microsoft Sentinel

Microsoft Sentinel | Watchlist

Selected workspace: ‘soar’

£ search «

General
@ Overview

£ Logs

@ News & guides

5 Search

Threat management
& Incidents

@ workbooks

© Hunting

& Notebooks

& Entity behavior

& Threat intelligence

®  MITRE ATTACK (Preview)

Content management
B Content hub (Preview)
@ Repositories (Preview)

& Community

Configuration

il Data connectors
&  Analytics

B watchlist

£5 Automation

£ Settings

O Refresh —+ Addnew [ Delete

w0

Watchlist items.

My Watchlists Templates (Preview)

What is it?

How does it work?

This is what you can do with watchlists

Investigate threats and respond ta
incidents quickly with fast import
of IP addresses, file hashes, etc.
from csv files. Then utilize the
watchlist name/value pairs for
joining and filtering for use in alert
rules, threat hunting, workbooks,

notebaoks and for general

0
Watchlists
.~ Watchlist

queries.

& Update watchlist ~

4

Columns. A% Guides & Feedback

Microsoft Sentinel watchlist enables the collection of data from external data sources for correlation against the events in
your Microsoft Sentinel environment. Once created, leverage watchlists in your search, detection rules, threat hunting,
workbooks and response playbooks.

Create a new watchlist by selecting 'Add new’ and follow the steps in the new watchlist wizard. You will receive a
notification in the notifications area within in the Azure portal that your watchlist was created. Watchlists are stored within
your Micrasoft Sentinel workspace as name value pairs and are cached for optimal query performance and low latency.

Import business data, such as user
lists with privileged system access
as a watchlist. Then use the
watchlist to create allow and deny
lists. For example, use a watchlist
that contains a list of terminated
employees to detect or prevent
them from logging in to the

network.

LEARN MORE
About Watchlist

No watchlist selected
Select a watchlist for more details

Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist >

Watchlist wizard -

Create new watchlist

General

Name *

Source

Review and create

MaliciousIP

Description

Alias *

MaliciousIP




Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist >

Watchlist wizard

Create new watchlist

General  Source  Review and create

Source type

‘ Local file

File type

[ csv file with a header tcsv)

Number of lines before row with headings *

[o

Upload file *
@ IP watchlist.csv

Drag and drop the files or Browse for files

SearchKey *

P

v

The SearchKey is used to optimize query performance when using watchlists for joins
with other data. For example, enable a column with IP addresses to be the designated
SearchKey field, then use this field to join in other event tables by IP address. Learn

more and get examples about SearchKey

Next: Review and create >

File preview | First 50 rows and first 5 columns

P

45.81.226.17

Home > Microsoft Sentinel | Watchlist >

Watchlist wizard

Create new watchlist

° Validation passed.

General Source  Review and create

General

Name
Description
Alias

Source

Source type

File type

Number of lines befare row with
headings

Source

SearchKey

MaliciousIP

MaliciousIP

Local file
CSV file with a header (.csv)
0

IP watchlist.csv
P



Home > Microsoft Sentinel > Microsoft Sentinel

Microsoft Sentinel | Watchlist

Selected workspace; ‘soar

«

a
General

Q@ Overview

# Logs

& News & guides

£ Search

Threat management
Incidents

=

@ workbaoks
© Hunting
&

Notebooks

& Entity behavior
& Threat intelligence

B MITRE ATT&CK (Preview)

Content management
B Content hub {Preview)
@ Repositories (Preview)

@ Community

Configuration
B Data connectars
& Analytics
B watchlist

13 Automation

[l Delete

() Refresh | Add new

w1

Watchlist items

Watchlists

My Watchlists ~ Templates (Preview)

[,o Search by name, alias and description

[] Name 1y

[ Maliciousip

Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist >

o Logs

SOAR

® New Query 1* D New Query 2+ +

Alias Ty

Malicious|P

& Update watchlist ~+ == Columns 47 Guides & Feedback
B MelidousP
MName
Fyp Add filter
g Bl Microsoft
Provider
Source T Created time Ty Last updated "L
Description
IP watchlist csv 11/22/22, 04:32 AM 11/22/22, 04:32 AM .
Source

1P watchlist.csy

Created by
benji@cybsec.gury

Last updated
11/22/22, 04:32 AM

SearchKey
P

Status (Preview)
@ Succeeded

View in lo

 Feedback

1

LEARN MORE
About Watchlist o

@ n/22/22,043..

Created time

X

8= Queries | & [ v

® SOAR IEEEM (e onge - Setin query ®
Tables Queries Functions & 1 _GetWatchlist('MaliciousIP')
£ Search

{= Group by: Solution ~

T~ Collapse all
Favorites

You can add favorites by clicking on
the ¥ icon

» Microsoft Sentinel

Save v | Share v |-} Newalertrule v | — Export v 5 Pinto v

= Format query

Create Azure Monitor alert

Create Azure Sentinel alert

A
Results  Chart | [E] Add bookmark P
[ LastUpdatedTimeuTc [UTC] _DTitemid Searchiey 3
D ¥ 11/22/2022, 432:14.597 AM 3e317528-5490-4ca5-85fe-dadSb7ee180c 45.81.226.17 45.81.226.17

suwnie) 5



Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule

General Set rule logic Incident settings Automated response Review and create

Create an analytics rule that will run on your data to detect threats.

Analytics rule details

Name *

| Test - Malicious IP v

Description

Tactics and techniques

| 0 selected ~ l
Severity

| IMedium v l
Status

Disabled )

Next : Set rule logic >



Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule
General  Setrule logic  Incident settings Automated response Review and create

Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

A\ One or more entity mappings have been defined under the new version of Entity Mappings. These will not appear in the query code. Any entity mappings
defined in the query code will be disregarded. A

_GetWatchlist('MaliciousIP")

View query results >

Alert enrichment

~  Entity mapping

Map up to five entities recognized by Microsoft Sentinel from the appropriate fields available in your query results.
This enables Microsoft Sentinel to recognize and classify the data in these fields for further analysis.
For each entity, you can define up to three identifiers, which are attributes of the entity that help identify the entity as unique. Learn more >

0 Unlike the previous version of entity mapping, the mappings defined below do not appear in the query code. Any mapping you define below will
replace not only its parallel old mapping in the query code, but any mappings defined in the query code — though they still appear, they will be
disregarded when the query runs. Learn more >

X v | w

I Address v ] I P v I il -} Add identifier

— Add new entity



Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs >
Analytics rule wizard - Create a new scheduled rule
-+ Add new entity
\ Custom details

v Alert details

Query scheduling

Run query every *

l 5 \/I l Minutes

Lookup data from the last* ©

l 5 I l Hours

Alert threshold

Generate alert when number of query results *

Is greater than v | l 0

Event grouping

Configure how rule query results are grouped into alerts

@ Group all events into a single alert
O Trigger an alert for each event

Suppression

Stop running query after alert is generated @

Coammd

Next : Incident settings >




Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule

General  Setrulelogic  Incident settings  Automated response  Review and create

Automation rules (Preview)

View all automation rules that will be triggered by this analytics rule and create new automation rules
+ Add new
Order Automation rule name

No automation rules

~  Alert automation (classic)

Next : Review >

Actions (O

Create new automation rule

Automation rule name

[ Test - Malicious 1p

Trigger

When alert is created (Preview)

Conditions.

If

Analytic rule name Contains

Actions ©

[ Run playbook

Tlw

I

~]

@ Only playbooks configured for the alert trigger can be selected. If  playbook appears unavailable, it means Microsoft Sentinel does not

have explicit permissions to run it.
Manaqe playbook permissions

+ Add action

Rule expiration (

[ indefinite

][ Time

Order @

[

Apply

‘ Run playbook

v |

v ]

o Only playbooks configured for the alert trigger can be selected. If a playbook appears unavailable, it means Microsoft Sentinel does not

have explicit permissions to run it.
Manage playbook permissions




Manage permissions X

Choose the resource groups that contain the playbooks you want to give Microsoft Sentinel
permissions to run

Browse  Current permissions

| Search

E] Name T Subscription T
[] (#) Built-In-Identity-RG ? VSFTE

D (%) cloud-shell-storage-n... . VSFTE

D (%) cloud-shell-storage-w... . VSFTE

D (%) DefaultResourceGrou... . VSFTE

[[] [#) NetworkWatcherRG ® VSFTE

(4] SOAR ® VSFTE

[ () Test ? VSFTE



Create new automation rule

Automation rule name

I Test - Malicious IP v
Trigger

When alert is created (Preview) v
Conditions
If
Analytic rule name Contains Y ” All

Actions ©®

I Run playbook ' l [il]

{‘;‘} VirusTotal-IPEnrichment-alertTrigger
VS FTE / SOAR

+ Add action

Rule expiration ®

I Indefinite ” Time

Order ®

|1

Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule
seneral Set rule logic Incident settings Automated response  Review and create

Automation rules (Preview)
View all automation rules that will be triggered by this analyties rule and create new automation rules.
+ Add new

Order Automation rule name Trigger Action Status

1 Test - Malicious IP O Alert created (Previ Run playbook ‘VirusTotal-IPEnrichment-... () Enabled



Home > Microsoft Sentinel > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule

o Validation passed.

General  Set rule logic

Analytics rule details

Name
Description
Tactics and techniques

Severity

Status

Analytics rule settings

Rule query
Rule frequency
Rule period
Rule start time
Rule threshold
Event grouping

Suppression

Entity mapping

Entity 1:

Previous Create

Incident settings Automated response Review and create

Test - Malicious IP

I Medium

(D Enabled

_GetWatchlist("MaliciousIP")

Run query every 5 minutes

Last 5 hours data

Automatic

Trigger alert if query returns more than 0 results
Group all events into a single alert

Not configured

IP
Identifier: Address, Value: IP



Home > Microsoft Sentinel > Microsoft Sentinel

. & Microsoft Sentinel | Analytics

Selected workspace: soar’

«

General

T Overview

D Logs

& News & guides
P search

Threat management
& Incidents
@ workbooks
© Hunting
& Notebooks

& Entity behavior

@

Threat intelligence

®  MITRE ATT&.CK (Preview)

Content management
B Content hub (Preview)
@ Repositories (Preview)

8 Community

Configuration
B Data connectors
& Analytics

Watchlist

Automation

4 settinas -

+ create () Refresh  FN Analytics efficiency workbook (Preview)

é2

& More content at

() Enable

Rules by severity

© Disable

[i] Delete =l Import = Export

A7 Guides & Feedback

LEARN MORE

Active rules Content hub

W High ()

Active rules  Rule templates ~ Anomalies
| P search 5 Add filter
[®] severity *u T4 Name Ty

O I High
= I Medium

Advanced Multistage Attack Detection

Test - Malicious [P

1 Medium (1)
Rule type Ty Status T
@ Fusien 3 Enabled
@ Seheduled " Enabled

o [ ]

Home > Microsoft Sentinel > Microsoft Sentinel

. == Microsoft Sentinel | Incidents

Selected warkspace: ‘soar’
«
General
@ Overview
@ logs
& News & guides
£ search
‘Threat management
Incidents

=

@ workbooks
@ Hunting
&

Notebooks

.

* Entity behavior
& Threat intelligence

% MITRE ATT&CK (Preview)
Content management

B Content hub (Preview)
@ Repositories (Preview)
B Community
Configuration

B Data connectars

& Analytics

B Watchlist

18 Automation

1+ Settinas -

=+ Create incicent (Preview) () Refresh (9 Last 24 hours

e |

21

Ry
New ineidents

Open incidents Active incidents

[~ search by ID, ttle tags, cwner or produet | &1 ‘ Severity : All
@D uto-refresh incidents
(] severity Ty Incident ID Ty, Title Ty

OJ I Medium 1

Test - Malicious IP

32 Actions

[i] Delete ER Security efficiency workbook

Open incidents by severity

Low (0)

Tactic

About analytics rules o
I Informational (0) WA

(® Test - Malicious IP

Medium ¥
Severity Content source

(") Enabled
Status

]

Description

Rule query

Rule frequency
Run query every 5 minutes

Rule period
Last 5 hours data

Rule threshold
Trigger alert if query returns mere than 0 results

Event grouping
Group all events into a single alert

Suppression -

Columns & Guides & Feedback

1 High (0)

Status : 2 selected

Alerts

1 Medium (1)
~ More (2)
Product names Created 1
Microsoft Sentinel 11722022

1 informational (0)

Y
-

I
Incident ID: 1

| Medium
Severity

& Unassigned ' % New ~
Owner Status

Alert praduct names
* Microsoft Sentinel

Evidence

A1

Events

LA

Alerts Bookmarks

Lsst updste time
1142222, 05:05 AM

Creation time
11/22/22, 0505 AM

Entities (1)
B 458122617
View full details >

Incident workbook

Incident Overview

Analytics rule
Test - Malicious IP

Tags
+

Incident link




Home > Microsoft Sentinel > Microsoft Sentinel | Incidents >

Incident

Incident ID 1

(O Refresh  [i Delete incident

Test - Malicious IP I . .
[ [, Timeline  Similar incidents (Preview] ~ Alerts  Bookmarks  Entities

~ | Medium N | Timeline content : AN

Severity

£ Search

& Unassigned v
Owmer

Status

Entities (1) Nov 22

B 458122617 0:00
View full details >

@ | Test - Malicious IP
Medium | Detected by Microsoft Sentinel | Tactics:

Incident workbook
Incident Overview

Analytics rule
Test - Malicious IP

Tags
+

Incident link

(Total: 1)

B Last comment

Report for IP address 45.81.226.17
Owner: Zomro BV.

Reputation: -1

| Write a comment...

Hame > Microsoft Sentinel > Micrasoft Sentinel | Incidents >

Incident

Incident ID 1

) Refresh [i] Delete incident

Test - Malicious IP
Bl ent D1 Timeline  Similar incidents (Preview)  Alerts  Bookmarks  Entities

P Search Severity : All

New ~ | Medium v
Status Severity

& Unassigned v
Owner

Alert status T, Alert1D T Praduct name Ty

Entities (1)

B 458122617 P New Microsoft Sentinel 1

Events Ty

Comments (1)

Severity : All Tactics - All

/4

No selected items
Please select an item from the timeline to view more details

Comments (1)

Creation time T4 Time frame T4

11/22/22, 05:05 AM 11/22/22, 1200 AM - ... View playbooks

View full details > «

Incident workbook
Incident Overview

Analytics rule
Test - Malicious P

Tags

4

Incident link

B Last comment (Total: 1)
Report for IP address 458122617 a

Qwner: Zomro BV, I

Reputation: -1

[ write @ comment...




Home > Microsoft Sentinel > Microsoft Sentinel | Incidents > Incident >

Alert playbooks

Test - Malicious IP

O Refresh

Playbooks  Runs

2 VirusTotal be

Name T4 Status T Plan T} Subscription Ty

VirusTotal-IPEnrichment-alertTrigger (") Enabled Consumption f\ VS FTE Open designer m
Home > Microsoft Sentinel > Microsoft Sentinel | Incidents > Incident >
Alert playbooks
Test - Malicious IP

O Refresh

Playbooks  Runs

£ Search playbooks runs

Status Ty Start time T, End time Ty

Name Ty
VirusTotal-IPEnrichment-alertTrigger

VirusTotal-IPEnrichment-alertTrigger

Home > Micrasoft Sentinel > Microsoft Sentinel | Incidents > Incident > Alert playbooks >

Logic app run
08585325124618903063359928689CU225

® Run Details @ Resubmit ® Cancel Run O Refresh ® Info

Q Succeeded

° Succeeded

11/22/22, 05:20 AM

11/22/22, 05:.05 AM

For each

Y
L
J

€ Previous < Previous failed Show 1 Nextfailed >  Next »

2 Get an IP report

0s

INPUTS

Show raw inputs

IP Address
45.81.226.17

QUTPUTS

Show raw outputs

Owner

Zomro B.V.

ASN
204,601

Continent

11/22/22, 05:20 AM

11/22/22, 05:.05 AM

View run

View run




Home > Microsoft Sentinel > Microsoft Sentinel | Incidents > Incident > Alert playbooks >

Logic app run -
08585325124618903063359928689CU225

@ Run Details @ Resubmit ® Cancel Run O Refresh (D Info

e Microsoft Sentinel alert

Home > Microsoft Sentinel > Microsoft Sentinel | Incidents >

Incident

Incident I 1

(D Refresh i Delete incident

sfda Test - Malicious IP

Incidont D01 Timeline  Similar incidents (Preview)  Alerts  Bookmarks  Entities  Comments (2)
A Unassigned | £t New ~ |1 Medium b Nomal ¢ B I US ©EH AKX SE 9 ¢
Owner Status Severity
a
Alert product names Write 6 comment...
= Microsoft Sentinel
Evidence
1 01 R o
Events Alerts Bookmarks
Last update time Creation time
11/22/22, 05:20 AM 11/22/22, 05:05 AM
Entities (1) {&l Comment created from playbook - VirusTotal- ich lertTrigger  11/22/22, 05:20 AM 0}
M 458122617 Report for IP address 45.81.226.17
View full details >
Owner: Zomro BV.
Incident workbook
Incident Overview Reputation: -1
Analytics rule Total votes harmless: 0
Test - Malicious IP N
Total votes malicious: 1
Tags
+ Ci created from playbook - VirusTotal-1PEnri lertTrigger  11/22/22, 05:05 AM ]
Report for IP address 45.81.226.17
Incident link
nedent I Owner. Zomro BV,
| —
Reputaticn: -1
Total votes harmless: 0
-

Tatal votes malicious: 1

Investigate




Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Edit existing scheduled rule

Test - Malicious IP

General Set rule logic Incident settings  Automated response Review and update

Incident settings
Microsoft Sentinel alerts can be grouped together into an Incident that should be looked into.
You can set whether the alerts that are triggered by this analytics rule should generate incidents.

Create incidents from alerts triggered by this analytics rule

Disabled )

Alert grouping

Set how the alerts that are triggered by this analytics rule, are grouped into incidents.

Home > Microsoft Sentinel

3 Microsoft Sentinel | Automation X
Selected workspace: ‘soar
P Search « + Create v (O Refresh | 7 it (D Enable =T Moveup =Y Movedown [l Remove Y Guides & Feedback
General 2 automation rule
) 3 {&) 112 More content at
@ Ovenview Playbook with incident tiigger | Jed playbosks Content hub
& Logs Playbook with alert trigger
& News & guides Blank playboak playbocks  Playbook templates (Preview)
P search
[# search | Anaiytic rules : AN Actians ; All Created by : All Last modified by : All Status : All Trigger : All
Threat management
= incidents [] order Display name Trigger Analytic rule nam. Actions Expiration date Created by Rule creation time Last modif
B Workbooks [ Test - Malicious IP W Alert created (Preview) Al Run playbook *Virus...  Indefinite Benji Kovacevic 22/11/2022, 050503 Benji Kovac
© Hunting
& Notebaoks

& Entity behavior

& Threatintelligence

@ MITRE ATTACK (Preview)
Content management

B Content hub (Preview)
& Repositories (Preview)
& Community
Configuration

2 Data connectors

& Analytics

B watchlist

4 nmsin

& Settings -




Home > Microsoft Sentinel | Automation >

Create playbook

© Basics @ Connections @ Review and create

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

Subscription * l VS FTE v ‘
Resource group * ‘ SOAR ~ ‘
Create new
Region *
[ west Europe -
Playbook name *
I VirusTotal-URLEnrichment-incidentTrigger 4
. Enable diagnostics logs in Log Analytics O
Log Analytics workspace
[ soar v
D Associate with integration service environment ©
Integration service environment
[ v
Home > Microsoft Sentinel | Automation >
Create playbook
o Basics o Connections o Review and create
Basics
Subscription VS FTE
Resource group CyberSecurity
Region East US
Playbock name VirusTotal-URLEnrichment-incidentTrigger
Diagnostics logs workspace soar
Integration service environment Disabled
Connections

Microsoft Sentinel
Connect with managed identity

o Note: Grant permissions to the managed identity after deployment.

Create and continue to designer



Home > Microsoft Sentinel | Watchlist >

Watchlist wizard

Create new watchlist

General Source  Review and create

File preview | First 50 rows and first 5 columns

Source type
I Local file v |
URL
File type
www.bcomb.net
| CSV file with a header (csv) ~ ]

Number of lines before row with headings *
Lo I

Upload file *

@ URL watchlist.csv

Drag and drop the files or Browse for files

SearchKey *
URL ~

The SearchKey is used to optimize query performance when using watchlists for joins
with other data. For example, enable a column with IP addresses to be the designated
SearchKey field, then use this field to join in other event tables by IP address. Learn
more and get examples about SearchKey

Next: Review and create >




Home > Microsoft Sentinel | Watchlist > Logs >
Analytics rule wizard - Create a new scheduled rule

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

A One or more entity mappings have been defined under the new version of Entity Mappings. These will not appear in the query code. Any entity mappings
defined in the query code will be disregarded. ./'

_GetWatchlist('MaliciousURL")

View query results >

Alert enrichment

~  Entity mapping

Map up to five entities recognized by Microsoft Sentinel from the appropriate fields available in your query results.
This enables Microsoft Sentinel to recognize and classify the data in these fields for further analysis.
For each entity, you can define up to three identifiers, which are attributes of the entity that help identify the entity as unique. Learn more >

o Unlike the previous version of entity mapping, the mappings defined below do not appear in the query code. Any mapping you define below will
replace not only its parallel old mapping in the query code, but any mappings defined in the query code — though they still appear, they will be
disregarded when the query runs. Learn more >

[& wr v W

[ Url v ] [ URL - } il + Add identifier

-+ Add new entity
v Custom details

~  Alert details

Next : Incident settings >



Home > Microsoft Sentinel | Watchlist > Logs >

Analytics rule wizard - Create a new scheduled rule

o Validation passed.

General  Setrule logic Incident settings Automated response Review and create

Analytics rule details

Name
Description
Tactics and techniques

Severity

Status

Analytics rule settings

Rule query
Rule frequency
Rule period
Rule start time
Rule threshold
Event grouping

Suppression

Entity mapping

Entity 1:

Previous Create

Test — Malicious URL

I Medium

d) Enabled

_GetWatchlist('"MaliciousURL")

Run query every 5 minutes

Last 5 hours data

Automatic

Trigger alert if query returns more than 0 results
Group all events into a single alert

Not configured

URL
Identifier: Url, Value: URL



Heme > Microsaft Sentinel

== Microsoft Sentinel | Incidents - X

Selected workspace: ‘soar

« + Create incident (Preview) () Refresh (0 Last2d hours 25 Actions [il] Delete [ Security efficiency workbook == Columns & Guides & Feedback

General o ~ Open incidents by severity
@ Overview = -" 2 i
Open incidents New incidents Active incidents B High (0) 1 Medium (2) Low () 1 informational (0)
@ Logs
i Test - Malicious URL
@ News & guides 2 Search by ID, title tags, ovner or product | &1) | Severity - Al Status : 2 selected ~ More 2) s
£ Search L
@D uto-refresh incidents & Unassigned v | Medium ~
Owner Seventy
Threat management [ severity Ty Incident ID Ty, Title Ty Alerts Product names Created time
—~
Incidents Alert product names
e neden [} I Medium 3 Test - Malicious URL 1 Micrasoft Sentinel 11723722, 12:1: Ve
Workbooks
" ] I Medium 1 Test - Malicious IP 1 Microsoft Sentinel 11/22/22, 050!
© Evidence
unting
1 LB Ao
& Notebooks Events Alerts Bookmarks
& Entity behavior
. Last update time Creation time
© Threatintelligence 11/23/22, 1213 AM 1/23/22,12:13 AM
& MITRE ATTBCK (Preview)
Entities (1)
www.bcomb.net
Content management View ful details >
& Content hub (Preview) - (oK
Incident workbool
@ Repositories (Preview) Incident Overview
B Community Analytics rule
Test - Malicious URL
Configuration
Investigate
- Tags v o
ata connectors
4+ 1% Run playbook (Preview)
& Analytics S —
. . i Create automation rule
B Watchiist Inaids
| @ Create team (Preview) | i)

%5 Autamation <Previous | 1-2 [ Nexts
View full details

Run playbook on incident X
Incident: Test — Malicious URL, ID: 3

O Refresh
Playbooks  Runs

Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be

triggered.
|,O Search | Subscription : VS FTE Resource group : SOAR Plan: All
T, Name Ty Subscription T Resource group Ty Plan Ty

¢ VirusTotal-URLEnri... T VSFTE [#) soar Consumption

Run playbook on incident X
Incident: Test — Malicious URL, ID: 3

O Refresh

Playbooks  Runs

Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be
triggered.

I,O Search l Subscription : VS FTE Resource group : SOAR Plan : All

Ty Name Ty Subscription T Resource group T Plan Ty

5% VirusTotal-URLEnri... T VSFTE [ soar Consumption



Home > Microsoft Sentinel | Incidents >

X VirusTotal-URLEnrichment-incidentTrigger = ¥ - X
Logic app
P Search | « [> RunTrigger v (D Refresh ¢ Edit [il Delete (O Disable 7T Update Schema [ Clone [] Openinmobile @ Export v &’ Feedback
Overvi =
sl Overview @ Introducing the new portable Logic Apps runtime that supports local development and debugging. Click to learn more. =
B Activity log
A Essentials JSON View
R Access control (IAM)
Resource group {move) : SOAR Definition : 1 trigger, 0 actions
@ Tags :
Location : West Europe Status : Enabled
& Diagnose and solve problems Subscription (move)  : VS FTE Runs last 24 hours - 1 successful, 0 failed
Development Tools Subscription ID : Integration Account : -- --
& Logic app designer Get started  Runs history  Trigger history ~ Metrics
<> Logic app code view [an | start time carlier than v |[ Pick a date Pick a time ]
B versions [ specify the run identifir to open monitor view directly | ®
APt connections Status Start time Identifier Duration Static Results
& Quick start guides

© Succeeded 11/23/2022, 1227 AM 08585324436530142803146694013CU187 484 Milliseconds
Settings
£33 Workflow settings
¥ Authorization
@ Access keys

% Identity

{Il Properties

A Locks

Monitoring
BN Alerts
i Metrics
B Diagnostic settings

® Loas v

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Microsoft Sentinel | Incidents > VirusTotal-URLEnrichment-incidentTrigger > Runs history >

% Runs history « Logic app run - X
au VirusTotal-URLEnrichment-incidentTrigger 08585324436530142803146694013CU187
() Refresh “0) Run Details (%) Resubmit (5 CancelRun () Refresh (D) Info

[l ~
‘ Start time earlier than ~ | Microsoft Sentinel incident ‘

‘ Pick a date ] ‘ ‘ Pick a time ‘

[ Search to filter items by identifier ]

Start time Duration

@ 11/23/2022, 12:27 AM 484 Milliseconds



Home » Microsoft Sentinel | Incidents > VirusTotal-URLEnrichment-incident Trigger > Runs history >

& Runs history « Logicapp run - X
e VirusTotal-URLEnrichment-incidentTigger 085853244365301 4280314559401 30187

Refresh U RunDetails (3 Resubmit (%) Cancel Run Refresh Info
] O] @ & O @

[l v
| Start time earier than P Microsoft Sentinel incident I

| Pick a date o) || Pick a time

INPUTS
| Search to filter items by identifier
Start time Dwration Drownload (Al Option « click)
@ 11/23/2022,12:27 AM 484 Milliseconds
4 — » OUTPUTS Show raw outputs

Incident ARM 1D
/subscriptions, I/resourceGroups;
£ >

Incident Created Time Ute
2922-11-23T88:13:37. 19669882

Incident Description

Incident URL
https://portal.azure.com/#asset/Microsoft_Azure_Security_Insights/I
] >

Incident Sentined 1D
E

Incident Severity
Medium

Incident Title
Test - Malicious URL

Entities

il 4
{ I
“1d": “/subscription i v

Home > Microsoft Sentinel | Incidents > VirusTotal-URLEnrichment-incidentTrigger > Runs history >

% Runs history « Logic app run - X
S B virusTotal-URLEnrichment-incidentTrigger 08585324436530142803146694013CU187

O Refresh @ Run Details @ Resubmit ® Cancel Run O Refresh @ Info
[ v
| Start time earlier than - | Microsoft Sentinel incident ]‘
[Pickadate ][ Pick a time \

INPUTS
| Search to filter items by identifier ‘
Start time Duration Downlead (Alt/Option + click)
@ 11/23/2022, 12:27 AM 484 Milliseconds
o — > ouTPUTS Show raw outputs )

Incident ARM ID

/subscriptions, 3/resourceGroups/
< I—— >

Incident Created Time Utc
2022-11-23T00:13:37.1960988Z

Incident Description

Incident URL

https://portal.azure.com/#asset/Microsoft_Azure_Security_Insights/I
K4 >
Incident Sentinel ID

3

Incident Severity

Medium

Incident Title

Test - Malicious URL

Entities.

(1
{

s>
4

"id": "/subscriptior Y



Hame > Microsoft Sentinel | Incidents > VirusTotal-URLEnrichmant-incidentTrigger > Runs history > Logic app run >

Outputs
Microsoft Sentinel incident
"headers”: {
"Accept-Encoding”: "gzip,deflate”,
"Host": "prod-254.westeurope.logic.azure.com",

"x-ms-client-tracking-id": "e6c7@732-bsbc-46ff-998e-42e3afa57b5d 3",
"x-ms-correlation-request-id”: "@b8aabel-ae6a-439b-bbfd-2afa1fbb3zed”,
"x-ms-forward- internal-correlation-i f6472ad3-5cd8-4574-3b18-37806803063F ",
“Content-Length": "4118",

“Content-Type": "application/json; charset=utf-8"

b
“body": {
“eventUniqueld”: "62222d61-873a-47ed-badS-b35cd23ebSbl",
“objectschemaType”: “Incident”,
"objectEventType": "Create”,
"workspacelnfo™: {

“SubscriptionId”: 140b9 - 666a-deSc-957c - CFF7b5029278"
“ResourceGroupName”: "soar”,
“WorkspaceName": "soar™

b
"workspaceld": "e6c7@732-b8bc-A6FF-998e-42e3afo5705d",

daf76be-d265-4186-a08e -94699F61861a" ,
7781600 - 06600068 080063 7d65h10606\"" ,
icrosoft.SecurityInsights/Incidents”,

Test - Malicious URL",
“description”: ",
"severity": "Medium",
“status”: “New",
“owner”: {
“objectId": null,
"email”: null,
"assignedTo”: null,
“userPrincipalName”: null

L

"labels”: [1,
“firstActivityTimeltc”
"lastActivityTimeUtc
“lastModifiedTimeUtc":

"2022-11-22T19:08:35,6552",
"2022-11-23T@0: @ 6552,
2022-11-23T09:13:37.19689882",

subscriptions,” “/resourceGrour /providers/Microsoft.Operationallnsights/workspaces/ /providers/Microsoft.SecurityInsights/Incidents/be

Home > Microsoft Sentinel | Incidents > VirusTotal-URLEnrichment-incidentTrigger > Runs history > Logic app run >

Outputs

Microsoft Sentinel incident

"headers”: {
"Accept-Encoding": "gzip,deflate",
"Host": "prod-254.westeurope.logic.azure.com",
"x-ms-client-tracking-id": "e6c¢70732-b8bc-46ff-998e-42e3af957b5d_3",
"x-ms-correlation-request-id”: "@b8aabel-ae6a-439b-bbf4-2af41fbb33e4”,
"x-ms-forward-internal-correlation-id": "f647ead3-5cd8-4574-ab18-37006803b6af",

Home > Microsoft Sentinel | Incidents >

% VirusTotal-URLEnrichment-incidentTrigger = » -

“= Logic app

l L Search I « D Run Trigger v O Refresh f Edit ]ﬁ[ Delete ® Disable '[\ Update Schema
Overvi <
erview o Introducing the new portable Logic Apps runtime that supports local development and debugging
Activity log

A\ Essentials
P)‘-‘( Access control (IAM)

¢ Tags

Resource group (move) : SOAR
Location : West Europe
&2 Diagnose and solve problems Subscription (move) - VS FTE

Development Tools Subscription ID

2. Logic app designer Get started Runs history  Trigger history Metrics

</> Logic app code view I All v H Start time earlier than

% Versions I Specify the run identifier to open monitor view directly

. .
@ API connections Status Start time

& Quick start guides
© Succeeded 11/23/2022, 12:27 AM




Home > Microsoft Sentinel | Automation > VirusTotal-URLEnrichment-incidentTrigger > Runs history >

2 Runs history « Logic app run - X
wE VirusTotal-URLEnrichment-incidentTrigger 08585324436530142803146634013CU187

O Refresh @ Run Details @ Resubmit ® Cancel Run O Refresh @ Info

[ an v

Microsoft Sentinel incident -

| Start time earlier than v ‘

| Pick a date EH Pick a time |

l Search to filter items by identifier |

Start time Duration

© 11/23/2022, 12:27 AM 484 Milliseconds

4 »

Home > Microsoft Sentinel | Automation > VirusTotal-URLEnrichment-incidentTrigger > Runs history >

% Runs history « Logic app run X
e VirusTotal-URLEnrichment-incidentTrigger 08585324410173504651100701380CU169
O Refresh @ Run Details @ Resubmit ® Cancel Run O Refresh @ Info
[an ~] .
| Start time earlier than ~ | Entities list
E A
[Pickadate ][ Pick a time ‘ (
| Search to filter items by identifier | "id": "/subscriptions/803148b9-666a-4e5c-957c-cFf7b5029278/re!
“name d6a78695-d6bb-1219-b33c-828d3f9dedb3”,
Start time Duration “typ Microsoft.SecurityInsights/Entities”,
“kin url",
© 11/23/2022,1:11 AM 887 Milliseconds “properties”:
< Amh_nat" >v
© 11/23/2022, 110 AM 226 Milliseconds
@ 11/23/2022, 12:27 AM 484 Milliseconds
Pl » QUTPUTS Show raw outputs )
Status code
200
Headers
a
Key Value I
Pragma no-cache
Transfer-Encoding chunked
Vary Accept-Encoding v
Body
ﬂ A
"Urls": [
{
“url”: “www.bcomb.net",
“friendlyName": "www.bcomb.net”,
“Type": “url®
}
1 hd
v




(]
(@8 For each

€ Previous <€ Previous failed Show|1 of 1 Nextfailed >  Next »
(]
Z Analyze a URL Os
INPUTS

Download (Alt/Option + click)

OUTPUTS Show raw outputs )

id

u-efa3lce@cd46fc0238d3c91e529946029599bada55fb525d2ed3cd34b3f6447e7 -
S >

For each

*Select an output from previous steps

Dynamic content Expression

URLs x ]
£ search dynamic content
. Analyze a URL (Preview) ‘
@ Analyze a URL
Retrieve information about a file or URL analysis (Preview) O - - id

“1d )
\_. id x ‘ Entities - Get URLs

Add dynamic content [l

E URLs Url
Connected to VirusTotal. Change connection.

Microsoft Sentinel incident

6 Incident updates Alert Display Name

T Add an action The display name of the alert

6 Incident updates Alert URI
This is the link to the alert in the orignal vendo

e Incident updates Alert Description
The description of the alert.

+ New step




Home > Microsoft Sentinel | Automation > VirusTotal-URLEnrichment-incidentTrigger > Runs history > Logic app run >

Outputs

Retrieve information about a file or URL analysis

Vi
"statusCode™: 200,
g "headers": {
"X-Cloud-Trace-Context": "64690eab866b59865a970da31b0181dc”,
"Timing-Allow-Origin": "*",
"x-ms-apihub-cached-response™: "true",
"x-ms-apihub-obo": "false",
"Date”: "Wed, 23 Nov 2022 01:44:24 GMT",
"Content-Length": "21698",
"Content-Type": "application/json"
}J
v "body": {
v "meta”: {
v "url_info": {
"url”: "http://bcomb.net/",
"id": "efa3lce@c46fc@238d3c91e529946029599bada55Fb525d2ed3cd34b3f6447e7"
}
})
v "data": {
v "attributes™: {
"date": 1669167505,
"status”: "completed”,
v "stats": {
"harmless": 65,
"malicious": 15,
"suspicious": @,
"undetected": 11,
"timeout": ©
1
g "results”: {
g "Bkav": {
"category”: "undetected”,
"result": "unrated”,
"method": "blacklist",
"engine_name": "Bkav"
b
v "CMC Threat Intelligence": {
"category”: "harmless”,
"result”: "clean",
"method": "blacklist",




\2

Dynamic content Expression

Z Retrieve information about a file or URL analysis (Preview)

i
A4

| L2 amid

Add comment to incident (V3) (Preview)

®

Microsoft Sentinel incident

*Incident ARM id

m Incident ARM ID x

object
Get an incident by ARM ID

|

Add dynamic content [ +]]

Incident ARM ID

*Incident comment Font v 2vB ] U /== = = & & The full qualified ARM ID of the incident.
message
Incident " E Incident updates Alert ARM ID
neident comment message The full qualified ARM ID of the alert.
. . Incident updates Incident Comment ID
Connected to benji@cybsec.guru. Change connection. @ The full qualified ARM ID of the comment.
Alert ARM ID
The full qualified ARM ID of the alert.
f Add an action Bookmark ARM ID
The full qualified ARM ID of the bookmark.
Incident Comment ID
The full qualified ARM ID of the comment.
— S )
Q Dynamic content Expression
L — - anie
unde
*Incident ARM id ‘ a Incident ARM ID x |
Retrieve information about a file or URL analysis
*Incident comment Font v 2vB [ U /2 :i= =

message

VirusTotal analysis for URL [28 URLs Url x

Harmless: Statistics Harmless x

pici Statistics ici x
Malicious: Statistics Malicious x
Undetected: Statistics Undetected x

Connected to azuresentinel-VirusTotal-URLEnrichment-incidentTrigger. Change connection.

Add dynamic content [Ell

f Add an action

Statistics Undetected
Number of reports saying that is undetected




b4

Add comment to incident (V3) (Preview) 0

"Incident ARM id E Incident ARM ID x
*Incident comment Font v 12v B [ U -/ = = = = é) CQ
message

VirusTotal analysis for URL URLs Url x
Harmless: z Statistics Harmless x
Suspicious: 37 statistics Suspicious x
Malicious: [57] statistics Malicious x

Undetected: E Statistics Undetected x

Add dynamic content [ +]]

Connected to azuresentinel-VirusTotal-URLEnrichment-incidentTrigger. Change connection.

N
Connections

Select an existing connection or create a new one:

Invalid  Display Name Name Gateway

azuresentinel-VirusTotal-URLEnrichment-... azuresentinel-Vir...

ON

benji@cybsec.guru azuresentinel

Add new Cancel




Home > Microsoft Sentinel | Automation > VirusTotal-URLEnrichment-incidentTrigger > Runs history >

2 Runs history « Logic app run - x
aE VirusTotal-URLEnrichment-incidentTrigger 08585324378362482995451849273CU156
O Refresh ® Run Details @ Resubmit ® Cancel Run D Refresh (D Info
‘ All ~ J Incident ARM id
. - /subscriptions/803140h9-666a-4e5¢-957¢-cff7h5029278/resourceGroups/
(tart time earir than ~| < —— >

‘ Pickadate [@ ” Pick a time \ Incident comment message
<p>VirusTotal analysis for URL bcomb.net<br>
| Harmless: &5<br>
Suspicious: e<br>
Malicious: 15<br>

11/23/2022, 204 AM  5.41 Seconds Undetected: 11</p>

| Search to filter items by identifier

Start time Duration

11/23/2022, 1:59 AM  2.23 Seconds

11/23/2022, 1:44 AM  3.39 Seconds OUTPUTS Show raw outputs )

11/23/2022, 1:38 AM  1.18 Seconds
Status code

o

o

o

L]

© 11/23/2022, 134 AM 192 Seconds 203
L]

o

o

(]

1172372022, 1:23 AM .54 Seconds
Headers
11/23/2022, 1:11 AM 987 Milliseconds -
11/23/2022, 1110 AM 226 Milliseconds Key Value |
11/23/2022, 12:27 AM 484 Milliseconds Pragma na-cache
A >
Cache-Control no-store, no-cache
Set-Cookie ARRAffinity=1765aa7e776c46f... ¥
Body
A~
"StatusCode”: "Forbidden”, .
"ReasonPhrase":" "Forbidden",
"Content”: "{\"error\":{\"code\":\"AuthorizationFailed\",\"messag
"Headers"
“Pragma”: [
"no-cache”
< >v

Home > Microsoft Sentinel | Incidents > VirusTotal-URLEnrichment-incidentTrigger

VirusTotal-URLEnrichment-

incidentTrigger | Identity

Logic app
P Search « ) .
| I System assigned  User assigned
a _
&3 Overview
A system assigned managed identity is restricted to one per resource and is tied
B Activity log The managed identity is authenticated with Azure AD, so you don’t have to store
;b‘ Access control (IAM) Save >< Discard O Refresh };\? Got feedback?
@ Tags
£? Diagnose and solve problems Status ()
Development Tools
iZs Logic app designer Object (principal) ID. ©
) . ]
<[> Logic app code view
B Versions Permissions
| Azure role assignments
<@ APl connections
& Quick start guides
o This resource is registered with Azure Active Directory. The managed identity cal
Settings result in failures. Learn more
€83 Workflow settings
¢ Authorization
@ Access keys
o ldentity
il Properties

B Locks

Monitoring
Bl Alerts

a1 Metrics



Home > Microsoft Sentinel | Incidents > VirusTotal-URLEnrichment-incidentTrigger | Identity >

Azure role assignments

+ Add role assignment (Preview) O Refresh

If this identity has role assignments that you don't have permission to read, they won't be shown in the list. Learn more

Subscription *

VS FTE

v

Role

Resource Name

No role assignments found for the selected subscription.

Resource Ty

Home > Microsoft Sentinel | Automation » VirusTotal-URLEnrichment-incidentTrigger > Runs history >

Logic app run

% Runs history «
BB VirusTotal-URLEnrichmant-incidentTrigger
O Refresh

[an v

I Start time earlier than e 1

[Pick adate ][ Pick a time \

I Search to filter items by identifier

Start time Duration
© 11/23/2022, 213 AM  2.32 Seconds
© 11/23/2022, 204 AM 541 Seconds
© 11/23/2022, 1:59 AM  2.23 Seconds
@ 11/23/2022, .44 AM  3.39 Seconds
@ 11/23/2022,1:38 AM  1.18 Seconds
© 11/23/2022, 1:34 AM  1.92 Seconds
©® 11/23/2022,1:23AM  1.54 Seconds
@ 11/23/2022,1:11 AM 987 Milliseconds
@ 11/23/2022, 1110 AM 226 Milliseconds
@ 11/23/2022,12:27 AM 484 Milliseconds
A —— »

08585324372848286233346501120CU158

© Run Details () Resubmit () Cancel Run (O Refresh

Add role assignment (Preview) be
Scope @
l Resource group ~ ‘
Subscription
[vsre ~|
Resource group O
[ soar v
Role ©
[ select a role v
Learn more about RBAC responder J
Microsoft Sentinel Responder (0
X

@ Info

Microsoft Sentinel incident

i)

Entities - Get URLs

J

For each

£ Previous € Previous failed

Show

1

Next failed »

Next »

2 Analyze a URL

l

|Z Retrieve information about a file or URL analysis

!

Add comment to incident (v3)




Home » Microsoft Sentinel

== Microsoft Sentinel | Incidents
L X
elected workspace: ‘soar
« + Create incident (Preview) () Refresh () Last 24 hours ~ S5 Actions [I] Delete [N Security efficiency workbook == Columns /) Guides & Feedback
-
General . 22 ~ Open incidents by severity
. <
© oveniew Open incidents. New incidents Active incidents W High ©) E Medium (2) Low (©) Hinformational (0)
® logs
. Test - Malicious URL
@ News & guides ‘;. Search by ID, title, tags, owner or product ] &1 ‘ Severity : All Status : 2 selected v More (2) - ,::idg,“ “::‘:Ious
P Search
@D #uroretresh incidents BUnassigned v SiNew v | Medium
Threat . Owner Status Severity
manageme: [ severity Ty Incident ID Ty Title Ty Alerts Product names Created time T
S View full details >
= L | I Medium 4 Test - Malicious URL 1 Microsaft Sentinel 11723722, 013 I
Incident workbool
B workbooks [_l I Medium 1 Test - Malicious IP 1 Microsoft Sentine| 11722122, 05:0! Incident Overview
@ Hunting
Analytics rule
@ Notebooks Test - Malicious URL
& Entity behavior Tags
& Threatintelligence +
I MITRE ATTACK (Preview)
Incident link
Content management ¢
B Content hub (Preview)
Last it Total: 1
@ Repositories (Preview) ] (e otk v
VirusTotal analysis for URL beomb.net &
& Community
Harmless: 65
Configuration Suspicous:0
E2 Data connectors i
& Analytics ‘ Write a comment. E
B Watchlist Ny L
£ Automation 1-2 [TNEEs
=]
l F Search by ID, title, tags, owner or product I al | Severity : All Status : 2 selected v More (2)
0 Auto-refresh incidents
[:l Severity T Incident ID Ty Title Ty Alerts Product names Created time -
[:I I Medium 4 Test — Malicious URL rosoft Sentinel 11/23/22,01:3

[:I I Medium 1

[] severity ™. IncidentID Ty Title Ty

i I Medium 4
D I Medium 1

Test — Malicious URL 1

Test - Malicious IP 1

Test - Malicious IP

Alerts Product names

< Previous |1*2| Next >

LS nvestigate

rosoft Sentinel

%} Run playbook (Preview)

Microsoft Sentinel

Microsoft Sentinel

f‘é Create automation rule

&P Create team (Preview)

Created time

11/23/22,01:3

11/22/22, 05:0!

View full details >

Incident workbook
Incident Overview

Analytics rule
Test - Malicious URL

Tags

ip

Incident link

B Last comment

VirusTotal analysis for URL bcomb.net
Harmless: 65
Sus %2 Investigate

(&] Run playbook (Preview)

11/22/22, 05:0

(Total: 1)
-

Writ . =
f\% Create automation rule

| 6P Create team (Preview)

View full details



Home > Microsoft Sentinel | Incidents >

Incident
Incident ID 4

O Refresh ﬁj] Delete incident

«
sl Test — Malicious URL

Incident |D: 4 Timeline  Similar incidents (Preview)

& Unassigned Vo3t New v | | Medium v £ search
Owner Status Severity

Alert product names Nov22 @ | Test-Malicious URL
* Microsoft Sentinel Medium | Detected by Mic

20:26

Evidence

A1 01 R o

Events Alerts Bookmarks

Last update time Creation time
11/23/22,02:15 AM 11/23/22,01:31 AM

Entities (1)
6‘7 bcomb.net
View full details >

Incident workbook
Incident Overview

Analytics rule
Test — Malicious URL

Tags
+

Incident link
‘ {5} Run playbook (Preview) o

i% Create automation rule

. v
B Last comment &) Create team (Preview) (Total: 1)




Create new automation rule

Automation rule name

l Test - Malicious URL v
Trigger

When incident is created v
Conditions

If

Analytic rule name Contains v “ All v
+ Add v
Actions (O
l Run playbook v I il
VirusTotal-URLEnrichment-incidentTrigger
{;'14,} 99 N

VS FTE / SOAR

~+ Add action

Rule expiration (O

Indefinite B || Time
I I

Order ©®

[1




Time range : Custom

Save v |& Share v - Newalertrule v

= Export Vv ﬁ Pinto v

= Format query

1 AzureDiagnostics
2 | where OperationName == "Microsoft.lLogic/workflows/workflowRunCompleted"
A
Results  Chart [2] Add bookmark L
D TimeGenerated [UTC] Resourceld Category ResourceGroup Subscriptionld
O v  4/4/2023, 10:14:06.002 A... /SUBSCRIPTIONS/ 95 WorkflowRuntime CYBERSECURITY 803140b9-666a-
Tenantld & Af
TimeGenerated [UTC] 2023-04-04T710:14:06.0021226Z
Resourceld /SUBSCRIPTIONS, B8/RESOURCEGROUPS/CYBERSECURITY/PROVIDERS/MICROS(
Category WorkflowRuntime
ResourceGroup CYBERSECURITY
Subscriptionld
ResourceProvider MICROSOFT.LOGIC
Resource 08585210036417421619718591009CU84
ResourceType WORKFLOWS/RUNS
OperationName Microsoft.Logic/workflows/workflowRunCompleted
Level Information
status_s Succeeded
startTime_t [UTC] 2023-04-04T10:14:03.73776252
endTime_t [UTC] 2023-04-04710:14:06.0019333Z
workflowld_s /SUBSCRIPTIONS/{ /RESOURCEGROUPS/CYBERSECURITY/PROVIDERS/MICROS(
resource_location_s eastus
|
65 767ms | Display time (UTC+00:00) Query details | 1-1of 14893

suwnjey



Chapter 7: Managing Incidents with Automation

Home >

Create Logic App

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage

all your resources.

Subscription * ®

[

Resource Group * @

Instance Details

Logic App name *

Publish *

Region *

Plan

| vs Fre v |
| soar v
Create new

| SOARIncidentManagement v

.azurewebsites.net

@ Workflow O Docker Container

I East US v

o Not finding your App Service Plan? Try a different region or select your App
Service Environment.

The plan type you choose dictates how your app scales, what features are enabled, and how it is priced. Learn more

Plan type *

Windows Plan (East US) * ©

Pricing plan *

@ Standard: Best for enterprise-level, serverless applications, with
event-based scaling and networking isolation.

O Consumption: Best for entry-level. Pay only as much as your
workflow runs.

| (New) ASP-SOAR-8feb v

Create new

Workflow Standard WS1
210 total ACU, 3.5 GB memory

Change size

l < Previous | | Next : Hosting >




Home >

Create Logic App

Basics Hosting

Storage

Monitoring Tags Review + create

When creating a logic app, you must create or link to an external storage, which is used to store workflow state, run

history, and artifacts.

Storage type *

Storage account * @

l Azure Storage ' |
l (New) soarab4d Y% I
Create new

| < Previous | | Next : Monitoring >

Home >

@ Microsoft.Web-LogicApp-Portal-d3d79b1a-bbf1 | Overview =

Deployment

lp Search

I«

o Overview

[E3] Inputs

peee

= Outputs

% Template

]E Delete ® Cancel ﬁ Redeploy | Download O Refresh

@ Your deployment is complete

Deployment name: Microsoft Web-LogicApp-Portal-d3d79b1a-bbf1 Start time:  11/30/2022, 3:01:31 AM
"% Subscription: VS FTE Correlation ID: fab7885c-6f90-4043-b6a3-d7fd7fcab293 E
Resource group: SOAR

v Deployment details

~  Next steps

Go to resource

Give feedback

A Tell us about your experience with deployment



Home > Microsoft.Web-LogicApp-Portal-d3d79b1a-bbf1 | Overview > SOARIncidentManagement

% SOARIncidentManagement | Workflows %

aeE Logic App (Standard)

l,o Search | « -+ Add O Refresh v Enable ® Disable [E[ Delete

. -~
&u Overview |p Filter by name...

Activity log
Aq Access control (IAM) Name T, Status Ty
® Tags No results.

&2 Diagnose and solve problems
@ Microsoft Defender for Cloud

£ Events (preview)

Workflows

(&) Workflows

@ Connections

[@] Parameters
Artifacts

Schemas

B Maps

Microsoft Azure

Home > Microsoft Web-LogicApp-Portal-d3d79b1a-bbf1 | Overview > SOARIncidentManagement NeW Workﬂow x
i’i SOARIncidentManagement | Workflows - Create a new workflow in this lagic app.

Logic App (Standard)
Workflow Name *

« + add () Refresh | ~ Enable (O Disable [i] Delete AdtoClose 1P InWatchist v

N a
wu Overview [ £ Filter by name... State type *
B Activity log (®) Stateful: Optimized for high reliability, ideal for process business
transitional data.
2 Access control (IAM) Name T, Status T3 - )
- (O stateless: Optimized for low latency, ideal for request-response
# Tags No results. and processing loT events.

f Diagnose and solve problems
@ Microsoft Defender for Cloud
4  Events (preview)

‘Workflows

&) Workflows.

@ Connections

[@] Parameters

Artifacts

& schemas

B Maps
Deployment

@ Deployment Center
Settings

Il Configuration
Application Insights
Identity

Backups

H & & @

Custom domains




Home > AutoClose-IP-In-Watchlist

> AutoClose-IP-In-Watchlist | Designer

Workflow

« Save X Discard [@] Parameters @ info W Try Preview Designer
&% Overview -

24 Add a trigger
Developer
/> Code ' Choose an operation ' Choose an operation
o .
iss Designer l R microsoft sentinel
seﬁmgs ) Built-in  Azure

@ Access Keys

o X B B

DomainTools  HYAS Insight Microsoft Recorded
Iris Enrich Sentinel Future...

Triggers Actions

6 Microsoft Sentinel alert (preview)
Microsoft Sentinel

e Microsoft Sentinel incident (preview)
Microsoft Sentinel

6 Microsoft Sentinel entity (Private Preview) (preview)
Microsoft Sentinel

Don't see what you need?

(© Help us decide which connectors and triggers to add next with UserVoice

» Microsoft Sentinel incident

Create Connection

*C ti .
ennection name | SOARIncidentManagement |

“Managed identity | System-assigned managed identity v |

ate

Connect with signin  Connect with service principal @




Home > SOARIncidentManagement | Workflows > AutoClose-IP-In-Watchlist

& AutoClose-IP-In-Watchlist | Designer - X

Workflow

« Save X Discard [@] Parameters (D) Info W Try Preview Designer

&5 Overview
» Entities - Get IPs

Developer
<> Code Microsoft Sentinel Parameters Settings Code View Testing
incident ——
i« Designer @ * Entities list ‘ Entities x |
. . . Add dynamic content [l
Settings Dynamic content Expression 4

@ Access Keys d t. Change ion.
E Entities - GetIPs | i oc0ft Sentinel incident
6 Ei'g:i:::nlities related to the incident, can centain entities of ...
>» .
Run query and list results
Create Connection
Tenant CybSec Guru v

Sign in to create a connection to Azure Monitor Logs.
Sign in

Connect with service principal ®




Azure Active Directory admin center

» Dashboard > CybSec Guru

12}

CybSec Guru | App registrations =

2]
Azure Active Directory

* « i New registration @ Endpoints f Troubleshooting O Refresh i Download [ Preview features ,’Qj Got feedback?
a
h' O overview
— B Preview feat All applications Owned applications  Deleted applications
& I Preview features
. ¥ Diagnose and solve problems L Start typing a display name or application (client) ID to filter these r... +T Add filters
. Manage
12 applications found
Il & Users . — "
Display name T Application (client) ID
& Groups
HE External Identities

&, Roles and administrators
& Administrative units

% Delegated admin partners
B Enterprise applications
C Devices
&, App registrations
&) Identity Governance

Bl Application proxy

& Custom security attributes
(Preview)

% Licenses

Dashboard > CybSec Guru | App registrations >

== SOAR-LAReader =
LD

l,o Search | « @[ Delete @ Endpoints Preview features

is i ) o )
) TERLE o Got a second? We would love your feedback on Microsoft identity platform (previc

&5 Quickstart
P4 Integration assistant A Essentials
Manage Display name : SOAR-LAReader

Application (client) ID

B Branding & properties
Object ID

Directory (tenant) ID

Supported account types : My organization only

3) Authentication
Certificates & secrets

il Token configuration



» m Run query and list results

Create Connection

Connection name SOAR-LAReader

Client ID 2 d

Client Secret Client secret of the Azure Active Directory application.

Jenant 4 3d

Create

Connect with sign in

Azure Active Directory admin center

» Dashboard > CybSec Guru | App registrations > SOAR-LAReader Add a C"ent secret x
B! o SOAR-LAReader | Certificates & secrets

Search « &’ Got feedback?

[pseorn ] s | Dxpires Recommended: 6 manths v
B Overview

& Quickstart Credentials enable c i ions to identify to the authentication service when receiving to

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credenti
#  Integration assistant

Manage
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

B Branding & praperties
D Authentication i .

Certificates (0)  Client secrets (0)  Federated credentials (0)
7 Certificates & secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
11l Token configuration

9 APl permissions —+ New client secret
& Expose an API Description Expires Value G

i Approles

No client secrets have been created for this application.
& Owners
&, Roles and administrators

M Manifest

Support + Troubleshooting

£* Troubleshooting

N rt it
B e sppor s




Dashboard > CybSec Guru | App registrations > SOAR-LAReader

2 SOAR-LAReader | Certificates & secrets =

B Overview
& Quickstart ° Got a second to give us some feedback? —>

# Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

B2 Branding & properties
9 Authentication

U Certificates & secrets

M
It Token configuration Certificates (0) Client secrets (1)  Federated credentials (0)

API permissions

L
& Expose an API

Jr New client secret

#i Approles

&2 Owners Description

& Roles and administrators SOAR-LAReader
M Manifest

Support + Troubleshooting
/? Troubleshooting

& New support request

» m Run query and list results

Create Connection

Expires

6/1/2023

° Application registration certificates, secrets and federated credentials can be found in the tabs below.

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Secret ID

Connection name SOAR-LAReader

Client ID >

Client Secret

Tenant 4.

Connect with sign in

Create



Home > Resource groups > SOAR

Resource groups « %{ SOAR | Access control (IAM) % - X
CybiSec Gur (cybsecguni) Resource group
+ Create £ Manageview v o « + add ¥ Download role assignments editcolumns () Refresh | < Remove | 7 Feedback
lter f feld [ Overview = Add role assignment
[ Fittr for any fiec.. | e —— ats  Roles  Denyassignments  Classic administratars.
Haris & Activity log Add co-administrator
() oo R Access control (IAM) Add eustom role
— Lurce:
® Tags
-
View my ac
- Resource visualizer
)]
© £ Events Check access
) Review the level of access a user, group, service principal, o managed identity has to this resource. Learn more &
B Settings
-
(%) s & Deployments
] so @ Security
Grant access to this resource View access to this resource View deny assignments
(4] soar ool B Policies
) wool I Properties Grant access to resources by assigning a View the role assignments that grant access View the role assignments that have been
role. to this and other resources. denied access to specific actions at this
(%) B Locks Learn more Learn more ! scope
Learn more
() Cost Management

& Cost analysis

Bl Cost alerts (preview)

@ Budgets

Create a custom role

® Advisor recommendations

Create a custom role for Azure resources

Monitoring with your awn set of permissions to meet
the specific needs of your organization.

@ Insights (preview) Learn more !

W plerts

A Metrics

B Diagnostic settings

Page
& v

Home > Resource groups > SOAR | Access control (IAM) >

Add role assignment - X

. : 3
Role  Members Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more &
Assignment type

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

| £ log analytics reader % Type : All Category : All
Name T Description Ty Type N Category Ty Details
Reader View all resources, but does not allow you to make any changes. BuiltinRole General View
Log Analytics Reader Log Analytics Reader can view and search all monitoring data as well as and view monitoring settings, including viewing the co... BuiltinRole Analytics View
e
Managed Applications Reader Lets you read resources in a managed app and request JIT access. BuiltinRole Management + Govern... View
Monitoring Reader Can read all monitoring data. BuiltinRole Monitor View

<Previous | Page [ 1\ ]of1 [ Next>




Home > Resource groups > SOAR | Access control (IAM) >

Add role assignment

. . e
Role  Members Review + assign

Selected role Log Analytics Reader

Assign access to @ User, group, or service principal

O Managed identity

Members =+ Select members
P

Name Object ID

No members selected

Select members

Select O

[ SOAR-LAReader

No users, groups, or service principals found.

Type

Description Optional

Selected members:

Review + assign } | Previous | I Next

Save X Discard [@] Parameters @ Info . Try Preview Designer

Microsoft Sentinel

incident

@
+‘
Entities - Get IPs
@

H E Run query and list

results

SOAR-LAReader
Remove

[

» E Run query and list results

Parameters Settings Code View Testing
*Subscription VS FTE
*Resource Group SOAR

*Resource Type Log Analytics Workspace

*Resource Name SOAR

“Query _GetWatchlist('AllowedIP")
| where SearchKey == " IPs Address x

*Time Range | Last 24 hours

Connected to SOAR-LAReader. Change connection.




' Add an action

Choose an operation

,O control

Built-in Azure

i

Control

Triggers Actions

Condition
Control

For each
Control

Scope
Control

Switch
Control

Terminate
Control

Until
Control

BE m@m|m

Dynamic content Expression

ﬁc length(body('Run_gquery_and_list_results'):

Run query and list results

E Body

E value

Entities - Get IPs




Elsave X Discard [@]Parameters {} ViewCode (D Info {3} Fileabug
Entities - Get IPs - Gt
@
Parameters Settings Code View About

!
i

Condition Expression *

+

oy O |i length..) x | is greater than | 0

ﬂ Run query and list
results

Update incident

+
~L Parameters Settings Code View About

E Run query and list
results Incident ARM Id *

Incident ARM ID x ‘

Tags To Add

“tag - 1

auto-closed allowed IP

|

Assign/Unassign Owner

‘ Assign or unassign incident owner b I

Update incident Qwner Object Id / UPN
Unique identifier of a user (Ex. 'user@tennant.onmicrosoft.com' or '5f6ce5¢7-... ‘

Severity

+

‘ Incident severity v I

Status

[ oes =]

* Classification Reason

Ae ‘ BenignPositive - SuspiciousButExpected v |

Close Reason Text
—

i

Auto-closed by AutoClose-IP-In-Watchlist playbook ‘




E Run query and list

results

5E
1

Add comment to incident (V3)

Parameters Settings Code View About

Incident ARM Id *

‘ Incident ARM ID x

Incident Comment Message *

Normalv  Arial v 15px v B I U @ Av & v

IP address IPs Address x not found in AllowedIP watchlist. a

Update incident

Connected to SOARIncidentManagement. Change connection

Add comment to

incident (V3)
@
@
+
) -
Home > SOARIncidentManagement
SOARIncidentManagement | Identity X

Logic App (Standard)
& Overview
B Adivity log
P Access control (IAM)
® Tags
£* Diagnose and solve problems
@ Microsoft Defender for Cloud
£ Events (preview)
Workflows
(41 Workflows
@ Connections
(@] Parameters
Artifacts
[@ schemas
B Maps
Deployment
@ Deployment Center
Settings
1l Contiguration
@ Application Insights
_Identity

& Backups

System assigned  User assigned
A system assigned managed identity is restricted to one per resource and is tied to the lifecycle of this resource. You can grant permissions to the managed identity by using Azure role-based access control (Azure RBAC).
The managed identity is authenticated with Azure AD, s0 you don't have to store any credentials in code. Learn more about Managed identities.

Save

X Discard () Refresh | &' Got feedback?

Status O

Object (principal} ID D
 ————— D

Permissions ()

@ This resource is registered with Azure Active Directory. The managed identity can be configured to allow access to other resources. Be careful when making changes to the access settings for the managed identity because it can
result in failures.



Run playbook on incident
Incident: Test - Malicious IP, ID: 5

O Refresh

Playbooks  Runs

Select a playbook to run now on the incident. Only enabled playbooks configured with the Microsoft Sentinel incident trigger can be

triggered.

I,O Search
™, Name Ty
w VirusTotal-URLEnrichment-incidentTrigger % VS FTE
7,'1\7 SOARIncidentManagement/AutoClose-I... % VS FTE

Home > Microsoft Sentinel

<= Microsoft Sentinel | Incidents

Selected workspace: “soar’

o] «

-
General
- e | 0
@ Overview Open incidents New incidents Active incidents
o® Logs

& News & guides

& |

[ 5 search by ID, ttle, tags, owner or product

(® ) Auto-refresh incidents

£ search

Threat management

Incidents

ﬁ No incidents were found

Workbooks

What is it?
Hunting

n o KB

Notebooks

set at the incident level.

Entity behavior

@

Threat intelligence i
How does it work?

o

MITRE ATT&CK (Preview)

‘Content management

Subscription : VS FTE

+ Create incident (Preview) O Refresh ® Last 24 hours E Actions

Severity : All

Resource group : SOAR

Subscripti... T Resource gr... T Plan Ty

[#) soar Consumption
(# soar Standard
T Delete [A] Security efficiency workbook == Columns

Open incidents by severity

W High (0) ¥ Medium (0) Low (0)

Status : 2 selected Product name : All

Microsoft Sentinel incidents are containers of threats in your organization — alerts, entities and any additional related evidence. An incident is

created based on alerts that you have defined in the security analytics page. The properties related to the alerts, such as severity and status are

Incidents are automatically created as a result of alerts triggered based on detections defined in ‘Security analytics’. The incidents page provide a

full view of all the context required for triage, investigation and response. For each incident, you can see the time it was generated and its status.

Plan : All

X

A7 Guides & Feedback

N informational (0)

QOwner : All




Home » Microsoft Sentinel

< Microsoft Sentinel | Incidents

Selectad warkspace: ‘soar’

"

a
General

=
w0
@ Overview Open incidents New incidents

£ Logs

+ Create incident (Preview) () Refresh (O Last 24 hours ~ =5 Actions

Tl Delete A Security efficiency workbook

o0 Open incidents by severity
xJ
Active incidants

 High (0) 1 Medium (0)

@ News & guides [ search by 1. title. tags, owner or praduct

| &) ‘ Severity : All Praduct name : All Owner : All

Status : All

Search

2 (® ) Auto-refresh incidents

(7] severity ™.

Medium 5
ol

Threat management Incident ID T

Incidents

@ workbooks

© Hunting

& Notebooks

& Entity behavior
@ Threat intelligence

W MITRE ATT&CK (Preview)

Content management
B Content hub (Preview)
@ Repositaries (Preview)
& Community

Configuration

B Data connectors

& Analytics

Created

11/304

Title T Alerts Product names

Test - Malicious IP 1 Micrasoft Sentinel

Columns

A7 Guides & Feedback

Low (0) Ninformational (0)

= Test - Malicious IP
B ncident ID: 5

~ ~

I Medium
Severity

© Closed

& Unassigned
Owner Status

|
35 New
Eplaybook

& Active

@ Closed

[ Benign Positive - Suspicious but expected

Auto-clased by AutoClose-IP-In-Watchlist

laybook
e 45 AM

B watchlist

5 Automation

& settinas v

Home > Microsoft Sentinel

Microsoft Sentinel | Watchlist

Selected workspace: ‘soar

o«

() Refresh —+ Addrnew [i] Delete

General
w3

Watchlist items.

3

© Overview Watchlists

® Logs

Templates (Preview)

& News & guides My Watchlists

A Guides & Feedback

& Update watchlist Columns
& Edit watchlist items

T Bulk update

P search [0 search by name, alias and description

Threat management

[] Name T4
& Incidents
N [ Allowedip
forkbooks —_—
¢ [ MaliciousURL
Hunting

a [] maliciousip
Noteboaks

@ Entity behavior
@ Threat intelligence

& MITRE ATTICK (Preview)

Content management

Ty Add filter
Alias Ty Source Ty Created time Ty Last updated 7,
AllowedIP maliciousIP.csv 11/30/22, 04:00 AM 11/30/22, 04:00 AM
MaliciousURL  URLwatchlistcsy  11/23/22, 1202 AM  11/23/22,12:02 AM
MaliciouslP IP watchlist.csv 11/22/22, 04:32 AM 11/22/22, 04:32 AM

T fy
Test - Malicious IP

Tags
auto-closed allowed P X+

Incident link

View full detail:

LEARN MORE
About Watchlist

®1 @ M/30/22, 04:0...
Rows Created time
Description
Source

maliciousIP.csv

Created by
benji@cybsec.guru

Last updated
11/30/22, 04,00 Al

SearchKay
ip



Home » Microsoft Sentinel

== Microsoft Sentinel | Incidents

Selected workspace: ‘soar

T

a
General

Q@ Overview

£ Logs

@ News & guides
P search

Threat management
i Incidents

M Workbooks

© Hunting

& Notebooks

& Entity behavior
@ Threat intelligence

“® MITRE ATT&CK (Preview)

Content management
B Content hub (Preview)
@ Repositories (Preview)
& Community

Configuration

B Data connectors
& Analytics
B watchlist

13 Automation

+ Create incident (Preview) () Refresh (9 Last 24 hours v 35 Actions

31 Vel
- 71t Lo
Open incidents New incidents Active incidents

[ search by 1D, title, tags, owner or product | &) | Severity : All
(® ) Auto-refresh incidents
[ severity 1o Incident ID Ty Title T4,

Test - Malicious IP

Medium 6
ol

Tl Delete E9 Security efficiency workbook

Open incidents by severity

Columns ' Guides & Feedback

W High (0) 1 Medium (1)
Status : 2 selected
Alerts Product names
i Microsoft Sentinel

< Previous 1-1 Next >

Home > Microsoft Sentinel | Watchlist >

Edit watchlist items -

MaliciousIP | SearchKey field: IP

Low (0) N informatienal (0)

== Test - Malicious IP

~ Mare (2
ore ) Incident ID: &

~ | Medium

Severity

& Unassigned

Owner

MNew
Status

Created time Last update time

12/01/22, 02:23 AM

Creation time

12/01/22, 0221 AM
12/01/22, 02:2'

Entities (1)

B 458122617
Wiew full details >

Incident workbook
Incident Overview

Analytics rule
Test - Malicious 1P

Tags
+

Incident link

B Last comment (Total: 1)
IP address 45.81.226.17 not found in AllowedIP watchlist

Write a comment...

View full details

O Refresh + Add new Save ]ﬁ[ Delete Columns
O
[ [ 458122699
[] 458122688
] 458122655
] 458122622
[J 458122617
» Initialize variable
Parameters Settings Code View About
“Name I AllowedIP }
“Type I String ~ J
Value | Enter initial value ‘

v




N

Initialize variable

v

Initialize variable 2

> Initialize variable- AllowedIP

Parameters Settings Code View About

*Name ‘ AllowedIP
*Type l String ~ 1
Value [ Enter initial value

» Initialize variable - AllowedIP

[=] Delete note

[=1 | This action will initialize AllowedIP string variable.
@] Delete

Parameters Settings Code View About

Microsoft Sentinel Name *

incident
AllowedIP
@
I Type *
+ String
\I, Value
Initialize variable - Enter initial value
AllowedIP
=

+




E Condition

Parameters Settings

And Vv

Run After

About

is greater than

> Append to string variable - AllowedIP

Parameters Settings Code View About
Name *
AllowedIP
Value *
IPs Address x
R G
- -
Append to string Append to string
variable - AllowedIP variable -
NotAllowedIP
\ - 9\

_|_




m Sign in to your account - Work 2 - Microsoft Edge Dev

k> Send approval email

] login.microsoftonline.com

Create Connection

=. Microsoft Sign in to create a connection to Office 365 Outlook.

Pick an account

Benji Kovacevic
benji@cybsec.guru
Signed in

B3

Connected to Windows

(X3

Connected to Windows

Use another account

_I_

» Send approval email

Parameters Settings Code View Run After

*To ‘ benji@cybsec.guru |
Subject ‘ Approval Request for incident Incident Title x ‘ x
User Opticns ‘ Auto-close, Further investigation needed ‘ X
Body New incident detected! X

Incident title: Incident Title x

Incident severity: Incident Severity x

Incident descrlption: Incident Description x

Incident URL: Incident URL x

List of IPs in AllowedIP watchlist: AllowedIP x

List of IPs not in AllowedIP watchlist: . NotAllowedIP x
Importance ‘ High i ‘ X
Hide HTML message ‘ Yes v ‘ X

Add new parameter ~ ‘

Connected to benji@cybsec.guru. Change connection.



»” Condition - analysts input

Parameters

And v

Settings Run After

About

is equal to

[

Selected... x

v Auto-close

~+ Add v

» Update incident — Auto-close

Parameters Settings Code View Testing

* Incident ARM id

I ﬂ Incident ARM ID x

> Add comment to incident (V3)

Parameters

*Incident ARM id

*Incident comment

message

Tags to add tag - 1 : ‘
™ ) ®
Assign/Unassign owner | Assign or unassign incident owner v |
Owner Object Id / UPN | Unique identifier of a user (Ex. 'user@tennant.onmicrosoft.com' or '5f6ce5¢7- |
Severity | Incident severity e |
Status I Closed hd |
* Classification reason I BenignPositive - SuspiciousButExpected A |
Close reason text | Auto-closed using playbook. Auto-closed by ol UserEmailAddress x |

Add new parameter e ]
Connected to SOARIncidentManagement. Change connection.

Settings Code View Testing

E Incident ARM ID x
Font v 12vB I U /== = = &

List of IPs in AllowedIP watchlist —
List of IPs not in AllowedIP watchlist -

AllowedIP x
NotAllowedIP x

Connected to SOARIncidentManagement. Change connection.




» Update incident — assign incident to responder

Parameters Settings Code View Run After

“Incident ARM id m Incident ARM ID x

Tags to add tag - 1

tag

+ Add new item

Assign/Unassign owner Assign N

Owner Object Id / UPN UserEmailAddress x

Severity Incident severity N
Status Incident status hd
Add new parameter e

Connected to SOARIncidentManagement. Change connection.

U This message was sent with High importance.

@ Benji Kovacevic DO« « ~
To: Benji Kovacevic Sat 03/12/2022 02:35

Approval Request for incident Test - Malicious IP

New incident detected! Incident title: Test - Malicious IP Incident severity: Medium
Incident description: Incident URL:
https://portal.azure.com/#asset/Microsoft_Azure_Security_Insights/Incident/subscriptions
/€

‘/resourceGroups/soar/providers/Microsoft.OperationalInsights/workspaces/
soar/providers/Microsoft.Securitylnsights/Incidents/90121699-05d2-451e-a193-
6ee386abb253 List of IPs in AllowedIP watchlist: 45.81.226.17, List of IPs not in AllowedIP
watchlist: 45.81.226.88, 45.81.226.22, 45.81.226.99, 45.81.226.55,

Auto-close | ‘ Further investigation needed

€\ Reply > Forward



Home > Microsoft Sentinel

== Microsoft Sentinel | Incidents X
L oo
elected workspace: scar
€ Create incident (review) (0 Refresh (D' Last 24 hours v+ 3% Actions 1] Delete [ Security efficiency workbaok == Columns A7 Guides & Feedback
! a
General . ~ Open incidents by severity
O Overview =0 ',.:0 uo .
Open incidents New incidents Active incidents B High () 1 Medium (0) Low (0} 1 informational {0}
.
& Logs »
| = Test - Malicious IP
& News & guides [ Search by D, title, tags, owner or product | &) \ Severity : All Status : All Product name : All Owner : All [ )
Incident 1D: 8
£ search )
(® ) Autorefresh incidents & Unassigned @ Closed ~ || Medium v
Threat - Owner Status Severity
reat managams [ severity T4 Incident ID Ty Title T4, Alerts Product names Created time Y
& Incidents . - . . 1 Alert product names
[ | Medium 8 Test - Malicious IP 1 Microsoft Sentinel 12/01/22, 03:1: - Microsoft Sentinel
@ workbooks
N ) Reason for clasing
Hunting Benign Pasitive - Suspicious but expected
& Notebooks B Auto-closed using playbook. Auto-closed by
benji@eybsec.guru
& Entity behavier
Evidence
© Threat intelligence > 5 01 Ro
B MITRE ATTECK (Preview) Events Alerts Bookmarks
Content management Last update time Creation time
-B Content hub (Preview) 12/03/22,02:35 AM 12/01/22,03:13 AM
@ Repositories (Preview) Entities {5)
B 458122617
& Community B 458122622
B 4581.22655
Configuration 455122688
View all >
= Data connectors
Incident workbock
& Analytics Incidant Ovarview
A
B Watchiist Analytis rule
ERSTY |
£ Automation <Previous | 1-1 [ Next> E—
View full details
Home > Microsoft Sentinel
== Microsoft Sentinel | Incidents X
Selected workspace: ‘soar
O Search « + Create incident (Preview) () Refresh (9 Last24 hours ~ 3% Actions [I] Delete [ Security efficiency workbook Columns £ Guides & Feedback
a
General . . ~ Open incidents by severity
@ Overview 1 ."'-1 et 0 i
S pen incidents New incidents Active incidents 1 High (0) I Medium (1) Low (0) 1 Informational {0)
#® Logs
4 News & guides [ Search by 1D, title, tags, owner or product | &) | Severity ; All Status : All Product name : All Owner : All B i
£ search
Aute-refresh incidents 2 Benji Kova... v | 3 New v 1 Medium ~
- Owner Status Severtty
Threat management ] severity T4 Incident ID T, Title Ty Alerts Product names Created time —H prr—
& Incidents
= (] I Medium 8 Test - Malicious IP 1 Microsoft Sentinel 12/01/22, 031 Ew fj’ﬂ: 22699
@ Workbooks
Incident workbook
® Hunting Incident Overview
§ Notebooks
Analytics rule
& Entity behavior Test - Malicious 1P
@ Threat intelligence Tags
B MITRE ATTEICK (Preview) 4
Content management Incident link
B Content hub (Preview) A ———————
@ Repositories (Preview)
Last comment otal: 2)
& Community = Qe
List of IPs in AllowedIP watchlist — 45.81.226.17,
Configuration List of IPs not in Allowed|P watchlist - 458122688, 45 81.226.
99, 45.81.226.55, 45.81.226.22,
i Datz connectars
& Analytics [ wiite a comment...
B Watchlist “ i
View full details
£} Settings -
Conditions

If
Analytic rule name

| Contains

v | Test - Malicious IP

IP address

v || Contains

v I 45.81.226.17

| ©

+Add v



Actions O

I Change status

I Q Closed v I
I Benign Positive - Suspicious but expected v I
Pen-testing incident
Rule expiration @
| 12/03/2022 @[ 315 Am ‘
Order ©
K |
Home > Microsoft Sentinel
== Microsoft Sentinel | Incidents P

Selected workspace: ‘soar’

£ search «

"
General

@ Overview

® Logs

& News & guides
£ search

Threat management
Incidents.
Workbooks

Hunting

m o K B

Notebooks

%

Entity behavior

@

Threat intelligence

@ MITRE ATT&CK (Preview)

Content management

& Content hub (Preview)
@ Repositories (Preview)
& Community
Configuration

£ Data connectors

& Analytics

Watchlist

3 Automation

—+ Create incident (Preview)

] o b
Open incidents New incidents

(0 Refresh (O Last 24 hours

=0

3= Actions

[il Delete Security efficiency workbook == Columns

Open incidents by severity

£ Guides & Feedback

Active incidents T High (0) 1 Medium (1)

2 Search by ID, title, tags, owner or product | &0 ‘ Severity : All Status : All Product name : All Owner : All

(® ) Auto-refresh incidents

[] severity tu Incident ID Ty Title Ty Alerts Praduct names Created time

O I Medium 10 Test - Malicious IP 1 Microsoft Sentinel 12/03/22, 03:1;
J I Medium 8 Test - Malicious IP 1 Microsoft Sentinel 12/01/22, 03:1:
4 »

B Pen-testing incident

Low (0) 1l Informational (0)

«=. Test - Malicious IP
Incident 1D: 10

@ Closed %
Status

& Unassigned | Medium v
Gviner Severity
Alert product names

* Microsoft Sentinel

Reason for closing
Benign Positive - Suspicious but expected

Evidence
A5 01 Ao
Events Alerts Bookmarks

Creation time
12/03/22, 03:12 AM

Last update time
12/03/22, 03:12 AM

Entities (5)
B 458122617
B 158122622
B 458122655
B 4581.226.88

View all »

Incident workbook
Incident Overview

Analytics rule

Test - Malicious IP

View full detail Act




Home > Microsoft Sentinel

O Microsoft Sentinel | Logs

Selected workspace: ‘soar

<] Newauey e+

General
@ Overview
@ Logs

& News & guides

£ search

Threat management

Incidents

Hunting

-
@ workbooks
@
g

Notebooks

[

* Entity behavior
© Threatintelligence
@ MITRE ATT&CK (Preview)
Content management

B3 Content hub (Preview)

Home > Microsoft Sentinel

= Microsoft Sentinel | Incidents

Selected workspace: ‘soar”

e

General

@ Overview

@ Logs

4 News & guides

£ search

Threat management
& Incidents

@ workbooks

© Hunting

& Notebooks

& Entity behavior

& Threat intelligence

a

Q) Feedback Queries | 3
a
® SOAR Time range : Last 24 hours Save v |# Share v | Newalertrule v = Export v 5 Pinto v Format query
- - 1 SecurityIncident -
ueries  Functions
Tables  Q « 2 |-where. : //enter-your-incident. 1D 1
3 | summarize arg_max(TimeGenerated, Status, Classification, ClassificationComment, ModifiedBy)
[ search ]
(5 Fiter ) = Group by: Solution +
= Collapse all
Favorites A
You can add faverites by clicking on Results  Chart ‘ [E] Add bookmark pel
the % icon —_—
[ TimeGenerated [UTC] Status Classification ClassificationComment ModifiedBy mw
» LogManagement o
(O v 12/32022,312:28629 AM  Closed BenignPositive Pen-testing incident Autemation rule - F &
» Microsoft Sentinel 3
TimeGenerated [UTC) 2022-12-03T03:12:28,6202872 a
Status Closed
Classification BenignPositive
ClassificationComment Pen-testing incident
ModifiedBy Automation rule - Pen-Testing Falsa Positive.
X
-+ Create incident (Preview) () Refresh (0 Last 24 hours ~ 2= Actions [l Delete Security efficiency workbook Columns & Guides & Feedback
1 52 o0 Open incidents by severity
s oS tivel
Open incidents New incidents Active incidents 1 High (0) 1 Medium (1) Low (0) 1 Informational (0)
»
[ 19 search by D, title tags, awnerorproduct | &) | Severity :An Status : All Product name : All Ouwner : All et 110
(® ) Auto-refresh incidents & Unassigned ~  @Closed v | | Medium v
Owmer Status Severity
(] severity Ty Incident ID Ty, Title Ty Alerts Product names. Created time A
0 - X . 1 Alert product names
Medium 10 Test - Malicious P 1 Microsoft Sentinel 12/03/22, 03:1: « Microsoft Sentinel
D I Medium 8 Test - Malicious IP 1 Microsoft Sentinel 12/01/22, 03:12
Reason for closing
Benign Positive - Suspicious but expected
BR Pen-testing incident
Fidence
5 91 R o
Events Alerts Bookmarks



Chapter 8: Responding to Incidents Using Automation

Home > Microsoft Sentinel

Microsoft Sentinel | Data connectors
Selected workspace: 'soar'
IP Search ] «

a
General

125

Connectors.

@ Overview (Preview)

@ Logs

() Refresh 27 Guides & Feedback

=0

Connected

Moare content at
I Content hub

& News & guides | £ Azure Active Directory

X ] Providers: all

Data Types : All Status : All

£ search
Status Connector name T
Threat management
& Incidents » Azure Active Directory
Microsoft
@ workbooks
@ Hunting '
Microsoft
Notebooks

Entity behavior
@ Threat intelligence

@ MITRE ATT&CK (Preview)

Content management

B Content hub (Preview)
@ Repositories (Preview)
48 Community
‘Configuration

B# Data connectors

& Analytics

B Watchlist

L3 Automation

Home > Microsoft Sentinel | Data connectors >

Azure Active Directory

é Azure Active Directory

Not connected 32 Microsoft -
Status Provider Last Log Received
Description

Gain insights into Azure Active Directory by connecting Audit and Sign-
in logs to Microsoft Sentinel to gather insights around Azure Active
Directory scenarios. You can learn about app usage, conditional access
policies, legacy auth relate details using our Sign-in logs. You can get
information on your Self Service Password Reset (SSPR) usage, Azure
Active Directory Management activities like user, group, role, app
management using our Audit logs table.

Last data received ©

Related content

s &) 2

Workbooks ~ Queries

& 108

Analytics rules templates

Data received
100

Go to log analytics

December 1

07 107 lo

Data types

December 3 December 5

Instructions

X

Azure Active Directory Identity Protection

Next steps

Configuration

Connect Azure Active Directory logs to Microsoft Sentinel

Select Azure Active Directory log types:

B sign-in Logs

B Azure Active Directory

Disconnected 3¢ Microsoft ® -
Status Provider Last Log Received

Description
Gain insights into Azure Active Directory by connecting Audit
and Sign-in logs to Microsoft Sentinel to gather insights
around Azure Active Directory scenarios. You can learn about
app usage, conditional access policies, legacy auth relate
details using our Sign-in logs. You can get information on
your Self Service Password Reset (SSPR) usage, Azure Active
Directory Management activities like user, group, role, app
management using our Audit logs table.

Last data received @

Related content

@s 2

Woarkbooks Queries

& 108

Analytics rule template

Data received
4

Go to lag analytics

Open connector page

@ 1n order to export Sign-in data, your arganization needs Azure AD P1 or P2 license. If you don't have a P1 ar P2, start a free trial,

Audit Logs

Non-Interactive User Sign-In Lag (Preview)
Service Principal Sign-In Lags (Preview)
Managed Identity Sign-In Logs (Preview)
Provisioning Logs (Preview)

ADFS Sign-In Logs (Preview)

User Risk Events (Preview)

Risky Users (Preview)

Network Access Traffic Logs (Preview)
Risky Service Principals (Preview)

Service Principal Risk Events (Preview)

Apply Changes

ogoooooooggoo




Azure Active Directory admin center

»

B

i

oD@ kb & o+

Dashboard > CybSec Guru | Users >

2 Users
« + mewuser ~ | Download users [ Bulk operations

& Al users (preview)

Create new user nce? Click here to leav
E Auditlogs Create a new internal user in your organization
r
D Sign-in logs
Invite external user
K Diagnose and solve problems Invite an external user to collaborate with your

arganization User principal name

Manage O . Admin admin@M3c~ ~""52

Dashboard > CybSec Guru | Users > Users >

New user

CybSec Guru

R'j Got feedback?

Select template

Identity

User name * ©

Name * @

First name

Last name

Password

Initial password * ©

Groups and roles

Groups

@ Create user
Create a new user in your organization.

O Invite user

Invite a new guest user to collaborate with your organization. The user will be emailed an invitation they ca

Help me decide

[ SOARTest \/}@I cybsec.guru v J E
The domain name | need isn't shown here

{ SOAR Test user v I

[ l

O Auto-generate password

@ Let me create the password

0 groups selected



Home > Mierosoft Sentinel

O Microsoft Sentinel | Logs - X

BB Selected workspace: 'soar’

£ Search « # NewQuery1* % | & New Query 2+ + Q) Feedback 8= Queres | % [ v
=
General @ SOAR | Time range : Last 24 hours Save v 12 Share v | Newalertrule v 1= Bxport v Pinto v | =

Format query

Ow Previ igni 1
@ Overview (Preview) Tables Queries  Functions - & 1 Signinlogs
& Logs
:
@ Nows & uices (o ]
7 Filter } {= Group by: Solution ~
D sench (& )
Threat management 17 Cellapse all
;i A
& Incidents Favorites
B workbaoks You can add favarites by clicking on Results  Chart | [2] Add bookmark o
the ¥ icon —
© Hunting [) TimeGenerated [UTC] Resourceld OperationName OperationVersion Category | (mm
» LogManagement g
= Correlationld 145a0597-05b7-406e-b8a2-01958e3428 ES
Notebooks » Microsoft Sentinel 3
Resource Microsoftaadiam 3
@ Entity behavior
ResourceGroup Microsoft aadiam
@ Threat intelligence
Identity SOAR Test user
@ MITRE ATT&CK (Preview) Level 4
Content management Location IE
riest@eybsoc
B Content hub (Preview) AlternateSigninMame soartest@eybsoc.guru
AppDisplayName OfficeHome
@ Repositories (Preview)
Appld s ST o Sca
& Community
AuthenticationContextClassReferences 1]
Configuration > AuthenticationDetails [{"authenticationStepDateTime":*2022-12-06 T04:58:54 0060079 +D000","authent...
B2 Data connectors > AuthenticationProcessingDetails [{"key":"Legacy TLS (TL5 1.0, 1.1, 3DF5)","value": False").{"key":"ls CAF Taken","val...
& Analytics
Watchlist > Authenticati i ie [ multiConditi * "detail" Conditional Access"}|
& Automation

Ds 447ms | Display time (UTC+00:00) Query details | 2-20f16

Home > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create a new scheduled rule -

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

A\ One or more entity mappings have been defined under the new version of Entity Mappings. These will not appear in the query code. Any entity mappings
defined in the query code will be disregarded. S

_GetWatchlist('MaliciousIP")
| -extend-UsrAccount - =- "SOARTest"
| -extend -UPNSuffix-=-"cybsec.guru’

View query results >

Alert enrichment

Entity mapping

Map up to five entities recognized by Microsoft Sentinel from the appropriate fields available in your query results.
This enables Microsoft Sentinel to recognize and classify the data in these fields for further analysis.
For each entity, you can define up to three identifiers, which are attributes of the entity that help identify the entity as unique. Learn more >

@ Unlike the previous version of entity mapping, the mappings defined below do not appear in the query code. Any mapping you define below will
replace not only its parallel old mapping in the query code, but any mappings defined in the query code — though they still appear, they will be
disregarded when the query runs. Learn more >

ED v |

[ Address v [[searchkey |+ Add identifier

I & Account N ] IEI

I Name v I l UsrAccount v l lil ~+ Add identifier

[ uPNsufix v | [ upNsuffix v | @

Next : Incident settings >



Microsoft Sentinel incident (Preview) |

N
Entities - Get IPs (Preview) o |
N
Entities - Get Accounts (Preview) e |
b4
(Y For each o
*Select an output from previous steps
IPs x ‘
E Run query and list results 220
*Subscription ’ VS FTE v ‘
*Resource Group ‘ SOAR hd ‘
*Resource Type ’ Log Analytics Workspace v ‘
*Resource Name ‘ SOAR v ‘
*Query _GetWatchlist('MaliciousIP')
| where SearchKey == E IPs Address x "
*Time Range ‘ Last 24 hours A ‘
Connected to SOARLAReader-Consumption. Change connection.

Dynamic content Expression
ﬁ‘ length(body('Run_query_and_list_results'):

Run query and list results

Bl eoo
£l voue

Entities - Get IPs

For each - Account e &’ Rename

*Select an output from previous steps =1 Add a comment




True n False

Dynamic content Expression
For each - Account

£ search dynamic content
*Select an output from previous steps

Accounts x ‘ Run query and list results See more

Add dynamic content [HI
| m value

f Add an action Entities - Get Accounts FrmmETE

@ Accounts
A list of accounts associated with the alert

f Add an action Entities - Get IPs See more

e IPs

A list of IPs associated with the alert

= Microsoft Sentinel incident See more

True
For each - Account ocs

*Select an output from previous steps

Accounts x

Update user cac
*User Id or Principal Iﬂ concat(..) x
Name

User Principal Name The user principal name (UPN) of the user.

Display Name The name displayed in the address book for the user.

Given Name The given name (first name) of the user.

Mail Nickname | The mail alias for the user. |

Surname The user's surname (family name or last name).
Account Enabled No N X
Add new parameter v

Connected to benji@cybsec.guru. Change connection.

T Add an action

f Add an action




W
Add comment to incident - user blocked (Preview)

*Incident ARM id Lﬂ Incident ARM ID x

*Incident comment Font v 12+ B | U _/ ==
message

ESL R

User concat(.) x Plocked as it signed in from malicious IP

IPs Address x

Connected to azuresentinel-Block-AzureAD-User. Change connection.

Home > Microsoft Sentinel | Incidents >

Incident

Incident ID 12

O Refresh [ﬁ] Delete incident E] Tasks (Preview)

«
Test - Suspicious sign-in 5 o0, st § )
— Incident ID: 1? 9 Timeline Similar incidents (Preview) Alerts Bookmarks Entities ~ Comments (2)
0"; Urssdgned Sta:::'" R4 iwgz;’i"'" W e Nomal ¢ B I US ®B AKX LI
a
Alert product names Write a comment...
* Microsoft Sentinel
Evidence
A1 01 R o
Events Alerts Bookmarks
Last update time Creation time
12/06/22, 07:23 AM 12/06/22, 07:03 AM
Enies B {&} Comment created from playbook - Block-AzureAD-User  12/06/22, 07:23 AM (i
ntities
& SOARTest User SOARTest@cybsec.guru blocked as it signed in from malicious IP 45.81.226.17.
B 458122617
View full details > R . . o
C created from play - VirusTotal-IP lertTrigger 12/06/22, 07:04 AM
Incident workbook Report for IP address 45.81.226.17
Incident Overview
Owner: Zomro B.V.
Analytics rule Reputation: -1
Test — Suspicious sign-in
Total votes harmless: 0
Tags
B Total votes malicious: 1
Incident link
——— e —————a D)
v




Iy

=@k b »

Dashboard > CybSec Guru | Users > Users >

a SOAR Test user

User

|,O Search | « £ Edit properties [i] Delete () Refresh

a enview Overview Monitoring Properties

B Auditlogs

2 sign-in logs Basic info

2 Diagnose and solve problems

Manage SOAR Test user
SOARTest@cybsec.guru

& Custom security attributes
(preview)

& Assigned roles

3 Administrative units
& Groups

i Applications

.'. Licenses

CH Devices

¥ Azure role assignments

@ Authentication methods

Troubleshooting + Support

Q New support request

. Member

User principal name

Object ID

Created date time

User type

Identities

My Feed

SOARTest@cybsecguru [

Dec 6, 2022, 4:55 AM
Member

M365x25776268.anmicrosoft.com

& Account status
@ Disabled

Edit

< soartest@cybsec.guru

Enter password

G:g Reset password  (© Revoke sessions i'é:% Manage view

Group membe...

Applications

Assigned roles

Assigned licen...

& e Sign-ins
Last sign-in: Dec 6, 2022, 5:34 AM

See all sign-ins

Your account has been locked. Contact your support

person to unlock it, then try again.

Password

Forgotten my password

CybSec Guru

Sign in

}5? Got feedback?



Microsoft 365 admin center P Search

Home > Purchase services

2 Dark mode

@ Home .
Purchase services
R Users v
Find products and services available to buy directly from Microsoft.
%% Teams & groups v
Choose up to three products to view a detailed comparison.
5 siling ~
e : Search results: 105 products | £ Microsoft 365 ES p <
'urchase services

Your products

View by category

Licenses

Bills & payments
sl X Clear search
iling accotints 105 products showing

Payment methods

Billing notifications Microsoft 365
Z Microsoft 365 combines Office 365, Windows 10, and Enterprise Mobility + Security together for
your organization. Today's modern workspace allows people to meet, collaborate, and stay
connected across boundaries. Microsoft 365 supports teamwork, connecting services like Microsoft
Show all Teams, SharePoint, and Yammer and providing a hub for collaboration.
Microsoft 365 ES eDiscovery and Audit Microsoft 365 ES Microsoft 365 E5 (Month to Month)
Manage eDiscovery communications using tools to Office 365 ES, Enterprise Mobility + Security ES, and Office 365 ES, Enterprise Mobility + Security ES, and
send and track custodian responses and escalate with Windows 10/11 Enterprise ES. This per-user licensed Windows 10/11 Enterprise ES. This per-user licensed
reminders and manager notifications. Investigate data... suite of products offers customers the latest, most. suite of products offers customers the latest, most...
From US$$6.00 licenses/month From US$57.00 licenses/month From US$79.80 licenses/month
Details [ | Compare Details [ Compare Details [ | Compare
Q  Help & support
Microsoft 365 E5 without Audio Conferencing Microsoft 365 ES eDiscovery and Audit Managed Trial Microsoft 365 ES Insider Risk Managemen!
Office 365 ES without Audio Conferencing, Enterprise Manage eDiscovery communications using tools to Correlate multiple signals, from activties to [EREERCREA LS
Mobility + Security ES, and Windows 10/11 Enterprise send and track custodian responses and escalate with communications, to view and manage alerts'®
E5. This per-user licensed suite of products offers. reminders and manager notifications. Investigate data... potential insider risks and remediate. Proactively
= Home > Purchase services > Product details 2 Dark mode
tm Home .
I Microsoft 365 E5
R Users ~
AR Teams & groups v Office 365 ES, Enterprise Mobility + Security ES, and Windows 10/17 Enterprise E5. This per-user licensed suite of products offers customers the latest,
group most advanced enterprise security, management, collaboration, and business analytics.
£ Billing ~
. Select license quantity Select billing frequency Subtotal before applicable taxes
| Purchase services
Your products ] - ‘ (®) US$57.00 license/month US$57.00
9 Pay monthly, annual commitment .
Licenses v v Buy Start free trial O

Bills & payments
Billing accounts

Compare details Add-ons (18)

Payment methods

Billing notifications

9 Setup

Microsoft 365 ES
From US$57.00 licenses/month

@ Included
© Partially included
O Not included

=+ Showall

v Licence coverage

() US5684.00 license/year

Pay yearly, annual commitment

Details

Microsoft 365 E3
From U$$36.00 licenses/month

Office 365 E5
From US$38.00 licenses/month

Details




Microsoft 365 Defender P Search

@ Home Device Inventory
@ Incidents & alerts. v ]
o1 il t & Onboard Defender for loT
% Hunting v cal To get full visibility, recommendations, wulnerabilities
g Y,
Try app control, baseline assessments, and more. and alerts for loT devices, Onboard Defender for loT
2 Actions & issit 4
@ Threat analytics Computers & Mobile  Network devices  loT devices
$2  Secure score
Total igh risk High exposure Not onboarded
£ Learning hub
9
2 Trials
Search i
O Mame Domain Risk level 0 | Exposure level OS platform  Windows ver... Sensorh... Onboarding ... Last device upc Tags Managed by ©
N Assets ~
|E Devices
R Identities

Endpoints ~ \

Vulnerability management

B

&

o Partners and APIs v \
@ .
&

Evaluation & tutorials v

(I R W Start onboarding devices to your organization

To view and manage devices, cnboard them in the Settings page.

K

Email & collaboration ~

Onbo:

devi

)

Investigations

Home > Microsoft Sentinel | Data connectors >

Microsoft 365 Defender (Preview) - 4

B Microsoft 365 Defender (Preview)

@ Note: Office 365 data does not necessarly reside in the region where your Microsoft Sentinel workspace is located. Office 365 data may therefore cross regional boundaries when being

Not connected 3 Microsoft D - ngestadto Sentinal
Status Provider Last Log Received
a
Description
Microsoft 365 Defender is a unified, natively integrated, pre- and post- Instructions  Next steps
breach enterprise defense suite that protects endpoint, identity, email, —_—
and applications and helps you detect, prevent, investigate, and a
automatically respond to sophisticated threats.
Prereq es
Microsoft 365 Defender suite includes:
To integrate with Microsoft 365 Defender (Preview) make sure you have:
« Microsoft Defender for Endpoint
*iMicrosoft Defencerforidentily v Workspace: read and write permissions.
« Microsoft Defender for Office 365
« Microsoft Defender for Cloud Apps 7 o o i P o :
« Microsoft Defender Alert Evidence Tenant ‘Global or 'Security on the workspace's tenant.
* Microsoft Defender Vulnerability Management
o Microsoft Plirview Data Losé Pravefition © License: M365 E5, M365 AS or any other Microsoft 365 Defender eligible license.
« Azure Active Directory Identity Protection
Last data received
Configuration
Related content
2 “ a4 é 72 Connect incidents & alerts
Workbooks  Queries Analytics rules templates Connect Microsoft 365 Defender incidents to your Microsoft Sentinel. Incidents will appear in the incidents queue.
Connect incidents & alerts B Tum off all Microsoft incident creation rules for these products. Recommended. @
Data received Go to log analytics
% et
)
) Connect entities
@ Use Microsoft Defender for Identity to sync user entities from your on-premises Active Directory to Microsoft Sentinel. [Go to the UEBA configuration

page and mark the Active Directory (via MDI) checkbox]



Home

0]
O Incidents & alerts v

£ Hunting ~
{2 Actions & submissions v

@ Threat analytics
Secure score

54
& Learning hub

P Trials

°@  Partner catalog ~
G Assets ~

Devices

,Q |dentities

LS Endpoints ~
#  Vulnerability management v
°@  Partners and APls v
Fd Evaluation & tutorials ~

| Evaluation lab

Tutorials & simulations

s Configuration management

Lab configuration

@ Select your lab configuration

@ Install simulators agent

O Summary

Welcome to the
Microsoft Defender
for Endpoint
Evaluation lab

Learn about the Microsoft Defender for
Endpoint platform capabilities through a virtual
evaluation lab that's ready to go, complete with
onboarded test devices. See it in action as it
detects and prevents the most sophisticated
attacks.

Learn more

Setup lab

Install simulators agent

Threat simulator details

Install threat simulation agents to safely run breach and attack scenarios on the evaluation lab devices. See the
power of Microsoft Defender for Endpoint in action as simulated threats unfold.

Explore simulation gallery

Microsoft privacy statement

Accept and provide consent to the statements

Microsoft terms

Provide consent by accepting the Microsoft terms

Microsoft information sharing statement

Provide consent by accepting_the information sharing_statement
Select vendors

@ Note: You must first provide consent to the statements above to enable any of the simulators.

AttacklQ

@ License agreement accepted

AttacklQ Platform packages adversarial behavior including MITRE ATT&CK tactics, techniques, and procedures
into a fully automated platform allowing you to continuously test and measure the efficacy of your security
controls.

SafeBreach

SafeBreach safely and continuously simulates real attack scenarios in production to enable security teams to
discover, investigate and remediate breaches and misconfigurations.

Back m Cancel




Home

Incidents & alerts ~
Hunting v
Actions & submissions ~

Threat analytics
Secure score

Learning hub

Trials

Partner catalog ~
Assets ~
Devices

Identities

Endpoints ~

Vulnerability management
Partners and APls v
Evaluation & tutorials i
Evaluation lab

Tutorials & simulations

Configuration management

Email & collaboration S

Your evaluation lab

Manage your test devices, attack simulations and reports. Learn and experience the Microsoft Def
guided walkthrough in the trial environment. See it in action as it prevents, detects, and remedia

Overview Devices User Actions Simulations Report

Device allocation Simulations overview

No provisioned devices Add simulat

Pravisioned devices are limited ta 3 devices.

Create simulation

Add device Go to simulations gal

Report overview

Provision some devices

You'll never know until you try. Provision a few devices to start your evaluation.

Device allocation

1 active device

Only 3 test devices are provided. Once provisioned, it is only available for 72
hours. Depending on your monthly allotted resource consumption, you may be
able to request for more devices.

testmachine1

View full list

Add device

The lab only provides 3 test devices. Each device is only available for 72 hours. When these
resources are deleted, no new devices are provided.

You have used up 0 of 3 devices

Device type

[ Windows 11 ~

[] Join to domain

Available Tools

The following tools are included in the device during provisioning. You can choose to exclude
toals from being installed ta reduce pravisioning time. These tools ara not required for threat
simulators to run.

[ sava Runtime
[] office
[] python

[_l Sysinternals

71/72



@ Home
@ Incidents & alerts

% Hunting

W= Actions & submissions
@ Threat analytics

2 Secure score

2

Learning hub

Your evaluation lab

Manage your test devices, attack simulations and reports. Learn and experience the Microsoft Del
guided walkthrough in the trial environment. See it in action as it prevents, detects, and remediaf

Overview  Devices  User Actions  Simulations  Report

Simulations overview

Add simula

Device allocation

1 active device

Only 3 test devices are provided. Once provisionad, it is only available for 72
hours. Depending on your monthly allotted resource consumption, you may be
able to request for mare devices

& Tials ‘testmachine1 F1/72
o§ Partner catalog ~
Create simulation
O Assets A View full list Go ta simulations gall
Ll Devices
8 Identities Report overview
) 0 Alerts in

L3 Endpoints ~

0 Incidents
&  Vulnerability management v , )

0 Actions taken in
o Partners and APls ~ . .

0 Investigations
[d Evaluation & tutorials % . .

e S 0 Key findings

&L Configuration management

View full report

L

Email & collaboration A

T3 Investigations

(=%

Choose an operation

X

Create simulation
Select simulator

SafeBraach ~ |
Select simulation
[ Known Ransomware Infection ~ I
Select device
[ictmoctine <]

(D Missing a device? Check the Simulator Status in the device list to verify your selected simulator agent is
installed.

=

Create simulation

/O microsoft defender

\
Y
\

Microsoft Defender ATP

Actions - Isolate machine
Microsoft Defender ATP

Actions - Remove app execution restriction
Microsoft Defender ATP

ForYou All Built-in Standard Enterprise Custom
Microsoft Microsoft Microsoft Microsoft
Defender... Defender fo.. Defenderfo.. Defender fo..
Triggers Actions
Actions - Initiate investigation on a machine (to be deprecated) a




Home > Microsoft Sentinel | Automation >

% lIsolate-MDE-Machine = *

e Logic app

l £ Search

|<<

F

o2 Overview
Activity log

FR Access control (IAM)

® Tags

22 Diagnose and solve problems

Development Tools
s Logic app designer

<>

B

Logic app code view
Versions
API connections

& Quick start guides

Settings

a

@ Directory: Default Directory

® Disable T

[> Run Trigger O Refresh f Edit ]E Delete

o Introducing the new portable Logic Apps runtime that supports local developm

A Essentials

Resource group (move) : SOAR
Location : West Europe
Subscription (move)

Subscription ID

Get started Runs history  Trigger history Metrics

| All v “ Start time earlier than

| Specify the run identifier to open monitor view directly

Status Start time

@ Succeeded 12/7/2022, 7:54 AM



Home > Microsoft Sentinel | Automation > Isolate-MDE-Machine > Runs history > Logic app run >

Outputs

Entities - Get Hosts

"statusCode": 200,
"headers": {

"Pragma": "no-cache",

"Transfer-Encoding”: “chunked",

"Vary": "Accept-Encoding”,

"Cache-Control”: "nn c¥arn  na rsacha®

"Set-Cookie": "A

"x-ms-request-id": "be. 7",
"Strict-Transport-Security”: "i 18",
"X-Content-Type-Options”: "nosniff",

"X-Frame-Options"”: "DENY",

“Timing-Allow-Origin®: “*",

“X-ms-apihub-cached-response”: “false",

“X-ms-apihub-obo": “false",

"Date”: "Wed, ©7 Dec 2022 07:54:38 GMT",

"Content-Type": "application/json; charset=utf-8",
"Expires": "-1",

"Content-Length": "516"

}J
"body": {
"Hosts": [
{
“hostName": "testmachinel”,
"osFamily": "Windows",

"osVersion": "21H2",
"additionalData": {

"FQDN": “testmachinel”,

"RiskScore": "High",

"HealthStatus™”: "Active”,

“LastSeen™: "2022-12-87T07:27:11.2020735Z",
"LastExternallpAddress": "13.74.18.134",
"LastIpAddress"”: "10.1.1.68",

"AvStatus": "Unknown",

"OnboardingStatus": "Onboarded",

}J

“friendlyName": “"testmachinel",
“Type": "host"

"MdatpDeviceId": "c27a373660a3b534c@32d70f204067c49d793e54",

"LoggedOnUsers"”: "[{\"AccountName\":\"administratori\",\"DomainName\"

. ,HttpOnly;:

\"TestMachinel1\"}]"

"hostName": "testmachinel”,
"osFamily": "Windows",
"osVersion": "21H2",
"additionalData": {

"MdatpDeviceId": "c27a373660a3b534c032d70f204067c49d793e54",

"FQDN": "testmachinel”,

"RiskScore™: "High",

"HealthStatus"”: "Active",

"LastSeen": "2022-12-07T07:27:11.2020735Z",
"LastExternallpAddress”: "13.74.18.134",
"LastIpAddress”: "10.1.1.68",

"AvStatus": "Unknown",

"OnboardingStatus": "Onboarded",

"LoggedOnUsers": "[{\"AccountName\":\"administratorl\",\"DomainNa

}J

"friendlyName": "testmachinel",
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=% For each

an output from previous steps
Hosts x

*Machine ID

*Comment

*Isolation Type

Connected to benjiC

Actions - Isolate machine

@

m items(..) x ‘

Add dynamic content

‘ Isolated using Isolate-MDE-Machine playbook. ‘

‘ Full

v]

com. Change connection.

For each

* Select an output from previous steps

| Hosts x

0 a = |l

||5

P O B

Actions - Isolate machine

=
N

*Incident ARM id

*Incident comment
message

Connected to azuresentinel-Isolate-MDE-Machine. Change connection.

Add comment to incident (V3) (Preview) (0]

‘ Incident ARM ID x ‘

Font

v

Machine items(..) x IS isolated.

2B I U /2= ==& %

Add dynamic content [l

Home

Incidents & alerts
Incidents

Alerts

Hunting

Actions & submissions
Threat analytics
Secure score

Learning hub

Dynamic content Expression

12[ 'MdatpDeviceld']

String functions See more l

concat(text_1, text_2?, ...)
fx
Combines any number of strings together

Collection See more

n contains{collection, value)
Returns true if a dictionary contains a key, if an array cont...

Add an expression to do basic things like a

convert, and compare values. Learn more about

dynamic content.

Dynamic content Expression

fx items('For_each')? ['friendlyName']

String functions See more

-——

concat(text_1, text_27?, ...)
Combines any number of strings together

Collection See more

contains(collection, value)
Returns true if a dictionary contains a key, if an array cont...

length(collection)
Returns the number of elements in an array or string

A sort(collection)

. > Evaluati
Your evaluation lab
Manage your test devices, attack simulations and reports. Learn and experience the Microsoft Defender for Endpeint capabilities through a Set up sta
guided walkthrough in the trial environment. See it in action as it prevents, detects, and remediates the most sophisticated attacks. @ Confi
3 devi
Overview  Devices  User Actions  Simulations  Report
—_— @ simul
2/2 sin
- 1item - Adddevice M3 Customize columns
Suggestio
v Status Simulator status ~ Time left  Risk level @  Exposure level @ Alerts number Network IP address Actions.
E Run
@ Active Multiple @ T1h HEEE None A Low LabVnet 13.74.18.134
& Connect M
- view i

[=] Reset password

Hunt for



I,O Search by ID, title, tags, owner or product l

Q Auto-refresh incidents
D Severity T

(] I High 1
) I High 2

Incident ID Ty

@ | Severity : All Status : All Product name : All Owner : All
Title Ty Alerts Product names Create
Multiple threat families detected inclu... 14 Microsoft 365 Defe... 12/07/
Multi-stage incident including Ranso... 0 Microsoft 365 Defe... 12/07/.

testmachine

Reconnecting

The connection has been lost. Attempting
to reconnect to your session

%

Connection attempt: 1 of 5

Cancel

testmachine1

1 Home Devices > testmachinel
@ Incidents & alerts &
Incidents
Alerts
5 - .
& Hunting Device summary
@ Actions & submissions ™
@ Threat analytics Tags
2 Secure score No tags found
%  Learning hub Security Info
P Trials Open incidents
0
°@  Partner catalog ~
Active alerts (0)
H Assets ~ o
|2 bevces Exposure level ()
Nane
R Identities

Risk level (N

D Manage tags

& Gohunt (O Release from isolation

< Overview Alerts Timeline Security recommendations Software inventory Advanced features
N ~ Active alerts 180 days Security assessments ::élrg:d on 30 days
Risk level: No No data to 1 logged on
known risks show user
~

We don't see new malicious
activity on this device

Device health status

Data isn't available right
now

Most frequent: administrator [}
Least frequent: administrator1 [}

See all users



Home > Microsoft Sentinel | Incidents >

Incident

Incident ID 1

() Refresh  [2] Tasks (Preview)

Multiple threat families detected including Ransomw.®
Incident ID: 1
Investigate in Microsoft 365 Defender ('

~ | @ Closed ~
Status

& Unassigned

Owner Severity

Alert product names
* Microsoft Defender for Endpoint

Reason for closing

Undetermined

Evidence

W NAG @4 Ao
Events Alerts Bookmarks

Creation time
12/07/22, 07:40 AM

Last update time
12/07/22, 08:30 AM

Entities (36) (Preview)
Bl testmachinel
B bdata.bin

B bdatabin

B bdatabin
View all >

Tactics and technigues

~ B8 Initial Access (0)

1 High v

Incident workbook
Incident Overview

Tags

i v

Investigate

Timeline Similar incidents (Preview) Alerts Bookmarks Entities (preview) Comments (1)

BIUS B A& ” W

. Normal :

Write @ comment...

Comment created from playbook - Isolate-MDE-Machine  12/07/22, 08:30 AM

&l

Machine testmachine1 is isolated.




Chapter 9: Mastering Microsoft Sentinel Automation: Tips
and Tricks

B *Untitled - Notepad

File Edit View

@{items('For_each')?[ 'additionalData’']?[ 'MdatpDeviceld']}

B *Untitled - Notepad

File Edit View

@body( 'Entities - Get Hosts')?[ 'Hosts']

"body": {
"Hosts": [
{
"hostName": "testmachinel”,
"osFamily": "Windows",
"osVersion": "21H2",

"additionalData": {
"MdatpDeviceId": "c27a373660a3b534c032d70f204067c49d793e54",
"FQDN": "testmachinel”,
“"RiskScore"”: "None",
"HealthStatus": "Active",
"LastSeen": "2022-12-07T07:27:11.2020735Z",
"LastExternalIpAddress™: "13.74.18.134",
"LastIpAddress”: "10.1.1.68",
"AvStatus"”: "Unknown",
"OnboardingStatus": "Onboarded”,
"LoggedOnUsers": "[{\"AccountName\":\"administratorl\",\"DomainName\":\"TestMachinel\"}]"
+s

"friendlyName": "testmachinel”,



Dynamic content Expression

True

j}c concat(items('For_each__-_Account®)?[ 'Name
For each - Account
*Select an output from previous steps ST TS S o
ee more
Accounts x |
concat(text_1, text_2?, ...)
fall Combines any number of strings together
@ Update user ®
Collection See more
*User Id or Principal m concat(.) x |
Name - contains(collection, value)
Add dynamic content [El M Returns true if a dictionary contains a key, if an array cont..
Display Name ‘ The name displayed in the address book for the user. | B length(collection)
‘ | Bl Returns the number of elements in an array or string

W
*Method v
*URI Enter request URL
Headers Enter key Enter value
Queries Enter key Enter value
Body Enter request content
Cookie Enter HTTP cookie
Authentication
- * Authentication type Managed identity v -
' *Managed identity System-assigned managed identity N '
i Audience Enter audience i
I

/users/{id | userPrincipalName}




HTTP

PATCH https://graph.microsoft.com/v1.0/me
Content-type: application/json

Header Value
Authorization Bearer {token}. Required.

Content-Type application/json

Request body

In the request body, supply the values for relevant fields that should be updated. Existing properties that
are not included in the request body will maintain their previous values or be recalculated based on
changes to other property values. For best performance you shouldn't include existing values that

haven't changed.

Property

aboutMe

accountEnabled

ageGroup

birthday

businessPhones

Type

String

Boolean

ageGroup

DateTimeOffset

String collection

Description

A freeform text entry field for the user to describe
themselves.

true if the account is enabled; otherwise, false.
This property is required when a user is created.
A global administrator assigned the
Directory.AccessAsUser All delegated permission
can update the accountEnabled status of all
administrators in the tenant.

Sets the age group of the user. Allowed values:
null, Minor, NotAdult and Adult. Refer to the
legal age group property definitions for further
information.

The birthday of the user. The Timestamp type
represents date and time information using ISO
8601 format and is always in UTC time. For
example, midnight UTC on Jan 1, 2014 is [2614-01-
01T00:00:00Z

The telephone numbers for the user. NOTE:




Permissions

One of the following permissions is required to call this API. To learn more, including how to choose

permissions, see Permissions.

Permission type Permissions (from least to most privileged)

Delegated (work or school account)  User.ReadWrite, User.ReadWrite.All, User.Manageldentities.All,
Directory.ReadWrite.All

Delegated (personal Microsoft User.ReadWrite
account)

Application User.ReadWrite.All, User.Manageldentities.All, Directory.ReadWrite.All

v
*Method PATCH v
*URI https://graph.microsoft.com/v1.0/E concat(..) x
Headers Content-Type application/json X
Enter key Enter value
Queries Enter key Enter value

Body {

"accountEnabled™: false

}

Cookie Enter HTTP cookie

Authentication

* Authentication type | Managed identity N
i *Managed identity System-assigned managed identity N i
Audience https://graph.microsoft.com




»  Dashboard > CybSec Guru | App registrations > SOAR Request API permissions X
# 5 SOAR|API permissions
= <Al APLs
« () Refresh | A7 Got feedback? 0 Microsoft Graph
microsoft.com/ Docs !
B oueniew What type of permissions does your application require?
& Quickstart

5 Integration assistant

@ e Admin consent required” column shows the default value fg
in organizations where this app will be used. Learn more

Delegated permissions

Your application needs to access the AP as the signed-in user.

Application permissions
Your application runs as a background service or daemon without a

signed-in user.

Manage y .
Configured permissions

me ke o *

& Branding & properties Applications are authorized to call APIs when they are granted pern ~ Select permissions xpand o

all the permissions the application needs. Learn more about permis

D Authentication [ user Readwrite All *

¥ Certificates & secrets + Add a permission  \/" Grant admin consent for CybSec Gurl Permission Admin consent required

Il Token configuration API/ Permissions name Type Description .
> IdentityRiskyUser
pER R k) ~ Microsoft Graph (1)

Expaga an AP| User.Read Delegated  Signinandre; ¥ User (1)

n UserReadWrite All (D

Owners Read and write all users’ full profiles

To view and manage cansented permissions for individual apps, as

@
B App roles
&
&

Roles and administrators
M Manifest

Support + Troubleshooting
£? Troubleshooting

& New support request

» Dashboard > CybSec Guru | App registrations > SOAR

o SOAR | APl permissions = %

5 Got feedback?

B Overview A\ Vou are editing permission(s) to your application, users will have to consent even i they've already dane so previously.

& Quickstart

The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or
g g per pe PP ¥ your org

Manage In organizations where this app will be used. Learn more

*
*
a
& # Integration assistant
n

E2 Branding & properties

2D Authentication Configured permissions

® Certificates & secrets Applications are authorized 1o call APls when they are granted permissions by users/admins as part of the consent process. The list of canfigured permissions should include
t

all the permissions the application needs. Leam more about permissions and consent
{11 Token configuration

. ~ Add a permission  ~ Grant admin consent for CybSec Guru
API permissions

>
& Expose an API

API/ Permissions name Type Deseription Admin consent requ... Status
I App roles  Micrasoft Graph (4) »
&5 Owners Directory ReadWrite-All Application  Read and write directory data Yes &\ Notgranted for CybSec | +++
2 Roles and administrators User Manageldentities.All Application  Manage all users' identities Yes A\ Not granted for CybSec_ +ee
M Manifest User Read Delegated  Sign in and read user profile No wen
User ReadWrite All Application  Read and write all users full profiles Yes A\ Mot granted for CybSec | ++e

Support + Troubleshooting

£ Treubleshooting

To view and manage consented permissians for individual apps, as well as your tenant's cansent settings, try Enterprise applications.
& New suppart request

oE#l Send approval email &’ Rename

*To benji@cybsec.guru (=] Add a comment

User Options

Approve, Reject X L Testing (Preview)

Subject Approval Request X £33 Settings
S

Hide HTML message o® Configure run after

No V‘X

Importance Normal v X

@ Peek code




Settings for 'Send approval email’

Secure Inputs
Secure inputs of the operation.

Secure Inputs

@ ) off

Secure Outputs
Secure outputs of the operation and references of output properties.

Secure Outputs

@O or

Action Timeout
Limit the maximum duration between the retries and asynchronous responses for this action. Note: This
does not alter the request timeout of a single request.

Duration @ ‘ PT10M

Retry Policy
A retry policy applies to intermittent failures, characterized as HTTP status codes 408, 429, and 5xx, in
addition to any connectivity exceptions. The default is an exponential interval policy set to retry 4 times.

Type Default v

Tracked Properties

Key Value

Send approval email Tm

(x]
Condition -

/\ ActionConditionFailed. The execution of template action 'Condition_" is skipped: the 'runAfter’
condition for action 'Send_approval_email' is not satisfied. Expected status values 'Succeeded' and
actual value ‘TimedOut'.

INPUTS

No inputs




E Condition &’ Rename

1 Add a comment

+ New step A Testing (Preview)
€33 Settings

o/® Configure run after

< Peek code o)
i Delete
‘Condition ‘ should run after:
v Send approval email oo - -

@ is successful
© has timed out
[:‘ @ is skipped
[] @ has failed

Send approval email Tm

(/]
Condition -

INPUTS Show raw inputs >

Expression result

false




Settings for 'Get secret’

N
(]
@) Get secret 1s

Secure Inputs
Secure inputs of the operation.

Secure Inputs

@ o

Secure Outputs
Secure outputs of the operation and references of output properties.

Secure Outputs

@ o

Asynchronous Pattern

With the asynchronous pattern, if the remote server indicates that the request is accepted for processing
with a 202 (Accepted) response, the Logic Apps engine will keep polling the URL specified in the
response’s location header until reaching a terminal state.

Asynchronous Pattern

& on

INPUTS

Content not shown due to security configuration.

OUTPUTS

Content not shown due to security configuration.

*0on SelectedOption x

Case Approve Case Reject e | Default

Equals

. *Equals If no case contains a matching value
Approve ‘ Reject

EA(

I Add an action L Add an action




Data Operations X
é Search connectors and actions
Triggers Actions
Compose
{ﬂ} Data Operations O]
{ } Create CSV table
YA Data Operations O]
Create HTML table
=} : o)
Data Operations
Filter array
{V} Data Operations O]
{ } Join
¥A Data Operations ®
{{y} Parse JSON
8 Data Operations ©
{ } Select
YA Data Operations O]
Select @
* From ﬂ Entities x
*Map Entity item() x X M
Entity type item() x X
Enter key Enter value
Add dynamic content [ +]]
h 4
Create HTML table 0]
“From output x |
m kit Add dynamic content B1 Dynamic content Expression
“Columns ’ Automatic hd ‘ l P search dynamic content
\—t Select

Entities - Get IPs (Preview)

UM Output



-+ Dynamic content Expression
Vv d
Send approval email ® - I £ outp
*To ‘ benji@cybsec.guru ‘
Create HTML table
User Options ‘ Approve, Reject ‘ X
Output
Subject ‘ Approval Request ‘ X
Hide HTML message ‘ No v ‘ X Select
Importance ‘ Normal 4 ‘ X Output
Show HTML ‘ No N ‘ X
confirmation dialog
Body List of Entites in the incident: X
Output X
Add dynamic content [HI
| Add new parameter v
Compose @O -
*Inputs <a href="https://www.linkedin.com/in/benjaminkovacevic/>LinkedIn profile for

<p>

=}
</p>

Benjamin Kovacevic</a>

Output x

Here is the table created with Create HTML table action:<br>

Add dynamic content [El




*Method GET A4
*URI https://graph.microsoft.com/v1.0/users/soartest@cybsec.guru
Headers Content-Type application/json
Enter key Enter value
Queries Enter key Enter value
Body Enter request content
Cookie Enter HTTP cookie

Authentication

' '
' '
i * Authentication type Managed identity A
i i
1 1
i *Managed identity System-assigned managed identity AV
i i
1 1
i Audience https://graph.microsoft.com :
i i
b e e e e 4
N
Send an email (V2) (0]
*To | Specify email addresses separated by semicolons like someone@contoso.com |
Dynamic content Expression
*Subject | Specify the subject of the mail | e
“Body Font vy 2vB ] U /== ==& 2 l £ Search dynamic content
Specify the body of the mail HTTP See less

Add dynamic content [l
N Bod
Importance Normal A3 | X . Y

Add new parameter v | Headers

Connected to socnotifications@cybsec.guru. Change connection. Status code




"body":

Parse JSON ®

*Content m Body x ‘ |

Add dynamic content [ +]]

Schema £ Search dynamic content

a

e |
Body

o [

B st coie

Microsoft Sentinel incident

Dynamic content Expression

Use sample payload to generate schema

Enter or paste a sample JSON payload. X

"jobTitle": null,

"mail": null,

"mobilePhone": null,

"officelLocation": null,

"preferredLanguage”: null,

"surname": null,

"userPrincipalName": "SOARTest@cybsec.guru”,
"id": "46f7b9a7-0alf-44d2-a345-47ed303b8d94"




(48 Parse JSON

*Content

Body x

*Schema

{
"type": "object”,
"properties”: {
"@@odata.context™: {
"type": "string"
s
"businessPhones": {
"type": "array"

}s

Use sample payload to generate schema

Send an email (V2) ®
*To ‘ Specify email addresses separated by semicolons like someone@contoso.com ‘
* Subject ‘ Specify the subject of the mail ‘
“Body Font vy R2vB I U/ ==& &
Specify the body of the mail
Add dynamic content [l

Importance Normal N X

Add new parameter v |
Connected to socnotifications@cybsec.guru. Change connection.

+ New step

Dynamic content

£ search dynamic content

Expression

Parse JSON
n Body
n @odata.context

N
n displayName
n userPrincipalName
n id
n businessPhones
n Item

See less




