Chapter 1: Understanding AWS Principles and Key
Characteristics
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Chapter 2: Understanding AWS Well-Architected Framework
and Getting Certified

» Operational Excellence o

» Security m
» Reliability

» Performance Efficiency

@
» Cost Optimization an

Well-Architected Tool
Review workload

AWS Well-Architected Framework

Add a link to your architectural design

Workloads AWS for Selutions Architects workload AWS Well-Architected Framework.

COST 3. How do you monitor usage and cost? info

Establish policies and procedures to menitor and appropriately allocate your costs. This allows you to measure and iImprove
the cost efficiency of this workload.

(B Question does not apply to this workload Info

Select from the following

Configure detalled information sources |nfo

Identify cost attribution categorles |nfo

Establish arganization metrics |nfo

Configure billing and cost management teols Infa
Add organization information to cost and usage Info
Allocate costs based on workload metrics Info

None of these Info

> Mark best practice(s) that don't apply to this workload

Helpful resources

[ Managing AWS Cest and Usage Reports
B AWS tagging strategies

[ Analyzing your costs with Cost Explorer
[ Analyzing your costs with AWS Budgets

Configure detailed information sources
Configure the AWS Cost and Usage Report, and
Cost Explorer hourly granularity, to provide
detalled cost and usage Information. Configure
your workload to have log entries for every
delivered business outcome.

Identify cost attribution categories

Identify organization categories that could be
used to allocate cost within your organization.

Establish organization metrics

Establish the arganization metrics that are
required for this workload. Example metrics of a
workload are customer reports produced or web
pages served to customers.

Configure billing and cost management
tools

Configure AWS Cost Explarer and AWS Budgets
Inline with your organization policles.

Add organization information to cost and
usage

SEC 1. How do you securely
operate your workload?

¥ security

SEC 2. How do you manage
Identities for people and
machines?

SEC 3. How do you manage
permissions for people and
machines?

SEC 4. How do you detect
and Investigate security
events?

SEC 5. How do you protect
your network resources?

SEC 6. How do you protect
your compute resources?

SEC 7. How do you classify
your data?

SEC 8. How do you protect
your data at rest?

SEC 9. How do you protect
your data In transit?

Well-Architected Tool > Workloads > AWS for Solutions Architects workload > AWS Well-Architected Framework >

Review workload

AWS Well-Architected Framework

Add a link to your architectural design

OPS 1. How do you determine what your priorities are? info

Everyone needs to understand their part in enabling business success. Have shared goals in order to set priorities for resources. This

will maximize the benefits of your efforts.
(® Question does not apply to this workload Info

Select from the following

| Evaluate external customer needs |nfo

| Evaluate internal customer needs Info

Evaluate governance requirements |nfo

Evaluate compliance requirements Info

Evaluate threat landscape |nfo

_| Evaluate tradeoffs Info

Manage benefits and risks Info

None of these Info

v

Mark best practice(s) that don't apply to this workload




v Reliability

REL 1. How do you
manage service quotas
and constraints?

REL 2. How do you plan
your network topology?

REL 3. How do you design
your workload service
architecture?

REL 4. How do you design
Interactions In a distributed
system to prevent fallures?

REL 5. How do you design
Interactions In a distributed
system to mitigate or
withstand failures?

REL 6. How do you monitor
workload resources?

REL 7. How do you design
your workload to adapt to
changes In demand?

REL 8. How do you
Implement change?

Well-Architected Tool > Workloads > AWS for Solutions Architects workload > AWS Well-Architected Framework >
Review workload

AWS Well-Architected Framework

Add a link to your architectural design
REL 1. How do you manage service quotas and constraints? info

For cloud-based workload architectures, there are service quotas (which are also referred to as service limits). These quotas exist to
prevent accidentally provisioning more resources than you need and to limit request rates on APl operations so as to protect services
from abuse. There are also resource constraints, for example, the rate that you can push bits down a fiber-optic cable, or the amount
of storage on a physical disk.

(D Question does not apply to this workload Info

Select from the following

| Aware of service quotas and constraints |nfo
| Manage service quotas across accounts and regions Info
| Accommodate fixed service quotas and constraints through architecture |nfo

_| Monitor and manage quotas Info

. quota Info
__| Ensure that a sufficient gap exists between the current quotas and the maximum usage to accommodate failover Info

| None of these |nfo

» Mark best practice(s) that don't apply to this workload

v Performance Efficiency 0/8

PERF 1. How do you select
the best performing
architecture?

PERF 2. How do you select
your compute solutlon?

PERF 3. How do you select
your storage solution?

PERF 4. How do you select
your database solution?

PERF 5. How do you
configure your networking
solution?

PERF 6. How do you evolve
your workload to take
advantage of new releases?

PERF 7. How do you
monitor your resources to
ensure they are
performing?

PERF 8. How do you use
tradeoffs to Improve
performance?

Well-Architected Tool > Workloads > AWS for Solutions Architects workload > AWS Well-Architected Framework >
Review workload

AWS Well-Architected Framework

Add a link to your architectural design

PERF 1. How do you select the best performing architecture? info

Often, multiple approaches are required for optimal performance across a workload. Well-architected systems use multiple solutions
and features to improve performance.

(D Question does not apply to this workload Info

Select from the following

|_| Understand the available services and resources |nfo

|_| Define a process for architectural choices Info

|| Factor cost requirements into decisions |nfo

|| Use policies or reference architectures Info

Use guidance from your cloud provider or an appropriate partner |nfo
|_| Benchmark existing workloads Info

|| Load test your workload Info

|_| None of these Info

v

Mark best practice(s) that don't apply to this workload




v Cost Optimization Well-Architected Tool > Workloads > AWS for Solutions Architects workload > AWS Well-Architected Framework >
Review workload

COST 1. How do you

Implement cloud financial AWS We l. l-AI’C h iteCtEd Fl'a mewo I’k

management? Add a link to your architectural design

COST 2. How do you COST 1. How do you implement cloud financial management? info
govern usage?

Implementing Cloud Financial o 1s to realize b value and financial success as they optimize their

COST 3. How do you
cost and usage and scale on AWS.

monitor usage and cost?

(D Question does not apply to this workload Info
COST 4. How do you
decommission resources? Select from the following

|| Establish a cost optimization function |nfo
COST 5. How do you
evaluate cost when you || Establish a partnership between finance and technology Info
select services?
|_| Establish cloud budgets and forecasts |nfo

COST 6. How do you meet
cost targets when you
select resource type, size
and number?

|| Implement cost awareness in your organizational processes Info

| Report and notify on cost optimization |nfo

|| Monitor cost proactively Info
COST 7. How do you use
pricing models to reduce || Keep up to date with new service releases |nfo
cost?

|| None of these Info

COST 8. How do you plan
for data transfer charges?

v

Mark best practice(s) that don't apply to this workload

v Operational Excellence Well-Architected Tool > Workloads > AWS for Solutions Architects workload > AWS Well-Architected Framework >
Review workload

OPS 1. How do you

I AWS Well-Architected Framework

priorities are? Add a link to your architectural design

OPS 2. How do you OPS 1. How do you determine what your priorities are? info
structure your organization

to support your business
outcomes? Everyone needs to understand their part in enabling business success. Have shared goals in order to set priorities for resources. This
will maximize the benefits of your efforts.

OPS 3. How does your
organizational culture
support your business
outcomes?

(D Question does not apply to this workload Info

Select from the following

|| Evaluate external customer needs |nfo

OPS 4. How do you design
your workload so that you —
can understand Its state?

Evaluate internal customer needs Info

[/ Evaluate governance requirements |nfo

OPS 5. How do you reduce
defects, ease remediation,
and Improve flow into || Evaluate threat landscape |nfo
production?

Evaluate compliance requirements Info

[/ Evaluate tradeoffs Info

S || Manage benefits and risks |nfo
mitigate deployment risks?
|_| None of these Info

OPS 7. How do you know
that you are ready to

support a workload?

v

Mark best practice(s) that don't apply to this workload




¥ Sustainability 0/6

SUS 1. How do you select
Reglons to support your
sustalnability goals?

4 SUS 2. How do you take
advantage of user
behavior patterns to
support your
sustainability goals?

4 SUS 3. How do you take
advantage of software and
architecture patterns to
support your sustainability
goals?

£ SUS 4. How do you take
advantage of data access
and usage patterns to
support your sustainability
goals?

£ SUS 5. How do your
hardware management
and usage practices
support your sustainability

Well-Architected Tool > Workloads > AWS for Solutions Architects workload > AWS Well-Architected Framework >
Review workload

AWS Well-Architected Framework

Add a link to your architectural design

@ Question has updated lens content

SUS 2. How do you take advantage of user behavior patterns to support your sustainability
goals? info

The way users consume your workloads and other resources can help you Identify Imp! to meet ility goals. Scale
Infrastructure to continually match user load and ensure that only the minimum resources required to support users are deployed.
Align service levels to customer needs. Position resources to limit the network required for users to consume them. Remove existing,
unused assets. Identify created assets that are unused and stop generating them. Provide your team members with devices that
support their needs with minimized sustainability impact.

(® Question does not apply to this workload Info

Select from the following

| | Scale infrastructure with user load |nfo
[ Align SLAs with sustainabillity goals Info
|| Stop the creation and maintenance of unused assets |nfo

|| Optimize geographic placement of workloads for user locations Info

Well-Architected Tool > Workloads > Define workload

Step 1
Specify properties

Step 2
Apply lenses

Apply lenses

Lenses Applied: 4

‘ Q Search by lens name <1 >

AWS Well-Architected Framework aWws FTR Lens aws
N1 o

Author Author

aWs Aws Official Content aWs Aws Official Content

s (e

Description Description

The AWS Well-Architected Framework Lens provides a set of The AWS Foundational Technical Review (FTR) Lens provides a

foundational questions for you to consider for all of your cloud set of specific questions for ISVs to perform a workload self-

architectures. prior to req the Fou Technical

Review In the AWS Partner Network (APN).

Serverless Lens aws Saa$ Lens aws
) p

Author Author

aws Aws Official Content AWS Aws Official Content

e S

Description Description

The AWS Serverless Application Lens provides a set of additional The AWS Saas Lens provides a set of additional questions for

questions for you to consider for your serverless applications. you to consider for your Software-as-a-Service (Saas)

applications.




¥ Operational Excellence m Well-Architected Tool Workloads > AWS for Solutions Architects workload lenses Serverless Lens > Review workload
OPS 1. How do you Serverless Lens
evaluate your Serverless Add a link to your architectural design
application’s health?

OPS 1. How do you evaluate your Serverless application’s health? info
OPS 2. How do you

approach application
lifecycle management? Evaluating your metrics, distributed tracing, and logging gives you insight Into business and operational events, and helps you
understand which services should be optimized to Improve your customer’s experience.
» Security 0/3 (D Question does not apply to this workload Info
» Reliability @ Select from the following
|| Understand, analyze, and alert on metrics provided out of the box Info
» Performance Efficiency /1
|| Use distributed tracing and code Is instrumented with additional context Info
» Cost Optimization @

|| Use structured and centralized logging Info

Use application, business, and operations metrics Info

| None of these Info

» Mark best practice(s) that don't apply to this workload

Helpful resources lﬂ

| 2 — 1

@ Amazon CloudWatch Metrics and Dimensions
25 AWS Personal Health Dashboard

[ Amazon CloudWatch Automated Dashboard
&% AWS Serverless Monitoring Partners

@ rednvent 2019 - Production-grade full-stack
apps with AWS Amplify

Understand, analyze, and alert on metrics
provided out of the box

Each managed service emits metrics out of the
box. Establish key metrics for each managed
service as the basis for comparison, and for
identifying under and over performing
components. Examples of key metrics include
function errors, queue depth, failed state machine
executions, and response times.

FOUNDATIONAL PROFESSIONAL

Six months of fundamental AWS Cloud and industry Two years of experience designing, operating, and

knowledge troubleshooting solutions using the AWS Cloud

awse awse
rifed ertified

Solutions
Architect

PROFESSIONAL

ASSOCIATE SPECIALTY

DevOps
Engineer
PROFESSIONAL

One year of experience solving problems and implementing Technical AWS Cloud experience in the Specialty domain as

solutions using the AWS Cloud specified in the exam guide

awse aws e awse awse awse

Solutions SysOps Advanced Data
Networking

Ad m?,nistartor
ASSOCIATE

Architect Developer

ASSOCIATE ASSOCIATE

SPRCIALITY

awse

Machine
Learning

SPRCIALITY

Analytics
SPRCIALITY

awse
tified

Database

SPRCIALITY

Security SAP on AWS

SPRCIALITY SPRCIALITY




New

-

Machine Learning Database Partner Learning DevOps Engineer Partner Data Analytics Specialist IoT Architect Partner Migration Specialist Partner
Specialist Partner Learning Plan Learning Plan (Amazon) Partner Learning Plan Learning Plan (Amazon) Learning Plan (Amazon)
Plan (Amazon)

FREE FREE FREE FREE FREE FREE

6 courses | 26h 50m 2 courses | 2h 00m 12 courses | 17h 10m 22 courses | 18h 34m 18 courses | 33h 40m 16 courses | 22h 30m

ICJ Learning Plan O Learning Plan |0 Learning Plan |0 Learning Plan |0 Learning Plan 1O Learning Plan

New

Network Engineer Partner Solution Architect Partner Security Partner Learning Decision Maker Learning Database Learning Plan: Game Tech Learning Plan
Learning Plan (Amazon) Learning Plan (Amazon) Plan (Amazon) Plan Database Fundamentals
FREE FREE FREE FREE FREE FREE
19 courses | 22h 31m 10 courses | 23h 30m 10 courses | 21h 40m 15 courses | 18h 11m 2 courses | 2h 00m 10 courses | 10h 45m
IC} Learning Plan (O Learning Plan |0 Learning Plan |0 Learning Plan |0 Learning Plan 1O Learning Plan
1 Active Filter ® X 18 item(s)
Type -
Languages ~
Duration v Exam Prep: AWS Certified AWS Certified Advanced AWS Certified SysOps AWS Certified SysOps
SysOps Administrator - Networking - Specialty Official Administrator - Associate Administrator - Associate
Domain " Associate (Simplified Chinese) Practice Question 5et {ANS-... Official Practice Question Set... Official Practice Question Set...
FREE FREE FREE FREE
Course Level e 2ZH | 3h 00m EN| 1h 00m * 10 KO | 1h 00m * 5.0 JA| 1h00m
Training Category (1) - () Digital training (=) Digital training (=] Digital training (=) Digital training

[ Digital Course

[] Digital Course with Lab
[ self-Paced Lab
Exam Preparation

AWS Certified SysOps AWS Certified Security - AWS Certified Security - AWS Certified Security -
O AwsJams Administrator - Associate Specialty Official Practice Specialty Official Practice Specialty Official Practice

) Practice Question Set... Question Set (SC5-001 -... Question Set (SCS-001 -... Question Set (SCS-001 -...

[ Game-Based Learning

FREE FREE FREE FREE

ZH | 1h 0om PT| 1Thoom KO| 1h 00m JA| 1h oom

(2] Digital training (=) Digital training (=] Digital training (=) Digital training

Manage PSI Exams

Manage Pearson VUE Exams

ESL +30 MINUTES Approved Edit




Chapter 3: Leveraging the Cloud for Digital Transformation
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Chapter 4: Networking in AWS

Low latency
ensures real
data replication

Distance
ensures high
availability
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Route network traffic to resources Connections to other netwarks
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Chapter 5: Storage in AWS - Choosing the Right Tool for the

Job

IOPS

is more important

<80,000 | >80,000

Latency?

Throughput

is more important

Small, random I/O ‘ Large, sequential I/O

|

| Aggregate throughput?

<1 ms

| >2,375 MiB/s

<2,375 MiB/s |

Single-digit ms

Which is more Important?

Which is more Important?
Cost

Performance

Performance

| Cost

[ —— ]
iol/io2 gp2/gp3 io2 Block Express st scl
S3 Intelligent- $3 One Zone- S3 Glacier Instant $3 Glacier Flexible S3 Glacier
$3 Standard $3 Standard-IA B
Tiering* 1At Retrieval Retrieval Deep Archive
99.99999 99. 999999% 99.999999999%  99.999 9% 99.999 o 99.99999 o 99. 99%
Designed for durabilk
9 Yy (11 9s) (11 9s) (11 9s) (11 9s) (119s) (11 9s) (11 9s)
Designed for availability 99.99% 99.9% 99.9% 99.5% 99.9% 99.99% 99.99%
Availability SLA 99.9% 99% 99% 99% 99% 99.9% 99.9%
Availability Zones 23 23 23 1 23 23 23
Minimum capacity charge
N/A N/A 128 KB 128 KB 128 KB 40 KB 40 KB
per object
Minimum storage duration
N/A N/A 30 days 30 days 90 days 90 days 180 days
charge
Retrieval charge N/A N/A per GB retrieved  per GB retrieved per GB retrieved per GB retrieved per GB retrieved
First byte latency milliseconds milliseconds milliseconds milliseconds milliseconds select minutes or hours select hours




Performance Cost Availability Storage File Size
Limit Limit

By default, it Average of 99.99 % No limit on 5TB object
supports 100 $0.0235 per  availability the number limit
requests per GB/month of objects
second and
scalable to
300

LIWEYALRS:ER Provisioned  Anywhere 99.99 % Maximum File size of
IOPS can from $0.025 availability storagesize upto16TB
deliver 4000 to $0.100 of 16 TB
operations per
per second GB/month
Capable of From $0.30 No SLA in No limit on File size of
up to 7000 to $0.36 per force system size up to52TB
operations GB/month
per second

finance accounting % sales
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X X X
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my-bucket.s3.amazonaws.com
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role with
X l . .
X write policy
. 2 &

Function with Write responsibilities -

Function with Read responsibilities

L

Role with

: I read policy
S

"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":[
"s3:PutObject”,
"s3:GetObject",
"s3:GetObjectVersion”,
"s3:DeleteObject”,
"s3:DeleteObjectVersion”

15
"Resource":"arn:aws:s3:::D0C-EXAMPLE-BUCKET1/Mary/*"




{
"Version": "2012-10-17",

"Id": "Access-to-bucket-using-specific-endpoint”,
"Statement™: [

{
"Sid": "Access-to-specific-VPCE-only",
"Effect": "Deny",
"Principal”: "*",
"Action”: "s3:*",
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket _name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce" : "vpce-lLa2b3c4d"
}
}
}
]
}
{

"Version": "2012-10-17",

"Id": "Access-to-bucket-using-specific-endpoint”,
"Statement": [

{
"Sid": “Access-to-specific-VPCE-only",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:%*",
"Resource": ["arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce" : "vpce-la2b3c4d"
}
}
¥
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Chapter 6: Harnessing the Power of Cloud Computing

Scale using Spot for fault-tolerant,
flexible, stateless workloads

— On-Demand, for new or

M ]
stateful spiky workloads
~| useRlsor Savings Plan for
| known, steady-state workloads

Department=Finance

Level=UAT

Department=HR

Level=Production




EC2 Instances
AZ — us-west-1a

EC2 Instances

AZ — us-west-1b

HTTP, HTTPS TCP, UDP, TLS TCP, SSL/TLS,
HTTP, HTTPS
VPC VPC EC2-Classic, VPC
Layer 7 Layer 4
Newer Tech Newer Tech Old Tech
High Highest High
v 4 "4
v 4 4
v 4 4
4 4 4
4 4 4
4 4
4 4 V4
v v 4
v
4
v
v v v
v 4
v




Amazon RDS

R_7

—_—
Amazon EBS 8 Amazon EBS Local Snapshots

Amazon EC2 CloudEndure

ga
Amazon S3 8o Amazon EMR

|y

RUN AWS
SERVICES LOCALLY

Application

Amazon ECS
Load Balancer (ALB)

Amazon
Elasticache

Amazon
EKS




Chapter 7: Selecting the Right Database Service

Focus

Data

Transaction

Time

Queries

Normalization

Insertion and modification of data.

OLTP data is normally the source of truth

and original data.

OLTP has short transactions. Usually a
combination of updates and inserts.

Low processing time of transactions.

Simpler queries.

Usually normalized (3NF).

Retrieval and analysis of data.

OLAP systems are fed by OLTP
systems.

OLAP has long transactions.
Usually just inserts.

High processing time of
transactions.

Complex queries.

Usually not normalized.

Secrets
Manager

Availability Zone 1

Integrity Important. Normally ACID. Not as important. BASE can
be used.
aws| AWSs Cloud

Amazon VPC
§ ;::} Auto Scaling group E ;:} i
§ Instance . Instance i
R A
"4 N

Amazon RDS Proxy

Aurora
(primary)

Aurora
(replica)




e

Al A2 A3
(partition Key) (sort Key)

\

~ / Table

A1l A2
(partition Key) (sort Key)
Iltems
A1l A2 A6
Mandatory (partition Key) | (sort Key)
Key-value access pattern
Determines data distribution
A1l A2
(partition Key) (sort Key)
| |
Partition Key Sort Key
Optional
\ Model 1:N relationships
Enables rich query capabilities
AWS Cloud
Cﬁ Elastic Load Balancing
App Server requests |

Caching layer in front of
database reduces hit Into
database, thus improving
overall application

Auto Scaling group

Application Serve Fleet

performance

data to caching Engine |
and if data not available
in the cache get data
from database

Caching engine load
data into cache and
serve feature request
from cached data




Memcached Redis

Sub-millisecond latency Yes Yes
Developer ease of use Yes Yes
Data partitioning Yes Yes
Support for a broad set of Yes Yes
programming languages
Advanced data structures N/A Yes
Multithreaded architecture Yes N/A
Snapshots N/A Yes
Replication N/A Yes
Transactions N/A Yes
Pub/Sub N/A Yes
Lua scripting N/A Yes
Geospatial support N/A Yes
Node 2 Node 1
Relationship
Influences

Level of Influence: 100

Relationship property




Self Managed

|

[

Schema design
Query construction
Schema design
Automatic fail-over
Backup & recovery

Isolation & security

Industry compliance
Push-button scaling
Automated patching
Advanced monitoring

Routine maintenance

Built-in best practices

Fully Managed

[ Schema design
Query construction
Query optimization

Automatic fail-over
Backup & recovery
Isolation & security
Industry compliance
Push-button scaling
~ Automated patching
Advanced monitoring

J
—

L

—

You

dWsS

p

—

Routine maintenance
Built-in best practices

=
28 O @ c/% ﬁ ﬁ
Relational Key-value Document In-memory Graph Time-series Ledger Wide Column
Referential High Store documents = Query by key | Quickly and easily = Collect, store, Complete, Scalable, highly
integrity, ACID = throughput, and quickly with create and and process = immutable, and available, and
transactions, Low latency access querying | microsecond navigate data sequenced | verifiable history = managed Apache
schema- reads and writes, = on any attribute latency relationships by time of all changes to Cassandra-
on-write endless scale between data application data ' compatible service
Real-time Content Leaderboards, Fraud detection, loT — ]
Lift and shift, bidding, management, real-time social applications, ystems Build low-latency
Common ERP..CRM BB S ’ ki t tracki of record, applications
Use Cases ) N shopping cart, | personalization, analytics, networking, event tracking v chat )
finance social, product mobile caching  recommendation supply chain, | leverage open
catalo engi health care, source, migrate
9, gine istrati
customer T E%'S ra !olns' Cassandra to the
preferences inancia cloud
g L A
AWS ¢ S e g @3—: E :
et El 3 : En ¢
Aurora  RDS DynamoDB DocumentDB ElastiCache Neptune Timestream QLDB Keyspaces

Managed Cassandra




Chapter 8: Best Practices for Application Security, Identity,

and Compliance

CUSTOMER

RESPONSIBILITY FOR
SECURITY "IN’ THE CLOUD

AWS

RESPONSIBILITY FOR
SECURITY 'OF' THE CLOUD

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA

ENCRYPTION & DATA INTEGRITY

AUTHENTICATION

COMPUTE

HARDWARE/AWS GLOBAL INFRAST

STORAGE

SERVER-SIDE ENCRYPTION
(FILE SYSTEM AND/OR DATA)

DATABASE

AVAILABILITY ZONES

NETWORKING TRAFFIC
PROTECTION (ENCRYPTION,
INTEGRITY, IDENTITY)

SOFTWARE

NETWORKING

RE

EDGE LOCATIONS

i
Amazon EC2

CUSTOMER DATA

PLATFORM & APPLICATION
MANAGEMENT

0, NETWORK, FIREWALL
CONFIGURATION
More Customizable NETWORK TRAFFIC
+ PROTECTION
More Customer
Responsibility

SERVER-SIDE ENCRYPTION

CLIENT-SIDE DATA
ENCRYPTION / INTEGRITY

Infrastructure
Services

A
N

~
(@
v

K
"4

Amazon RDS

CUSTOMER DATA

NETWORK TRAFFIC
PROTECTION

CLIENT-SIDE DATA
ENCRYPTION

Wyl d3InoLsnd

Container
Services

FIREWALL CONFIGURATION

EE

CUSTOMER DATA

WYIHIWOLSND

CLIENT-SIDE DATA
ENCRYPTION

AWS 53 AWS KMSDynamoDB

Less Customizable
+
Less Customer
Responsibility
+

More Best Practices
built-in

Wvi
HIWOLSND

Abstracted

Services




Detective
controls

Data
protection

Incident
response

Compliance

AWS Identity and
Access Management
(1AM)

AWS IAM Identity
Center (successor to
AWS SS0)

AWS Organizations
AWS Directory Service
Amazon Cognito

AWS Resource Access
Manager

AWS Security Hub
Amazon GuardDuty
Amazon Inspector
Amazon CloudWatch
AWS Config
AWS CloudTrail
VPC Flow Logs

AWS loT
Device Defender

AWS Firewall
Manager

AWS Network Firewall
AWS Shield
AWS WAF
Amazon VPC
AWS PrivateLink

AWS Systems
Manager

Amazon Macie

AWS Key Management
Service (KMS)

AWS CloudHSM
AWS Certificate Manager
AWS Secrets Manager
AWS VPN

Server-Side Encryption

Amazon Detective
Amazon EventBridge
AWS Backup
AWS Security Hub

AWS Elastic Disaster
Recovery

AWS Artifact
AWS Audit Manager

Group:
Admins

Bob

Susan

Account

Group:
Developers

Nate

Brad

DevApp1

Group:
Test

Cathy

Allen

TestApp1




IAM Role

Spin up an EC2 Instance Create and manage S3 Storage |

L Manage PermissionsJ

AWS AWS
Account A Account Account B
AWS AWS AWS AWS AWS

Account C Account D Account E | | Account F | |Account G




Organizational structure

v [ | [ Root
r-4y40

¥ [ 3 Finance
ou-4y40-c515ieps

» [ | [3 Marketing
ou-4y40-Tyatnlgs

» [ | O sales
ou-4y40-viqescré

| @ user2_oul

| user2@amazon.com

v [ |3 HR
ou-4y40-bzbq15fs

» (| [O Marketing
ou-4y40-mos85fry

» [ | 3 Payroll
ou-4y40-154iqwfo

| @ user3_ou2

| user3@amazon.com

| @ userd_ou2

| user4@amazon.com




GuardDuty

Findings

Malware scans

Settings
Lists
S3 Protection
EKS Protection
Malware Protection
RDS Protection Preview

Accounts

What's New
Partners [4

GuardDuty > Usage
Usage o
Estimated total daily cost

About GuardDuty pricing [4

$0.03

o Some features are still in free trial. You pay nothing for these features while free trials are in effect. These estimates reflect what you can expect to pay

after your free trial ends.

Breakdown by data source

Average daily cost

CloudTrail $0.03
Daily average based on most recent usage per account
VPC Flow Logs $0.00
Daily average based on most recent usage per account
DNS Logs $0.00
Daily average based on most recent usage per account
S3 Data Events Pending

Daily cost will be available 7 days after enabling data source.

Frae trial ends January 28 (30 days remaining)

Kubernetes Audit Logs

Daily cost will be available 7 days after enabling data source.

Pending

Free trial ends January 28 (30 days remaining)

Malware Protection

Daily cost will be available 7 days after enabling data source.

Pending

Free trial ends January 28 (30 days remaining)




Chapter 9: Driving Efficiency with CloudOps

Set up

governance

Manage
Costs Cloud operation
pillars
Centralize
operations

obser

Enable
compliance

Monitor &

ve

Provision &
orchestrate

Amazon EventBridge > Rules > aws-sa-book-event-rule

aws-sa-book-event-rule [ et | [ oisable | [ petete | [ cloudrormation Template v

Rule details o

Additional parameters: -

Dead-letter queue (DLQ): -

Rule name Status Event bus name Type
aws-sa-book-event-rule @Enabled default Standard
Description Rule ARN Event bus ARN
AWS Event rule to send information to Elastic Search a am:aws:events:us-east—'l:- Il -1 _
using Lambda for an instance start failure during a-book-event-rule /default
autoscaling
Event pattern Monitoring Tags
Targets
Target Name Type Arn Input Role
J am:awslambda:us-east-1: MM function:LogsToElast
v LogsToElasticsearch_loges [2 Lambda function N arawshmbdaii-cas unction:LogsToRIast  Matched event
icsearch _loges
Input to target: Matched event




AWS Audit Manager > Assessments )  AWS SA Book Audit Manager

AWS SA Book Audit Manager .

Assessment details

] Edit [ Delete H Update assessment status ¥

Name Assessment report selection AWS accounts Assessment status
AWS SA Book Audit Manager 0 1 © Active
Description Total evidence AWS services Date created
- [ 3 January 3, 2023 at 4:47 AM UTC
Compliance type Assessment reports destination Audit owners Last updated
AWS Audit Manager Sample Framework s3://aws-sa-book-bucket 2 January 3, 2023 at 4:48 AM UTC
=z
Controls Assessment report selection AWS accounts AWS services Audit owners Tags Changelog
Control status summary info
The control status specifies if AWS Audit Manager Is actively collecting evidence for that control. It also Indicates the evidence review status for active controls.
Total controls Reviewed Under review Inactive
5 0 5 0
Control sets (3) Delegate control set Complete control set review
Q_ Search by control set name or control name 1 [0}
Controls grouped by control set | Control status Delegated to | Totalevidence |  Addedto assessment report
[E] Account (1) © Active - o o
Systems Manager » QuickSetup > Configuration details
Edit Delete
Host Management
Status Settings
Y Filter b
v Configuration deployment status
» Reglons
» Deployment status
¥ Association status I Suceess 80 I Succass 473
80
Total I Falled o I Failed o
| pending 0 | Fending m

Configuration details
The status of each configuration deployment.

Q search account IG

Account Region
I ap-northeast 1
I ap-northeast-2
| ap-south-1

Configuration progress updated every 30 seconds.

Last upddated; Jusl now

View details

<12 345467 8>

Configuration deployment status Configuration status Drift status
@ success @ 6 success @ 1 Pending None
@ success @6 5uccess @ 1 Pending None
@ Success @ 6 Success @ 1 Pending None




¥ Operations Management
Explorer
OpsCenter
Cloudwatch Dashboard

Incident Manager

¥ Application Management
Application Manager

AppConfig

Parameter Store

¥ Change Management
Change Manager
Automation
Change Calendar

Maintenance Windows

4

Node Management

Fleet Manager
Compliance
Inventory

Hybrid Activations
Session Manager
Run Command
State Manager
Patch Manager

Distributor

Features

Remote connect

Quickly and securely access your Amazon EC2 Instances

through an interactive one-click browser-based shell or
through the AWS CLI without the need to open
Inbound parts, maintain bastion hosts, or manage SSH
keys.

Resource grouping

Make sense out of your AWS footprint by grouping
your resources into applications.

Explore Session Manager I

l Explore Resource Groups

Insights & dashboards

View account-level and group-related insights through
operational dashboards.

Running tasks on group resources

Use bullt-in automations or build your own to
accomplish complex aperational tasks at scale.

Explore built-in insights

[ Explore Automation

Remote execution

Safe and secure remote execution across instances at
scale without SSH or PowerShell.

Parameter store

Centralized hierarchical store for managing secrets or
plain-text data.

Explore Run Command

l Explore Parameter Store

Service Catalog > Applications > sa-book-app

sa-book-app i

Application details

Application description

[ velete | [ et [ View in Application Manager [2

AWS Service Catalog AppRegistry repository for collecting and managing application resources

Date created Application ID

Mon, Jan 2, 2023, 9:43:05 PM PST Oexs61bOnigbi2p7hechgz3kjl

Created by Share configuration
789211807855 (This account) -

Resource collections (4) Attribute groups (0) Share (0) Tags (1)

to ication (4)
Info
Alist of resources from accounts that allow associations to this application.

Q Search resource.

Resource collection name v Resource collection ARN

Create-PatchBaseline [

Application ARN

3 amaws:servicecatalog:us-
east- TN : 2 pplications
10exs61b0nigbizp7hechgz3kjl

b-abf8-0a2fadfa68:

armnzaws:cloudformation:us-east- SIS st ck /C:

Resource Group ARN

book-app

Disassociate

iresource-groups:us

roup/AWS_AppRegistry_Application-sa-

Associate resource collection

1 @
v :Y‘;:""""‘ Associated by v
I (This

CFN Stack

account)




IR T
CloudWatch % Billing 77 th  3h 12h 1d  Iw  Custom dw] @ C l Y[ &
Favorites and recents > EstimatedCharges
usD
Dashboards s
* mydash
207 A e —
v Alarms As @31 Os - —
Inal °
inalarm 12407 12109 zm 1213 215 127 1219 2 223 12428 12427 12129 i oum 003,
Al alarms @ EstmatedCharges
Billing
AmazonRDS H AWsLambda L] AWSSecretsManager ! AmazonSNS
» Logs
uso s usp usp
v Metries 110 100 039 /__4_1 100
All metrics 057 050 0.20 / 050
Explarer
004 — g — — o0 - —_— -
Streams 12m 12418 228 ool 12411 1218 1225 ovo1 21 1218 ws  em 2 12118 25 v
® EstimatedCharges 8 EstimatcdCharges ® ExtimatedCharges ® EsimatadCharges
» X-Ray traces
» Events AWSsConfig H AmazonPinpoint i AmazonMacie i AmazonDynamoDB
» Application manitoring uso uso usp usp
» insights 126 /,_’_4,, 195 62 e na
65 100 32 —_— 53
Settings ——
04 — no7 — 02 — ]
Getting Started .
1zm 1218 s w0 1zm 12118 12125 oo 2 1218 225 ouor 2 12118 s o
® EstimatodCharges ® EsimacedCharges ® ExtimatedChorges ® EsimatadCharges

Client

xray-sample.eba-ekuqv3vj...
AWS::ElasticBeanstalk::Environment

v

arn:aws:sns:us-east-1:78921180...
AWS::SNS

awseb-e-vfcia3nbag-stack-Start...
AWS::DynamoDB::Table




:; Cost trend by top five services info

i Last 6 months by service v | & X
" Viewing data over a period of 6 months.
Total cost in USD Cost by service
2k August 2022 total spent compared to previous 6 month average.
Service v  Average v  Augu.. Vv  Trend v
1.5k
W Neptune USD 97551  USD 1,029.48 + 55%
13
WsageM... UsD77123  USD 736.72 v 45%
500 W kinesls ... USD 67180  USD675.15 Tt 05%
" = - e B . - W works... USD 140.85  USD 141.87 + 07%
Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022 Aug 2022 W pataba... USD 103.57 = 2
M Neptune [ SageMaker [ Kinesis Analytics [l WorkSpaces [l Database Migration Service View your bill
Cost trend by top five accounts info e o | P ————— e e
Viewing data over a period of 6 months.
Total cost in USD Account cost
6k August 2022 total spent compared to previous 6 month average.
% Account v Average Vv Augu... Vv Trend v
* Wsaurab... USD 2,93456  USD 2,877.04 v 20%
3k
2k
1k
. 5 & i
Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022 Aug 2022 % s ” <
AWS Cost Management > Cost Explorer
m Recent reports v © New report
@ Monthly costs by service
Last 6 Months v Monthly + I Bar v
Group by: Linked Account Region Instance Type UsageType Resource CostCategory ¥ Tag ¥ APl Operation More ¥
Costs ($ in thousands)
1.0
0.8
0.6
0.4
0.2 I
0.0
Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022 Aug 2022*
Bl Neptune [l SageMaker [l Kinesis Analytics WorkSpaces [llDMS [ Others
To see usage data, filter by "Usage Type" or "Usage Type Group" filters with matching units (e.g., hours).
Download CSV
|
Service Mar 2022 Apr 2022 May 2022 Jun 2022 Jul 2022
[ ]
Total cost ($) 2,897.12 3,030.56 3,066.06 2,727.24 3,009.37
|
Neptune (§) 973.48 1,004.51 1,037.99 769.61 1,037.99
SageMaker ($) 741.81 798.66 828.59 779.80 741.81




Chapter 10: Big Data and Streaming Data Processing in AWS

S T i e v e it ¢ Bl A S

“— Coreinstance group ©~ - Task instance group

y ™
Data Sources ‘awsl AWS Cloud
1. Crawlers scan the Input 2. Once the Data Catalog is
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&1 AWS Cloud

VPC Amazon MSK VPC == VPC
Customer VPC
AZ1 AZ2 AZ3 Private subnet
I8 Private subnet Private subnet I - Private subnet 3 - E
E] -lll X E E E] JuYITIRg E E] I’I-V.a“E“L-J A E E Producer '
B E Co E F Leader 1 == === === =L =1
eI i S S ST Private subnet
MSK Broker Node (EC2 Instances) S Lang reeedt
'Y : é é Consumer,
*, : TTTTT y Y
JALLL JLLLl JLLLL 1 ——
= C = = = = @ Private subnet
3 = = = 2 - L
_Illll- -lllll- -Illll_ 3 - Topic
3 =| Creator
MSK Zookeeper Nodes (EC2 Instances) LLL
A
PN 1

Kafka cluster

/O broker1 )\

PO P2
R1 R1
’O broker2
PO P1
producer 01| R

("zerg.hydra")

Brokch, Produters and
LonsSumers use Zochch\r

to manage and share state
N ZooKeeper

@)

consumer
("zerg.hydra")
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Chapter 11: Data Warehouses, Data Queries, and
Visualization in AWS

b _drh %0 st Clients /B Tools

Lo
IJDBC/ODBC
Leader
node =
Corﬁﬁute Com\;/)ute Con;pute
node $— ¢ node \ TR node

Load | I T M ) . r—“l-—v
Query | ek |l ek, || okl feRa|T7 | B2
Backup 55
rsoe [ DT TTT TUT TTT  TUT

Redshift Managed Storage

Amazon S3
storage
Amazon DynamoDB
O
SQL Server
O
' AMAZON
ATHENA O PostgreSQL
O
Amazon S3
O
Amazon Rodshift




Format Can be split Degree of compression = Compression speed

Gzip No

Snappy No

Bzip2 Yes

Only when

LZ0 indexed

vOoeow
0o

Very High High Medium Low

9 D &

File 1 File 2 File 3
Stats: Min=1; Max 3 Stats: Min=4; Max 6 Stats: Min=7; Max 9

Value Value Value

Suggested insights Field wells ¥ axis CJmetro Value # price (Sum] Group/Color
SUM OF PRICE BY METRO Sheet1 ~ +
TOP 3 METROS 7
Sum of Price by Metra ¥ Sum of Price by State
Top 3 metras for lolal price are: SHEWINGTOP 51 N STATE
v ek with 18,725211,380.8 Mianta
null with 8,380, 1723565 st. Louis -
Los Angeles-Lang Baach-Anaheim Hartford -
with £,479,508,637 .
Fhoenix -
San Jase
BOTTOM 3 METROS Sacramento
Bottom 3 metras for lolal pries are: Cincinnati -
Uina weith 921,798.5 Austin
Forrest City with 1,222,304 Milwaukee
Alhert Loa with 1,334,625 Charteston
Richmond -
TOTAL AGGREGATION Kansas City <
> 4 CANAD
Tetal price 1 148,626, 835.6395 g e Part Sara:
S Indianapolis
E  Myrtle Beach - v
UNIQUE VALUES salinss -
There are 761 unique values In metro. Atlantic City o
New Orleans - e I
SUM OF PRICE BY YEAR AND DATE Greenville - unaTeo® SEse
1 san STATES
Continuously detect anamalies for up Buffalo Francisco
12 1 million time series. Memphis - P Angeiss
—— Hile Noreh
Add anormaly to sheet Provo Pocific
Greeley | ocean
DAY OVER DAY CHANGE Knoaville
Okiahoma City Mexic City
Total price for Jan 7, 2018 decreased o 0sE 8 158 8
by 0.13% (- 2052,029) from
2,296.303,344.5 10 .295350415.5, price (Sum} ~ Cl L

o
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Orchestrate using
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Fi ions, Airflow,
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Systems \

data source

S3
Narketing | @

etc.

Other / Ingest raw
source data from

systems

multiple sources

ETL using EMR, Glue,
Databricks, Talend, etc.

Redshift

S3
@ g

Athena

QuickSight

Transformed Data
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Chapter 12: Machine Learning, loT, and Blockchain in AWS

Al Services

ML Services

ML Frameworks
& Infrastructure

Business Processes

Amazon Forecast  Amazon Personalize

Amazon Fraud
Detector

Amazon Lookout !
for Metrics i

SPECIALIZED

Search Code + DevOps
| Amazon Monitron |
Amazon mazon CodeGuru H !
Kendra {

I
o)
"""""" Amazon Lookout

Amazon DevOps for Equipment

Guru

i

' Amazon Lockout
for Visien H

Healthcare

Amazon Comprehend
Medical

Amazon Transcribe
Medical

__Text & Documents

Amazon Translate

<

Amazon Textract

Amazon Lex Amazon Polly

Amazon Transcribe

Amazon Transcribe
Call Analytics

Amazon Rekognlition

Amazon Panorama

AMAZON SAGEMAKER
Amazon SageMaker
Canvas
Prepare  Store Detect  Build Trai B i
o A " rain Tune Deploy in Explain Manage
TQD data features  bias :vtlrtt:books models parameters pr:ﬁ'lu{tion predictions & monitor
Amazon SageMaker
Studio Lab
PyTorch, Apache
MXNet, TensorFlow CPUs GPUs AWS Inferentia AWS Trainium

Amazon EC2

Elastic Inference




Data Collection

Data Intergration & Processing

Business Case

!

Translate To
ML Problem

Data Engineering

R

AWS SFTP

AWS Snowball

Amazon 53

Data Pipeline

|

Data Preparation/
Feature Engineering

A4

ML Model Build

Train & Tune

Data Preparation & Cleanup

Amazon SageMaker

« Data Wrangler
o Ground Truth
 Python/Spark
» Feature Store
o Clarify

Amazon SageMaker

* Studio Notebooks
* JumpStart
= Autopilot

&

Amazon SageMaker

* Experiments
¢ Debugger
* Training Compiler

!

Deploy & Manage

Amazon SageMaker
e Interference Recommendern
« Serverless Endpoints
* Model Registry
* Projects
« Model-Building Pipelines
¢ ML Lineage Tracking
« Edge Monitor
« Model Monitor
e Elastic Inference
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Chapter 13: Containers in AWS

Virtual Machine Architecture Container Architecture

App 2

App 1 App 3

App 2 App 3

App 1

Binaries Binaries @l Binaries Binaries Binaries

I EIES

OS oS 0S Container

Hypervisor Operating System

Infrastructure Infrastructure

m

Container Container Container Container Container

Hypervisor

Infrastructure




Client

Docker Host

Docker Build | |

i

DockerPull |-~ ¥

Docker Run

i

. Docker Daemon }‘\_

w

Container

I

Registry

h ~~OpensStack

=
=,

Cluster - Logical grouping of services, tasks, and
capacity providers in a region

Service - Check and replace unhealthy
tasks

Task

Task

Ta§k

Container instances

1ol sl - oIl




Docker Docker Docker

Docker Docker Docker

Docker Docker Docker

Amazon Microsoft Google
Web Services Azure Cloud Platform
Kubernetes

AWS Cloud

AAAAL
TIT Y

Ty

EKS-managed VPC .

etcd instance

NLB

AlAAL

ALALL
LARAAs

T

API server instance

(3




Availability Zone 2

Availability Zone 2

Hosted zone

Internal Load
Balancer
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Chapter 14: Microservice Architectures in AWS
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Chapter 15: Data Lake Patterns - Integrating Your Data
across the Enterprise

Mobile i Data governance
app/text
Forms and
A logs |— » ' Dat? Data. Data Data.
ingestion processing storage analytlcs
Event T ti
messages ransactions
Data
Ingestion i .
Raw Zone Landing Zone Staging Zone Analytics Zone Data Mart Zone|

Data Distribution
E{> API

JUUL

Data Visualization
Queries

Data Analytics

Low
appllcatians

Dashboard
Data catalog >~ Data governance
Crawls and catalogs your data; discover, prepare, Centralized authorization layer to define data
AWS Glue and combine data for analytics and ML AWS Lake Formation  SOUrCes and data access and security policies
structured data Data collection Batch load Analytics

Data that are highly
normalized with common
schema and stored in
relational databases,
powering transactional
line-of-business
applications

Mobile  Social

Sensars  POS
terminals

Semistructured data
Data that contain
identifiers without
conforming to a
predefined schema

Phone  Images
aalls

Videos  Email

Unstructured data
Data that do not
conform to a data
model and are
typically stored as
individual files

Purpose-built databases
for different workloads
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Extracts data from various
data sources at periodic
intervals and moves them
to the data lake

E& ? Amazon 83
Amazon AWS data lake
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Ty 8 scalable architecture
AWS DMS AWS Transfer that enables
Famlly

enterprise data

science

Ingests data that are
generated from multiple
sources such as log files,
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Leverage data warehouses, Spark, and
graph databases to gain insights from

your data
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Data stored in the data lake can also be
made directly searchable and queryable
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Machine Learning
Storing data in an Amazon 53 data lake
enables customers to leverage predictive
or prescriptive analytics; perform ad-hac
analyses; and use Al/ML for automation
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Chapter 16: Hands-On Guide to Building an App in AWS
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HTTPS
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Amazon Cognito Customer Amazon W-E
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! ’Amazon SNS
API Calls (HTTPS) 73 '
i
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{L i hipping
! Product order
| Product Inventory Catalog Fullfillment
Amazon APl Gateway Amazon Event ~
O {o}
o [=
i
Amazon SQS
Warehouse
AWS Billing > Budgets > Budget details
AWSome store Monthly Cost Budget i
Budget health info Alerts info
Current vs, budgeted Forecasted vs budgeted (MTD) Thresholds Actions
— 8.65% 40.41% @ ok g
Amount spent: $86.51 of $1,000.00 Amount spent: $404.11 of $1,000.00
View all alerts
Details
Budget name Budget amount Start date
AWSome store Monthly Cost Budget 51,000.00 2023-02-01
Budget type Period End date
Cost budget info Monthly -
» Additional budget parameters
Set permissions
Add user to an existing group o create a new one. Using groups Is a best-practice way ta manage user's permissions by Job functions. Learn more [
Permissions options
© Add user to group © Copy permissions © Attach policies directly
Add user to an existing group, or create a new group. We recommend Copy all group memberships, attached managed policies, and infine Attach a managed poliey directly to a user. As a best practice, we
using graups to manage user permissions by job function, policies from an existing user. recommend attaching policies to a group instead. Then, add the user to

the appropriate group.

Permissions policies (1/1094)

Choose one or more policies to attach to your new user.

Create policy [

Q Fiiter distributions by text, property or value <1 23 45 6 7 .5 > ®
= Policy name [ a | Type v | Attached entities v
m) [ #1 AccesshnalyzerServiceRolePolicy AWS managed 1

[E ¥ AdministratorAccess AWS managed - Job function 1

] [E W AdministratorAccess-Amplify AWS managed a



$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]: wialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

Default region name [None]: us-west-

Default output format [None]: json
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Phone Number
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0.1

lives at

Order

Purchase orders

Order number
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Payment

Validate

Output As Label

Order Item

Item Id
Product Id
Item number

Item price

Validate

Output As Label

Payment ID
Method
Status

Amount

Validate

Output As Label




