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Chapter 2: Amazon Web Services — Breadth and Depth
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Chapter 3: Amazon ECS — Overview
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Availability zone B
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Services

:\> docker network 1s
NAME DRIVER SCOPE
nat nat local
1d838dd9e015 none null local
PS C:\> Get-NetAdapter

Name InterfaceDescription ifIndex Status MacAddress LinkSpeed

Ethernet 2 Amazon Elastic Network Adapter OA-05-1A-A9-E7-59
vEthernet (nat) Hyper-V Virtual Ethernet Adapter 0 00-15-5D-69-BB-42

Amazon ECS Container instance
port: 49153 port: 49154 port: 49155 port: 49156

| Task 1 | | Task 2 | | Task 3 | | Task 4 |

Hyper-V vSwitch

VPC



¥ Administrator: Windows PowerShell

PS C:\Users\Administrator> Get-NetAdapter

Name InterfaceDescription ifIndex Status MacAddress LinkSpeed
@0-15-5D-D2-73-09
Hyper-V Virtual Ethernet Adapter ©0-15-5D-D2-7D-98
Amazon Elastic Network Adapter #3 16-73-6D-A2-73-45
VEthernet (taskbril6736... 16-73-6D-A2-73-45
Ethernet 3 Amazon Elastic Network Adapter #2 16-D8-61-3C-EB-65
VEthernet (Ethernet 5) Hyper-V Virtual Ethernet Adapter #3 16-E7-23-B4-1E-23
VEthernet (nat-ep-bfdé... 90-15-5D-D2-74-B2
VEthernet (taskbrlée72... 16-E7-23-B4-1E-23
vEthernet (Ethernet 4) Hyper-V Virtual Ethernet Adapter #2 Disabled 16-73-6D-A2-73-45
Ethernet 5 Amazon Elastic Network Adapter #4 Up 16-E7-23-B4-1E-23

Amazon ECS Windows Container instance

_Task 1 -network namespace ____Task 2 - network namespace
port: 80 port: B0 E

Task 1 Task 2

pause Windows pause Windows | |

Hyper-\ vSwitch

Secondary ENI




Chapter 4: Deploying a Windows Container Instance
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Total ASP.NET Application container image size = 7.1

servercore:ltsc2022 Image size on disk 4.99 GB

framework/aspnet:4.8 Image size on disk 1.11 GB

Application layer Image size on disk 1 GB
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Chapter 5: Deploying an EC2 Windows-Based Task
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Fargate Windows-based task 01

Chapter 6: Deploying a Fargate Windows-Based Task
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Chapter 8: Preparing the Cluster for OS Interoperability
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Chapter 9: Deploying a Windows Node Group
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Amazon EBS
StorageClass StorageClass StorageClass
A A A

PersistentVolume (PV)

-name: smb-pv
-driver: smb.csi.k8s.io
-storage: 10Gi

PersistentVolume (PV)

-name: ebs-pv
-driver: ebs.csi.aws.com
-storage: 10Gi

PersistentVolume (PV)

-name: smb-pv
-driver: efs.csi.aws.com
-storage 10Gi

)

PersistentVolumeClaim

-name: smb-pvc01
-volumeName: pv-smb

PersistentVolumeClaim

-name: smb-pvc02
-volumeName: pv-smb

-storage: 1Gi

-storage: 1Gi

PersistentVolumeClaim
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-volumeName: pv-smb
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Chapter 10: Managing a Windows Pod

Deployment 1

apiVersion: apps/v1
kind: Deployment
metadata:
name: front-end
namespace: windows
spec:
selector:
matchLabels:
app: front-end
track: stable
replicas: 1
template:
metadata:

labels:
app: front-end
track: stable

spec:

containers:

- name: front-end
image: mer.microsoft.co...
ports:

- name: http
containerPort: 80
imagePullPolicy: [fNotPresent
nodeSelector:
kubernetes.io/os: windows
tolerations:
- key: "os"

operator: "Equal"

value: "windows"

effect: "NoSchedule"

Deployment 2

apiVersion: apps/v1
kind: Deployment
metadata:
name: backend
namespace: windows
spec:
selector:
matchLabels:
app: backend
track: stable
replicas: 1
template:
metadata:

labels:
app: backend
track: stable

spec:

containers:

- name: windows-server-iis-ltsc2019
image: mer.microsoft.co...
ports:

- name: hitp
containerPort: 80
imagePullPolicy: IfNotPresent
nodeSelector:
kubernetes.iofos: windows
tolerations:
- key: "os"

operator: "Equal"

value: "windows"

effect: "NoSchedule"



Deployment 1

apiVersion: apps/vi1
kind: Deployment
metadata:
name: front-end
namespace: windows
spec:
selector:
matchLabels:
app: front-end
track: stable
replicas: 1
template:
metadata:
labels:
app: front-end
track: stable

Deployment 2

apiVersion: apps/vi
kind: Deployment
metadata:
name: backend
namespace: windows
spec:
selector:
matchLabels:
app: backend
track: stable
replicas: 1
template:
metadata:
labels:
app: backend
track: stable

spec: spec:
runtimeClassName: windows-2019 runtimeClassName: windows-2019
containers: containers:

- name: front-end

image: mcr.microsoft.co...

ports:
- name: http

containerPort: 80

- name: windows-server-iis-ltsc2019
image: mcr.microsoft.co...
ports:
- name: http
containerPort: 80

imagePullPolicy: IfNotPresent imagePullPolicy: IfNotPresent

/ apiVersion: node.k8s.io/v1 \

kind: RuntimeClass
metadata:
name: windows-2019
handler: 'docker'
scheduling:
nodeSelector:
kubernetes.iofos: 'windows'
node.kubernetes.io/windows-build: '10.0.17764'
tolerations:
- effect: NoSchedule
key: os

operator: Equal
value: "windows" /

RuntimeClass
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Chapter 11: Monitoring and Logging

&

docker

Windows containers

STDOUT

AN
/

fluentbit

ETW Application
Bvent | Windows Service
Log

Windows containers
LogMonitor A
Config.json ETW [« Application
LogMonitor Eli’:gn < Windows Service

Application XYZ

Log group

(a

Log Stream
container1
IIS Logs

Amazon CloudWatch

Log Stream
container2
IIS Logs

Log Stream
container3
NGINX Logs

Log Stream
container4

Windows Service Logs




—>
docker

awslogs
driver

STDOUT

Windows container

LogMonitor o
Config.json ETW € Application
LogMonitor E::g ! Windows Service

Log group

Log Stream Amazon CloudWatch
container1
1IS Logs

Log Stream
container2
IIS Logs

Log Stream
container3
NGINX Logs

Log Stream
container4
Windows Service Logs

kind:Daemonset
spec::

container:
- name: fluenbit
- image: public.etc.aws/aws-obser...

EKS WINDOWS NODE EKS WINDOWS NODE




kind: Daemonset
spec::

container:
- name: fluenbit

kind: ServiceAccount

- image: public.etc.aws/aws-obser...

-name: fluent-bit-windows

EKS WINDOWS NODE

Container Insights

Performance monitoring

Kubernetes Service account
(fluent-bit-windows)

Application XYZ

Log group

Q

Log Stream
container1
1IS Logs

Amazon CloudWatch

Log Stream
container2
11S Logs

Log Stream
container3
NGINX Logs

Log Stream
container4
Windows Service Logs

—s3—>

IAM ROLE

4

v
v
v
X

IAM POLICY

(CloudWatch Logs Permission)

tTh 3h 12h  1d 3d 1w  Custom [

ECS Tasks

v ‘ ‘ ECS-Win2019

v Filters:

CPU Utilization

Memory Utilization

i Network TX

Percent Percent Bytes/Second
@ hello_world_01 @ hello_world_01 ytes/ @ hello_world_01
nm ® hello_world_fargate @ hello_world_fargate 23,765 @ hello_world_fargate
@ dnn-fargate @ dnn-fargate @ dnn-fargate
1050 @ hello-word @ hello-word 11,883 @ hello-word
—
o o
11:00 12:00 13:00 11:00 12:00 13:00 11:00 12:00 13:00
Disk Utilization H Network RX H Storage Read H Storage Write H
Percent Bytes/Second Bytes/Second Bytes/Second
@ hello_world_01 vtes/! @ hello_world_01 vtes!! @ hello_world_01 ytes!! @ hello_world_01
.00 ® hello_world_far. 8037M @ hello_world_far.. 258.5M /@ hello_world_far.. 22.77M ® hello_world_far.
@ dnn-fargate @ dnn-fargate @ dnn-fargate @ dnn-fargate
0.50 @ hello-word 4018M @ hello-word 1293M @ hello-word 1139M @ hello-word
[ — 0 0 — 0 —
1038 1337 1038 1337 1038 1337

10:38 1337




Chapter 12: Managing a Windows Container’s Image Life
Cycle

Security Update Guide

The Microsoft Security Response Center (MSRC) investigates all reports of security vulnerabilities affecting Microsoft products and services, and provides the inf
you manage security risks and help keep your systems protected.

All Deployments Vulnerabilities

Oct 12, 2022 - Dec 12, 2022

£ Windows Server X No grouping v
Release Date  Last Updated CVE Number T CVE Title Tag
Nov 8, 2022 - CVE-2022-41118 Windows Scripting Languages Remote Code Execution Vulnerability ~ Windows Scripting
Nov 8, 2022 Nov 15, 2022 CVE-2022-41064 NET Framework Information Disclosure Vulnerability NET Framework
Oct 11, 2022 Nov 18, 2022 CVE-2022-38045 Windows Server Service Elevation of Privilege Vulnerability Windows Server Service
Nov 8, 2022 - CVE-2022-38023 Netlogon RPC Elevation of Privilege Vulnerability Windows Netlogon

s
"RootFS": {
"Type": "layers",
"Layers": [
"sha256:d6fdd6832d95a5f537e@e7d872613ea9741ad9c20438b9d5a2697a883c4cd96",
"sha256:5e610cf6f2545fRe6ffedade2deeRd9427c80892d8b3d5acw440664T0624b5ed"

2
"RootFS": {
"Type": "layers"”,
"Layers": [
"sha256:d6fdde832d95a51537e0e7d8712613ea9741ad9¢c20438b9d5a2697a883c4cd9s"”,
"sha256:2f7d24ac68514c762d490bb4ce7ea9f9e323f8e8b2f890ed9@eeca76134a3ede9”

PS C:\> docker pull mcr.microsoft.com/windows/servercore:1ltsc2019

1tsc2019: Pulling from windows/servercore

b111c3320c94: Already exists

98ecc5bablaé: Downloading [ ] 58e.1MB/841.1MB




Chapter 13: Working with Ephemeral Hosts

. , |3
(1]

Custom ECS/EKS optimized AMI

Build EC2

&4

EC2 Image Builder 48EL

EBS 8
Enable Wi AMI Fast L h

l Patch Tuesday '_2_) nable Windows ast Launc
Windows c
Update 9
‘ Any Critical Update |i3—> ¢

Launch template automatically

’ dotnet/framework/aspnet:4.8 |\ 4 updated with new version
—

’ dotnet/framework/runtime:4.8 |—5—> "vdockerhub

6/——7
’ Application container layers |/

"AmiLaunchIndex": 0,

"ImageId": "ami-07b5c6410423030d7",
"InstanceId": "1-06f9d6a7520ac3e64",
"InstanceTyEQ”: "c5.xlarge",

"KeyName": "instancekeypair",
"LaunchTime": "2022-09-27702:30:42+00:00",
"Monitoring": {

"state : "disabled"

System log
Review system log for instance i-06f9dG87520ac3e64 as of Thu Oct 13 2022 09:41:17 GMT-0500 (Central Daylight Time)

2022/09/27 ©2:36:222: Windows sysprep configuration complete.
2022/09/27 02:36:27Z: Message: Waiting for meta-data accessibility...

2022/09/27 02:36:272: Message: Meta-data is now available.
2022/09/27 ©02:36:32Z: AMI Origin Version: 2022.07.13




"AmiLaunchIndex”: 0,

"ImageId”: "ami-0c37ae8befcac4239"”,
"InstanceId": "i1-08494058beleb5ff5",
“InstanceType”: "c5.xlarge”,

“"LaunchTime”: "2022-09-29T16:35:59+00:00",
"M0n1tor1n9": {
"State "disabled"

System log

Review system log for instance i-084948 7 5be0eb5ff5 as of Thu Oct 13 2022 09:44:37 GMT-0500 (Central Daylight Time)

2022/09/29 16:37:54Z: Windows sysprep configuration complete.
2022/09/29 16:37:58Z: Message: Waiting for meta-data accessibility...

2022/09/29 16:37:58Z: Message: Meta-data is now available.
2022/09/29 16:38:03Z: AMI Origin Version: 2022.09.14




Chapter 14: Implementing a Container Image Cache
Strategy

.NET Framework 4.8 application fluentbit-sicar-container

Base image windows/servercore:ltsc2019 (already cached by default on ECS and EKS Optimized AMis)

! ;o L soMB |
\  740MB o 1 540MB o o ) ;
' Application ABC B Application XYZ Vo fluentbit ,
: Multiple intermediate layers vy Multiple intermediate layers H Multiple intermediate layers H
1 v L |
240MB dotnet/framework/aspnet:3.5 240MB dotnet/framework/aspnet:4.8 340MB custom base image
3 Multiple intermediate layers i Multiple intermediate layers ! : Multiple intermediate layers !
' i i i
: 1.3GB dotnet/framework/runtime3.5 | : |  1.3GB dotnet/framework/runtime:4.8 | 1
i Multiple intermediate layers E i Multiple intermediate layers E i E
e

: |

By default, the
Docker daemon and
containerd pull
three layers of an
image
simultaneously.

Concurrent I/0 with OS initialization

Read I/O metadata
Write I/0 pulling and extracting layer

Amazon EBS (Storage)

S C:\>» docker pull mcr.microsoft.com/dotnet/framework/aspnet:4.8
Pulling from dotnet/framework/aspnet
ededbd6: Downloading [ g 926.7MB/1.66GB
f993: Download complete
Downloading [ 547 .1MB/928.6MB
Download complete
Download complete
Download complete
Download complete
Download complete
Download complete
Download complete
:\>» docker pull mcr.microsoft.com/dotnet/framework/aspnet:4.8
Pulling from dotnet/framework/aspnet
S5eeded6d6: Extracting [==== ; 1.56GB/1.66GB
Download complete
Download complete
: Download complete
P615409051e@: Download complete
cfB4e1604d25: Download complete
3261c9024fb5: Download complete
73b6efbc686e: Download complete
Bbd@f7eeedc@®: Download complete
6f@3fdb3ad4e: Download complete




PS C:\> docker pull mcr.microsoft.com/dotnet/framework/aspnet:4.8
4.8: Pulling from dotnet/framework/aspnet
B185eededbd6: Extracting [===== = e ] 1.525GB/1.66GB

bf56ff1ef993: Download complete
P9f8faS5d46ee: Download compnlete

Options  View

Processes Performance Users Details Services

¥ 76% 42%
Bbdef7eee9cO: Status CPU Memory
6f@3fdb3a%4e: ! 27.2%

1355 MB

23.4%

, . |03
(1]

Custom ECS/EKS Optimized AMI

23.0MB

@ dockerd

1—>

Build EC2

EC2 Image Builder 488A

EBS 8

Enable Windows AMI Fast Launch

9

v

Launch template automatically
dotnet/framework/aspnet:4.8 |~\ updated with new version
4“—)

‘ Patch Tuesday Wind
indows

Update

‘ Any Critical Update

dotnet/framework/runtime:4.8 |—5—) Wdockerhub

__—r
’ Application container layers |/6




Chapter 15: AWS Windows Containers Deployment Tools

&

CloudFormation EKS Windows node group
nested stack

>— rEII:I—> K
L0

eksctl command line CloudFormation Stack Amazon EKS cluster

ECR

5- app2container containerize

@™ «—1 - WinRM connection is established

<2~ app2container inventory————— —6- app2container generate > l ( ;
<«——3 - app2container analyze——————
I 4—4- app2container extract—l ' I Fargate
) ) 7
ASP.NET Framework App2Container Worker Machine £
application on IS CodeDeploy

[example] copilot init
Note: It's best to run this command in the root of your Git repository.

What would you like to name your application? [? for help] l
Deploy: Yes

* Creating the infrastructure for the test environment.
- Virtual private cloud on 2 availability zones to hold your services [In Progress]
- Internet gateway to connect the network to the internet [In Progress]
Public subnets for internet facing services [In Progress]
- Private subnets for services that can't be reached from the internet [In Progress]
- Routing tables for services to talk with each other [In Progress]
- ECS Cluster to hold your services [Complete]
Application load balancer to distribute traffic [In Progress]




