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Chapter 2: Creating Kubernetes Clusters
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Chapter 3: High Availability and Reliability
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Chapter 4: Securing Kubernetes
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Chapter 6: Managing Storage
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Chapter 7: Running Stateful Applications with
Kubernetes
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Chapter 8: Deploying and Updating Applications
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Chapter 10: Exploring Kubernetes Networking

Node

[ Client ]

ServicelP
(iptables)

[ apiserver ]

Kube-proxy }

r

y

Backend Pod 1
labels: app=MyApp
port: 9376

Backend Pod 2
labels: app=MyApp
port: 9376

Backend Pod 3
labels: app=MyApp
port: 9376

22 443
= — -
@ O Q
\ L !
NAT-public IP ‘ Loadbalancer LoadBalancers (dynamically added to service)
a ~
private vnet 10.0.0.08 T [ \

| Proxy
|_Implements Service network: 10.0.0.018

kubelet ‘

r
|
[
I
I
[ ()443
[
[
[
[
[
[
[

Docker ‘

Proxy
Implements Service network: 10.0.0.0/18

Master-0 availability set N\
host addr: 10.240 255 5 \
pod CIDR: 10.244.0.0/24 NodeD N Nodet
host addr: 10.240.0.4 host addr: 10.240.0.5
pod CIDR: 10.244.1 Df24/ \pcd CIDR: 10.244.2.0/24
‘ scheduler ‘ | apiserver | /
/’S o~
C )
‘ eted ‘ ‘ controller-manager | '|'

Proxy
Implements Service network: 10.0.0.016

‘ kubelet ‘ ‘ Dacker

‘ kubelet

Docker




Host KEY
Pod 172.16.20.0/24
vethO 9 1 vetno Host Network Namespace
lo
Pod Network Namespace
NAT/
lo ethO Routing
Internet

Container Runtime

Container Network
Interface (CNI)

Loopback MACvlan Third-Party
Plugin Plugin Plugin




Use Networking Security Observability &

Tracing
Cases " | :
HeBPF b ®
Projects mtran ﬁ
i
User ﬁ@BPF G =GO e @
Space SDKs
( f./eriﬁer & JIT Gy
- Networkil
HeBPF "
Kernel Runtime [ Kernel Helper API 3 :Eehavmral Security
Kernel

Policy Listener

Event streamed
to listener

Policy pushed
out to hosts

Policy

Post policy to endpoint API URI

Pod 1 j Pod 1 | Pod 1 Client




kubectl, clients,etc.

Load Balancer

v |

I

Master Node #1 l

apiserver -@

S
E eted '@ « scheduler -@:

Worker Node #1

t SINCIIIIILT
podmaster.@- ¢ __'controller !
*I 1
' manager !

kubelet




[ apiserver J

A

[ Kube-proxy ]

SenvicelP
(iptables) Node
’\;

[ client )

Backend Pod 1
labels: app=MyApp
port: 9376

Backend Pod 2
labels: app=MyApp
port: 9376

Backend Pod 3
labels: app=MyApp
port: 9376

cluster

o
~HE




Test Instance
(External IP)

Apache
Server
(Internal IP)

Frontend HAProxy Apache
Server » Load Balancer Server
(External IP) (Internal IP) (Internal IP)

Apache
Server
(Internal IP)

g ———»| GatewayClass
N1

A modern set of APIs for deploying
L4 and L7 routing in Kubernetes

Infrastructure
provider

Designed to be generic, expressive,
extensible, and role-oriented

Gateway

22

Cluster
operator

developer /\

ﬂ > HTTPRoute
Application /
developer \
—_——> HTTPRoute
Application Service

Service Service




Chapter 11: Running Kubernetes on Multiple
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Chapter 12: Serverless Computing on Kubernetes
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Chapter 13: Monitoring Kubernetes Clusters

(user)

Hequest)ﬁ\‘

@2y my-pod (o )
4 Logging

[ , J N Backend |

@ app-container ‘ 1




‘o My-P

Y YT
,"//' “~ \—\"
{@ app'°°”ta‘”er} s Logging
| )
\ 1 ) Pan Back en d \IL- /
o
| log-file.log ‘ T
N |
\ °°° logging-agent-pod
/ \ |
./ logging-agent
L / logrotate @
~— . |
YT
my-pod ) , |
a4 ~ l,-’f' LOggmg /ﬁ‘.ll
S Backend - )

- >

@ app-co ntainer

>

g v
@ logging-agent
g

\_ llr )
- | e
/ -—\-‘_--V -r.\\---_-ﬂ/
'y

~
S

2/




Node A

< Pod 1 > < Pod 2 >
y U,

< logs1 > < Logs 2 >

stdout/stderr stdout/stderr

an

‘ < Fluentd agent >

Node B

< Pod 1 >

— ¥

< logs1 >
stdout/stderr

< Pod 2 >

v

< Logs 2 >
stdout/stderr

< Fluentd agent > '

.,

o

‘ Centralized Log Management system

Short-lived jobs

Service Discovery

Pushgateway

« DNS
» Kubernetes
« Consul

« Custom integration

F 3

pull metrics

Jobs / Exporters

h 4

¥
Prometheus Server

find
targets

Retrieval

Storage

‘ PagerDuty ‘ | Email ‘

Prometheus Server

PromQL

A4

f

A

Node

b

HDD / SSD

notify

Alertmanager

push alerts

Web UI

Grafana

API clients




g Prometheus ©

~ Use local time | Enable query history @ Enable autocomplete @ Enable highlighting @ Enable linter

Q  go_memstats_heap_alloc_bytes (=R W Execute

Load time: 39ms Resolution: 14s Result series: 21

Table  Graph

H-EE o

400.00M

1 i '\‘o’ i

\
i

150.00M

100.00M

50.00M

Metrics Explorer

node._|

node_arp_entries

node_authorizer_graph_actions_duration_seconds_bucket

node_authorizer_graph_actions_duration_seconds_count

node_authorizer_graph_actions_duration_seconds_sum
node_boot_time_seconds

node_context_switches_total
node_cpu_guest_seconds_total
node_cpu_seconds_total
node_disk_discard_time_seconds_total
node_disk_discarded_sectors_total

node_disk_discards_completed_total

node_disk_discards_merged_total




8 Kubernetes Capacity -

CPU Cores Requests

43.2%

Memory Requests

28.3%

Disk Space Usage

5.937%

Idle CPU

cpu usage

»

00:00 08:00

== Allocatable CPU C

Memory Free Memory
100.00% 23 GiB

18 GIB
. 14 GiB

9GIB

s
E
s
-

5GiB

0B

= Limit

Disk /O

1.4 MiB

e R
A ) | ||

04
18:00 20:00 00:00

System Load

20:00  00:00 04:00  08:00  12:00  18:00

load 1m == load 5m == logd 15m

Memory Usage

20:00  00:00 04:00  08:00 12:00 1600

moemory usage == memory buffers == mamory cached == memory froa




Kubernetes / Networking / Namespace (P...
Kubernetes / Networking / Namespace (...
Kubernetes / Networking / Pod
Kubernetes / Networking / Workload
Kubernetes / Persistent Volumes
Kubernetes / Proxy

Kubernetes / Scheduler

Node Exporter / MacOS

Node Exporter / Nodes

Node Exporter / USE Method / Cluster

Node Exporter / USE Method / Node

Prometheus / Overview

time
Unique ID — {context} =

Edge service

| " |
{context}
{context} C \

{context}

& K,/ SPANS




GO ='Java A nede @ @@ ‘ UI

R
: Host or Container :
' ' ul
I )
s Application . A
] .|"
I . . ] a
' jaeger-client ' jaeger-collector
I ]
I ] i o
: Spans : Control | T > DB jaeger-query
! (UDP)  flow ' .
[ ] H 1 sampling
] ]
! jaeger-agent |—°— !
: Jaeger-ag : push !
[ .t _______ ] I

P —— ! Spark jobs
Control flow poll
(sampling, etc.)
< > W N @ Q DV localhost:3080/search M+ & SsearchBing v 3 ¢ UpdateReady =
JAEGER UI Search Compare System Architecture Monitor Q Lookup by Trace ID...
< Search >
Service (0)

‘ Select A Service ‘

Operation (0)

‘ all ‘

Tags (@)

http.status_code=200 e

Lookback

Last Hour v

Max Duratior Min Duraticn

e.g. 1.2s e.g. 1.2s,

- ( ’ g By 1w Palyakion
Limit Results [ —————




Chapter 14: Utilizing Service Meshes

Node 1

Node 2

Node 1

Node 2

l Sidecar L

.
-
s,
.
*e
"
o....
b
‘e
.
‘.
.
.
.




Node Node
Pod Pod Pod Pod
Mesh proxy kube-proxy kube-proxy Mesh proxy
kubelet kubelet
Mesh Controller
Kubernetes API
Server
Node 1 Node 2
Proxy

CELLCLLLE TR,

Node 2




Istio Mesh

Data @ Service A @ Service B
= T l T l
Mesh traffic |
_— Proxy > Proxy —I’
[ngress | Hgress
tralTic | B % | traffic
}
| | | |
| : !
I | |
| |
| Discovery ! |
[ | Conliguration | |
| Certificates 1
- e e e e e e e e e e o e o e o e -
i I
! Control planc | |
I ' |
|
I istiod Pilot Citadel Galley |
I
| I
| |

Istio Architecture




—_—

Java
|
¥ T~
L]
m
. 0.0.9

Requests

Ingress Envoy

< > KW C QR 9O 127001productpage N« a v Q =]

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies,
with a major part of the humour coming from slapstick and mistaken identity, in addition to puns and word play.

Book Details Book Reviews
Type: -
paperback An extremely entertaining play by Shakespeare. The
Pages: slapstick humour is refreshing!
200 — Reviewer1
Publisher:
PublisherA * Kk Kk kk
Language:
English
ISBN-10: Absolutely fun and entertaining. The play lacks thematic
1234567890 depth when compared to other plays by Shakespeare.
ISBN-13:
123-1234567890 — Reviewer2
% % %k K

Reviews served by:
reviews-v3-c9c4fb987-bpk9f




< > WM C ﬁ @ ® 127.0.0.1/productpage

Type:
paperback
Pages:

200
Publisher:
PublisherA
Language:
English
ISBN-10:
1234567890
ISBN-13:
123-1234567890

A » Qs vQ(z)

The Comedy of Errors

Book Details

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies,
with a major part of the humour coming from slapstick and mistaken identity, in addition to puns and word play.

Book Reviews

An extremely entertaining play by Shakespeare. The
slapstick humour is refreshing!

— Reviewerl

* Kk Kk

Absolutely fun and entertaining. The play lacks
thematic depth when compared to other plays by
Shakespeare.

— Reviewer2

Reviews served by:
reviews-v2-65c4dcéfdc-cc8nn

Data plane Control planc
traflic traffic

nligation

Intio Mesh = 5 S e SR R = g i,
( ¥
| |
| |
| |
| @ Service A @ Service B |
|
wrens | Ditaplane I I | T TS
LU wiLs
i s s

-8 * @ » a * 8 s
— O — Proxy « — > Proxy ——— O T

APls | » » HITP, gREC, TCP » »

Content | Ingress 4 I Fgeess !
| A 1 !
| J ' 1 + |

] ' Control Plane Interlace g |
| Bt N N R ettt
I ' !
|
! Control plane [
| 1 |
| |
| o W !
| |
Nervork Awhorizazan |
| ‘comgracii policies
| |
: APIcener |
| |

Local
aulhorization Certilicale

)  J

FExternal
APT




Istio Mcsh

[
| |
| |
| @ Workload A @ Workload B |
| ! TWT-TLS
| LS | mTLS
|

TWT=TLS
mTLS

a O Proxy < ﬂ > O Proxy
|
| 4 * :
! ' 0 |
l ' 1 |
| e o oo ccseeeeweld
| Workload A ' Workload B |
authorization ) authorization |
I policics 2 policics |
|
g APlserver l .
I ‘\ istiod configuration R e = = -
— = Authorization | o
| licics Administrators
e e S e e e S e e e S S e e b 0_ i )
istio_build

istio_double_request_count
istio_mcp_clients_total
istio_mcp_message_sizes_bytes_bucket
istio_mcp_message_sizes_bytes_count
istio_mcp_message_sizes_bytes_sum
istio_mcp_reconnections
istio_mcp_recv_failures_total
istio_mcp_request_acks_total
istio_request_bytes_bucket
istio_request_bytes_count
istio_request_bytes_sum
istio_request_duration_seconds_bucket
istio_request_duration_seconds_count
istio_request_duration_seconds_sum
istio_response_bytes_bucket
istio_response_bytes_count
istio_response_bytes_sum
istio_tcp_connections_closed_total
istio_tcp_connections_opened_total
istio_tcp_received_bytes_total
istio_tcp_sent_bytes_total




2> C @ localhost:16686/jaeger/search?end=1667084633027000&limit=208&lookback=1h&maxDuration&minDuration&

JAEGERUI | Search e SystemAmhitecture  Monitor About Jaeger
Search JSON File
Service (5) o
productpage bookifo
strm
=
Operation (7] ac51 g 100 naenss asepm
all
3 Traces Sort  Most Recent Deso Dependancy Graoh
Tags
" :
Compare traces by selecting result items
Lookback
Last Hour
et . DatkRT SToned 23.00ms
Max Duration Min Duration stia aytem (17 | (] = i Today  4:02:54 pm
. 800 ; 2wt ago
Limit Results Istl ystem: bookinf cBeta 23.35ms
20 s 5pans W sevsis cokino 1) stoingrassgreay stio-systom 1) [l] prosuctoags saokinto 15 [ ratngs bookints 17) [ svisws bookint (2) o Y
> it o
Y = 2826872 175.11ma
Bspens W setsteoonnto 1) avtem (1) (] roaicizepe bookint 19" [ ratnas ook s e —
2ot w0
¢« 5 C O localhost: 35c6e1d7 0d81658a d w ®» 0O okl)pdals

JAEGER Ul Search Compare System Architecture Monitor About Jaeger v

istio-ingressgateway.istio-system: productpage.
< v bookinfo.svc.cluster.local:9080/productpage 8 | Trace Timeline v
35¢c6eld

Trace Start October 29 2022, 16:02:52.778 Duration 23.35ms  Services5 Depth6 Total Spans 8

ops 5.84ms 11.67ms 17.5°ms 23.35ms
"

—— !
T T
Service & Operation v > ¥ > ous 5.84ms 11.67ms 17.51ms 23.35ms

~  istio-ingressgateway.istio-system procucipage....

v bookinfo rfos... 18

productpage.bookinfo.sve.cluster.local:9080/productpage  Service: productpage.bookinfo  Duration: 228ms | Start Time: 381ps

> Tags: = proxy cluster=-  guld:x-req! Id = c4¢45479-1b45-96eb-beB4-7dc531ac3726  hitp.method = GET | http.protocol =...
> Process: ip-172.17.0.15

SpaniD: BecOoScbOacsddo2 &

v | productpage.bookinfo dstais bookirfosv... — 5
| details.bookinfo detaisbook
v | productpage bookinfo reviews besintos.... 14.64ms
| reviews.bookinfo  reiss. bocketio ... 14.23ms

v | reviews.bookinfo rstings baokio..... 6.16r

ratings.bookinfo ratings bocki... 5.50ms




uration =60&refresh=60000

@ localhost:20001/kiali/console/overvie

@ kiali

Overview Namespace

Filler by Namespace

Name v 12 Lastim v Everylm ~ n

Healthfor Apps ~ Traffic Inbound ~

Graph

Applications

bookinfo ! default ! istio-system '
Workloads 2 Labels TLabel TLabel

Istio Config © Istio Config Istio Config N/A
- 7 Applications @7 0 Applications  N/A 7 Applications @7
faateptg No inbound traffic No inbound traffic No inbound traffic

e

anony maus

@i Namespace: backinfa = Teaffic = Versioned sppgraph = D Lastim v  Everylm v E

Graph Display  ~ Fired ~ Hide ~ @ [k
Oct 73, 04:20:22 PM . 042122 PM Current Graph
@ bookinic &
& apps ¢ versians)
7 services
H Dedges
Inbound Outbound Total
Istio Canfig = —_—
- HTTP (requests per second):
5 —
- /L‘ ' Total %Success %Error
on 16000 000
&
Application
@D bookinfo
£ @ ratings T —
g o 25 50 75 100
»

EOK M3xx M4xx HSx ENR




Chapter 15: Extending Kubernetes
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Chapter 17: Running Kubernetes in Production

{ 3o playground v
L )

[ Search (/) for resources, docs, products, and more Q Search [l @ H &

Quotas for project "playground”

QUOTAS INCREASE REQUESTS
#' EDIT QUOTAS

T Filter @ICHEHIMICIAPMERGIX) Enter property name or value X @ n

0O  senice Quota Dimensions (e.g. location) Limit Current usage percentage b Currentusage 7 day peak usage percentage
0O compute Networks 5 s 20% | c— 20%
Engine API
0O compute Subnetwork netwark_id : default 300 = 12.67% 38 - 12.67%
Engine APl ranges per
VPC
Network
0O compute Firewall 100 - 5% 5 & 5%
Engine API rules
0O compute VM region : us-centrali 24 - 417% 1 417%

Engine API instances



Chapter 18: The Future of Kubernetes
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