Chapter 1: Introduction

o

< ©

b

hl > -eo hello-world.go > ..
package main

import "fmt"

// this is the main function of a Go program

/1 func main()
//
// this is the main function of a Go program

func main() {
fmt.Println("Hello World!")

}



tcp L1.11:443 net.Conn

Destination < [ io.Writer )%’

transfer buffer
(byte slice)

tmp/dns.txt os.Create



Chapter 2: Go Basics

Subject: Re: prog lang discussion
From: Rob 'Commander' Pike

Date: Tue, Sep 25, 2007 at 3:12 PM
To: Robert Griesemer, Ken Thompson

i had a couple of thoughts on the drive home.
1. name
'go'. you can invent reasons for this name but it has nice properties.

it's short, easy to type. tools: goc, gol, goa. if there's an interactive
debugger/interpreter it could just be called 'go'. the suffix is .go

ALOGOL 60
(Backus et al, 1960)
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cSP (Wirth, 1970)
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(Ritchie, 1972)
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Squeak (Wirth, 1980)
(Cardelli and Pike, 1985)
Newsqueak Oberon
(Pike, 1989) (wirth andlg(;s%t)knecht, j
Object Oberon
) Alef (Mossenbock, Templ,
(Winterbottom, 1986) and Griesemer, 1990)
Oberon-2
(Wirth and Moéssenbéck,
1991)
Go

(Griesemer, Pike, and Thompson)



The compiler and
runtime are now 0
implemented in Go and Gelgsnercs
assembler, without C

Go version 1.5

August 2018

Go version 118

March 2012

August 2015

Go version 1

February 2022

Go version 1.1

Go modules for
Promise of compatibility versioning and package
distribution

The Go Playground - o

package main
import |
)

func main() {
fmt.Println({"Hello, playground")
}

"fmt"

Hello, playground

Program exited.



The Go
Play Space
package main

1

3 import (

4 "fmt"

5 )

6
7 func main() {
8

build tags.")
9 }

> Syntax 0K

Run Crrl+e

Format Curl+S Share |

fmt.Println("Syscall must always be guarded with

building the walls

Settings

About Go Play Space

This is an experimental alternative Go Playground frontend that is built in Go
itself (using GopherJs, a Go - JavaScript transpiler, and Vecty, a React-like
frontend library for GopherJs).

View source code on GitHub | () Star 811
Features

1. New: an embedded Turtle graphics mode. Intoduce Go to your kids, or
have fun yourself!

2. Syntax highlighting, auto-closing braces and quotes, proper undo/redo,

auto indentation

Smart help lookup: double-click on e.g. package keyword or
Println function name in source code, and you will see the

relevant help topic. Try it!

Live syntax error checking

Error line highlighting (both for syntax errors and for errors returned

from the compiler)

Ability to highlight lines and blocks of code (like on Github, but better!)

— just click on the line numbers. Use Shift and Ctrl to modify the

selection

Keyboard shortcuts (see button captions)

Support for several Ul themes and Ul tweaks (see the Settings button)

i

o

L

o N

~RET3 or hold [FFEEF to accelerate, [F33 to close -

-



Docs

The Go Playground Godevbranchv| | Run | Format  Share | Hello, World! -

package main

import (
"fmt*
“net/netip*
i
Tune main() {
1Pvds := netip.MustParsedddr("192.8.2.1")
TPvfis := netip.MustParseAddri"FCA2:FAG0::1")
fmt.Println(IPvds.S5tring(}}
fmt. PrintiniIPvas, Unmap() . I54()
fmL. Println(IPvEs.5tring(})
fmt.Printlni{IPvEs.Unmap().Is6(}]
1
192.8.2.1
true
fcd2:fofd: : 1
true

Program exited.

github.com/gohugoio/hugo

Click on a package in the tree view to display information about it, including a path by which it is reached from one of the initial packages. Use the break
button to remove an edge from the graph, so that you can assess what edges need to be broken to eliminate an unwanted dependency.

Packages

@ Filter: | Clear |

el go.opencensus.io@v0.23.0 (2)

4 go.opencensus.iofinternal (8)
go.opencensus.io/internal/tagencoding (2)
4 || go.opencensus.io/metric

go.opencensus.io/metric/metricdata ()
go.opencensus.io/metric/metricproducer (5)
4 || go.opencensus.io/plugin
go.opencensus.io/pluginfocgrpc (29)
4 go.opencensus.io/pluginfochttp (42)
4 | | go.opencensus.io/pluginfochttp/propagation
go.opencensus.io/pluginfochttp/propagation/b3 (8)
go.opencensus.io/resource (2)

Selected package: go.opencensus.io ™
@ Imports: ...~

@ Imported by: ... ~

@ Path from initial package:

github. com/gohugoio/hugo
break break all — github.com/gohugoio/hugo/commands

break break all — github.com/gohugoio/hugo/deploy
break break all — gocloud.dev/blob

break break all — gocloud.dev/internal/oc

break break all — go.opencensus.io/plugin/ocgrpc
break break all — go.opencensus.io/trace

break break all — go.opencensus.io/internal

break break all — go.opencensus.io




Chapter 3: Getting Started with Go

n = "Network Automation"

18 string
ptr len
3 4 5 6 7 8 9 10 n 12 13 14 [18]byte

Nle|t|w]|]ol|r|K Alult|folm]al|t]i|o]ln
o1 2 5 16 17

ptr len

e 4 string
W = n[3.7]

words = [Jstring{"zero", "one", "twao", "three", "four", "five", "six"}

) 7 7 [ ]string
ptr len cap

1 2 3 4 [7]string
Zero one two | three | four five Six
0 5 [3)
ptr len

e 2 6 |[]string

mySlice ;= words[1:3]



Source Port Destination Port

Seqguence number

Acknowledgement number

Wl N CIEJUJA]|P]R]|S|F
Lenath Reserved S W|C|R|C]|S]|S]|Y]! Window Size
g RleE|c|k|H]T|N]|N ;
Y Y E
byte #13 Checksum byte #14 Urgent Pointer
uint8

O|lo|OoO|O|lO|1|0O]|1 headerWords =5

headerWords << 4

O|1T]0|]1T]0]0]0|O0 O|0|0|O0Of[O|0O0 |0 |0 b[3]
OR
Y
o101 |[O0O]O|O|O b[13]
uint8
OjO0|O]|JO|JO|O]|O]|1 tcpSyn:=1
tcpSyn <<1
Y
ojfojofojojo|1]|o0 O|O0|]O|O|(Of[O]O]|0O| b[4]
OR
Yy

olo|o|o|o|lo|1]|o]| bp4




b[14]

b[13] O|l1T|]O0l1]0]0]|O0
headerWords >> 4
headerWords ;=5 olo|lOo|OfOf1]O0O
ololo|lo|lolo|1]o ol|o o|o
AND
0 olo|lo|o]|1
>>
0 ololo|o]o 1= 0

tcpSynFlag:=true

0x02



pass by value

main() 5 func (in Device)
d := Device{ copy in = Device{
name: "myname"  f——m—e | name: "myname"
} }

pass by pointer (value)

main() func (in *Device)
d := Device{
name: "myname"
}
&d
_ copy :

*Device ® S| Ne |*Device
Data _—> io.Reader >

Source

transfer buffer
(byte slice)



Resource

> io.Writer ) —_— 1argel

transfer buffer
(byte slice)

}( io.Reader )—-\

32 kb
buffer
e io.Writer
Resource : <—
ey extra goroutines !

main goroutine




Chapter 4: Networking (TCP/IP) with Go

TCP/IP Model

HTTP BGP > Application

J
N

TCP UDP > Transport

P > Internet
S
\

Ethernet > Link
Decimal
Binary

'I]OOOOOO OOOOOOOO OOOOOO1O OOOOOOO]

: \ Istoctet ~ 2ndoctet  3rdoctet

\ Maost significant bit 32-bit (4 bytes)

Hexadecimal

[FCO2 FOOD 00:00:00:00:00: 'I]

16th byte

11110000 0000 T101

128-bit (16 bytes)




UDP CLIENT

net.DialUDP()

v

UDP SERVER

net.ListenUDP()

[ ) UDP/IP ( )
UDPConn < —> UDPConn
2

Write() T Read() ‘
l0.Writer io.Reader
bytel] bytel]
3 1
UDP CLIENT UDP SERVER
Write) ¢/
~ -
[ UDPConn IP [ UDPConnj)
- 4 )
% | v
Read() Write() Read()
calculates: )t_’
packet loss mirror

e2e latency



| Server |
| |
| oD Haa".-:,ilel—l.,lr'\:[;",‘"’\OQKU [Z‘»") reeemne, |

: -
| ..-.-.- E |
| 4 E
| "--)( HandleFunc("/check") } ------ L b
| a
| check(w , req) )( ......................... R |
| I
| req *http.ResponseWriter |

Writes HTTP response lookup(w, req) = ElLLLLTTTTETTTRT PP e a

| header and payload : : |



Chapter 5: Network Automation

O

[
|

Intent o Network Intelligence
Application
Translate Analyze
Configure Validate
Program
llnstructions Events, State |Metrics, Stats
| NETWORK |

Application \ll

getConfig()
config.save()

oprHash == intentHash

false .
sendConfig(string) getOper(Service)

true j‘




Chapter 6: Configuration Management

ceos
r I ethl > eth2
192.0.2.1/31 % 192.0.2.2/31 )
198.51.100.1
192.0.2.0/31 192.0.2.3/31

eth1/1 swpl

sri CVX
—_— —_—
< D S

198.51.100.0 198.51.100.2

main.go

Transport Model
library (input)

p
( N Config

generator !
(devConfig) :

-

_ . Config i
E [ io.Writer H(Cfg bytes.Buffer)J :




2

Organization = Devices = IPAM = Virtualization = Circuits = Power =  Device Lifecycle «

Devices /| AMS01 / ams0O1-ceos-02

amsQ01-ceos-02

Created May 25, 2022 - Updated 6 hours, 40 minutes ago

Device = Advanced Config Context  Change Log

Device
Site Netherlands / AMS01
Rack None
Position —
Tenant None
Device Type Arista cEOS (1U)

Serial Number —

Asset Tag —

Management
Role Router
Platform None
Status [ Active |
Prirmary |Pv4 —
Primary IPvG _

Secrets Group —

25l |

main.go

E e ( A E
. | SRL >  GetRoutes :
A ) \ checkRoutes I
= , ~ : 3
v | Cvx >|  GetRoutes > checkRoutes :
: ...l \. > . -’ :
E ) ( ‘ r checkRoutes I
' |cEOS S| GetRoutes —""1 S



Automation Frameworks

Chapter 7

|

Inventory

[

|

Playbook

|

Collections

SSH/HTTPS

srl
CVX
ceos

S ) U U P

g i’ 1o "

S5 N ( >\ N &S >

& oo > @ > Co o = "

P_ m — wl = 1 O '

' (o] Oa [ I

" g © d ¢ o 8 | i1 2 :

" (77— < @ = b ol © _

_— (%] ! +—~ 1

" o 3 o g of | i o & _

' R d = @ ﬁﬁt o 23 !

! o 3 S8 w3 L vl o !

1 N% = 3 Arﬁ% | o @ ,

1 Q 1 —= x '
1 @ X x 1

" S @ g% goir g2

I [9) o | I I = '

()] — 0] ! V]

! S 2 o 5 L g o "

1 — = =l = . '

1 of + nr |l + 1 :ﬁla !

. /] o = o o . ucnu '

| ¥ o U g O o v o _

_ u G ¥ 9 ¥ B b =2 "

\ M| wl = V !

I Tm Q sm '] a ,

_ o F £ Y b £ _

; o o o . o !

A °© J X A L "



[ HCL Configuration File ]
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Chapter 8: Network APIs

populates

instance

i main.go i

E bindings ' model
' CUE : OpenAP]
! \ :

' (" code ) '

' \ J :

: % :

: " encoding ) !

5 JSON 5

| \ E

! transport ) :

E [ HTTP :

Network device



bindings E model
[ Go Structs H YANG ]

)4 |

code :

: % 5
' ( encoding ) !
! JSON 5
i \ i
! (" transport !
l HTTP !

Network device

message Uplink { ‘w

message Router {

~--y repeated Uplink uplinks = 1;
repeated Peer peers = 2;
int32 asn = 3;

Addr loopback = 4;

wt-3e SEring name = 1;

string prefix = 2; <« IJ

}
/A 19 OA 09 45 74 68 65 72 6E 65 74 31 I

12 0C 31 39 32 2E 30 2E 32 2E 31 2F 33 31

prefix(2) len(12)

18 'E9 FB 03 r 1
\E? OE OA OC 31 39 38 2E 35 31 2E 31 30 30 2E 51/

loopback(4) len(14) ip(1) len(12)



CreateSubs

data

message CreateSubsReply {
int64 ResReqld = 1; i
string errors = 3;

data_gpb

message TelemetryGPBTable {

}

-~ TelemetryGPBTable data_gpb = 12;

»w){/’;essage Telemetry { “\\

string encoding_path = 6;

string model_version 7;

uint64 collection_id = 8;

uinté4 collection_start_time = 9;
uinté4 msg_timestamp = 10;

repeated TelemetryField data_gpbkv = 11;

uint64 collection_end_time = 13; 4/)

repeated TelemetryROwGPB row =

content

3

//'message bgp_nbr_bag {

uint32 speaker_id = 50;
string description = 51;
uint32 local_as = 52;
uint32 remote_as = 53;

string connection_state = 63;

hgp_addrtype connection_remote_address = T?L/

ﬂ

}

row

.. | message TelemetryRowGPB {
uinté4 timestamp = 1;
bytes keys = 10;

bytes content = 11;

}

bgp_addrtype

»( message bgp_addrtype {
string afi = 1;
string ipv4_address = 2;

CreateSubs

data

message CreateSubsReply {
int64 ResReqld = 1; i
bytes data = 2;
string errors = 3;

4‘\\\.<m; uint64 collection_end time = 13;
uinte64 timestamp = 1; \\‘ } ,//

fm){/’ﬁessage Telemetry { ﬁ\\

string encoding_path
string model_version
uint64 collection_id = 8;

uinté4 collection_start_time = 9;
uint64 msg_timestamp = 10;

repeated TelemetryField data_gpbkv = 11;
TelemetryGPBTable data_gpb = 12;

.
r

W~ o

.
r

}
data_g pbkv ........
essage TelemetryField {
string name = 2;
oneof value_by_type {
bytes bytes_value = 4;
string string_value = 5;
bool bool _value = 6;
uint3z uint32_value = 7;
uinte4 uint64_value = 8;
sint32 sint32 value = 9;
sint64 sint64 value = 10;
double double_value = 11;
float float_value = 12;
}
repeated TelemetryField fields = 15;

/




Chapter 9: OpenConfig

Backup interface
ceos Eth3 swp2 [
\

<

JEth2 swpl

Primary interface

Subscribe subscribe

e mMessage SubscriptionList { ﬂﬁ\\\
i Path prefix = 1;

message SubscribeRequest {
oneof request {

SubscriptionList subscribe = 1; - repeated Subscription subscription = 2;
Poll poll = 3; bhool use_aliases = 3;
AliaslList aliases = 4; QOsSMarking qos = 4;
} enum Mode {
STREAM = 0,
3} ONCE = 1;
POLL = 2;
— Mode mode = 5;
subscription bool allow_aggregation = 6;
repeated ModelData use_models = 7;
message Subscription { <- e Encoding encoding = 8;
path path = 1; bool updates_only = 9;

/

SubscriptionMode mode = 2; \\;t_
uint64 sample_interval = 3;

bool suppress_redundant = 4;
uint64 heartbeat_interval = 5;

[




Alertmanager

alert | HighLinkUtilization
WHEN: incomping pps > 50
INTERVAL: 10s

Prometheus | Timeseries DB

ome )

N

gnmi | Response
NAME: counters

]

HTTP | POST
URL: http:/fevent-manager/alert
PAYLOAD: Alert JSON

Enable Backup

event-manager

CONFIGURATION

PATH: interface[name=swp]] UPDATE
VALUE: 2123 T
Temrrmemssmsnosensenoes Test Network J<-------------- ’
Traffic
Generator
host-2 enable backup interface
.- event d
' manager i
: |
1 ]
] ]
]
Webhook: :
' i
. ﬁﬂ backup interface ,
' . OB O O O . . - -y 1
L > | I
[ ]
. | «<— | ;|
1 ]
1 1
1 1
1 1 :
Alermanager Grafana [
: 3000
P 9093
~ gl
A i
v ’
S J gNMI
traffic to % 7 visualize telemetry
- alert  » .
host-3 ‘ K
\ i
N i
A K
host-1 host-3

Ethr scrape gNMlc

Prometheus

19090



e+ 0O 5

a & o e

88 General / event-manager v o8

100

80

Incoming Packet Rate

40

20

0
17:53:00

== swpl

AN

17:54:00
swp2(backup)

17:55:00

17:56:00

17:57:00




Chapter 10: Network Monitoring

BPF tap

S

srl

!

host-1

Ethr(src)

File Edit Selection View Go Run Terminal Help

sFlow

Multiple UDP traffic flows

export

CVX

host-3

Ethr(dst)

main.ge - packet-capture - Visual Studio Code

@ RUN AND DEBUG [> Connect to server ~ 483 - 6o main.go *

~ VARIABLES

Jo
)

ﬁb
Lo
B
A ~ WATCH
®

&

60 main.go > ) main

1

0~ W Wk

package main

import (
"flag"
"Tog"

"github.com/google/gopacket”
"github.com/google/gopacket/layers"
"github.com/google/gopacket/pcapgo”
"golang.org/x/net/bpf"

var (
intf = flag.String("intf", "ethl", "interface")

func main() {
handle, err := pcapgo.NewEthernetHandle(*intf)
if err !'= nil {
log.Panicierr)

}



main.ga - packet-capture - Visual Studia Code e

Fle & Seozien wew Go Aun Termimal Holp
RUM AND DERLG > Connecttaserver v & -
- VARIABLES.

~ Local

err: nil

rawInstruction

: <[]gelang. ory/x/net/bprf.Ranlnstruction> [length: €,
packetsource! <*github.com/google/gopacket . PackerSource=(AxcoRaAasah

v packet: <github.com/google/gopacket .Packet{ *github.com/google/gopack

« data: =*github.com/google/gopacket . eagerkacket>(Oxcaaaobenin)

w + <github. con/google/gopacket . eagerPacket>

¢t @R A T D

« data: =*githuh.com/gaogle/gopacket/layers. Ethernet(0xCBRA17423
» : <github,cos/googlesgopacket/layers Ethernet>
~ netwark: <github.com/google/gopacket . HetworkLayer (*github.com/go.

> data: <rgithub.com/google/gopacket/layer s, TPva>(0XGIA00AEHSO)

~ transport: <github
« data: =*github.con/google/gopacket/layers . UDP>(OxcAAA15A400)
>t <github.c

google/gupacket/layers, UDP=
application: nil <github.com/gaogle/gopacket.Applicationlayers

> WATEH
- CALL STACK
v mainmain PALLSED D BREAPOINT.
nain.nain maingo @
runtine.main procoe GG
runtine.goexit asm_amcta s (R
3 runtime.gapark PAUSED
@ > runtime.qopark PaISED
- BREAKFGINTS
© Emaingo
® @ maingo g

handle: <*github, com/gocgle/gupacket/peapgo. Ethernetiandle(Oxco0015..

~ packet: <github.com/gongle/gopacket . packet:

> data: <[Juint®> (length: 758, cap: 758)

> initiallayers: <[8]github.con/google/gopacket . Layers

5 layers: <[]github.com/gonglesgopacker. Layer> (length: 4, cap: &)
5 last: googlesgopac
» metadata: <github.com/

> decodeOptions: =github.com/google/gopacket. DecodeOptions=

~ Link: <github.com/gongle/gopacket . LinkLayer{*github. con/google/g..

com/ganglesgopacket . Transpartiayer( *github.co..

somings  HI> T ¥ T O & oo

o main.go > & main
3 £F BRI WO LN Lasl INSUIBCLION 11 FTOLDCOL Ly nOL Uur. -

31 bpf.Jumplf{Cond: bpf.lumpNotEqual, Val: ©x11, SkipTrue: 1},
32 /f Verdict is “send up to 4k of the packet to userspace.”
33 bpf.RetConstant{Val: 4096},

El /f Verdict is “ignore packet."

35 bpf.RetConstant{Val: €},

36

37 1= nil {

38 log.Panicierr)

39 H

46 if err handle.SetBPF(rawInstructions); err nil {
41 log.Panicierr)

42 H

43

£4 packetSource packet.NewPacketSource( T
45 handle,

a5 layers.LayerTypeEthernet,

o 47 1
48 for packet := range packetSource.Packets{] {

E 49 if 14 := packet.Transportlayer(); 14 == nil R
50 continue
51
52
53 stlowlayer := packet.layer(layers,layerTypeSFlow)

54 if sflawLayer != nil {

55 sTlow, ok = sflowlayer. (*layers SFlowDatagram)

56 if lok {

57 log.Printlni"failed decoding sflow”)

58 continue

58 }

68

&1 for _, sample range sflow.FlowSamples {

62 for record = range sanple.GetRecords() {

63 recard. {layers. SFlowRawPacketFlowRecord)
64 if lak {

€5 log.Printlni“failed to decode sflow record")
66 cantinue

PROMEMS (@) TERMINAL  DEBUGCONSDLE  OUTRLT  AIPVTER x
>

SrcAddr

SrcPort DstAddr DstPort

Key

"203.0.113.0:60087<->203.0.113.252:8888"




BGP-Ping >
Responder

B + O

a & o &

Grafana

Prometheus | Timeseries DB

| EXPOSED METRICS

bgp-ping

’ cloudprober

A\

| BGP | UPDATE |

\Test Network J

| BGP | UPDATE |

___________________

88 General / BGP-PING ¥¥ <§

7000

6000

5000

4000

3000

2000

1000

13:44:00

13:45:00

BGP Ping RTT (ms)
/ N\
" AN
y
y
13:46:00 13:47:00

> BCP-Ping
Responder

== host-1
host-3

13:48:00



Probe Trigger Emit Metric

bgp-ping | initiator

OnEstablished CoreBGP FSM handleUpdate
Build
Update
BGP | UPDATE | : ! |BGP | UPDATE
FROM: initiator | ! 1 [FROM: initiator
TO: ! [TO: responder
TS:13:50:49 ; Test Network P [TS:13:50:49
: Build
Update
Vi :
handleUpdate CoreBGP FSM OnEstablished
Parse Trigger Response
Update
bgp-ping | responder

Running cmd: ip netns exec clab-netgo-host-2 go run main.go -id host-2 -nlri
2022/03/13 11:51:13 starting corebgp server

2022/03/13 11:51:13 peer established, starting main loop

Compl in 0.0s 2022/03/13 11:51:23 sending ping request

2022/03/13 11:51:23 Received a ping response

2022/03/13 11:51:23 bgp_ping_rtt_ms{device=host-3} 622.781100

(Tiltfile)

host-1

No u e 2022/03/13 11:51:27 Received a ping response
2022/03/13 11:51:27 bgp_ping_rtt_ms{device=host-1} 4355.899100

2022/03/13 11:51:30@ Sending ping withdraw
2022/03/13 11:51:33 sending ping request
2022/03/13 11:51:33 Received a ping response
host-3 2022/03/13 11:51:33 bgp_ping_rtt_ms{device=host-3} 584.051400

No update status

2022/03/13 11:51:36 Received a ping response
2022/03/13 11:51:36 bgp_ping_rtt_ms{device=host-1} 3358.114100

2022/03/13 11:51:40 Sending ping withdraw

2022/03/13 11:51:43 sending ping request

2022/03/13 11:51:43 Received a ping response

2022/03/13 11:51:43 bgp_ping_rtt_ms{device=host-3} 603.646700




Chapter 11: Expert Insights

No images...



Chapter 12: Appendix: Building a Testing Environment

&8 VPC

aws
Internet Gateway
O 0 G @C
Q SSH Key Pair | @ Route Table
€= Subnet
[ ]
: E EC2 instance contents &+ docker :
| |
! |
! |
! |
! |
| |
| @ |
| CONTAINER |
! |
! |
| 128511000 128511002 |
! |
\- o _____ =
security group
ceos
> eth2 ]ﬁ
192.0.2.1/31 ( 192.0.2.2/31
198.51.100.1
192.0.2.0/31 192.0.2.3/31
eth1/1 swpl
srl CVX
e e
< <
198.51.100.0 198.51.100.2




192.0.2.1/31

192.0.2.0/31

| ethl/1 I

srl
—_—

<«

198.51.100.0

203.0M13.1/31

203.0.113.0/31

192.0.2.2/31

198.51.100.1

192.0.2.3/31

| swpl I

CVX
—_—

<

198.51.100.2

203.0113129/25

203.0M3.25[1-4]/25



