Chapter 1: Appreciating Traffic Analysis
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Chapter 2: Using Wireshark
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I 105 0.05 172.16.133.75 157.56.241.150 TLSv1

(:) /| 106 ©.06 172.16.133.99 216.115.216.44 TCP <:>
| 107 0.06 172.16.133.99 216.219.115.17 TCP
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‘Frame 244: 131 bytes on wire, 131 bytes captured

Ethernet II, Src: 00:21:70:67:68:53, Dst: 00:90:7f:3e:02:d0
Internet Protocol Version 4, Src: 172.16.133.75, Dst: 157.56
Transmission Control Protocol, Src Port: 58186 (58186), Dst
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Ctrl+Alt+Shift+4 All Visible tems All Visible ltems

Ctri+5hift+| Apply as Column Create a packet list column from the selected field.
Ctri+5hift+C As Filter Copy this item as a display filter

Ctri+Alt+Shift+C Capture File Properties Capture file properties

Ctrl+W Close Close this capture file

Ctri+Left Collapse All Collapse all packet details

Shift+Left Collapse Subtrees Collapse the current packet detail

Ctrl+1 Color 1 Mark the current conversation with its own color,

Ctrl+2 Color 2 Mark the current conversation with its own color,

Ctrl+3 Color 3 Mark the current conversation with its own color,

Ctrl+4 Color 4 Mark the current conversation with its own color,
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Ctrl+6& Color @ Mark the current conversation with its own color,

Ctrl+7 Color 7 Mark the current conversation with its own color,

Ctrl+8 Color & Mark the current conversation with its own color,

Ctrl+9 Color Mark the current conversation with its own color, W
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g 6 0.20 230.211.187.172 74.203.22.229 TCP -
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Frame 28: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Ethernet II, Src: 2B:e3:47:Bc:82:88, Dst: Sc:e3:@e:d9:e8:57
Internet Protocol Version 4, Src: 18.8.9.148, Dst: 23.43.185.58
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C:\Program Files\Wireshark>tshark -i "wi-fi" -a duration:10
Capturing on 'Wi-Fi'

1 0.000000 2603:1036:404:f2::2 + 2601:98b:4402:20cd:b819: :8cbl:bf75 TL
svl.2 Application Data

2 0.034029 2601:98b:4402:20cd:b819:45e2:8cbl:bf75 - 2 : 1404:F2::2 TC
P 59203 - https(443) [ACK] Seq Ack=86 Win=66 Len=0

3 0.132176 2a01:111:¥100:2002::8975:2da8 -+ 2601:98b:4402:20cd:b819:45e2:8¢c
bl:bf75 TLSv1l.2 Application Data

4 0.156495 2601:98b:4402:20cd:b819:45e2:8cb1:bf75 - 2a01:111:f100:2002::89
75:2da8 TCP 59576 - https(443) [ACK] Seg=1l Ack=70 win=63 Len=0

5 1.127444 fe80::5ee3:eff:fed9:e857 + ff02::1 ICMPv6 Router Advertise
ment from 5c:e3:0e:d9:e8:57

6 1.200726 10.0.0.59 - 10.0.0.148 TCP 49627 - 59655 [PSH, ACK] Seg=1l
Ack=1 wWin=4096 Len=314

7 1.208793 10.0.0.148 - 10.0.0.59 TCP 59655 - 49627 [PSH, ACK] Seq=1
Ack=315 win=64 Len=314

8 1.209189 10.0.0.148 - 10.0.0.59 TCP 59655 - 49627 [FIN, ACK] Seg=31
5 Ack=315 wWin=64 Len=0

9 1.216924 10.0.0.59 - 10.0.0.148 TCP 49627 - 59655 [ACK] Seq=315 Ack
=315 Win=4091 Len=0
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ALC v

AOL Instant Messenger
Reassemble AIM messages spanning multiple TCP segments

Cancel Help




Chapter 3: Installing Wireshark
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i e

@ Cisco remote capture

@ ETW reader

@ Randorm packet generator

@ SSHremote capture

@ UDP Listener remote capture

£ >

Learn

User's Guide * Wiki * Questions and Answers ° Mailing Lists

You are running Wireshark 3.6.0 (v3.6.0-0-g3a39e44d02c9). You receive automatic updates.
Hl Ready to load or capture || Mo Packets || Profile: Default

Q@ Analysis Tools ¥ &) Graphs | ¥ ' Export ¥ |
Download File p—

Destination Protocol Length
e8:8d:7f:64:b6:60 LLC 160
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(W] Apply a display filter ... <Ctrl-/> ~| Expression...  +

No. Time Source Destination Protocol A
10.000000 €0:06:e6:25:8c:13.. 802.11 | ¥

< >

« Radiotap Header v@, Length 25
Header revision: ©
Header pad: ©
Header length: 25
> Present flags
MAC timestamp: 162370
» Flags: ©0x12
Data Rate: 24.0 Mb/s
Channel frequency: 2412 [BG 1]

Antenna signal: -69dBm
Antenna noise: -92dBm
Antenna: ©

» 802.11 radio information

> Frame 1: 39 bytes on wire (312 bits), 39 bytes captured (312 °

» Channel flags: 0x0480, 2 GHz spectrum, Dynamic CCK-OFDM

‘|IEEE 802.11 Acknowledgement, Flags:

........ C v

>

[<

>

@ 7 IEEE 802.11 wireless LAN (wlan), 10 bytes

|| Packets: 3363 - Displayed: 3363 (100.0%) || Profile: Default

M Wireshark 3.6.0 64-bit Setup — X
Choose Components
Choose which features of Wireshark 3.6.0 64-bit you want to install, ‘

The following components are available for installation,

Select components to install:
.[] TShark

L

E| Flugins & Extensions
- Dissector Plugins
----- Tree Statistics Plugin v

Description

Space required: 223.7 MB Position your mouse over a component ko see jts

description,

Wireshark®E Installer




‘ Wireshark 3.6.0 64-bit Setup —

Additional Tasks
Create shortouts and assocdate file extensions. ‘

Create Shortculs

[ ] wireshark Start Menu Item
Wireshark Desktop Icon
[ ] wireshark Quick Launch Icon
Associate Fle Bdensions
Assodate trace file extensions with Wireshark
Extensions indude Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, lcap,

mplog, ntar, out, pcap, pcapng, pl'dgr pktr rFE: snoop, syc, tpe, trl, trace,
trc, wwr, wpc, and wpz.

Wireshark® Installer

M \Wireshark 3.6.0 64-bit Setup —

Packet Capture
Wireshark requires either Mpcap or WinPcap to capture live network data. ‘

Currently installed Mpcap version
Mpcap 1.55

Install
Install Mpcap 1.55
If wou wish ba install Mpcap, please uninstall Mpcap manually First,

Important notice
If your system has crashed during a Wireshark installation, you must run the command
'net stop npcap’ as Administrator before upgrading Mpcap, so that it doesn't crash again
Get WinPcap

Learn mare about Mpcap and WinPcap

Wireshark® Installer




M Wireshark 3.6.0 64-bit Setup - >

USB Capture
USBPcap is reguired to capture USE traffic, Should USBPcap be installed ‘
(experimental)?

Currently installed USBPcap wversion
UsSBPcap 1.5.4.0

Install
Install USBPcap 1.5.4.0
If wou wish ta install USEPcap 1.5.4.0, please uninstall USEPcap 1.5.4.0 manually

Important notice
In case of issue after installation, please use the system restore point created or read
https: //github.comfdesowinfusbpcap/issues/3

Learn mare about LSBPcap

Wiresharki® Installer

| <Back || mnstal | | cancel

Wireshark 3.6.0 Released

November 22, 2021

Wireshark 3.6.0 has been released. Installers for Windows, macO5 10.13 and later, and source code are now
available.

What’s New

Many improvements have been made. See the “New and Updated Features” section below for more details. You
might want to pay particular attention to the display filter syntax updates.

New and Updated Features
The following features are new (or have been significantly updated) since version 3.6.0rc3:

* The macOS5 Intel packages now ship with Qt 5.15.3 and require macQS 10.13 or later.
The following features are new (or have been significantly updated) since version 3.6.0rc2:

= Display filter set elements must now be comma-separated. See below for more details.
The following features are new (or have been significantly updated) since version 3.6.0rcl:

» The display filter expression “a != b” now has the same meaning as “!(a == b)".
The following features are new (or have been significantly updated) since version 3.5.0:

» Nothing of note.



need help on how to read this capture, Out of Order
packets

out of out-of-order

How can | configure my VM to continuously capture
traffic using Wireshark without crashing?

VM+Wireshark

Error: "RTO based on delta from frame" and "TCP
Previous Segment not captured"

TCP-Retransmission ACK-TCP tep RTO

Stable Release (3.6.0) « November 22, 2021

L Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps® (64-bit)

Windows PortableApps® (32-bit)
mac0$S Arm 64-bit .dmg

macOS5 Intel 64-bit .dmg

Source Code
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no |8
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Opening wireshark-3.6.0.tarxz

You have chosen to open:

|j wireshark-3.6.0.tar.xz

which is: xz File (37.8 MB)
from: https://2.na.dl.wireshark.org

What should Firefox do with this file?
() Open with Browse...

@Eiave File

oK

[] Do this autornatically for files like this from now on.
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Chapter 4: Exploring the Wireshark Interface

‘ The Wireshark Metwork &nalyzer

O *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
4 = @® RE ] ZfiEEaQqQan
[_. |A|:up|‘,' a display filter ... <Ctrl-/= |+
Welcome to Wireshark
Open
C:\Wireshark\HTTP.pcap (24 KB)
Capture
...using this filter: [ |E|1terau:apture filter ... '] 2 interfaces shown, 14 hidden ~
Wi-Fi
Ethernet
Learn
User's Guide - Wiki * Questions and Answers * Mailing Lists
‘fou are running Wireshark 3.6.0 (v3.6.0-0-g3334e44d02c9). You receive automatic updates.
> Ready to load or capture || Mo Packets || Profile; Lisa
M The Wireshark Netwerk Analyzer O x
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help
An @ RE ] =t sEElaaqaan
[_I |Appl~,‘ a display filter .. <Ctrl-/= |+
Welcome to Wireshark
Open
Ch\Wireshark\HTTP.pcap (24 KB) )
Show in Folder
Copy file path
Remove from list
Capture
A The Wireshark Network Analyzer - oIEE
[File] Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctil+0 E7 s EEaaam
| OpenRecent »| cAUsem\Lisa\SkyDrive\Documents\PACKT\Captures\A TCP Eample.pcapng.~ Metas0 | =3 +) Expression... |+ (:ti; T —
Merge... v | wiea
Impjrtfrom Hex Dump... SlearMem “ [¥] vwm

Close Ctrl+W [




File | Edit View Go Capture Analyze Statistics

Export Specified Packets...

Export Packet Dissections L4
Export Packet Bytes... Ctrl+Shift+X
Export PDUs to File...

Export TLS Session Keys...

Export Objects L4

Print... Ctrl+P

Cuit Ctrl+Q

Wireshark: Export Specified Packets

Savein: | ), Export v @ & > @

&=
=

Recent places

‘

Deskto;

=

Libraries

Name Date modified

No items match your search.

<

Open Ctrl+0

Open Recent L4

Merge... |
Import from Hex Dump...

Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5 b
File Set L4

Type

Siz

File name:

"

Save as type: | Wireshark Acpdump/... - peap (*.dmp.gz:".dmp;" cap.gz.”.cap:p v 1

[ Compress with gzip

Packet Range
() Captured (@) Displayed
(®) All packets 1252 1252
() Selected packet i 1
Marked packets o 0
First to last marked 0 1}
() Range: | 0 0

| Remove lgnored packets K}



Web Page.pcapng

File | Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 E T It Eaaan
Open Recent L4
Merge...

Import from Hex Dump...
Close Ctrl+W
Save Ctrl+5
Save As... Ctrl+Shift+5
File Set 4
Export Specified Packets...
Export Packet Dissections L4 As Plain Text...
Export Packet Bytes... Ctrl+Shift+X As CSV..
Export PDUs to File... As "C" Arrays...
Export TLS Session Keys...
po esHen Tey As PSML XML...
i 2
Bxport Objects As PDML XML..
Print... Ctrl+P As JSOM...
Quit Ctrl+Q
Export Objects » DICOM...
i HTTP...
Print... Ctrl+P
IMF...
Quit Ctrl+Q SME...
M Wireshark - Export - HTTP object list — O *

Text Filter: |

Content Type: | All Content-Types

36

s
Packet Hostname

packetlife.net image/png
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21kB logo.png

Save

Save All

Preview

Help




Wireshark - Save Object As...

v 1 | « temp » Export v &

v New folder
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<

Date modified

Search Export

No items match your search.
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Save as type: lAII Files

Packet Range

Wireshark - Print

a-h-- --n s-t

Sz
e Tl ] n-_n-: - -
A, Ny
Bomrmes 33, Gru oI el aan gy

.3, 0l
T i Cae s M, e u—u NN RNTAL S e e ), G 4,

ALN - Rl b-‘ e

3 s ANGaan. AL e ..
SI04LO8, (1 dard i3 K0 -DE et NISAR WAL T

-—un-

Prends u-p- . -
Bomems 33, Gear MG S D, S e dRadacad
Zrmrmes Srra s Ueine 4, me s 3330 T30, Svn HIIML 338
T i e Coe s S, G R e M D e O TN, e 8
AL A
e e S Zewn dna i e e

38 s 365 5 D34 wIIM oo
b DA G e e A et W I TR e G TH N
Frma i ddaam e cma S -
B 33 Gu) e S, S WM 433444
T e i § e TS I, D 3030 T
T i e Cavee . Rk, G R TUT AL Das e e M e 3

fnra S e B T
363 e Tesamize EE T LR
T e WA
SomudedS em = dny WO Wi aptmet
By 33 e L T -
Ty S e E a :-.x:- S o 3030 T2
B e N R N T
A 3, w3
Dipmrimd Foe o bl
- Car Sewn i e
i 3330 33 M3 s W e

BN RN G e b M e O T A T e I B RED
Prama G v i My

Ty 33 e O e

Ty B Geien €m0 3030 TAIM, e M3 08

B e T e S P R T
G D e

N e G i

v I%M.30 333 EEEEE

RN 0] G GG N T e G G T A T e T D D e
0 a0

Frevw S e an i P eholy ot

B 33 Ga -

Ty S i G ax.a- .al.ul T HILMoGG

Packet Format

[¥] summary line

[¥] Indude column headings

Details:

() Al collapsed
(®) As displayed
() All expanded

[] Bytes

[] Print each packet on a new page

(®) All packets

() selected packets only
) Marked packets only

() First to last marked

() Range:

|

| "] Remove ignored packets

Page Setup...




Web Page.pcapng

Edit | View Go Capture Analyze Statistics Telephony Wireless Tools Help
Copy » IEEaaasE
2 Find Packet... Ctrl+F
Find Mext Ctrl+M
Find Previous Ctrl+B
Mark/Unmark Packet Ctrl+M
Mark All Displayed Ctrl+5Shift+ M
Unmark All Displayed Ctrl+Alt+M
Mext Mark Ctrl+Shift+M
Previous Mark Ctrl+Shift+B
Ignore/Unignore Packet Ctrl+D
Ignore All Displayed Ctrl+5Shift+D
Unignore All Displayed Ctrl+Alt+D
Set/Unset Time Reference Ctrl+T
Unset All Time References Crl+Alt+T
Mext Time Reference Chrl+Alt+M
Previous Time Reference Ctrl+Alt+E
Tirne Shift... Ctrl+5Shift+T
Packet Comment... Ctrl+Alt+C
Delete All Packet Comments
Configuration Profiles... Ctrl+Shift+ &
Preferences... Ctrl+Shift+P
M HTTP peap
File = Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
A 1 Copy r Az Plain Text
(Wa R  Find Packet... Ctrl+F As CSV
Mo, Find Mext Ctrl+M As YAML
Find Previ Ctrl+B
— e revenE o All Visible Items Crl+ Alt+ Shift+ A
Mark/Unmark Packet Ctrl+M All Visible Selected Tree [tems
Mark All Displayed Ctrl+Shift+ M Description Ctrl+Alt+Shift+D
Unrnark All Displayed Ctrl+Alt+M Field Mame Ctrl+Alt+Shift+F
" Mext Mark Ctrl+Shift+M Value Ctrl+ Alt+Shift+V
Previous Mark Ctrl+Shift+B
e S As Filter Ctrl+ Shift+C




M HTTP peap = O X
File Edit VWiew Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 2@ RE Qes=fsEElaaan

L] |3\.D'_1 y a display filter ... <Ctrl

MNa. Time Source Destination Protocol Info "

50.094268 174.143.213.184 192.168.1.140 TCP 80 > 5767 .

<

v Transmission Control Protocol "
Source Port: 80
Destination Port: 57678
[Stream index: 0]
[Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 0]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 3344080265
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: 135 (relative ack number)
Acknowledgment number (raw): 2387614088
1000 .... = Header Length: 32 bytes (8)
Flags: 0x010 (ACK)
Window: 108
[Calculated window size: 6912] v
(O ?  Transmission Control Protocol (tcp), 32 bytes Packets: 40 * Displayed: 40 (100.0%) || Profile: Lis:
M HTTP.peap — O *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
d W7 @ ABE Re==q i =EQQAQHE
(W] apply 2 display fiter  <Ctrl-f> -]+
Ma. Time Source Destination Protocol Info a

— 10©.000000 192.168.1.140 174.143.213... TCP 57678 —
20.046905 174.143.213.184 192.168.1.140 TCP 8@ = I
30.046956 192.168.1.140 174.143.213... TCP 57678

~~ 40.047068 192.168.1.140 174.143.213... HTTP GET /

S 0.094268 174.183.213.184 192.168.1.140 TCP 80 > |
60.096673 174.143.213.184 192.168.1.140 TCP 8@ =
70.096702 192.168.1.140 174.143.213... TCP 57678
80.096785 174.143.213.184 192.168.1.140 TCP 8@ =
90.096789 192.168.1.140 174.143.213... TCP 57678

100.100001 174.143.213.184 192.168.1.140 TCP 8@ -

11 ©.100023 192.168.1.140 174.143.213... TCP 57678

120.144237 174.143.213.184 192.168.1.140 TCP 8@ = v

£ >

() 7 Fragment offset (13 bits) (ip.frag_offset), 2 bytes Packets: 40 - Displayed: 40 (100.0%) - Marked: 1(2.5%) || Profie: Lisa




41 0.26 23.62.105.87 172.16.133.41 TCP http(80) » 52678

42 0.26 <Ignored>

43 ©0.32 23.62.105.87 172.16.133.41 TCP http(80) » 52678

A Wireshark - Time Shift ?
® shift all packets by | | Eilbejmm:sf-cl]
() Set the time for padket |1 |to|
[] ..then set packet 28 to
and exirapolate the time for all other packets [¥¥YYY-MM-00] bemmzss] o]
() Undo all shifts

perly

View Go Capture Analyze Statistics Telephony

"  Main Toolbar
" Filter Toolbar
" Status Bar

Full Screen F11

Adm @ LPRB Rex>=F sEEHaqaam

O ¥ Address Resolution Protocol: Protocol || Packets: 335 - Displayed: 2 (0.6%:) - Dropped: O (0.0%) || Profile: Lisa




Internet Protocol Yersion 4

°|||||||||||||L';1E'|||||||||||||||31
Version | HeaderL. | Differentisted Services F.. Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum
Source Address
Destination Address
User Datagram Protocol
DIIIIIIIIIIIIIIIH]‘EIIIIIIIIIIIIIIIH
Source Port Destination Port
Length Checksum
e Payload F
UTC Date and Time of Day (1970-01-01 01:02:03.123456) Ctrl+ Alk+7
UTC Year, Day of Year, and Time of Day (1970,/001 01:02:03.123456)
UTC Tirne of Day (01:02:03.123458) Ctrl+Al+8
Mo, Time Source Destination
58 0.000065s 10.0.0.75 52.104.22.55
590.153580s 10.0.0.101 10.0.0.255
60 0.204327s 10.0.0.101 255,255,255, 255
61 ©.000000s 10.0.0.101 224.0.0.1



[

manuf - Notepad = B
File Edit Format View Help

This file was generated by running ./tools/make-manuf. -

#
# Don't change it directly, change manuf.tmpl instead.

#

#

# /etc/manuf - Ethernet vendor codes, and well-known MAC
addresses

#

# Laurent Deniel <laurent.deniel [AT] free.fr>

#

# Wireshark - Network traffic analyzer

# By Gerald Combs <gerald [AT] wireshark.org>

# Copyright 1998 Gerald Combs

#

# SPDX-License-Identifier: GPL-2.8-or-later

#

# The data below has been assembled from the following sources:
#

# The IEEE public OUI listing available from:

# <http://standards.ieee.org/develop/regauth/oui/oui.txt>

# <http://standards.ieee.org/develop/regauth/iab/iab.txt>

# <http://standards.ieee.org/develop/regauth/oui36/ouil36.txt>
#

# Michael Patton's "Ethernet Codes Master Page" available from:
#
<

http://www.cavebear.com/archive/cavebear/Ethernet/Ethernet.txt>

& services - Notepad = =
File Edit Format View Help

# This is a local copy of the IANA port-numbers file. o
#

# Wireshark uses it to resolve port numbers into human

readable

# service names, e.g. TCP port 8@ -> http.

#

# It is subject to copyright and being used with IANA's
permission:

# http://www.wireshark.org/lists/wireshark-
dev/2060708/msgB0166.html

s User Datagram Protocol, Src Port: 57899 (57899), Dst Port: https (443)
Source Port: 57899 (57899)
Destination Port: https (443)
Length: 1358
Checksum: 6xbb69 [unverified]
[Checksum Status: Unverified]
[Stream index: @]



File Edit View Go Capture Analyze Statistics Telephony  Wireless  Tools  Help

ANL@ q{;ﬂé}%ﬁi@:%@uaaﬂ
|

Draw packets using your coloring rules i—

[I |.-'J.|:||:|I'-_: a display filter ... <Ctrl-/=

Mark/Unmark Packet Ctrl+M
Ignore/Unignore Packet Ctrl+D
Set/Unset Time Reference Ctrl+T

Tirne Shift... Ctrl+5Shift+T
Packet Cornment... Ctrl+Alt+C

Edit Resolved Mame

Apply as Filter s
Prepare a Filter r
Conversation Filter »
. Colorize Conwversation r CIP Connection k i
SCTP b | Ethernet b Color 1
Follow » F5 TCP r Color2
Copy , F5 UDP » Color 3
F5IP » Color4
Protocol Preferences » IPvd » Color 5
Decode As... IPv6 v [6] cColoré
Show Packet in Mew Window TCP » Color 7
uDpP » Color 8
PN-10 AR v [8] coler9
PM-1O AR (with data) * @ Color 10
PM-CBA k Mew Coloring Rule...
Conversation Hash Tables
conversation_hashtable_exact, 2 entries
Address 1 Port 1 Address 2 Port 2
10.0.0,1438 55578 204.79.197.213 443

2601:93b:4402: 20cd; 44 2c35: 1982eeae 57899 2607:f8b0:4004:30f: 2004 443

conversation_hashtable_no_addr2, 0 entries
conversation_hashtable_no_port2, 0 entries

conversation_hashtable_no_addr?_or_part?, 0 entries



4 http
Compuserve GIF

Distributed Computing Environment / Remote Proce...

eXtensible Markup Language
HyperText Transfer Protocol 2
JPEG File Interchange Format

GIF image

DCERPC
XML

HTTP2
JFIF (JPEG) image

Portable Network Graphics PNG
WebSphere MQ MQ
M HTTP peap - m] e
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
4w @ RBERe==FaE=aqqan
(M Aooly = display fiter ... <Ciri-/> =3 -]+
No. Time Source Destination Protocol Info
1 MIME_FILE
Frame 1: 25499 bytes on wire (203992 bits)" 2002 d4 c3 b2 al 92 00 04 00 00 00 0"
MIME file 0010 ff ff 00 00 01 00 00 @@ d9 5a 6
© PCAP File Format 0020 4a 00 00 ©0 4a 00 00 B0 00 26 6
« Header 9030 60 b3 @1 84 @8 @@ 45 @0 @0 3cC C
Magic Number: d4c3b2al (Little-endian) 22‘:2 ig gi' ;g gg gé g; ag gz ‘ig zg :
. . . a
52:212: miizzg i 0060 @5 b4 04 @2 08 @a 00 21 d2 5a @
This Zone: o 9070 @3 07 d9 Sa 6d 4d 7e ¢9 @4 00 4
s ' 903 ©0 00 0@ 1d 60 b3 @1 84 00 26 6
Sigfigs: o 6090 45 0@ 00 3c 00 00 48 @0 fb 06 3
Snapshot Length: 65535 6020 c@ a8 @1 8c @0 50 el d4e 7 52 9
Link Type: ETHERNET (1) 00be a@ 12 16 a@ 3e 7c 00 @0 02 04 0
v Packet 1 poce 31 c7 ba 48 @0 21 d2 5a 01 03 @
Timestamp: Mar l_, 2011 15:45:13.266821 pede bl c9 04 60 42 PP @0 PO 42 60 0
Included Length: 74 M-I Bl47 37 00 1d 60 b3 @1 84 08 00 4AM
< > < >

Q 7 HTP.peap

|| Packets: 1 Displayed: 1 (100.0%)

H Profile: Lisa




Chapter 5: Tapping into the Data Stream

| | |
Twisted

Pair

Singlemodeill Multimode

uTpP

WiFi (LAN) B"(‘F‘f;‘r’\f)’th

‘ Wireshark - Capture O
Input Qutput Options
Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB] Monitor Mode Capture Filter
Local Area Connection™ 9 Ethernet default 2 =
Wi-Fi Ethernet default 2 —
VirtualBox Host-Only Metwork Ethernet default 2 —
Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: [ |Enter a capture filter .. - ] Compile BPFs
Start Close Help
2
A Manage Interfaces :
Local Interfaces Fipes Remote Interfaces
Show  Friendly Mame Interface Name  Comment
‘Device\MPF_{TDTESBIA-FOBS-4B6A-2023-320FABREDERZ}  Microsoft: Wi-Fi - Microsoft

OO0000R &[] =] <] <]

‘Device\MPF_{9ACB3ICFF-A930-4EBA-872A-2E8C2801284E}  VMware Virtual ...
\Device\NPF_{D42D66A3-32A3-4C6B-BCED-41DCEBB718247}  Oracle: VirtualB...
\Device\NPF_{0617DA58-BAOB-47CC-8DDC-14815C68CECO} Microsoft: Loca..
\Device\MPF_{717F)8EA-TBAC-453C-BAGB-EB1B036E2167}  Realtek PCle FE ...
‘Device\MPF_{3385DB1A-FO0F-4A33-B7BE-B5A39343C587}  VMware Virtual ...

WAUSBPcapl USBPcap1
WAUSBPcap2 USBPcap2
WAUSBPcap3 USBPcap3
WAUSBPcapd USBPcap4
WAUSBPcap5 USBPcap5

WMware Virtual Ethernet Adapter
Oracle

Microsoft

Realtek PCle FE Family Controller
Wiware Virtual Ethernet Adapter




‘ Wireshark « Capture Options x

Input Qutput Options

Capture to a permanent file

File: |Lea'-.-'e blank to use a temporary file Browse ..

Output format: @) pcapng ) peap
] create a new file automatically...

after 100000 T | packets
after 1 +  |kiobytes
after 1 + | seconds
when time is a multiple of |1 + | hours
compression
Naone
azip

[ use a ring buffer with files

A Error

A Multiple files: Mo capture file narme given. You must specify a filename if you
,f_lé\ want to use multiple files.

‘ Wireshark - Capture Options >

Input Output Options

Display Options Mame R.esolution
Update list of packets in real-time Resolve MAC addresses
Automatically scroll during live capture [] resolve network names
[] show capture information during live capture [] resolve transport names

Stop capture automatically after...

0 ot
O files

[l kilobytes
] seconds v

Close Help



10.0.0.148: 17.249.124.141:522 ESTABLISHED
10.0.0.148: 34.212.110.138:443 ESTABLISHED
10.0.0.148: 13.89.217.116:443 ESTABLISHED
10.0.0.148: 23.55.20.137:443 CLOSE_WAIT
10.0.0.148: 204.13.192.141:80 CLOSE_WAIT
A Wireshark - Conversations - Microsoft: Wi-Fi = B
Ethernet - 6 IPv4-7 IPvE - 4 TCP -8B upp - 2
Address A Address B Packets Bytes Packets A—B BytesA —B PacketsB —A BytesB —A RelStart Duration Bits/sA —B Bits/sB—A
01:00:5e:00:00:16 28:e3:47:8¢:02:60 1 s 0 0 1 54 4617201 0.0000 - -
01:00:5e:00:00:fb £0:79:60:33:6:06 16 4151 0 0 16 4151 3,550722  7.0659 0 4699
01:00:5e:00:00:fb 5c:e3:0e:d:ef:57 1 56 ] 0 1 56 4.587901  0.0000 — —
28:e3:47:8c:02:60 Sc:e3:0edel:57 56 22k 29 9333 27 12k 0.000000 9.8814 2005 10k
33:33:00:00:00:01 5c:e3:0e:d:el:57 3 522 ] 3 522 2.343654 6.03833 0 691
33:33:00:00:00:fb £0:79:60:33:6:06 14 3067 0 14 3967 3571656  7.0589 0 2495
[] Name resolution [ Limit to display filter [] Absolute start time Conversation Types ™
Copy ¥ | Follow Stream Close Help
M Wireshark - Conversations - bigFlows.pcap — O e
Bluetooth
Ethernet - 425 IPv4 - 39281 IPvi - 89 TCP - 22312 UDP DCCP
Address & Addresz B Packets Bytes Packets A—B E o FEthernet
0.0.0.0 255.255.255.255 31770 3 FC
420,353,158 172.168.133.109 10 6508 2
428125110 172.16.133.109 1 70 1 FDDI
4,53.40.82 17218133109 B 420 ] |EEE 802.11
4,53.85.126 172.168.133.153 1 70 1 |EEE 802.15.4
4.53.104.2 172.168.133.109 3 210 3 —
4,53.116.26 172.168.133.18 5 350 5
4,53.116.26 172.16.133.39 2 140 2 ¥ IPvd
4,53.116.26 172.18.133.27 3 350 5 '«  |Pve
4.33.130.18 172.168.133.18 3 350 5 IXTA
45313018 172.168.133.109 3 210 3
4,53.130.18 172.16.132.39 2 140 2 MPTCP
45313018 172.16.133.27 5 350 3 MCP
459.112.38 172.168.133.132 1 70 1 RSP
459144178 172168133109 1 70 1
459144178 172.16.133.112 1 7 1 SCTP
4.59.144.178 172.18.133.110 1 70 1 SLL
4,08.127.209 172.18.133.57 1 70 1 v Top
4,69,132.61 172.168.133.109 3 346 3 Token-Rin
4.69.132.65 17218133132 1 182 1 9
4,69.132.65 172.16.132.109 3 546 3 ¥ UDP
4.69.132.65 172.16.133.57 1 182 1 LISE
< ZigBee
ame resolution [ Limit to display filter [ ] Absolute start time  |Conversation Types ~
Copy ~ | Follow Stream Graph... Close Help



A bigFlows.pcap - o IEE
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ RBe=s=FsEEHaqaan
(W]a +
Display filter v http.chat Fid |
No. Time Source Destination “protocal — A
! 300 0.15 172.16.133.116 172.16.139.250 TCP

172.16.133.116

172.16:139.250

|‘ 302

0.16

172.16.133.116 172.16.139.250

HTTP [,

F| Sequence Numbers (Stevens) for 10.50.21.163:52258 — 74.125.22.130:443 - o Il
Sequence Numbers (Stevens) for 10.50.21.163:52258 — 74.125.22.139:443
Stevens Graph.pcap
I
-~ -
15000
12000
: —
é 9000
“ 5000 |
3000 | f)‘ .
oL I.I 1 1 1 1 1 1 1
1] 1 2 3 4 3 5] 7 8
Time {s)
Hover aver the graph for details. — 825 phts, 17 k8 — 799 phts. 837 kB
Type Time [Sequence (Stevens) - Stream |22 |3 |Switch Direction
Mouse (@) drags () zooms Reset
Save As... Help



M Wireshark - Capture File Properties - South Hall RM312.p.. = ©

Details
File al
Mame: C:\Captures\South Hall RM312. pcapng
Length: 200 kB
Hash 7b10c5ae84efafd399ad 13f933e3d 5anf318eb099860 2066 248 7090 139d 1499
{(SHAZ58):
Hash f5eFed2efd32b60d 13486088 10b93f3890ec4baa
{RIPEMD 150):
Hash (SHA1): 630b2eca3afasSaefasn3fa0db336basacd3a3369
Format: Wireshark/... - pcapng
Encapsulation: Ethernet
Time
First packet: 2013-02-26 17:02:40
Last packet: 2013-02-26 17:06:25
Elapsed: 00:03:45
Capture
Hardware: Unknown
0s: Unknown
Application: Unknown
]

Capture file comments

South Hall on the 10, 10, 30,0 subnetwork

Refresh Save Comments Close Copy To Clipboard Help

|

Wireshark - Protocol Hierarchy Statistics - Wi-Fi = &
Protocol ’ Percent Packets Packets Percent Bytes Bytes  Bits/s End Packets End Bytes End Bits/s
4 Frame 100.0 4084 100.0 1681582 65k O 0 0
4 Ethernet 100.0 4084 3.4 57176 2224 0 0 0
4 |nternet Protocol Version 6 70.8 2892 6.9 115680 4501 O 0 0
4 ser Datagram Protocol 1041 412 0.2 3296 128 0 0 0
Multicast Domain Name System 0.7 29 0.5 78 303 29 Tan 303
Link-local Multicast Name Resolution 0.2 10 0.0 248 9 10 248 9
Domain Name System 9.1 373 13 22668 881 373 22668 a3
4 Transmission Control Protocol 58.1 2373 53.7 902499 35k 963 202813 7391
Secure Sockets Layer 350 1430 52.5 883094 34k 1383 782342 0k
4 Hypertext Transfer Protocol 0.2 10 0.4 6767 263 O 0 0
Online Certificate Status Protocol 0.2 10 0.2 3004 e 10 3004 116
Data 0.4 17 0.2 3942 153 17 3542 133
Internet Control Message Protocol vB 26 107 0.6 9352 3|3 107 9352 363
4 Internet Protocol Version 4 289 182 1.4 23736 923 0 0 0
4 User Datagram Protocol 19 79 0.0 632 24 0 0 0
Simple Service Discovery Protocol 02 7 0.1 931 36 7 9 36
MNetBIOS Name Service 0.2 9 0.0 450 17 9 430 17
Multicast Domain Name System 07 29 0.5 T8N 303 29 T 303
Link-local Multicast Name Resolution 0.2 10 0.0 243 9 10 243 9
Domain Mame System 0.4 17 0.0 589 22 17 589 22
Data 0.2 7 0.2 3479 135 7 3479 135
4 Transmission Control Protocol 26.4 1078 311 523414 20k 578 308222 1k
VS5-Menitoring ethernet trailer 22 90 0.0 180 7 90 180 7
Secure Sockets Layer 9.7 397 31.0 520728 20k 382 AGT360 18k
4 Hypertext Transfer Protocol 0.0 2 0.0 803 31 1 330 12
Line-based text data 0.0 1 0.0 182 7 182 7
Data 0.6 26 0.0 26 1 26 26 1
4 |nternet Group Management Protocol 06 24 0.0 384 14 16 288 1
V55-Menitering ethernet trailer 0.2 8 0.0 16 0 a8 16 0
4 |nternet Control Message Protocol 0.0 1 0.0 16 0 0 0 0
VS5-Menitoring ethernet trailer 0.0 1 0.0 2 0 1 2 0
Address Resolution Protocol 0.2 10 0.0 280 10 10 280 10
No displsyr fikar.

Copy ~ Help




Chapter 6: Personalizing the Interface

M Wireshark - Preferences

Do you want to save the captured packets before starting a new capture?

Your captured packets will be lost if you don't save them.

Continue without Saving

Cancel

W
iEHERISCE Remember main window size and placement
Columns .
Font and Colors| ©PEn files in
Layout (®) The most recently used folder
Capture () This folder: |C:\,IJsers\||bodc‘,Domments Browse...
Expert
Filter Buttons e
Mame Resolution @ filter entries
Protocols
RSA Keys @ recent files
Statistics Confirm unsaved capture files
Advanced Display autocompletion for filter text
Main toolbar style; Icons &Text
Window title |%P
Prepend window title |Lisa WS
Language: | Use system setting ~
£ >
Cancel Help
M Unsaved packets... x




M (Lisa W5] dhcp.peap [Lisal O *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 = ® ) ] & = = [3 &
Start Stop Restart Options Open Save Close Reload  Find Packet... Previous Packet MextPacket Go toPacket.. FirstPacket LastPacket
‘ Wireshark - Preferences *
v Appearance
Columns ; 1 1 | 2 2 1 : 5
Font and Colors o | | 3
o 3 2|3 3 3 2
Capture Pane 1: Pane 2: Pane 3:
Eﬁf:;umm (®) PacketList () Packet List () Packet List
MName Resolution () Packet Details (®) Packet Details () Packet Details
Protocols () Packet Bytes () Packet Bytes () Packet Bytes
Etsift?g: () Packet Diagram (") Packet Diagram (®) Packet Diagram
Advanced O Mone () Mone () MNone
Packet List settings:
[] show packet separator
Show column definition in column context menu
Enable mouse-over colorization
Status Bar settings:
[] show selected packet number
[ show file load time
Restore Defaults
£ >
Cancel Help
M Wireshark - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
AW @ RE Re==F 3E=aaqan
L] |.~'n.pp|'-_«' a display filter ... <Ctrl-j> =3 '] +
Ne, Time Source Destination Protocol Info
[— 10.000000 0.0.0.0 255.255,.255.2.. DHCP DHCP Discover -
I 20.000295 192.168.0.1 192.168.0.10 DHCP DHCP Offer -
30.069736 0.0.0.0 255.255.255.2.. DHCP DHCP Request -
40.000314 192.168.0.1 192.168.0.10 DHCP DHCP ACK -
< >
Length: 280 : ) ) "
Checksum: @x591f [unverif Dynamic Host Configuration Protocol
[Checksum Status: Unverif | [° | | | | | | | L 11 1 1
[Stream index: o] Message type Hardware t
[Timestamps] v v
< > < »
O > Payload (udp.payload), 272 bytes Packets: 4 - Displayed: 4 (100.0%:) Profile: Lisa




M Wireshark — m} X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Adm 2@ RE Aes==F iS5 =Eaaar
(W [2poly = display fiter _<Ctr/= [k
No. Time: Source Destination Protocol )
Align Left
10.000000 0.0.0.0 255.255.255.2.. DHCP g comer
r 20.000295 192.168.9.1 152.168.0.10 DHCP  Aiign Right
L'“ 30.969736 0.0.0.0 255.255,255,2.. DHCP  ColumnPreferences..

10.000314 192.168.0.1 192.168.@0.10  DHCp  ‘™cbm

Resize to Contents
Resize Column te Width...

Resolve Names

¥ No. Number
¥ Time Time (format as specified)
~  Source Source address
~  Destination Destination address
~  Protocol Protocol
Length Packet length (bytes)
Window tep.window_size_value
Destination Port tcp.dstport
~  Info Informaticn
Remove this Column
< >
0 i) Ready to load or capture || Pad@is:4'D\sp|ayEd:4(100.0%)” Profile: Lisa |
<
O 7 55DP.peapng || Selected Packet: 1 - Packets: 680 - Displayed: 580 (100.0%) * Load time: 0:0.187 || Profile: Default
M Wireshark - Configuration Profiles >
|Search for profile ... All profiles w
Profile Type
Default
Lisa Personal
Malware Personal
Bluetooth Global
Classic Global
Mo Reassembly Global
+ - h [ CAR BO0TH MEBRE =l g [Wireshank
Import ~ Export ~ Cancel Help
M Ettercap check for Poisoners.peap - m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm3® RE Re=2=Z71 5 =Zaa8aH
1 [icmp.ident == Oxe77e ] <]+ ette
No. Time Source Destination Protocal Length Info "

<

30.042..12.234.
40.043..12.234.
560.044..12.234.
60.045..12.234.
70.046..12.234.

.12.234.12.4 ICMP 64Echo (ping) request id=@xe77e
.12.234.12.5 ICMP 64Echo (ping) request id=0xe77e
.12.234.12.6 ICMP 64Echo (ping) request id=0xe77e
.12.234.12.7 ICMP 64Echo (ping) request id=0xe77e
.12.234.12.11 ICMP 64Echo (ping) request id=0xe77e |,

>

PR PRPRe

<

~ Internet Control Message Protocol

Type: 8 (Echo (ping) request)
Code: @

Checksum: @xef81 [correct]
[Checksum Status: Good]
Identifier (BE): 59262 (@xe77e)
Identifier (LE): 32487 (@x7ee?)

v
>

© ¥ Ettercap check for Paisoners.peap || Packets: 399 - Displayed: 399 (100.0%) || Profie: Matware




1
Profile:

Default
Liza
* Malware
Bluetooth
Classic
No Reassembly
Profile: :
- Manage Profiles...
Mew...
Edit...
Delete
Import r
Export k selected perscnal profile
i all personal profiles
Switch to r P P
r
[ [ (tcp.fizgs.syn == 1) 88 (tcp.fizgs.ack == 1) BED -]+
Filter Buttons Preferences... | Label: |S\"N_::r1|5.I | Filter: |.ﬁags.sy1"| == 1) && (tcp.flags.ack == 1) |
Cancel
Comment: |Wil| filter for only TCP SYM flag |
M Wireshark . Preferences X
v Appearance
Columns Show in toolbar  Button Label  Filter Expression Comment
Font and Colors SYMN_only (tcp.flags.syn == 1) 88 l(tepflags.ack == 1) Will filter for only TCP SYN flag
Layout
Capture
Expert
Filter Buttons
Mame Resolution
> Protocols
RSA Keys
> Statistics
Advanced
< N + (= B AW E‘B Copy from = | & CAR BOOTH MBRE fr=] g [Wireshank lorofiles [ isa [dfffer buttons
cone | [




‘ Wireshark - Preferences b
v Appearance
ToliE Displayed Title Type Fields Field Occurrence
Font and Colors No. Number
Layout Time Time (format as specified)
Capture Source Source address
Expert Destinaticn Destination address
Filter Buttons Protocol Protocol
Mame Reselution [ Length Packet length (bytes)
Protocols [l Destination Port Custom tep.dstport 0
RSA Keys [l Info Information
Statistics IP Main ICMP  Custom ip.id 1
Advanced IP Mested ICMP [Custom ~|ipuid 2
B021Q VLAM id -
Absclute ... and time
Absolute ... and time
Absolute time
Cisco VSAN
Cumulative Bﬁes
DCE/RPC ..._seqnurm)
Delta time
Delta time displayed ¥
+ | | = | [] show displayed columns enly
< >
Cancel Help
Align Left
Align Center
Align Right
[. |icr|1p
Mo. Time Source Destination Protocol IP Main ICMP IP Nested ICMP
7950.096.108.5.1.. 10.9.0.75 ICMP ©xc379 (50041) 0x2455 (9301)
8030.096.108.5.1.. 10.90.0.75 ICMP ©xc37a (50042) 0x2456 (9302)
M Wireshark - Preferences hd

v Appearance
Columns Displayed Title Type Fields Field Occurrence
Font and Colors Mo. MNumber
Layout Tirme Time (format as specified)
Capture Source Source address
Expert Destination Destination address
Filter Buttons Protocol  Protocol
Mame Resclution O Length Packet length (bytes)
Protecols | Info Informaticn
RSA Keys
Statistics
Advanced
< N + | = | [] show displayed columns only

Cancel Help



M Wireshark - Preferences

¥ Appearance

Font and Colors
Layout
Capture
Expert
Filter Buttons
Mame Resolution
» Protocols

Columns Main window font: |Consolas Regular 10.0

Example GIF query packets have jumbo window sizes 8123456739

Colors:

Sample active selected item Style: |System Default -

|Samp1e inactive selected item

|Sty|e: System Default -~

marked pack

R5A Keys -
S Statictics | N |San'ple ignored packet text
Advanced | N |Samp1e "Follow Stream” client text
- |:| |Samp1e "Follow Stream” server text
|:| |Sample valid filter
|| |sample invalid fiter
|:| |Sample warning filker
< >
Cancel
M Wireshark - Font
Font Font style Size
Consolas] Regular 10
Centaur # | | Regular ]
Century Bold 7
Century Gothic Beold Italic 2
Century Schoolbook [talic 9
Chiller 10
Colonna MT 11
Comic 5ans M5 12
Consolas 14
Constantia © 10
Effects Sample
[] strikeout
[] underline RaBbYyZz
Writing System
A.I"I'!r' LT
Conce

Help



M Wireshark - Follow TCP Stream (tcp.stream eq 0) - get http + dns.pcapng = =

GET / HTTP/1.1 .
User-Agent: Wget/1.16.3 (darwinl4.1.9)

Accept: */*

Accept-Encoding: identity

Host: www.test.tf

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Tue, ©8 Sep 2015 ©8:43:58 GMT

Server: Apache/2.4.1© (Fedora)
Last-Modified: Sat, ©4 Apr 2015 11:36:58 GMT
ETag: "952-512e47b914250"

1 cliene pe(3), 2 server pke(s), 1 turnfs).
Entire conversation (2828 bytes) v Show and save data as | ASCII ¥ | Stream |0 =
Find: Find Next
Filter Out This Stream Print Save as... Back Close Help

- Packet comments
"NTP Version 3
"Frame 1: 90 bytes on wire (720 bits),

M #ICMP - Tracert.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

dm @ [ BRBRex>=F 5= aaaH

M Wireshark - Expert Information - ICMP - Tracert.pcapng — O >
SE'.rerit_r,rV Summary Group Protocol  Count
w Comment Packet comments listed below. Comment Frame 1
323 Mested ICMP Comment Frame

Displz)r fitter lomp”
[ ] Limit to Display Filter Group by summary Search: |

Close Help




Chapter 7: Using Display and Capture Filters

Analyze
Display
Protocol Tree
— :
< Dissectors
Decode o Dissector-Plugins
(R : :
Display Filters
I
Capture
1
Gather :
Network
M DHCP RI-Renew.pcapng O x
File Edit View Go Capture Analyze Statistics  Telephony Wireless  Tools  Help
Am @ Res=f oS Eaaanm

File Edit View Go
4 B ®
I'H “_ v a display filter

Capture Analyze

RE | e

11‘!‘

o{ 9 ¢




| dfilters - Notepad — O et
File Edit Format View Help
r'Ethernet address 00:00:5e:00:53:00" eth.addr == 00:00:5e:00:53:00 ’*
"Ethernet type 0x0806 (ARP)" eth.type == 0x0806
"Ethernet broadcast” eth.addr == ff:ff:ff:ff:f:f
"No ARP" not arp
"IPvd only" ip
"IPvd address 192.0.2.1" ip.addr == 192.0.2.1
"IPv4 address isn't 192.0.2.1 (don't use != for this!)" l{ip.addr == 192.0.2.1)
"IPv6 only" ipve v
Ln1, Col1 100%  Windows (CRLF) UTF-2

| cfilters - Notepad — O et
File Edit Format View Help

r'Ethernet address 00:00:5e:00:53:00" ether host 00:00:5e:00:53:00 A
"Ethernet type 0x0806 (ARP)" ether proto 0x0806

"Mo Broadcast and no Multicast” not broadcast and not multicast

"No ARP" not arp

"IPvd only" ip
"IPvd address 192.0.2.1" host 192.0.2.1
"IPv6 only" ipb
"IPv6 address 2001:db8::1" host 2001:db8::1 W
Ln1, Col 1 100% Windows (CRLF) UTF-2
M The Wireshark Network Analyzer - O >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
aAm @ RE ] = ¢ I IEaaqH
[i |App|}' a display filter ... <Cirl-f= =3 -+
Welcome to Wireshark
Capture
..using this filter: [ |E|'|teraca|:|ture filter ... = | |3interfaces shown, 13 hidden ~

Realtek RTL8822CE 802.11ac PCle Adapter: Wi-Fi
Adapter for loopback traffic capture
Realtek Gaming GbE Family Controller: Ethernet

Learn

User's Guide -+ Wiki -+ Questions and Answers - Mailing Lists
You are running Wireshark 3.6.0 {v3.6.0-0-g3a349e44d02c9). You receive automatic updates,

# Ready to load or capture || Mo Packets || Profile; Lisa




M \Wireshark - Display Filters >
Filter Mame N Filter Expression
Ethernet address 00:00:5e:00:53:00 eth.addr == 00:00:5e:00:53:00
Ethernet type 002806 (ARP) eth.type == (0206
Ethernet broadcast eth.addr == ff:ff:ff.ff:ff:ff
Mo ARP not arp
[Pvd anly ip
IPvd address 192.0.2.1 ip.addr == 192.0.2.1
IPvd address isn't 192.0.2.1 (don't use != for this!) Nip.addr == 192.0.2.1)
IPvE only ipvk
[PvE address 2001:db8:1 ipvB.addr == 2007:db8:1
LUDP anly udp
Mon-DMNS Hudp.port == 53 || tep.port == 33)
TCP or UDP port is 80 (HTTP) tep.port == 80 || udp.port == 20
HTTP http
Mo ARP and no DNS not arp and !{udp.port == 53)
Mon-HTTP and non-5MTP to/from 192.0.2.1 ip.addr == 192.0.2.1 and tcp.port not in {20, 25}
TCP only tcp
Mew display filter ip.host == host.example.com
+||= L [Lisers [(CAR BOOTH MBRE|AnnData [Raaming [Wireshark [orafies [ =3 |difiters
Cancel Help

File Edit View Go Capture Analyze Statistics Telephony  Wireless  Tools

Am . ® X ] = @ & | i

= = [T

[' |.'.J.|:I|:I|":-' a display filter ... <Ctrl-/=
Save this filter
Remove this filter
Manage Display Filters

Filter Button Preferences...

Ethernet address 00:00:5e:00:53:00; eth.addr == 00:00: 5e:00:53:00
Ethernet type 0x0806 (ARP): eth.type == (0806
Ethernet broadcast: eth.addr == ff:ff:ff:: 51



M The Wireshark Network Analyzer

File Edit VYiew Go Capture Analyze Statistics Telephony Wireless
Am 1 ® MR E ] e =T =

Tocls  Help

®Q ] i

[ ] |Ap|:||‘r' a display filter ... <Ctrl-/=

eth.src == 18:47:3d:4d:35:bb

tcp
eth.dst == fRiffiffiff: ff: T
ip.addr==40,117.62.103
dns

arp
{{dhcp) && (dhcp.id == 0xa7c87247)) && (dhop.id == 0xb5de0170)

{dhep.id == Oxb5de0170) && (dhep.id == 0xa7ca7247)

dhcp

ip.addr==127.0.0.1 && tcp. port==16568 && ip.addr==127.0.0.1 && tcp.port==15667

File Edit View Go Capture Analyze Statistics Telephony
dm @ [ IDRB Rex=TF S5

Wireless

® Q & i

Tools  Help

[i licmp

B )+

| [

_E;p?re_] Analyze Statistics Telephony
@ Options... Ctrl+K
A Sstart Ctrl+E
B Stop Ctrl+E
(2 Restart Ctrl+R
Capture Filters...
Refresh Interfaces F5

‘ Wireshark - Capture Options

Input Qutput Options

Interface Traffic Link-layer Header Promi: Snaplen Buffer (v Monitor Mode  Capture Filter
> Realtek RTL8822CE 802.11ac PCle Adapter: Wi-Fi Eth default 2 =
> Realtek Gaming GbE Family Controller: Ethernet Ethernet default 2 —
£ >
Enable promiscuous mode on all interfaces

Capture filter for selected interfaces: [ |Enter a capture filter ...

-] Compile BPFs

Start | | Close | | Help




‘ Wireshark - Capture Filters

Fay

Filter Mame Filter Expression
Ethernet address 00:00:5e:00:53:00 ether host 00:00:5e:00:53:00
Ethernet type (0306 (ARP) ether proto 0306
Mo Broadcast and no Multicast not broadcast and not multicast
Mo ARP not arp
[Pvd only ip
IPvd address 192.0.2.1 host 192.0.2.1
IPvE only ipb
IPvE address 2007:dbd:1 host 2001:db&:1
TCP only tep
UDP only udp
Mon-DMS not port 53
TCP or UDP port 80 (HTTP) port 0
+ = |
Cancel Help
Capture

..using this filter: [ |ﬂ:|::|

M Wireshark - Capture Filters

=
Filter Mame

[Pvd anly

IPvd address 192.0.2.1
[PvE cnly

|Pvi address 2001:db:1
TCP only

LUDP cnly

Mon-DMNS

TCP or UDP port 80 (HTTP)
HTTP TCP port (20)

Mo ARP and no DS
Mon-HTTP and non-5MTP to/from ww...
FTP TCP port 21

Filter Expression

ip

host 192.0.2.1

ipf

host 2001:db8:1

tcp

udp

not port 53

port 80

tcp port http

net arp and port net 33
not port 80 and not port 25 and host ww...
tcp port ftp

+ | —-| &

Concel | | b




A Wireshark - Capture Interfaces ?

| Input | Output | Options |

Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB)

> MS NDIS 6.0 LoopBack Driver: Ethernet 2 Ethernet | default 2

Microsoft: Local Area Connection* 2 s e Ethernet [ default 2

> [ Microsoft: Wi-Fi i Ethernet [] default 2
< >
["] Enable promiscuous mode on all interfaces ;_Manggg Interfaces
Capture filter for selected interfaces: [ Itq: port fip v ‘Complle BPFs

Start | Cose || Hep
Capture

...using this filter: [ |E|'|tE|' a capture filter ...
Save this filter
Remove this filter

Manage Capture Filters

Ethernet address 00:00:5e:00:53:00: ether host 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP): ether proto (x0306

Mo Broadcast and no Multicast: not broadcast and not multicast

Analyze = Statistics  Telephony  Wireless
Display Filters...
Display Filter Macros...
Display Filter Expression...

Apply as Column Ctrl+Shift+|
Apply as Filter r
Prepare as Filter r
Conversation Filter 4
Enabled Protocols... Ctrl+5Shift+E
Decode As... Ctrl+Shift+ U
Reload Lua Plugins Ctrl+Shift+L
SCTP 3
Follow 4
Show Packet Bytes... Ctrl+Shift+0

Expert Information



‘ Wireshark « Display Filter Expression

Field Name Relation
29West - 29West Protocol » [ | is present
> 2dparityfec « Pro-MPEG Code ... =
» 3COMEMS . 3Com XMS Encaps... I=
» 3GPP COMMOM . 3GPP COM.., =
» 3GPPZ A11.3GPPZ AT E
> 5GLI . 5G Lawful Interception Value
> BLoWPAMN . IPvE over Low pow...
> 80211 Radio - 80211 radic infa.., R
> 802,11 Radiotap - IEEE 802,11 R... Fredefined Vales
> 80211 RSMNA EAPOL .« IEEE 802....
> 8023 Slow protocels - Slow Pra...
> 9P .Plan9
> A2 . A21 Protocol
» Ab15a . Annc 615a Protocol v | range (offsetdength)
Search: |
| Mo display filter
Salect & feld name o get stated
Ok Cancel Help
M Wireshark - Display Filter Expression
Field Name Relation
tcp fin_retransmission « Ret.. | | is present
tcp.flags - Flags ==
tep.flags.ack - Acknowledg... I=
tep.flags.cwr - Congestion ... in
tep.flags.ecn - ECM-Echo
tep.flags.fin - Fin Value (Boolean)
tep flags.ns - Nence |1
tcp.flags.push « Push
Predefined Values
tcp.flags.res « Reserved
tep flags.reset - Reset Set
tep.flags.str - TCP Flags Mot set
tep.flags.syn - Syn
tep.flags.urg - Urgent
tcp.hdr_len - Header Length Range (offset:length)
Search: |
| tcp. flags.syn ==
Ohick OK o insert this filer
Cancel Help




Expand Subtrees
Collapse Subtrees
Expand All
Collapse All

Apply as Column

Apply as Filter
Prepare as Filter
Conversation Filter
Colorize with Filter

Follow

Copy
Show Packet Bytes...
Export Packet Bytes...

Wiki Protocol Page
Filter Field Reference

Protocol Preferences

Decode As...
Go to Linked Packet

Show Linked Packet in Mew Window

Expand Subtrees
Collapse Subtrees
Expand All
Collapse All

Apply as Column

Apply as Filter
Prepare as Filter
Conversation Filter
Colorize with Filter

Follow

Copy

Show Packet Bytes...
Export Packet Bytes...

Wiki Protocol Page

Filter Field Reference

Protocol Preferences

Decode As...

Go to Linked Packet

Ctrl+Shift+|

Ctrl+Shift+ 0

Apply as Filter: tcp.dstport == 443

Selected

Mot Selected
.and Selected
..0r Selected
..and not Selected

..or not Selected

Ctrl+Shift+X

Ctrl+Shift+ 1

Ctrl+5Shift+|

Ctrl+Shift+ 0
Ctrl+Shift+ X

Ctrl+Shift+U

Show Linked Packet in Mew Window

DCCP

CIP Connection
Ethernet

F5 TCP

F5 UDP

F3 1P

IEEE 802.15.4

[Pvd

IPvG

TCP

UDP

ZigBee Network Layer
PM-10 AR

PM-10 AR (with data)

PM-CBA




Expand Subtrees
Collapse Subtrees
Expand All
Collapse All

Apply as Column

Apply as Filter
Prepare as Filter
Conversation Filter
Colorize with Filter

Follow

Copy

Show Packet Bytes...

Export Packet Bytes...

Wiki Protocol Page
Filter Field Reference

Protocol Preferences

Decode As..,
Go to Linked Packet

Show Linked Packet in Mew Window

Ctrl+Shift+|

Ctrl+5hift+ 0
Ctrl+5hift+ X

Ctrl+5hift+ L

Bl [e] [=] [~] [=] [en] (] [2] [+] [=]

Color 1
Color 2
Color 3
Color 4
Color 3
Color 6
Coler 7
Color 8
Color 9
Color 10

Mew Coloring Rule...




Chapter 8: Outlining the OSI Model

Top-down Bottom-up
Mnemonic Mnemonic
0sl Address PDU
All Please
7 Application
People Do
6 Presentation Data
Seem Not
5 Session
To Throw
4 Transport Port Segment
a Network P Packet Need Sausage
2 Data Link Mac Frame Data Pizza
1 Physical Bits Processing Away
Cpening iwarp_connect.tar.gz x

You have chosen to open:

| iwarp_connect.tar.gz

which is: gzip (1.4 KB)

from: https://wiki.wireshark.org

What should Firefox do with this file?
() Open with | Browse..

(®):Save File

[] Do this automatically for files like this from now on.

QK Cancel

BN Select Command Prompt — O Y

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTAELISHED

ESTABLISHED

TIME_WAIT




(W Tieme

No. Tme Source Destination Protocol Info

[X] ~ | Expression..  +
T 371 36.79 172.19.131.120 172.217.0.14 IcMpP Echo (ping) request id=0x0001, seq=226/57856, tt1=128 (reply .. .
> Frame 371: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface ©
> Ethernet II, Src: HonHaiPr_d4:25:a7 (60:6d:c7:d4:25:a7), Dst: Congatec_2f:06:29 (00:13:95:21:06:29)
> Internet Protocol Version 4, Src: 172.19.131.120, Dst: 172.217.0.14
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: ©

Checksum: ©x4c79 [correct]

[Checksum Status: Good]

Identifier (BE): 1 (0x0001)

Identifier (LE): 256 (0x0100)

Sequence number (BE): 226 (0x00e2)

Sequence number (LE): 57856 (0xe200)

> Data (32 bytes)

TCP/UDP Header
Segment
Port Address

IP Header TCP/UDP Header
Packet Segment
IPud/IPv6 Address Port Address

IP Header TCP/UDP Header
Packet segment
IPud/IPv6 Address Port Address

Frame 4371: 401 bytes on wire (3208 bits), 401 bytes captured (3208 bits) on interface @

Ethernet II, Src: HonHaiPr d4:25:a7 (6@:6d:c7:d4:25:a7), Dst: viasat ad:3b:5@ (ee:ae@:bc:ad:3b:5@)
Internet Protocol version 4, Src: 172.19.0.42, Dst: 172.217.2.1

Transmission Control Protocol, Src Port: 537708, Dst Port: 8@, Seq: 1, Ack: 1, Len: 347

Hypertext Transfer Protocol



¥ Ethernet Properties
Networking | Sharing

Data Link and Physical e

&% Reatex PCle FE Family Controler

Configure,
This connection uses the following tems

Application Presentation ¥ Client for Microsoft Networks s

¥ File and print sharing for Microsoft Networks

an d S es Si on ¥ Internet Protocol (TCP/IP)

Instal, Uninstal

Description

Allows your computer to access resources on a Microsoft
network

OK Cancel



Chapter 9: Decoding TCP and UDP
OSI Model

Layer | Name Role Protocols PDU Address
7 IApp“CﬂtiDh Initiate contact with the |HTTP, FTP, SMTP|Data
network
6 Presentation |Formats data, optional Data
compression and
encryption
5 Session Initiates, maintains, and Data
tears down the session
4 Transport Transports data TCP, UDP Segment |Port
3 Network Addressing, routing IP, ICMP Packet IP
2 Data Link Frame formation Ethernet Il Frame MAC
1 Physical Data is transmitted on Bits
the media

10.0.0.148: 7.249.124.141:522 ESTABLISHED
10.0.0.148: .212.110.138:443 ESTABLISHED
10.0.0.148: .89.217.116:443 ESTABLISHED

10.0.0.148: 23.55.20.137:443 CLOSE_WAIT
10.0.0.148:6¢ 204.13.192.141:80 CLOSE_WAIT

Frame 4: 200 bytes on wire (1600 bits), 200 bytes captured (1600 bits)
Ethernet II, Src: ©0:1d:60:b3:01:84, Dst: 00:26:62:2f:47:87

Internet Protocol Version 4, Src: 192.168.1.140, Dst: 174.143.213.184
Transmission Control Protocol, Src Port: 57678 (57678), Dst Port: http
Hypertext Transfer Protocol



Expand Subtrees
Collapse Subtrees
Expand All
Collapse All

Apply as Column Ctrl+Shift+]

Apply as Filter 4
Prepare as Filter L
Conversation Filter 4
Colorize with Filter 4

Follow L
Copy L

Show Packet Bytes... Ctrl+5hift+0
Export Packet Bytes... Ctrl+Shift+X

Wiki Protocel Page
Filter Field Reference

Protocol Preferences 4 Open Transmission Control Protocol preferences...
Decode As... Ctrl+Shift+U % Show TCP summary in protocol tree

Go to Linked Packet Validate the TCP checksum if possible

Show Linked Packet in New Window ~  Allow subdissector to reassemble TCP streams

Reassemble out-of-order segments
~  Analyze TCP sequence numbers
~  Relative sequence numbers (Requires "Analyze TCP sequence numbers”)
Scaling factor to use when not available from capture ’
" Track number of bytes in flight
Evaluate bytes in flight based on sequence numbers
~  Calculate conversation timestamps
Try heuristic sub-dissectors first
Ignore TCP Timestamps in summary
~  Fast Retransmission supersedes Qut-of-Order interpretation
~ Do not call subdissectors for error packets
~  TCP Experimental Options with a Magic Number
Display process information via IPFIX
TCP UDP port: 0...

Disable TCP

v Frame 4: 200 bytes on wire (1600 bits), 200 bytes captured (1600 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Mar 1, 2011 15:45:13.313889000 Eastern Standard Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1299012313.313889000 seconds
[Time delta from previous captured frame: ©.000112000 seconds]
[Time delta from previous displayed frame: ©.000112000 seconds]
[Time since reference or first frame: ©0.047068000 seconds]
Frame Number: 4
Frame Length: 200 bytes (1600 bits)
Capture Length: 200 bytes (1600 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp:http]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]




v Ethernet II, Src: 00:1d:60:b3:01:84, Dst: ©00:26:62:2f:47:87
Destination: ©0:26:62:2f:47:87
Source: 00:1d:60:b3:01:84
Type: IPv4 (0x0800)

v Internet Protocol Version 4, Src: 192.168.1.140, Dst: 174.143.213.184
9100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: ox@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 186
Identification: @xcb5d (52061)
Flags: ox40, Don't fragment
...0 0000 000D 00O = Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x2864 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.140
Destination Address: 174.143.213.184

v Transmission Control Protocol
Source Port: 57678 (57678)
Destination Port: http (80)
[Stream index: @]
[Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 134]

Sequence Number: 1 (relative sequence number)

Sequence Number (raw): 2387613954

[Next Sequence Number: 135 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 3344080265

1000 .... = Header Length: 32 bytes (8)

Flags: oxel18 (PSH, ACK)

Window: 46

[Calculated window size: 5888]

[Window size scaling factor: 128]

Checksum: ©x4729 [unverified]

[Checksum Status: Unverified]

Urgent Pointer: ©

Options: (12 bytes), No-Operation (NOP), No-Operation (NOP),
[Timestamps]

[SEQ/ACK analysis]

TCP payload (134 bytes)



~ Hypertext Transfer Protocol
GET /images/layout/logo.png HTTP/1.@\r\n
User-Agent: Wget/1.12 (linux-gnu)\r\n
Accept: */*\r\n
Host: packetlife.net\r\n
Connection: Keep-Alive\r\n
\r\n
[Full request URI: http://packetlife.net/images/layout/logo.png]
[HTTP request 1/1]
[Response in frame: 36]

TCP Header
Source Port Destination Port
Sequence Number
Acknowledgement Number

Offsetl Reserved I Flags I Window Size
Checksum | Urgent Pointer
Options and Data |

Expand Subtrees
Collapse Subtrees
Expand All
Collapse All
Apply as Column Ctrl+Shift+|
Apply as Filter r
Prepare as Filter r
Conversation Filter r
Colorize with Filter r
Follow r TCP Stream Ctrl+Alt+5Shift+T
Copy N UDP Strearn Ctrl+Alt+Shift+ L

DCCP Streamn Ctrl+ Alt+Shift+E
Show Packet Bytes... Ctrl+Shift+0 TLS Stream Ctrl+ Alt+Shift+ S
Export Packet Bytes... Ctrl+ Shift+X HTTP Stream  Ctrl+Alt+Shift+H
Wiki Protocol Page HTTP/2 Stream
Filter Field Reference QUIC Stream
Protocol Preferences L SIP Call
Decode As... Ctrl+Shift+ L

Go to Linked Packet

Show Linked Packet in Mew Window




Client <SYN><SEQ=108> --> Server

Client <-- <SEQ=30@><ACK=101><SYN,ACK> Server

Client <SEQ=101><ACK=301><ACK>--> Server
Expand Subtrees
Collapse Subtrees
Expand All
Collapse All
Apply as Column Ctrl+Shift+]
Apply as Filter 4
Prepare as Filter 4
Conversation Filter 4
Colorize with Filter 3
Follow 4
Copy b Open Transmission Control Protocol preferences..,
Show Packet Bytes... Ctrl+Shift+ 0 'wf Show TCP summary in protocol tree
Export Packet Bytes... Ctrl+Shift+X Validate the TCP checksum if possible
Wiki Protocol Page ¥ Allow subdissector to reassemble TCP streams
Filter Field Reference Reassemble out-of-order segments
T — » ¥ Analyze TCP sequence numbers

~  Relative sequence numbers (Requires "Analyze TCP sequence numbers")

e SIiEe Scaling factor to use when not available from capture 4
Go to Linked Packet o

Track number of bytes in flight

i e e I L i e Evaluate bytes in flight based on sequence numbers

~  Calculate conversation timestamps
Try heuristic sub-dissectors first
Ignore TCP Timestamps in surmmary
~  Fast Retransmission supersedes Qut-of-Order interpretation
~ Do not call subdissectors for error packets
~  TCP Experimental Options with a Magic Mumber
Display process information via IPFIX

TCP UDP port: 0.

Disable TCP

v Transmission Control Protocol, Src Port: http (80), Dst Port: 57678
Source Port: http (80)
Destination Port: 57678 (57678)
[Stream index: @]
[Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 1448]
Sequence Number: 18825 (relative sequence number)
Sequence Number (raw): 33440959089
[Next Sequence Number: 20273 (relative sequence number)]
Acknowledgment Number: 135 (relative ack number)
Acknowledgment number (raw): 2387614088
1000 .... = Header Length: 32 bytes (8)



I've received 524
bytes of data and

| am ready for more,
starting with 525.

v Transmission Control Protocol
Source Port: 57678 (57678)
Destination Port: http (8e)
[Stream index: @]
[Conversation completeness: Complete, WITH_DATA (31)]

< >

Q7 I'I'ransmissiun Control Protocol (top), 32bvbes|_ Packets: 40 - Displayed: 40 (100.0%) Profile: Lisa

v Flags: @x@18 (PSH, ACK)
900. .... .... = Reserved: Not set
..® .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..1 .... = Acknowledgment: Set
. 1... = Push: Set
.0.. = Reset: Not set
..0. = Syn: Not set
vess ssss 2.0 = Fin: Not set
[TCP Flags: ««+---- AP- - -]
Window: 46

[Calculated window size: 5888]
[Window size scaling factor: 128]

v Options: (20 bytes), Maximum segment size, SACK permitted
TCP Option - Maximum segment size: 1460 bytes
TCP Option - SACK permitted
TCP Option - Timestamps: TSval 2216538, TSecr @
TCP Option - No-Operation (NOP)
TCP Option - Window scale: 7 (multiply by 128)



Protocol Preferences L4 Open Transmission Control Protocol preferences...

Decode As... Ctrl+Shift+ U Show TCP summary in protocol tree
Go to Linked Packet Validate the TCP checksum if possible
Show Linked Packet in Mew Window ~  Allow subdissector to reassemble TCP streams

Reassemble out-of-order segments

Analyze TCP sequence numbers

~  Relative sequence numbers (Requires "Analyze TCP sequence numbers”)

Scaling factor to use when not available from capture
~  Track number of bytes in flight

Evaluate bytes in flight based on sequence numbers
~  Calculate conversation timestamps

Try heuristic sub-dissectors first

Ignore TCP Timestamps in summary

~  Fast Retransmission supersedes Out-of-Order interpretation

~ Do not call subdissectors for error packets
~  TCP Experimental Options with a Magic Number
Display process information via IPFIX

TCP UDP port: 0.,

Disable TCP

Net known

0 (no scaling)

1 (multiply by 2)

2 (multiply by 4)

3 (multiply by 8)

4 (multiply by 16)

5 (multiply by 32)

6 (multiply by 64)

7 (multiply by 128)

8 (multiply by 256)

9 (multiply by 512)
10 (multiply by 1024)
11 (multiply by 2048)
12 (multiply by 4096)
13 (multiply by 8192)
14 (multiply by 16384)

v Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps

TCP Option - No-Operation (NOP)
TCP Option - No-Operation (NOP)

TCP Option - Timestamps: TSval 2216543, TSecr 835172936

v [Timestamps]

[Time since first frame in this TCP stream: 0.047068000 seconds]
[Time since previous frame in this TCP stream: ©.000112000 seconds]

v [SEQ/ACK analysis]
[iRTT: ©.046956000 seconds]
[Bytes in flight: 134]
[Bytes sent since last PSH flag: 134]

10.0.0.148:137
10.0.0.148:138
10.0.0.148:1900

10.0.0.148:1900
10.0.0.148:5353
10.0.0.148:50561

A DNS Questions & Answers.pcapng = B
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
d @® RE se==p 25Eaaafd
(W T apply o display filter ... <Cul/> +| Expression +
Ho. Time Source Destination Protocol

10.000000 192.168.1.52 8.8.8.8 DNS 7@ Standard query @x@

>

Frame 1: 7@ bytes on wire (560 bits), 70 bytes captured (56@ bits) on interface ©
Ethernet II, Src: ba:ba:ba:ba:ba:ba (ba:ba:ba:ba:ba:ba), Dst: Cisco-Li_26:df:49 (48:f8:b3:26:df:49)

Internet Protocol Version 4, Src: 192.168.1.52, Dst: 8.8.8.8

User Datagram Protocol, Src Port: 54585 (54585), Dst Port: domain (53)

Domain Name System (query)

@ 7 Ready toload or capture Selected Packet: 1 - Packets: 2 - Displayed: 2 (100.0%) - Load time: 0:0.0 | Profile: Default



UDP Header

Source Port | Destination Port
Length Checksum

+ User Datagram Protocol, Src Port: 54585 (54585), Dst Port: domain (53)
Source Port: 54585 (54585)

Destination Port: domain (53)
Length: 36

Checksum: ©x448f [unverified]
[Checksum Status: Unverified]
[Stream index: @]



Chapter 10: Managing TCP Connections

Client

IEl 0|0
Bl [ [ §

ACK
SYN-ACK >
A bigFlows.pcap i
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 5@ RERex=FaEHaaan
(W] apply a display filter ... <Ctrl- =3 ~]Expression.. +

No. Time Source Destination Protocol Info £

10.00 172.16.133.57 68.64.21.62 UDP 53807 -» vids-avtp(1853)
20.090 172 .16.133 .57 68.64.21.62 UDP 53807 -» vids-avtp(1853)
30.00 172.16.133.57 68.64.21.62 UDP 53807 » vids-avtp(1853)
40.00 96.43.146.176 172.16.133.82 TCP https(443) » 61228 [ACK]
50.00 172.16.133.56 68.64.21.42 UDP 49514 - vids-avtp(1853)
60.00 68.64.21.62 172.16.133.57 UDP vids-avtp(1853) » 53807

I

>

"Frame 1: 1168 bytes on wire, 1168 bytes captured
Ethernet II, Src: 14:10:9f:d4:90:db, Dst: 00:90:7f:3e:02:d0
- Internet Protocol Version 4, Src: 172.16.133.57, Dst: 68.64.21.62 Y

< >

‘[ < >
@ 7 bigFlows.pcap Packets: 791615 - Displayed: 791615 (100.0%) | Profile: Default
M bvigFlows.peap - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4w ;@ RE ees=7 s Eaaan

L] ‘tq:l.sh'eam eq 312 [X] '} +

No. Time Source Destination Protocol nfo =

128800.0 172.16.133.132 76.13.6.174 TCP 50405 - http(8@) [SYN] Seq=@ Win

29310.0 76.13.6.174 172.16.133.132 TCP http(8@) - 50405 [SYN, ACK] Seg=

29320.0 172.16.133.132 76.13.6.174 TCP 58405 - http(80) [ACK] Seg=1 Ack .
< >

Frame 2880: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, Src: ©0:50:43:01:4d:d4, Dst: €0:90:7f:3e:02:de@

Internet Protocol Version 4, Src: 172.16.133.132, Dst: 76.13.6.174

Transmission Control Protocol, Src Port: 50405 (50405), Dst Port: http (80), Seq: @,

< 2>

0 7 streamindex (tcp.stream) Packets: 791615 * Displayed: 10 (0.09%%) Profile: Lisa




M Wireshark . Export Specified Packets X

Sa\tein:l Temp V| @ _? = '
* MName Date modified Type Size

Mo iterns match your search.
Quick access

Desktop
"
Libraries
This PC
File name: | ~ | | Save |
Network
Save as type: Wireshark/tcpdump/ ... - pcap (*.dmp gz;”.dmp.zst;”.dmp |z4;" dmp;”.cap.gz;" .cap.zst;".c Cancel
Help

[]Compress with gzip

Packet Range

(O Captured (@) Displayed

(®) All packets 71615 10
() Selected packets only 1 1
Marked packets anly i} i}
First to last marked 0 I}

() Range: I 1] 0
Remove Ignored packets ] 0
Mark/Unmark Packet Ctrl+M

Ignore/Unignore Packet Ctrl+D
Set/Unset Time Reference Ctrl+T

Time Shift... Ctrl+Shift+T
Packet Comment... Ctrl+Alt+C
Edit Resolved Name

Apply as Filter >
Prepare a Filter 4
Conversation Filter 4
Colorize Conversation 4
SCTP 4
Follow 4
Copy »
Protocol Preferences 4
Decode As...

Show Packet in New Window




M Flow3a12peap - O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm 1@ REjes=FaS/[Eaaan
(W] aeply a display fiter ... <Ctrl -]+
No. Time Source Destination Protocel Info |
@ 172.16.133.132 76.13.6.174 56405 - http(8@) [SYN] Seq=e Win=5840 Len=o0 [
@ 76.13.6.174 172.16.133.132 http(8@) - 50405 [SYN, ACK] Seq=@ Ack=1 Win=
.0 172.16.133.132 76.13.6.174 50405 - http(80) [ACK] Seq=1 Ack=1 Win=6144
40.0 172.16.133.132 76.13.6.174 HTTP GET /a?f=76001284&p=geocities&1=MON&c=sr HTT
50.0 76.13.6.174 172.16.133.132 HTTP HTTP/1.1 280 OK (application/x-javascript)
60.0 76.13.6.174 172.16.133.132 TCP http(8@) - 50405 [FIN, ACK] Seq=937 Ack=380 v

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, Src: ©0:50:43:01:4d:d4, Dst: ©0:90:71:3e:02:d@

Internet Protocol Version 4, Src: 172.16.133.132, Dst: 76.13.6.174

Transmission Control Protocol, Src Port: 50405 (50405), Dst Port: http (80), Seq: @, Len: @

< >
O 7 stream index (tcp.stream) Packets: 10 - Displayed: 10 (100.0%) - Marked: 3 (30.0%) Profile: Lisa

v Transmission Control Protocol, Src Port: 50405 (5@4@5), Dst Port: http (80), Seq: @, Len: @
Source Port: 50405 (50405)
Destination Port: http (80)
[Stream index: @]
[Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]

Sequence Number: © (relative sequence number)
Sequence Number (raw): 1040466690
[Next Sequence Number: 1 (relative sequence number)]

Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 40 bytes (1@)
Flags: 9x@02 (SYN)

Window: 5840

[Calculated window size: 5849]

Checksum: ©x9222 [unverified]

[Checksum Status: Unverified]

Urgent Pointer: @

Options: (2@ bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP),
[Timestamps]

- Flags: 0x002 (SYN)

000. .... .... Reserved: Not set

swnl wwws wwes S Nonce: Not set

cees ©... .... = Congestion Window Reduced (CWR): Not set
v wBew weww = ECN-Echoi Not set

caee se@e eeee = Urgent: Not set

cees 2020 ... = Acknowledgment: Not set
vam mawa Qase = Push: Nt set

ceees sees +0.. = Reset: Not set

O o Syn: Set

T — Fin: Not set

[TCP Flags: ++«++vv+++S-]



M Flow312.pcap = O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR 0EEBRes=RIEEQQQE
(M Eurrent fiter: frame.marked==1 BRE3 -]+
No. Time Source Destination Protocol Info A

= 10.0 172.16.133.132 76.13.6.174 TCP 50405‘ h

<

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured *
> Ethernet II, Src: ©00:50:43:01:4d:d4, Dst: ©0:90:7f:3e:02
> Internet Protocol Version 4, Src: 172.16.133.132, Dst: 7
- Transmission Control Protocol, Src Port: 50405 (50405),
Source Port: 50405 (50405)

Destination Port: http (80)

[Stream index: @]

[Conversation completeness: Complete, WITH_DATA (31)] .

<

O 7 Transmission Control Protocol (tcp), 40 bytes || Packets: 10 - Displayed: 3 (30.0%) || Profile:lisa .

M Flow32.peap - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Adm 2@ [|DRE Res=2ZF L 5/EQaQaQE

[i |Current filter: frame.marked==1 B:’ |+

Mo, Time Source Destination Protocol Info ~
19.0 172.16.133.132 76.13.6.174 TCP 50405 -

1£ 20.0 76.13.6.174 172.16.133.132 TCP http(80

£ >

- - Flags: exel12 (SN, Ack) "
P90. .... .... = Reserved: Not set

ceee eaas Nonce: Not set

eees @... .... = Congestion Window Reduced (CWR): Not s
vees +@.. .... = ECN-Echo: Not set

vess 240, ... = Urgent: Not set

vees +0.1 ..., = Acknowledgment: Set

vees 220 B... = Push: Not set

vees sees. .0.. = Reset: Not set

®
il

tees sees +..0 = Fin: Not set
[TCP Flags: ++++--- A--S-] v

£ >
O ¥ Transmission Contral Protocal (tcp), 44 bytes || Packets: 10 - Displayed: 3 (30.0%:) || Profile: Lisa




<

>

M Flow312.peap - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ RE Re=2=F 85 =EQQQH

L] |C_--'-'e-‘:‘:e-': frame marked==1 HE '] +

No. Time Source Destination Protocal Info &
20.9 76.13.6.174 172.16.133.132 TCP http(80)
3.0 172.16.133.132 176.13.6.174 TCP 50405 >

v Flags: ox01@ (ACK)
PeO. .... .... =

<

[TCP Flags: +++--

Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CWR): Not s
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

Push: Not set

Reset: Not set

Syn: Not set

Fin: Not set

>

L

(O Transmission Control Protocol (tcp), 32 bytes

Packets: 10 - Displayed: 3 (30.0%:) Profile: Lisa

s« Options: (20 bytes), Maximum segment size, SACK permitte

- TCP Option - Maximum segment size: 1466 bytes

- TCP Option - SACK
- TCP Option
- TCP Option
- TCP Option

permitted

Timestamps: TSval 131517608, TSecr ©
No-Operation (NOP)
Window scale: 10 (multiply by 1824)

v Options: (24 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation

TCP Option - Maximum segment

size: 1460 bytes

TCP Option - No-Operation (NOP)

TCP Option - Window scale: 1

(multiply by 2)

TCP Option - No-Operation (NOP)
TCP Option - No-Operation (NOP)
TCP Option - Timestamps: TSval 1707407197, TSecr 131517608

TCP Option - SACK permitted

TCP Option - End of Option List (EOL)

—— TCPMSS ——]
} IP MTU {
} Ethernet MTU —————————]
Ethernet TCP
Header IP Header Header Payload FCS
14 bytes 20 bytes 20 bytes 1460 bytes 4 bytes




Server Client

‘ Packets

Server Client
- Il Packets
& ACK
A
Am @ BB _Re==F 85/Eaaaqn

BE3 -]+

| |h:p.sh'eam eq 198
Mo. Time Source Destination Protocal Infa

1487 0©. 172.16.133.56 288.92.54.5 TCP 56237 -» http(80) [ACK]
[TCP Previous segment
[TCP Dup ACK 1487#1] 5

[TCP Out-Of-Order] httes
56237 > http(80) [ACK]=
[TCP Out-Of-Order] htt=
172.16.133.56 208.92.54. TCP 56237 - http(80) [ACK]=.

s+ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), SACK
- TCP Option - No-Operation (NOP)
- TCP Option - No-Operation (NOP)
s« TCP Option - SACK 10852-11896
Kind: SACK (5)
Length: 18
left edge = 10852 (relative)
right edge = 11096 (relative)
[TCP SACK Count: 1]

4TCP Option - Timestamps: TSval 1707407197, TSecr 131517608

Kind: Time Stamp Option (8)
Length: 1@

Timestamp value: 1707407197
Timestamp echo reply: 131517668



Expand Subtrees
Collapse Subtrees
Expand All
Collapse All

Apply as Column

Apply as Filter
Prepare as Filter
Conversation Filter
Colorize with Filter

Fellow

Copy
Show Packet Bytes...
Export Packet Bytes..,

Wiki Protocol Page
Filter Field Reference

Protocol Preferences

Decode As...
Go to Linked Packet

Show Linked Packet in Mew

Ctrl+Shift+|

Ctrl+Shift+0
Ctrl+5hift+X

L4 Open Transmission Control Protocel preferences...

Ctrl+Shift+l) % Show TCP summary in protocol tree
Validate the TCP checksum if possible

indow ¥ Allow subdissector to reassemble TCP streams

Reassemble out-of-order segments

~  Analyze TCP sequence numbers

~  Relative sequence numbers (Requires "Analyze TCP sequence numbers")

Scaling factor to use when not available from capture
~  Track number of bytes in flight

Evaluate bytes in flight based on sequence numbers
¥ Calculate conversation timestamps

Try heuristic sub-dissectors first

Ignore TCP Timestamps in summary

~  Fast Retransmission supersedes Out-of-Order interpretation

~ Do not call subdissectors for error packets
~  TCP Experimental Options with a Magic Mumber
Display process information via IPFIX

TCP UDP port: 0...

Disable TCP

‘ Wireshark - Preferences

S5H

SSyncP

STANAG 5066 DTS
STANAG 3066 SIS
StarTeam

Steam IHS Discovery

5P

51T

S5TUN
sUA

sV

SYMNC
SYMCHROPHASOR
Synergy
Sysleg
T.38
TACACS
TACACS+
TALI
TAPA
TCAP

TCP

Transmission Control Protocol

Show TCP summary in protocol tree

[ validate the TCP checksum if possible

Allow subdissector to reassemble TCP streams

[] reassemble out-of-order segments

Analyze TCP sequence numbers

Relative seguence numbers (Requires "Analyze TCP sequence numbers”)
Scaling factor to use when not available from capture | Mot known w
Track number of bytes in flight

[ Evaluate bytes in flight based on sequence numbers

Calculate conversation timestamps

[ Try heuristic sub-dissectors first

|:| Ignore TCF Timestamps in summary

Fast Retransmission supersedes Cut-of-Order interpretation

Do not call subdissectars for error packets

TCP Experimental Options with a Magic Mumber

[ bisplay process information via IPFIX

Cancel

Help




+ [SEQ/ACK analysis]

[This is an ACK to the segment in frame: 4]

[The RTT to ACK the segment was: ©.896943000 seconds]
[iRTT: ©.826754000 seconds]

[Bytes in flight: 936]

[Bytes sent since last PSH flag: 936]

A Flow312.pcap - o IEN
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am:® RE Re=>=F sEEQaQE

(R Asply a display fiter

No. Time Source Destination Protocol  Info A

60.11 76.13.6.174  172.16.133.132 TCP http(80) - 50405 [FIN, ACK] Seq=937 Ack
70.11 172.16.133.132 76.13.6.174  TCP 50405 - http(80) [ACK] Seq=380 Ack=937 __
80.11 172.16.133.132 76.13.6.174  TCP 50405 - http(80) [FIN, ACK] Seq=380 Ack
90.14 76.13.6.174  172.16.133.132 TCP http(80) - 50405 [ACK] Seq=938 Ack=381

< >

+ Flags: ©@x@ll (FIN, ACK)
Beed. .... .... = Reserved: Not set
...8 .... .... = Nonce: Not set
e.. ©... .... = Congestion Window Reduced (CWR): Not set
vees 0., .... = ECN-Echo: Not set
cees .80, .... = Urgent: Not set
vees 2.1 ... = Acknowledgment: Set
cees 2... B... = Push: Not set

Reset: Not set

cees +ea. .0, = 5yn: Not set
ie+e eee. ...1 = Fin: Set



Chapter 11: Analyzing IPv4 and IPv6

OSI| Model
Layer |Name Role Protocols PDU Address
7 .Application Initiate contact with the |HTTP, FTP, SMTP|Data
network
6 Presentation |Formats data, optional Data
compression and
encryption
5 Session Initiates, maintains, and Data
tears down a session
4 Transport Transports data TCP, UDP Segment |Port
L3 Network Addressing, routing IP,_ICMP mﬁcket P
Data Link Frame formation Ethernet Il Frame MAC
1 Physical Data is transmitted on Bits
the media

IPv4 Header
Version | IHL | DiffServ Total Length

|dentification Flags Fragment Offset
Time to Live |Protocol| Header Checksum

Source Address

Destination Address

Options and Data




s« Internet Protocol Version 4, Src: 172.16.133.57, Dst: 68.64.21.62
8100 .... = Version: 4
0101 = Header Length: 20 bytes (5)

- Differentiated Services Field: ©xee (DSCP: CS®, ECN: Not-ECT)
Total Length: 1154

Identification: ©xfd44 (64836)
» Flags: ©x06ee

Time to live: 64

Protocol: UDP (17)

Header checksum: ©xeeS5e [validation disabled]

[Header checksum status: Unverified]

Source: 172.16.133.57

Destination: 68.64.21.62

4« Differentiated Services Field: ©x2@ (DSCP: CS1, ECN: Not-ECT)

0010 ©0.. = Differentiated Services Codepoint: Class Selector 1 (8)

...... @@ = Explicit Congestion Notification: Not ECN-Capable Transport (8)
Bits 0-2 Frecedence.

Eit 3: 0 = Hormal Delay, 1l = Low Delay.

Bits= 4: 0 = Hormal Throughput, 1 = High Throughput.
Eits o 0 = Hormal Relikility, 1 = High Relibility.
Bit &-7 Reserved for Future Use.

<Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
Explicit Congestion Notification: Not ECN-Capable Transport (9)

()
(]
]

« Flags: ©x0000
®... ... ... .... = Reserved bit: Not set
BO.. ... i oo, = Don't fragment: Not set
.9, ... .... .... = More fragments: Not set
...0 0000 OBBE L. Fragment offset: ©

IPv6 Header

Version Traffic Class Flow Label
Payload Length Next Header Hop Limit
Source Address

Destination Address




+ Internet Protocol Version 6

@11@ .... = Version: 6
P.... OBBB BB .... .... ... cien o eaan = Traffic Class: Ox00 (DSCP: CS®, ECN: Not-ECT)
............ 0000 PO ©PEP 0PEP PEEP = Flow Label: ©xPOREO
Payload Length: 186
Next Header: UDP (17)
Hop Limit: 1
Source: fe80::9186:dbbd:2a45:56c¢c2
Destination: ff@2::1:2

Protocol Preferences 4 Open Internet Protocol Version 4 preferences...

Decode As... v Decode IPv4 TOS field as DiffServ field

Go to Linked Packet

<

Reassemble fragmented IPv4 datagrams
Show Linked Packet in New Window ~  Show IPv4 summary in protocol tree
Validate the IPv4 checksum if possible
~  Support packet-capture from |P TSO-enabled hardware

v Enable IPv4 geolocation
Interpret Reserved flag as Security flag (RFC 3514)
Try heuristic sub-dissectors first
IPv4 UDP port: 0...

Disable IPv4...
A Wireshark - Preferences ?
IPSICTL “| Internet Protocol Version 4
[IPv4 .
IPv6 Decode IPv4 TOS field as Diffserv field
IPVS Reassemble fragmented IPv4 datagrams
::)é Show IPv4 summary in protocol tree
ISAKMP [] validate the 1Pv4 checksum if possible
iSCSI Support packet-capture from IP TSO-enabled hardware
':EFI{\I Enable IPv4 geolocation
i
ISMACRYP [] interpret Reserved flag as Security flag (RFC 3514)
iSNS [] Try heuristic sub-dissectors first
L 19703 IPv4 UDP port |0
ISO 8583 POES:|
ISObus VT
ISUP
ITDM
IUA
luUP
IXIATRAILER
Jmirror
JSON v
< >




Internet Protocol Version 6

Reassemble fragmented IPva datagrams

Show IPvG summary in protocol tree

Enable IPvE geolocation

[ | Perform strict checking for RPL Source Routing Headers (RFC 6554)
[ | Try heuristic sub-dissectors first

[ | pisplay IPv6 extension headers under the root protocol tree

[] Use a single field for IPv6 extension header length

[ ] Ssupport packet-capture from IPvs TSO-enabled hardware

IPvi5 UDP port |0

IPvd Header

Optional
Encapsulation
Header

|Pv6 Header IPv6 Header

Transport Layer
Header

Transport Layer
Header

—)

Data Data

Frame 29: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @

Ethernet II, Src: AsustekC 63:c1:12 (60:a4:4c:63:c1:12), Dst: IPv4mcast fd (01:00:5e:00:00:fd)
Internet Protocol Version 4, Src: 192.168.1.110, Dst: 224.0.0.253

User Datagram Protocol, Src Port: 56946, Dst Port: 3544

Teredo IPv6 over UDP tunneling

Internet Protocol Version 6, Src: 2001:0:5ef5:79fd:1844:218d:9355:5e5f, Dst: ff02::1

v Internet Protocol Version 6
0110 .... = Version: 6
. BPOO PPOO .... .... .... .... .... = Traffic Class: exe@ (DSCP: CSe, ECN: Not-ECT)
1111 1e11 1e11 @111 el1ee = Flow Label: exfbb74
Payload Length: 136
Next Header: Routing Header for IPv6e (43)
Hop Limit: 63

Source Address:

Destination Address:

fceo:42:0:1::2
fc00:2:0:5::1

Routing Header for IPvé (Segment Routing)



Chapter 12: Discovering ICMP
OSI Model

Layer Name Role Protocols PDU Address
7 Application |Initiate contact with the |HTTP, FTP, SMTP Data
network
6 Presentation |Formats data, optional Data
compression and
encryption
5 Session Initiates, maintains, and Data
tears down a session
4 Transport Transports data TCP, UDP Segment Port
13 Network Addressing, routing IPICMP__[agp LPacket __|IP
2 Data Link Frame formation Ethernet Il Frame MAC
1 Physical Data is transmitted on Bits
the media
IP datagram
IP header ICMP message
20 bytes
0 78 15 16 31
8-bit type 8-bit code 16-bit checksum
(contents depends on type and code)
Frame Header IP Header ICMP
Frame Packet Message Data FCS
MAC Address IP Address g




Frame 202: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
Ethernet II, Src: ©0:90:7f:3e:02:d0, Dst: 30:e4:db:b1:58:60
Internet Protocol Version 4, Src: 172.16.128.254, Dst: 172.16.133.233
v Internet Control Message Protocol

Type: @ (Echo (ping) reply)

Code: ©

Checksum: 0x6598 [correct]

[Checksum Status: Good]

Identifier (BE): 1894 (©x0766)

Identifier (LE): 26119 (©x6607)

Sequence Number (BE): 4 (0x0004)

Sequence Number (LE): 1024 (©x0400)

[Request frame: 38]

[Response time: 98.640 ms]

Data (36 bytes)

Frame 38: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
Ethernet II, Src: 3@:e4:db:bl1:58:60, Dst: 00:90:7f:3e:02:d0
Internet Protocol Version 4, Src: 172.16.133.233, Dst: 172.16.128.254
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: @

Checksum: ©x5d98 [correct]

[Checksum Status: Good]

Identifier (BE): 1894 (©x0766)

Identifier (LE): 26119 (©x6607)

Sequence Number (BE): 4 (©x0004)

Sequence Number (LE): 1024 (©@x0400)

[Response frame: 202]
v Data (36 bytes)

Data: 000ee000138ala3dabcdabcdabcdabcdabecdabecdabecdabecdabedabedabedabedabedabed
[Length: 36]




v Internet Control Message Protocol

Type: 3 (Destination unreachable)

Code: 3 (Port unreachable)

@ f— Checksum: @xd29c [correct]
[Checksum Status: Good]
— Unused: 00000000
v Internet Protocol Version 4, Src: 172.16.133.82, Dst: 219.74.244.2
— @100 .... = Version: 4

. @101 = Header Length: 20 bytes (5)
Differentiated Services Field: @xe@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 46
Identification: @x2c38 (11328)

Flags: oxee
y ...0 0000 0000 POOO = Fragment Offset: o

Time to Live: 106

Protocol: UDP (17)

Header Checksum: @x23d7 [validation disabled]

[Header checksum status: Unverified]

— Source Address: 172.16.133.82

Destination Address: 219.74.244.2

— > User Datagram Protocol, Src Port: 43481 (43481), Dst Port: 14103 (14103)

v Data (18 bytes)
: Data: 954b024e78254808e0b23b3b721fef25371e
[Length: 18]

]

ICMP Messages

Error Reporting Queries
Type Message Type Message
3 Destination unreachable 8/0 | Echo Request/Reply
11 | Time exceeded 9 Router Advertisement
5 Parameter problem




Internet Control Message Protocol

Type: 11 (Time-to-live exceeded)

Code: © (Time to live exceeded in transit)

Checksum: @xf4df [correct]

[Checksum Status: Good]

Unused: 00

Length: 32

[Length of original datagram: 128]

Unused: 0000

v Internet Protocol Version 4, Src: 172.16.133.109, Dst: 64.30.236.34
9100 .... = Version: 4
9101 = Header Length: 20 bytes (5)

Differentiated Services Field: ©x20 (DSCP: CS1, ECN: Not-ECT)
Total Length: 84
Identification: ©x0000 (0)
Flags: ox4@, Don't fragment
...0 0000 0000 0000 = Fragment Offset: ©
Time to Live: 1
Protocol: ICMP (1)
Header Checksum: ©x1bcb [validation disabled]
[Header checksum status: Unverified]
Source Address: 172.16.133.109
Destination Address: 64.30.236.34

v Internet Control Message Protocol vée
Type: Parameter Problem (4)
Code: 2 (unrecognized IPv6 option encountered)
Checksum: ex2def [correct]
[Checksum Status: Good]
Pointer: 42
v Internet Protocol Version 6
@11@ .... = Version: 6
. 9008 PPBO .... L... teie waee aaaen = Traffic Class: @x@@ (DSCP: CS@, ECN: Not-ECT)
. 0000 00RO QPOPP PPER PRPP = Flow Label: ox0Le0Q
Payload Length: 24
Next Header: Destination Options for IPve (68)
Hop Limit: 255
Source Address: 2001:470:cbf7:1ab:20c:29ff:feb7:8eeb
Destination Address: ffe2::1
[Source SLAAC MAC: ©0:©c:29:b7:8e:eb]

ICMPw6E Errar
Messages

Destination Time Parameter Packet Too
Unreachable Exceeded Problems Big



~ Internet Control Message Protocol vé
Type: Packet Too Big (2)
Code: @
Checksum: ©x2e57 [correct]
[Checksum Status: Good]
MTU: 1300
v Internet Protocol Version 6
@110 .... = Version: 6
. PPOQ @PPO .... .... .... .... .... = Traffic Class: @x@® (DSCP: CS@, ECN: Not-ECT)
. 1010 1000 1001 1111 1000 = Flow Label: exag89fs
Payload Length: 1456
Next Header: Fragment Header for IPv6e (44)
Hop Limit: 63
Source Address: 2001:db8:1::1
Destination Address: 2001:db8:2::2
Fragment Header for IPvé

ICMPv6 Informational

Messages
Echo Group Router Neighbor
Request/Reply Membership Solicitation/Advertisement Solicitation/Advertisement

- Frame 543: 76 bytes on wire (568 bits), 70 bytes captured (560 bits) on interf
- [Ethernet II, Src: 88:75:56:3d:5e:00, Dst: ed4:a4:71:1b:2d:a8
Internet Protocol Version 4, Src: 18.19.28.1, Dst: 1©.22.5.223
+ Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 13 (Communication administratively filtered)
Checksum: ©xlcef [correct]
[Checksum Status: Good]
Unused: 08600000
- Internet Protocol Version 4, Src: 18.22.5.223, Dst: 16.86.15.169
« Transmission Control Protocol, Src Port: 64599 (64599), Dst Port: ms-wbt-ser
Source Port: 64599 (64599)
Destination Port: ms-wbt-server (3389)
Sequence number: 3981044664

G
PIN® I'm here!

Py,
Attacker Ve



192.168.10.33

Time 192.168.10.138  comment
4.1 Echo (ping) request id=0x2900, seq=3., ICMP: Echo (ping) request id=0x2900, seq=9032/...
9.6 SRR N ICMP: Echo (ping) request id=0x115¢, seq=00, tt...
9.6 Echo (ping) request id=0x0e58, seq=0/; ICMP: Echo (ping) request id=0x0e58, seq=0/0, tt...
9.6 E BP0 e e A=IININ Y e S 18 ICMP: Echo (ping) request id=0x0000, seq=0/0, tt..
9.6 Echo (ping) request id=0x6418, seq=3...; ICMP: Echo (ping) request id=0x6418, seq=33435...
16.7 Echo (ping) request id=0x0100, seq=2., ICMP: Echo (ping) request id=0x0100, seq=256/1,...
20.4 Echo (ping) request id=0x6c0c, seq=33 ICMP: Echo (ping) request id=0x6c0c, seq=33435/...
21.3 HEGES ASKEQUE T 8 = ICMP: Address mask request id=0x0100, seq=256...
21.3 Timestamp request _id=0x0100, seq=. ICMP: Timestamp request  id=0x0100, seq=256/...
21.4 Address mask request id=0x0100, seq=. ICMP: Address mask request id=0x0100, seq=256...
22.1 A ddress mask request d=0x0100, seq= ICMP: Address mask request id=0x0100, seq=256...
23.3 S s R e o SHAR AT e ICMP: Address mask request id=0x0100, seq=256...

~ Internet Protocol Version &
9110 .... = Version: 6
. 00RO 00RO .... e e e . = Traffic Class: @x@0 (DSCP: CS@, ECN: Not-ECT)
. 0000 PEPD PPRD POV VPO = Flow Label: ©x00000
Payload Length: 40
Next Header: ICMPv6 (58)
Hop Limit: 255
Source Address: fe8@::dead
Destination Address: fe8@::beef
v Internet Control Message Protocol vé
Type: Redirect (137)
Code: @
Checksum: @x593e [correct]
[Checksum Status: Good]
Reserved: 00000000
Target Address: fe80::cafe
Destination Address: fe80::babe

v Internet Protocol Version 4, Src: 192.168.12.1, Dst: 192.168.12.2
910@ .... = Version: 4
. @181 = Header Length: 20 bytes (5)
Differentiated Services Field: oxee (DSCP: CS@, ECN: Not-ECT)
Total Length: 796
Identification: @xeeee (@)
Flags: @x2@, More fragments
...0 0000 G0EL 0BPO = Fragment Offset: ©
Time to Live: 255
Protocol: ICMP (1)
Header Checksum: @xff8c [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.12.1
Destination Address: 192.168.12.2
@{ [Reassembled IPv4 in frame: 2]
v Data (776 bytes)
Data: 98000383000000P0BRRCERREEERAbAScabcdabcdabecdabcdabecdabecdabedabedabedabced..

O—




Chapter 13: Diving into DNS

1972
e RFC 882

* RFC 606 e RFC 883

1987

e RFC 1034
e RFC 1035

e Hosts.txt

ARPANET 1983

wikipida.org google.com amazon.com speedtest.net

en.wikipedia.org as.wikipedia.org mail.google.com

Recursion requested ] @ B -
o
o
\@ auery JE—
Recursive TLD for .com %
S DNS server £
— <
Client T
GE.com n

computer @

v Answers
v google.com: type A, class IN, addr 74.125.236.35

Name: google.com
Type: A (Host Address) (1)
Class: IN (@x00e1l)
Time to live: 4 (4 seconds)
Data length: 4
Address: 74.125.236.35



v Domain Name System (response)

Transaction ID: exeee3

Flags: exa1s8e standard query response, No error
Questions: 1

Answer RRs: 11

Authority RRs: @

Additional RRs: @

®
@
@ Queries
O

A

Answers

[Time: ©.0le640000 seconds]

v Domain Name System (response)
Transaction ID: @xeee3
v Flags: ©x818e Standard query response, No error

Lo vien vvnn vaas = Response: Message is a response

L0080 B... ... ... = Opcode: Standard query (@)
Authoritative: Server is not an authority for domain
Truncated: Message is not truncated
....... 1 .... .... = Recursion desired: Do query recursively
Recursion available: Server can do recursive queries
0., ... = Z: reserved (@)
Answer authenticated: Answer/authority portion was not authenticated
e Non-authenticated data: Unacceptable
............ @000 = Reply code: No error (@)

- @
@ .
[

=
I

- @
© -
[

[Request In: 1]
[Time: ©.010640000 seconds]

v Domain Name System (response)

Transaction ID: ©x0003
Flags: ox818@ Standard query response, No error

Questions: 1

Additional RRs: ©
Queries
Answers

|Request In: 1

[Time: 0.010640000 seconds |

Answer RRs: 11
Authority RRs: ©



QNAME

QCLASS

NAME

TYPE

DNS ANSWER —= CLASS

TTL

RDLENGTH

RDATA

v Queries

<:> —{ v google.com: type A, class IN

—

Name: google.com
[Name Length: 10]
<:> — [Label Count: 2]

Class: IN (0x0001)

v Answers
google.com: type
google.com: type
google.com: type
google.com: type
google.com: type
google.com: type
google.com: type
google.com: type
google.com: type
google.com: type
google.com: type

e e e e

e

e e e e

bbbbb?bbbbb

e

class IN, addr 74.
class IN, addr 74.
class IN, addr 74.
class IN, addr 74.
class IN, addr 74.
class IN, addr 74.
class IN, addr 74.
class IN, addr 74.
class IN, addr 74.
class IN, addr 74.
class IN, addr 74.

125.
125.
125.
125.
125.
125.
125.
125.
125.
125.
125.

Type: A (Host Address) (1)

236.
236.
236.
236.
.40
236.
A1
236.
236.
.46
236.

236

236

236

35
37
39
32

33

34
36

38



~ Domain Name System (response)

Transaction ID: @xcadd

Flags: @x818@ Standard query response, No error
Questions: 1

Answer RRs: 2

Authority RRs: @

Additional RRs: @

Queries

Answers

[Request In: 942084]

[Time: ©.509077080@ seconds] _

96091 0.509077000 172.16.128.202 172.16.133.48 DNS

L 666122 ©.3489350008.8.8.8 172.16.133.6 DNS
167895 0.320070000 216.146.36.240 172.16.133.22 DNS
434744 ©.3162840008.8.8.8 172.16.133.6 DNS

507015 ©.307765000172.16.128.202 172.16.133.45 DNS

M Wireshark . Preferences x>
v Appearance
T . Displayed Title Type Fields Field Occu
Font and Colors No. Mumber
Layout DMS Response time Custom dns.time 0
Capture Il Time Time (format as specified)
Expert Source Source address
Filter Buttons Destination Destination address
Mame Resclution Protocol Protocol
Protocols [ Window Custom tepwindow_siz.. 0
RSA Keys [l Length Packet length (bytes)
Statistics Il Destination Port Custom tcp.dstport 0
Advanced Infa Information
| IP Main ICMP Custom ip.id 1
| IP Mested ICMP Custom ip.id 2
[ Source Custom eth.src i}
| Source Address Custam ipvb.src 0
| Flow Label Custom ipvB.flow 0
[ Frame length on the wire Custom frame.len 0
| Frame length stored into the capture file Custom frame.cap_len 0
| Dynamic Host Configuration Protocol  Custom dhcp 0
£ >
< s + | | = [] show displayed columns only
Cancel Help
M Wireshark - m} H
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am® RE Res=FTaE[Eaaan
[ﬂmdns} && (dns. flags.response == 1)) && !(sflow)) 8& !{icmp)) && !(dns. flags.rcode == 2)) && (dns.time > 0.2) HE3 '] +
Mo, DMNS Response time Source Destination Protocol A

Ethernet II,

<

Src: 00:90:7f:3e:02:d9, Dst: 00:19:b9:da:15:a@

Internet Protocol Version 4, Src: 8.8.8.8, Dst: 172.16.133.6
User Datagram Protocol, Src Port: domain (53), Dst Port: 60620 (60620)
Domain Name System (response)

>

w

0 > Flags (dns.flags), 2 bytes

Packets: 791615 - Displayed: 46 (0.0%)

Profile: Lisa




M Wireshark . DNS . bigFlows.pcap — O
Topic / ltem N Count Average MinVal Max Val Rate (ms)] Percent BurstRate Burst Start
v Total Packets 4034 0.0135 100% 02700 88.124

¥ rcode 4034 0.0135 100.00% 0.2700 88124
Refused T 0.0000 0.17%  0.0100 28.346
Mo such name 17 0.0001 042%  0.0200 176.053
Mo error 4010 0.0134 99.41% 02700 136.447
“ ppcodes 4034 0.0135 100.00% 0.2700 88124
Standard query 4034 0.0135 100.00% 0.2700 88.124
“ CQuery/Response 4034 0.0135 100.00% 0.2700 88.124
Response 1813 0.0060 44.84%  0.1600 136.447
Query 221 0.0074 53.08% 0.1600 82114
¥ Query Type 4034 0.0135 100.00% 0.2700 88.124
SRV (Server Selection) 17 0.0001 042%  0.0300 57.910
PTR (domain name PoinTeR) 442 0.0015 10.96%  0.0600 89.437
AAAL (IPVE Address) 6 0.0000 0.15%  0.0400 248,122
A (Host Address) 3569 0.0119 8847% 02700 136.447
¥ Class 4034 0.0135 100.00% 0.2700 88124
IM 4034 0.0135 100.00% 0.2700 88124
v Service Stats 0 0.0000 100% - -
request-response time (msec) 1813 69.67 0.082000 509.076996 0.0060 0.1600 156,447
ne. of unsolicited responses 0 0.0000 - -
no. of retransmissions 0 0.0000 -
“ Response Stats 0 0.0000 100% - -
no. of questions 3626 1.00 1 1 0.0121 0.3200 136.447
no. of authorities 3626 0.01 o 1 0.0121 0.3200 136.447
no. of answers 3626 315 0 21 0.0121 0.3200 136.447
no. of additionals 3626 0.00 0 1 0.0121 0.3200 136.447
¥ Query Stats 0 0.0000 100% - -
Qname Len 2221 21.81 & 72 0.0074 0.1600 88.114
“ Label Stats 0 0.0000 - -
4th Level or more mm 0.0037 0.,1200 4,444
3rd Level 107 0.0034 0.1100 88.045
2nd Level 93 0.0003 0.0900 87.806
1st Level 0 0.0000 - -
Payload size 4034 67.87 24 389 0.0135 100%  0.2700 88124
Display filter: | I{dns.flags.rcode == 2) | Apply
Save as... Close
= Run *
Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: | -

0K

Cancel

Browse...




Chapter 14: Examining DHCP

Internet Protocol Version 4 (TCP/IPwd) Properties >

General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(i Uze the following IF address:

IP address: | . . . |

Subnet mask: | . . . |

Defaulk gateway: | . . . |

(®) Obtain DMS server address automatically
(i Uze the following DNS server addresses:

Preferred DMS server; | . . . |

Alkernate DMS server: | . . . |

Validate settings upon exit Advanced. ..

Cance

DHCP Discover
Packet

e e

/ Aoy @ DHCP Rela @
— Y DHCP Server

Agent

Host beginning
DORA process [\ \

The Relay exchanges messages @
v ge g | The server responds with an Dﬂ‘er

until the final ACK




OUl ! MAC
—_— —

07:B4:5SE EBA:D3:01
Take a 12-digit MAC address

\ 4

Insert 16-bit OxFFFE

\
07:B4:5E:FFFE:BA:D3:01

Generate an IPv6 address

v Option Request
Option: Option Request (6)
Length: 4
Requested Option code: DNS recursive name server (23)
Requested Option code: Domain Search List (24)

Request sent T1 T2
to server 50% LT 87.5% LT
]
1

Acquire LT
Lease No response? Request
Wait half of the broadcasted

time left then
retransmit

- e e -
—— o —— -




UDP Header

OPCODE Hardware Hardware Hops
Type Length

Transaction ID Number

Seconds Since Boot Flags
Client IP Address
Your (Client) IP Address
Server IP Address
Gateway IP Address
Client Hardware Address

Server Host Name
Boot File
Options

v Dynamic Host Configuration Protocol (Request)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: ©
Transaction ID: ©x00003dle
Seconds elapsed: ©
Bootp flags: ©x@00e (Unicast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: ©0.0.0.0
Relay agent IP address: ©.0.0.0
Client MAC address: 00:0b:82:01:fc:42
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given



Option: (53) DHCP Message Type (Request)

Option: (61) Client identifier

Option: (50) Requested IP Address (192.168.0.10)
Option: (54) DHCP Server Identifier (192.168.0.1)
Option: (55) Parameter Request List

Option: (255) End

v Option: (61) Client identifier
Length: 7
Hardware type: Ethernet (@x01)
Client MAC address: ©0:0b:82:01:fc:42

Option: (53) DHCP Message Type (Release)
Length: 1
DHCP: Release (7)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 1 ® BE Res=F a5 [Eaaan

R T N e — = }

[— 10.0 10.0.0.75 10.0.0.1 DHCP DHCP Release - Transaction ID @xa7c87247

i 215.1 @.0.0.0 255.255.255,255 DHCP  DHCP Discover - Transaction ID @xb5de@l7@
30.1 10.0.0.1 10.0.0.75 DHCP DHCP Offer - Transaction ID @xb5de@l7@

| 40.0 ©0.0.0.0 255.255.255,255 DHCP  DHCP Request - Transaction ID @xb5de@17@

L 50.0 10.0.0.1 10.0.0.75 DHCP DHCP ACK - Transaction ID @xb5de@l7@
61.1 18:47:3d:4d:35:bb ff:ff:ff:ff:ff:ff ARP Who has 10.8.0.75? (ARP Probe)



v Dynamic Host Configuration Protocol (Release)

Message type: Boot Request (1)
Hardware type: Ethernet (@xe1)
Hardware address length: 6
Hops: ©
Transaction ID: @xa7c87247
Seconds elapsed: ©
Bootp flags: ©xeee0 (Unicast)
Client IP address: 10.0.0.75
Your (client) IP address: ©.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: ©.90.0.0
Client MAC address: 18:47:3d:4d:35:bb
Client hardware address padding: ©0000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Release)
Option: (54) DHCP Server Identifier (10.0.0.1)
Option: (61) Client identifier
Length: 7
Hardware type: Ethernet (©x01)
Client MAC address: 18:47:3d:4d:35:bb
Option: (255) End
Padding: ©00000000000000000000000000000000000000000000

M Wireshark - ] *

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

Am 1@ RERe==7 5 EQaQaH

[MTapply a display fiter ... <Ctrl-/> -]+

No. ’_mm'ﬁme Source Destination Protocol Info

rlee 9.0.9.0 255.255.255.255 DHCP DHCP Discover - Transaction ID ©x3dild

| 20.0192.168.0.1 192.168.0.10 DHCP DHCP Offer - Transaction ID ©x3did
30.00.0.0.0 255.255.255.255 DHCP DHCP Request - Transaction ID ©x3dle
40.01%2.168.0.1 192.168.0.10 DHCP DHCP ACK - Transaction ID @x3dle



v Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (oxel)

Hardware address length: 6

Hops: @

Transaction ID: @xb5de@170

Seconds elapsed: ©

v Bootp flags: 0x0000 (Unicast)

@.vv +ves wse. .... = Broadcast flag: Unicast
.000 000D 00O PPOO = Reserved flags: ©x0000

Client IP address: ©.0.0.0

Your (client) IP address: ©.9.0.0

Next server IP address: ©.0.0.0

Relay agent IP address: ©.0.0.0

Client MAC address: 18:47:3d:4d:35:bb

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

v Dynamic Host Configuration Protocol (Offer)
Message type: Boot Reply (2)
Hardware type: Ethernet (©x01)
Hardware address length: 6
Hops: @
Transaction ID: ©x00003dld
Seconds elapsed: ©
v Bootp flags: 9xeeee (Unicast)
Q... +4ve vvss ... = Broadcast flag: Unicast
.000 PPRO POV Q0P = Reserved flags: ©x0000
Client IP address: 0.0.0.0
Your (client) IP address: 192.168.0.10
Next server IP address: 192.168.0.1
Relay agent IP address: 0.0.0.0
Client MAC address: 00:0b:82:01:fc:42
Client hardware address padding: ©0000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Offer)
Option: (1) Subnet Mask (255.255.255.0)
Option: (58) Renewal Time Value
Option: (59) Rebinding Time Value
Option: (51) IP Address Lease Time
Option: (54) DHCP Server Identifier (192.168.8.1)
Option: (255) End
Padding: ©000000000000000000000000000000000000000000000000000



v Dynamic Host Configuration Protocol (Request)

Message type: Boot Request (1)

Hardware type: Ethernet (@exe1)

Hardware address length: 6

Hops: @

Transaction ID: 0x00003dle

Seconds elapsed: ©

Bootp flags: ©x0000 (Unicast)
% Broadcast flag: Unicast
.000 POOO 0PRO 0000 = Reserved flags: ©x0000

Client IP address: ©.0.0.0

Your (client) IP address: ©.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: ©.0.0.0

Client MAC address: 00:0b:82:01:fc:42

Client hardware address padding: ©0000000200000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Request)

Option: (61) Client identifier

Option: (50) Requested IP Address (192.168.0.10)

Option: (54) DHCP Server Identifier (192.168.0.1)

Option: (55) Parameter Request List

Option: (255) End

Padding: oo

v Dynamic Host Configuration Protocol (ACK)

<

Message type: Boot Reply (2)

Hardware type: Ethernet (@xe1)

Hardware address length: 6

Hops: ©

Transaction ID: @x©@003dle

Seconds elapsed: @

Bootp flags: @x@@ee (Unicast)
@... «+vv+s +eeus +... = Broadcast flag: Unicast
.000 0000 0PRO °ORe = Reserved flags: ©x0000

Client IP address: ©.0.0.0@

Your (client) IP address: 192.168.0.10

Next server IP address: ©.0.0.0

Relay agent IP address: 0.0.0.0

Client MAC address: ©0:0b:82:01:fc:42

Client hardware address padding: ©0000000000000000000

Server host name not given

Boot file name not given

Magic cockie: DHCP

Option: (53) DHCP Message Type (ACK)

Option: (58) Renewal Time Value

Option: (59) Rebinding Time Value

Option: (51) IP Address Lease Time

Option: (54) DHCP Server Identifier (192.168.0.1)

Option: (1) Subnet Mask (255.255.255.80)

Option: (255) End

Padding: ©0000000000000000000000000000000200RE000R000R0000000



v Option: (58) Renewal Time Value
Length: 4
Renewal Time Value: (1800s) 3@ minutes
v Option: (59) Rebinding Time Value
Length: 4
Rebinding Time Value: (3150s) 52 minutes, 3@ seconds
v Option: (51) IP Address Lease Time
Length: 4
IP Address Lease Time: (3600s) 1 hour
v Option: (54) DHCP Server Identifier (192.168.0.1)
Length: 4
DHCP Server Identifier: 192.168.0.1
v Option: (1) Subnet Mask (255.255.255.9)
Length: 4
Subnet Mask: 255.255.255.0



Chapter 15: Decoding HTTP

HTTP Header
General Header
HTTP Body
<html> Request/Response
<heag> H d
<title=Security Tips</titla» gaqer
<link rel="stylesheet” href="link"> .
</head> Entity Header
<body=
<hl»Welcome»/hlx
ﬁfbﬁayb
< html>
HTTP request o0
., " ]
& oa @
e S
HTTP response
Client Server running
computer Apache

v Hypertext Transfer Protocol
[truncated]GET /b?P=AmXBrTc2LjH239XVUSOW1RTWNTAUNLIEtMPZz 7@Y&T=180ph74
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_3) AppleWebKit/
Referer: http://webhosting.yahoo.com/forward.html\r\n
Accept: */*\r\n
v Cookie: B=fdnulql8iqc61&b=3&s=ps\r\n
Cookie pair: B=fdnulql8iqc61&b=3&s=ps
Connection: Keep-Alive\r\n
Accept-Encoding: gzip\r\n
Accept-Language: en,*\r\n
Host: us.bc.yahoo.com\r\n



Method URI Version CR | LF }— Request line
_- LF
.-+_. Header lines
| Headerfieldname |  value [CR|IF

!1IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
User-Agent: CSISHttpReg\r\n
Host: 172.16.139.250:5440\r\n
Cache-Control: no-cache\r\n

\r\n

Request Line
GET /images/layout/hut.png HTTP/1.1

MIME Header

User Agent: Mozilla/5.0 [en]

Accept: image/gif, */*

Accept-Charset: iso-8859-1, *

MIME Fields




Version SP | Status Code | SP Reason CR LF }— Status line
Header field name [ Value CR LF
.-+_. Header lines
Header field name [ Value CR | LF
CR LF
Entity Body
Response Line
HTTP/1.1 200 OK
MIME Header
Date: Mon, 18 Nov 2021 04:15:01 GMT
Content-Location http:/ fveww patra.com)/
Content-Length: 7931
Content-Type: text/hitml
MIME Fields
M Wireshark . Flow - HTTP.pcap — O *
Time 192.168.1.140 Comment -
174.143.213. 184
0.000000 s767s (57678 — hiup{80) [SYN] Seq=0 i o, TCP: 57678 — hitp{80) [SYN] Seg=0 Win=5840 L...
0.046905 57678 hjto(B0) — STETB [SYN, ACK]S..i gy TCP: hup(80) — 57678 [SYN, ACK] S=q=0 Ack=...
0.000051 57678 57678 — buupls0) [ACK] Sea=1 ) ) TCP: 57678 — hitp(80) [ACK] Seq=1 Ack=1 Win...
0.000112 57678 |GET [magesflsyoutfogo.png ., gy HTTP: GET fimagesflayoutiogo.png HTTR/LO
0.047200 57678 Lip(B0) — 57678 [ACK] Seq=1... gy TCP: hup{BL) — 57678 [ACK] S=q=1 Ack=135 Wi..
0.002405 57678 olB0) — 57678 [ACK] Sea=1 . gy TCP: hitp{80) — 57678 [ACK] Seq=1 Ack=135 Wi.
0.000029 57678 157678 — bp(B0) [ACK] Sea=1,,} g TCP: 57678 — hup(S0) [ACK] S=q=135 Ack=144._
0.000083 57678 jol80) — 57678 [ACK] Sea=1... gy TCP: hetp{80) — 57678 [ACK] Seq=1449 Ack=13...
0.000004 57678 157678 — bup(B0) [ACK] Sea=1,.} g TCP: 57678 — hitp(80) [ACK] Seq=135 Ack=289..
1

Packet 10: TOP: http{B0) — 57678 [ACK] Seq=2897 Ack.. TSecr=2216543 [TCP segment of 5 reassembled POLY

[ Limit to display filter

Flow type:

All Flows

Reset Diagram

Addresses:

Close

Any ~

Export Help




Expand Subtrees

Collapse Subtrees

Expand All

Collapse All

Apply as Column Ctrl+5Shift+|

Apply as Filter L4

Prepare as Filter L4

Conversation Filter L4

Colorize with Filter r

Follow r TCP Stream Ctrl+Alt+Shift+T

Copy 5 UDP Stream Ctrl+Alt+Shift+
DCCP Streamn Ctrl+Alt+5hift+E

Show Packet Bytes... Ctrl+Shift+ O TLS Stream Chrl+ Alt+Shift+5

Export Packet Bytes... Crl+ Shift+X HTTP Stream  Ctrl+ Alt+Shift+H

Wiki Protocol Page HTTR/2 Stream

Filter Field Reference QUIC Stream

Protocol Preferences 3 SIP Call

Decode As... Ctrl+ Shift+L
Go to Linked Packet

Show Linked Packet in New Window

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - HTTP.pcap — O *

GET /images/layout/logo.png HTTP/1.0
User-Agent: Wget/1.12 (linux-gnu)
Accept: */*

Host: packetlife.net

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/0.8.53

Date: Tue, 01 Mar 2011 20:45:16 GMT
Content-Type: image/png
Content-Length: 21684

Last-Modified: Fri, 21 Jan 2011 ©3:41:14 GMT
Connection: keep-alive

Keep-Alive: timeout=20

Expires: Wed, 29 Feb 2012 20:45:16 GMT
Cache-Control: max-age=31536000
Cache-Control: public

Vary: Accept-Encoding

Accept-Ranges: bytes

.PNG v
1 cliert pkt. 18 server pkts, I turm.
Entire conversation {22 kB) e Show data as | ASCIT w Stream
Find: | [ Findnext |

Filter Qut This Stream Print Save as... Back Close Help




M HTTP pea
peap

File Edit View Ge Capture Analyze Statistics Telephony Wireless Tools Help
AN 2® RBRe=z=TeEEaaan

[ |AJJ-:&:SJ&-;‘ ter .. <Ch

Mo, Time Source Destination Protocol Info

10.000000 192.168.1.140 174.143.213.184 TCP 57678 » http(80) [SYN] Seq=0
20.046905 174.143.213.184 192.168.1.140 TCP http(80) » 57678 [SYN, ACK]
309.000051 1592.168.1.140 174.143.213.184 TCP 57678 » http(80) [ACK] Seg=1

~ Hypertext Transfer Protocol
v GET /images/layout/logo.png HTTP/1.0\r\n

[Expert Info (Chat/Sequence): GET /images/layout/logo.png HTTP/1.0\r\n]
Request Method: GET
Request URI: /images/layout/logo.png
Request Version: HTTP/1.0

User-Agent: Wget/1.12 (linux-gnu)\r\n

Accept: */*\r\n

Host: packetlife.net\r\n

Connection: Keep-Alive\r\n

\r\n

[Full request URI: http://packetlife.net/images/layout/logo.png]

[HTTP request 1/1]

[Response in frame: 36]




> [Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]
Response Version: HTTP/1.1
Status Code: 200
[Status Code Description: 0K]
Response Phrase: OK
Server: nginx/0.8.53\r\n
Date: Tue, 91 Mar 2011 20:45:16 GMT\r\n
Content-Type: image/png\r\n
v Content-Length: 21684\r\n
[Content length: 21684]
Last-Modified: Fri, 21 Jan 2011 ©3:41:14 GMT\r\n
Connection: keep-alive\r\n
Keep-Alive: timeout=20\r\n
Expires: Wed, 29 Feb 2012 20:45:16 GMT\r\n
Cache-Control: max-age=31536000\r\n
Cache-Control: public\r\n
Vary: Accept-Encoding\r\n
Accept-Ranges: bytes\r\n
\r\n
[HTTP response 1/1]
[Time since request: ©.152882000 seconds]
[Request in frame: 4]
[Request URI: http://packetlife.net/images/layout/logo.png]
File Data: 21684 bytes

M Wireshark - Expert Information - HTTP.pcap - O x
Slafl.ﬂeri‘u:j.-'v Summary Group Protocol
» Mote This frame undergoes the connection closing Sequence TCP
» Mote This frame initiates the connection closing Sequence TCP

>
v
4 GET firmages/layout/logo.png HTTP/1.0 Sequence HTTP
36 HTTP/1.1 200 OK (PNG) Sequence HTTP

>
>

< >

No displz)- fiver sat.

Limit to Display Filter [+] Group by summary Search: |




- Portable Network Gréphics

£

() 7 Portable Network Graphics (pna), 21,684 bytes _

M Wireshark . Export . HTTP object list

Text Filter: ||

Content Type: | All Content-Types

- O ot

Packet Hostname — Content Type Size

Filename

36 packetlife.net imagepng 21 kB logo.png

Save

Save All Preview

37 ©.000005 192.168.1.140
38 ©.000625 192.168.1.140

174.143.213.184
174.143.213.184

390.046230 174.143.213.184 192.168.1.140

40 0.000019 192.168.1.140

174.143.213.184

TCP
TCP
TCP
TCP

@ PacketLife.net

57678 - http(80) [ACK] Seq=135
57678 - http(80) [FIN, ACK] Seq
http(80) -+ 57678 [FIN, ACK] Seq
57678 - http(80) [ACK] Seq=136



Chapter 16: Understanding ARP

OSI Model

Layer [Name Role Protocols PDU Address
7 Application |Initiate contact with the [HTTP, FTP, DNS |Data
network
6 Presentation |Formats data, optional Data
compression and
encryption
5 Session Initiates, maintains and Data
tear down session
4 Transport Transports data TCP, UDP Segment [Port
3 Network Addressing, routing IP, ICMP m Packet IP
2 Data Link Frame formation Ethernet Il Frame MAC
1 Physical Data is transmitted on Bits
the media

ARP Request
Who has 10.40.10.101?
Tell 10.40.10.109

~ N\
Host A
IP Address 10.40.10.109 Intemet
MAC Address 46:89.FF:4C:57:49
Switch Gateway g
IP Address 10.40.10.101
— MAC Address BB:20:62:C4:57:23
Host B
IP Address 10.40.10.103 ARP Reply
MAC Address 00:80:68:B4:87:72 10.40.10.101 is at
BB:20:62:C4:57:23
A ARPTrace.pcapng = =
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 3@ RE _Re=2=F 25 = aaad
(WTaply a display fiiter ... <Ctrl-/> | Expression...  +
. lgm.EBBBBBB 59‘)30:315:5d:9'F:49:18 D'Fe'sl;]r;ajaFn'nF:'F'F:'F'F:'F'F:'F'F ::":“ Lm:z II.:;o has 172.16.2.27? Tell 172.16.2.3

2 9.000203 d4:be:d9:af:3e:4d ©0:15:5d:0f:49:18 ARP 60 172.16.2.27 is at d4:be:d9:af:3e:4f v



D&
FF-FF-FF-FF-FF-FF

01-00-5

C:\WINDOWS\system32>netsh interface ipv4 show interface wi-fi

Interface Wi-Fi Parameters

IfIndex

State

Metric

Link MTU

Reachable Time

Base Reachable Time
Retransmission Interval

DAD Transmits

Site Prefix Length

Site Id

Forwarding

Advertising

Neighbor Discovery

Neighbor Unreachability Detection
Router Discovery

Managed Address Configuration
Other Stateful Configuration
Weak Host Sends

Weak Host Receives

Use Automatic Metric

Ignore Default Routes
Advertised Router Lifetime
Advertise Default Route
Current Hop Limit

Force ARPND Wake up patterns
Directed MAC wake up patterns
ECN capability

[

00-16

LE I I Iy Iy I

static
static
static

wireless_0
3
connected
25

1500 bytes
26500 ms
30000 ms
1000 ms

3

64

1

disabled
disabled
enabled
enabled
dhcp
enabled
enabled
disabled
disabled
enabled
disabled
1800 seconds
disabled

0]

disabled
disabled
application




A IPV6_NDP.cap - o lEl
File Edit View | Go | Capture Analyze Statistics Telephony Wircless Tools Help

L 2B e =TaE=QaaanE
(W] Apply = display fiter . <Ctrl- ~] Expression..  +
No. Time: Source Destination Protocol Info

16.006600 38 ffe2::1:fff5:8 ICMPv6 Neighbor Solicitation for fe86::c868:54ff:fef5:8

2 6.943960 fe80::c000:54ff:.. ffe2::1 ICMPV6 Neighbor Advertisement fe8@::c@00:54ff:fef5:8 (rtr,,

< >
» Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)

> Ethernet II, Src: c2:00:54:f5:00:00, Dst: 33:33:ff:f5:00:00

- Internet Protocol Version 6, Src: ::, Dst: ff@2::1:fff5:8

> Internet Control Messaege Protocol vé

* Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 3
- Ethernet II, Src: ©©:15:5d:0f:49:18, Dst: ff:ff:ff:ff:ff:ff
« Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (©xe808)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: ©0:15:5d:8f:49:18

Sender IP address: 172.16.2.3

Target MAC address: ©0:00:00:00:00:00

Target IP address: 172.16.2.27

Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (486 bits) on interface 3
Ethernet II, Src: d4:be:d9:af:3e:4d, Dst: ©0:15:5d:01:49:18
s+ Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPv4 (©x0800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

|Sender MAC address: d4:be:d9:af:3e:4f

Sender IP address: 172.16.2.27

Target MAC address: ©0:15:5d:0f:49:18

Target IP address: 172.16.2.3

v Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: ©0:15:5d:fd:0@b:0a
Sender IP address: 172.16.2.4
Target MAC address: 00:00:00:00:00:00
Target IP address: 172.16.2.27



a
File Edit View Go Capture Analyze Statistics Telephony
Ama® REQRe==7F i[5

Wireless Teols Help

Qe

- oW

rarp_request.cap

(W apply a display fiter _<Crl-/>

=2 ~| Expression..

+

No. Time  Source Destination

Protocol Info

160.000:00:a1:12:dd:88 ff:ff:ff:ff:ff:ff

RARP Who is ©©:80:a1:12:dd:88? Tell ©0:80:al:12:dd:88

<

» Ethernet II, Src: 00:00:al:12:dd:88, Dst: ff:
+ Address Resolution Protocol (reverse request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (©x03800)
Hardware size: 6
Protocol size: 4

» Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

EEEEEREE - EEEEEE

Opcode: reverse request (3)
Sender MAC address: ©0:00:al1:12:dd:88
Sender IP address: ©.0.0.0
Target MAC address: ©0:00:al1:12:dd:88
Target IP address: ©.0.0.0
[ A
QO 7 ramp_request.cap || Packets: 1 - Displayed: 1(100.0%) || profie: Default
A FrameRelay-101.pcapng = (=
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A i@ ) mRBRes=F aE = @aQanE
[. |Appl'-,'ad\sp\a'r' filter ... «Ctrl-/= = '] Expression.. +
Mo, Time Source Destination Frotocol Info
1 8.0000080 Inv.. Who is 3891? Tell o606
208.012000 Inv.. Who is 3891? Tell o006
3 8.030000 Inv.. @860 is at 99.0.6.1
4 6.010000 Inv.. @800 is at 99.8.6.1 v

<

> Frame 1: 34 bytes on wire (272 bits),
» Frame Relay

+ Address Resolution Protocol (inverse request)

Hardware type: Frame Relay DLCI (15)
Protocol type: IPv4 (Ox0800)
Hardware size: 2

Protocol size: 4

Opcode: inverse request (8)

Sender hardware address: €008
Sender IP address: 99.6.8.2

Target hardware address: 3891

Target IP address: 0.6.6.0

34 bytes captured (272 bits) on interface ©

O i FrameRelay-101.pcapng

Sending INARP to DLCI 3091

99.0.0.2

|| Packets: 4 * Displayed: 4 (100.0%%) H Profile: Default

99.0.0.1

99.0.0.3



v Address Resolution Protocol (ARP Announcement)
Hardware type: Ethernet (1)
Protocol type: IPv4 (©x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
[Is gratuitous: True]
[Is announcement: True]
Sender MAC address: VMware 37:5f:f5 (©0:0c:29:37:5f:f5)
Sender IP address: 192.168.130.128 (192.168.130.128)
Target MAC address: 00:00:00 00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.130.128 (192.168.130.128)

Who has
10.10.3.1107 g

10.10.3.120
10.10.1.113 /
10.10.3.110is on the
opposite side but here
: 10.10.3.110
10.10.1.112 is my MAC address




A arp-storm.pcap - o
Fle Edit View Go Copture Analyze Statistics Telephony Wircless Tools Help

Aami® M Res=F LE|=Saq]an

L] |App\-, a display filter ... <Ctrl-/>

0 -] Expression +
No. Time Source Destination Protocol  Info ~

10.000000 ©0:07:@d:af:f4:54 ff:ff:ff:ff:ff:ff ARP Who has 24.166.173.159? Tell 24.166.172.
20.098594 00:07:@d:af:f4:54 ff:ff:ff:ff:ff:ff ARP Who has 24.166.172.141? Tell 24.166.172.
30.012023 ©0:07:0d:af:f4:54 Ff:Ff:ff:ff:iffF:FF ARP Who has 24.166.173.161? Tell 24.166.172.1
46.101174 ©0:087:0d:af:f4:54 Ff:ff:ff:ff:Ff:Ff ARP Who has 65.28.78.767? Tell 65.28.78.1
5©.084953 ©0:07:8d:af:f4:54 Ff:ff:ff:ff:fF:FF ARP Who has 24.166.173.163? Tell 24.166.172.
6 0.091165 ©0:87:8d:af:f4:54 ff:ff:ff:ff:ff:Ff ARP Who has 24.166.175.123? Tell 24.166.172.
7 ©.022524 ©0:07:0d:af:f4:54 Ff:ff:ff:ff:Fff:Ff ARP Who has 24.166.173.165? Tell 24.166.172.1
80.078123 ©0:07:0d:af:f4:54 Ff:ff:ff:ff:Fff:Ff ARP Who has 24.166.175.82?7 Tell 24.166.172.1
9 0.046548 ©0:07:0d:af:f4:54 Ff:ff:ff:ff:Fff:Ff ARP Who has 69.76.220.131? Tell 69.76.216.1 v

< >
> Frame 1: 68 bytes on wire (486 bits), 6@ bytes captured (486 bits)

» Ethernet II, Src: ©0:07:0d:af:f4:54, Dst: ff:ff:ff:ff:Fff:Ff

» Address Resolution Protocol (request)

[y

[y

(RS

[ =1
Q@ 7 ampstorm.pcap Packets: 622 - Displayed: 622 (100.0%) Profile: Default

M Wireshark - Preferences hd

AgentX ~

AlM
Detect ARP request storms
AIP13

Address Resolution Protocol

ALC Number of requests to detect during period |30 |
ALCAP
Allloyn ARDP
AllJoyn NS Detect duplicate IP address configuration
AMP

AMOP

AMR

AMS

AMT

AMNCP

AMSI BSMAP

AMSI MAP

AMSI_TCAP

ACDV

AOL

APRS

AR Drone

Armagetronad

ARP/RARP ]

Detection period (in ms) |1[][J |

Register network address mappings

Cancel Help




Chapter 17: Determining Network Latency Issues

M client-fast-retrans.pcap - ] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am2® Resz=TiEEQaan

| |—:'_1.E:5-JE-.‘:E ... =<Cirl-f= ']+
No. Time Source Destination Protocol Info =

17 0.000 74.203.22,229  230.211.187.172 TCP 49683 - http(80) [ACK] Seq
18 ©.000 230.211.187.172 74.203.22.229 TCP http(8@) -» 49683 [ACK] Seq
190.000 74.203.22,229  230.211.187.172 TCP 49683 - http(80) [ACK] Seq
000 230.211.187.172 74.203.22.229 [TCP Previous segment not
000 74.203.22.229 239.211.187.172 [TCP Dup ACK 19#1] 49683 -

000 230.211.187.172 74.203.22.229 http(8@) » 49683 [ACK] Seq

000 74.203.22.229 239.211.187.172 [TCP Dup ACK 19#2] 49683 -
000 230.211.187.172 74.203.22.229 [TCP Fast Retransmission]
000 74.203,22,229 230.211.187.172 49683 -» http(80) [ACK] Seg

W

A Round Trip Time for 204.152.184.134:80 — 10.0.52.164:2646 ?

Round Trip Time for 204.152.184.134:80 — 10.0.52.164:2646

download-good. pcap

150

IR
1T

120 F1 | 1| T'f'rT'l‘I1-|TTTT'r111‘r‘|'|11-|111

i 1 1

90 |

60 =

Raound Trip Time (ms)

0

s eecsansbipnbobibbsbubbbiibbubasbbhinn

5 5] 7 8 9 10 11 12
Time (5)

[=]

Clik t seleer packer 474 (51725 len 1460 seq 401696 sck 444 win 65535) — 4785 phes, 6551 k8 — 4569 phrs, 4437 bytes
Stream |0 51 |Switch Direction

Type Round Trip Time W
Mouse (®) drags () zooms [] RTT By Sequence Number Reset
Save As... Help
TCP Stream Graphs r Time Sequence (Stevens)
UDP Multicast Streams Tirne Sequence (tcptrace)
Reliable Server Pooling (RSerPool) r Throughput
Es N Round Trip Time
Window 5cali
IP4 Statistics b i




0.011

0.01 2

0.005

0.008
0.007 |
0.006
0.005 |

Round Trip Time (ms)

0.004 F

Round Trip Time for 230.211.187.172:80 — 74.203.22.229:49683

Round Trip Time for 230.211.187.172:80 — 74.203.22.229:49683

dient-fast-retrans. pcapng

» IEN

0.21 0.225 0.24 0.255 0.27 0.285 0.3
Time (s)

Hover over the graph for details. — 13 ples, 15 kB — 14 ples, 132 byres

Type Round Trip Time LY Stream |0 5 [Switch Direction

Mouse (@) drags () zooms [| RTT By Sequence Number

Save As... Close

Reset

Help

M Wireshark - Coloring Rules Default

State Change
Spanning Tree Topols
Change
PF State Change

ICMP icmp || icmpve
TCP RST tcp flags.reset eq 1
SCTP ABORT sctp.chunk_type eq ABORT
TIL low or unexpected (! ip.dst == 22 lospf] || (ip.dst == 224, & ip.dst = 224.0.0.251 &
SMB smb || nbss || nbns || netbios
HTTP http || tcp.port == 80 || http2
DCERPC deerpc
Routing hsrp || eigrp || ospf || bgp || edp || vrrp || carp || gvrp || igmp || ismp
TCP SYMN/FIN tcp.flags & 002 || tcp.flags.fin ==
TCP tep
unp udp
Systemn Event systernd_journal || sysdig
< >
Double cick (o edit. Drag to move. Rules are processed i orser untl 3 match i found.
+| = & B
Copy from ¥ Cancel Import. .. Export. .. Help
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4d =

® RE Res=¢ &= }RQeQ K

il




~ Frame 20: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Jun 2, 2015 1@:11:59.96618700@ Eastern Daylight Time

[Time
Epoch
[Time
[Time
[Time
Frame
Frame

shift for this packet: ©.000000000 seconds]

Time: 1433254319.966187000 seconds

delta from previous captured frame: ©.000103000 seconds]
delta from previous displayed frame: ©.000103000 seconds]
since reference or first frame: ©.311136000 seconds]
Number: 20

Length: 1434 bytes (11472 bits)

Capture Length: 1434 bytes (11472 bits)
[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]

[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update &&

M bigFlows.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

a
X

[l
+

Am2® O)mmp=7 1K= aaan
‘\I"a_'-_'- a display fi Cirl-/>
(2) M rsces (561 | [omponet] | concel
No. Time Source Destination Pratocol Info
84 © o o o o 9 P P O 9] O s
o g O O o o S P P O
9 » P Re Q7R

587 0.256 172.16.133.37 172.16.139.250 TCP 49272 - fcp-addr-srvrl(5500=

88 @
89 0

MM T

Frame 586: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)

Ethernet II, Src: WatchGua_3e:@2:de (©0:90:7f:3e:02:d@), Dst: ProCurve_ca:fd:

Internet Protocol Version 4, Src: 172.16.133.11, Dst: 172.16.139.250

<

id

©

co

>

v

@ 7 bigFlows.pcap Packets: 791615 * Displayed: 791615 (100.0%)

Profile: Lisa

« Flags:

000.
sl

ox010 (ACK)
vee. .... = Reserved: Not set
v s wnan = Nonce: Not set

@... .... = Congestion Window Reduced (CWR): Not set

.0.. .... = ECN-Echo: Not set
«:@s wvov = Urgent: Not set
...1 .... = Acknowledgment: Set
eees @... = Push: Not set

weo we wBss = Reset: Not set

s e eole 2 .SYyNE Not set

s o wns® = Fim: Not set




Server

L1

ACK 180

I’'ve received 179 bytes of

data and | am ready for more, +
starting with 180. Client

Download cloudshark_tcp-keep alive pcapng

CloudShark retains the originally uploaded file which may be retrieved
unaltered. You may also export a pcapng formatted file that includes all the
annotations and comments added by CloudShark users.

File selection:

O Export 2 new pecapng with CloudShark comments and annotations

(® Download the original file

B Download file | OF cancel

M cloudshark_tcp_keep alive.pcapng - m| X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 m @ RERe==F 45 EQQqB

[ Jtep.stream eq 17 X] o]+

Na. Time Source Destination Protocol Info

— 720.000000 192.168.0.100 173.230.134.104 TCP 44518 -» https(443) [ACK] Seg=1 Ack
78 ©.110598 173.230.134.104 192.168.0.100 TCP https(443) -+ 44518 [ACK] Seq=1 Ack
153 10.003900 192.168.0.100 173.230.134.104 TCP [TCP Keep-Alive] 44518 - https(443
158 0.116335 173.230.134.104 192.168.0.100 TCP [TCP Keep-Alive ACK] https(443) -
2014.170338 173.230.134.104 192.168.0.100 TLSv1.2 Encrypted Alert
202 0.000100 152.168.0.100 173.230.134.104 TCP 44518 » https(443) [FIN, ACK] Seq=
203 0.000087 173.230.134.104 192.168.0.100 TCP https(443) » 44518 [FIN, ACK] Seq=,

>




M Wireshark - Expert Information - bigFlows.pcap — O x
Severit_',\f/ Sumrmary Group Protocol Count
>
>
>
>
>
» Warning  TCP Zero Window segment Sequence TCP 15
» Warning  ACKed segment that wasn't captured (common at ca.. Sequence TCP 47
» Warning Ignored Unknown Record Protocol TS5 473
» Warning Mo response seen to ICMP request Sequence ICMP 3
» Warning Initial App0 segrent with "JFIF" Identifier not found Malformed  JFIF (JPEG]... 7
» Warning Previcus segment(s) not captured (common at captu.., Sequence TCP 450
» Warning Unknown bit(s): Oe01 Undecoded  X509CE a6
» Warning lllegal characters found in header name Protocol HTTP 445
» Warning D-SACK Sequence Sequence TCP 4931
» Warning Cennection reset (RST) Sequence TCP 1960
» Warning  This frame is a (suspected) cut-of-order segment Sequence TCP 29942
» Mote This frame is a (suspected) fast retransmission Sequence TCP 105
» Mote ACK to a TCP keep-alive segment Sequence TCP 5536
» Mote This frame is a (suspected) spuricus retransmission Sequence TCP 1404
» Mote Didn't find padding of zeros, and an undecoded traile.. Protocol Ethertype 30
» Mote This session reuses previously negotiated keys (Sessio... Sequence TLS 535
» Mote TCP keep-alive segment Sequence TCP 11563
» Mote This frame undergoes the connection closing Sequence TCP 0826
» Mote A new top session is started with the same ports as an.. Sequence TCP 13138
» Mote This frame initiates the connection closing Sequence TCP 32927
» Mote Duplicate ACK (£1) Sequence TCP 36104
> Mote This frame is a (suspected) retransmission Sequence TcP 26650
>
>
>
>
2
No cisplsy filter st
Limit to Display Filter [~ Group by summary Search: | | Show...
| Close | | Help
M Wireshark - Expert Information - bigFlows.pcap — a *
Severitj}/ Surnrmary Group Protocol Count &
v MNote Duplicate ACK (#1) Sequence TP 36104
18 [TCP Dup ACK 17#1] 49292 — fcp-addr-srer1(3500) [A... Sequence TCP
37 [TCP Dup ACK 36#1] 52976 — 53440 [ACK] Seq=1 Ack=... Sequence TCP
77 [TCP Dup ACK 76#1] 52576 — 5440 [ACK] Seq=212 Ac... Sequence TCP
118 [TCP Dup ACK 117#1] 62286 — 5440 [ACK] Seq=1 Ack... Sequence TCP
135 [TCP Dup ACK 134#1] 62286 — 5440 [ACK] Seq=212 A... Sequence TCP
137 [TCP Dup ACK 136#1] 62286 — 53440 [ACK] Seq=212 A... Sequence TCP
181 [TCP Dup ACK 180#1] 65271 — 5440 [ACK] Seq=1 Ack... Sequence TCP
180 [TCP Dup ACK 189#1] 63271 — 5440 [ACK] Seq=212 A... Sequence TCP
214 [TCP Dup ACK 213#1] 53981 — 5440 [ACK] Seq=1 Ack... Sequence TCP v
Mo displs)r Siner sat.
Limit to Display Filter  [+*] Group by summary Search: | | Show...
| Close | | Help |




Wireshark - Expert Information - bigFlows.pcap

]

-

[<[<]<]e]<]

Error
Warning
Chat
Mote

Comment

Summary

M-SEARCH * HTTP/1.1

Sequence

Count A

3101

3158 M-SEARCH * HTTP/1.1 Sequence

3868 M-SEARCH * HTTP/1.1 Sequence

4911 M-SEARCH * HTTP/1.1 Sequence

5220 M-SEARCH * HTTP/1.1 Sequence

6721 M-SEARCH * HTTP/1.1 Sequence

10915 M-SEARCH * HTTP/1.1 Sequence

11841 M-SEARCH * HTTP/1.1 Sequence

11842 M-SEARCH * HTTP/1.1 Sequence

12096 M-SEARCH * HTTP/1.1 Sequence

13269 M-SEARCH * HTTP/1.1 Sequence

13451 M-SEARCH * HTTP/1.1 Sequence

13946 M-SEARCH * HTTP/1.1 Sequence

15085 M-SEARCH * HTTP/1.1 Sequence

19561 M-SEARCH * HTTP/1.1 Sequence

19816 M-SEARCH * HTTP/1.1 Sequence

20541 M-SEARCH * HTTP/1.1 Sequence

20600 M-SEARCH * HTTP/1.1 Sequence

20629 M-SEARCH * HTTP/1.1 Sequence

21594 M-SEARCH * HTTP/1.1 Sequence

21988 M-SEARCH * HTTP/1.1 Sequence v

< >
Display fiker: "sscp”
[] Limit to Display Filter Groupby summary  Search: |ssdp |

Close

| hep |




| Wireshark - Expert Information - bigFlows.pcap =:E

Packet Group Protocol Count ey

3101 Sequence  SSDP

3158 M-SEARCH * HTTP/1.1 Sequence  SSDP

[3868 M-SEARCH * HTTP/1.1 Sequence  SSDP Apply a=Filter.

4911 M-SEARCH * HTTP/1.1 Sequence  SSDP

5220 M-SEARCH * HTTP/1.1 Sequence  SSDP Prepare a Filter ¥

6721 M-SEARCH * HTTP/1.1 Sequence  SSDP Find

10915 M-SEARCH * HTTP/1.1 Sequence  SSDP Colotize

11841 M-SEARCH * HTTP/1.1 Sequence  SSDP

11842 M-SEARCH * HTTP/1.1 Sequence  SSDP Look Up

12096 M-SEARCH * HTTP/1.1 Sequence  SSDP Copy

13269 M-SEARCH * HTTP/1.1 Sequence  SSDP Collapse All

13451 M-SEARCH * HTTP/1.1 Sequence  SSDP

13946 M-SEARCH * HTTP/1.1 Sequence  SSDP Expanct Al

15085 M-SEARCH * HTTP/1.1 Sequence  SSDP

19561 M-SEARCH * HTTP/1.1 Sequence  SSDP

19816 M-SEARCH * HTTP/1.1 Sequence  SSDP

20541 M-SEARCH * HTTP/1.1 Sequence  SSDP

20600 M-SEARCH * HTTP/1.1 Sequence  SSDP

20629 M-SEARCH * HTTP/1.1 Sequence  SSDP

21594 M-SEARCH * HTTP/1.1 Sequence  SSDP

21988 M-SEARCH * HTTP/1.1 Sequence  SSDP

22742 M-SEARCH * HTTP/1.1 Sequence  SSDP v

Display fileer: "ssclp”
[] Limit to Display Filter Group by summary Search: ssdp
Close Help
A bigFlows.pcap - oIEd
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm e inRB e2=F sEEHaaas
(W ]apply a display filter ... <Ctrl-/> ~| Expression...  +
Packet list Narrow & Wide Case sensitive Display filter Vv | http.chat Find ~ Cancel

No. Time Source Destination Protocol —

300 172.16.133.116 172.16.139.2560 TCP

: 172.16.133.116 172.16.139.250
’ 392 9.16 172.16.133.116 172.16.139.2560° TP |-




Chapter 18: Subsetting, Saving, and Exporting Captures

0 i Rescanning: bigFlows.pcap M ] || Packets: 791615 * Displayed: 40411 (5. 1%:) || Profile: Default
F5 » |
|Pwd Statistics r All Addresses

|Pwb Statistics k

Destinations and Ports

IP Protocol Types

Source and Destination Addresses

M \Wireshark - All Addresses - bigFlows.pcap — O ot
Tu:upic,-"lter; Count Awerage MinVal Max Val Rate (ms) Percent Burst Rate Burst Start
w All Addresses 791179 2.6373 100%  9.8900 143,166

99.61.13.155 3 0.0000 0.00%  0.0100 232,210
99.138.108.122 3 0.0000 0.00%  0.0100 15.492
93.216.191.85 163 0.0005 0.02% 03500 232326
98.209.196.102 1853 0.0006 0.02%  0.0600 252375
9814299171 36 0.0001 0.00%  0.1900 260.625 =

Display filter: | | [_Apoly |

Copy Save as... Close

M \Wireshark - Destinations and Ports - bigFlows.pcap — O x
Topic / ltem Count Average MinVal Max Val Rate(ms) Percent Burst Rate Burst Start ™
% Destinations and Ports 47332 2.5760 100% £.9%00 13.045

v 68.64.21.62 1547 0.0838 3.25% 03700 11.118
v UDP 1547 0.0838 100.00% 0.3700 11.118
1853 1347 0.0838 100.00% 0.3700 11.118
v 172.16.133.82 195 0.0106 0.41% 04700 0.570
v TCP 194 0.0105 99.49% 04700 0.570
61228 29 0.0016 14.95%  0.1500 7.690
60073 32 0.0017 16.49%  0.0800 0,142
61247 16 0.0009 8.25%  0.0700 0.000 b
Display filter: Apply
Loadir | [X] Copy Save as... Close




M Wireshark - IP Protocol Types - bigFlows.pcap - O >
Tapic/ Itexrzn Count Average MinVal Max Val Rate(ms] Percent Burst Rate Burst Start
¥ |P Protocol Types 791179 2.6373 100%  9.8900 145.166

unp 152664 0.5089 19.30% 1.4200 71.312
TCP 634705 21180 80.23%  9.2300 145.166
MOME 3720 0.0124 047% 03300 260,854
Display filter: | | [_Aeoly |
Copy Save as... Close
M \Wireshark - Source and Destination Addresses - bigFlows.pcap — O o

Topic / ltem N Count Average MinVal Max Val Rate (ms) Percent BurstRate Burst Start ™

> Source [Pvd Addresses 791179 2.6373 100%  9.8300 143,166

“ Destination IPv4 Addresses 791179 2.6373 100%  9.8900 143,166

99.61.13.135 3 0.0000 0.00%  0.0100 252,210
99.138.108.122 3 0.0000 0.00%  0.0100 15.482
98.216.191.85 T 0.0003 0.01%  0.0900 252.328 v

< 3

Display filter: | I Apply I
Copy Save a5 Close
File name: w
Save as type: |Plain text file (*.txt)
_ Comma separated values (*.csv)
# Hide Folders HML docurment (*acml)
YAML documnent (*.yaml)
M Wireshark - Conversations - bigFlows.pcap — O X

Ethernet - 425 IPv4 - 3981 IPvG - B9 TCP - 22312 UDP - 5035

Address A PortA AddressB PortB Packets Bytes Packets A—B BytesA—B PacketsB—A
172.16.133.95 49358 157.56.240.102 443 20909 17M 12,518 17 M 8,391
67.217.64.99 443 172.16.133.36 p4953 17,862 16 M g,11%9 427 k 11,743
B7.217.64.99 443 172.16.133.26 53037 16,054 15 M 11,549 14 M 4 505
172.16.133.6 1731 172.16,128.201 1080 6,828 5454 k 2,406 180 k 4422
172.16.133.55 50193 157.56.232.214 443 5,279 4481 k 3,158 4353 k 2,121
172.16.133.87 60283 74,125.226.70 443 5,080 4425k 1,438 168 k 3,642

157.56.242.158 443 17216133114 84373 4936 4731 k 3,287 4632 k 1,649 ¥
< >

Mame resolution [] Limit to display filter [] Absolute start time Conversation Types ™
Copy ™ | |Follow Stream... Graph... Help




M Wireshark - Conversations - bigFlows.pcap - O *
Ethernet - 425  IPv4-3981  IPv6-83  TCP-22312  UDP-5036
Address A Port A AddressB Port B Packets By:t,es Packets 4 — B BytesA —B PacketsB -4 *
172.16.133.95 49358 157.56.240.102 443 20909 1TM 12,518 17M 839 .
67.217.64.99 43 17216,133.36 64953 17,362 16M §119 27k 11,743 | ApRly asFilter [k [ Selected Bl
67.217.64.99 443 172.16.133.26 53037 16054 15M 11,549 14M 4505 PrepareasFilter b Mot Selected | A-B
172.16.133.6 1731 172.16.128.201 1060 6,828 5454 k 2,408 190k 4422 Find »  ..and Selected P B-A
172.16,133.73 60658 74.125.170.143 20 3,948 4776 k 87 58k 313 Talar » | ..orSelected » A = Any
157.56.242.198 443 172.16.133.114 64373 4936 4731 k 3,287 4632 k 1,649
1322451150 443 17216.133.30 49311 4,683 4720k 3,278 4635 k 1,405 =S P | A=y
172.16.133.55 50193 157.56.232.214 443 5,279 4431 k 3,158 4353 k 2121 ..of not Selected ¥ Any — A
172.16.,133.87 60283 74.125.226.70 443 5,080 4425k 1,438 168 k 3642 Any — B
< L Any — B
Name resolution [ Limit to display filter [ Absolute start time Conversation Types ™ B — Any
Copy ¥ | Follow Stream... Graph... Help
M Wireshark - UDP Multicast Streams - bigFlows.pcap - O x
Source Address Source Port Destination Address Destination Port Packets Pacﬁetsfs Avg BW (bps) Max BW »
172.16.133.118 59355 239.255.255.250 3702 2 25.73 139 k
fell:1cbhd: 1£2f:70b2:2e9 59358 ff02uc 3702 2 2266 130 k
172.16.133.72 49934 224.0.0.252 5355 2 2048 M0k
172.16.133.37 62521 224.0.0.252 5355 2 2039 M0k
fed0:2481:749b:fcbc: 2786 52083 ff02::1:3 5355 2 2039 13k
172.16.133.11 50363 224.0.0.252 5355 2 20.14 M0k
172.16,133.40 63185 224.0.0.252 53535 2 2011 Mk o
< >

172 streams, aveg bw: 5091hps, max bw: 241 kbps, max burstz 7/ 100ms, max buffer 85 MB

Burst measurement interval (ms):
Stream empty speed (Kb/s):

Burst alarm threshold (padkets):

Total empty speed (Kb/s):

Buffer alarm threshold (B):

Display filter: | | | Apply |
| Copy | | Save as.. | | Close |
‘ Wireshark - Protocol Hierarchy Statistics - bigFlows.pcap — [m| X
rotocol N Percent Packets  Packets PercentBytes  Bytes Bits/s End Packets #
¥ Frame 100.0 791615 100.0 355417784 0477k O
V¥ Ethemet 100.0 791615 31 11082610 295k O
~ Internet Protocol Version 6 041 436 0.0 17440 465 0
¥ User Datagram Protocel 0.1 402 0.0 3216 a5 o
Simple Service Discovery Protocol 0.0 ] 0.0 708 18 &
Multicast Domain Mame System 0.0 5 0.0 2648 70 5
Link-local Multicast Name Resolution 0.0 26 0.0 584 15 26
DHCPvG 00 361 00 34945 931 361
Data 0.0 4 0.0 2588 69 4
Internet Contrel Message Protocol vb 0.0 34 0.0 2068 55 34
~ Internet Protocol Version 4 99.9 791179 435 15825180 422k 0
~ User Datagram Protocel 19.3 152733 0.3 1221864 32k 234
Syslog message 0.1 605 0.1 182004 4877 604 5 ,
Simple Service Discovery Protacol 01 617 00 26592 2309 617 Sy s A Rz
Simple Metwork Management Protocol 04 3450 041 362456 0665 3438 Prepare as Filter  » Mot Selected
Session Initiation Protocol 00 42 00 27210 754 Find and Selected
< Colorize ..or Selected
Mo gl filber.
LE ..and not Selected

t Selected
Copy as YAML ornot SEecte




‘ Wireshark - Follow TCP Stream (tcp.stream eq 946) - bigFlows.pcap - O x

~

GET /media/photo-s/ee/1b/12/b3/the-fin-with-snow.jpg HTTP/1.1
Host: media-cdn.tripadvisor.com

Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/
537.22 (KHTML, like Gecko) Chrome/25.0.1364.97 Safari/537.22
Accept: */*

Referer: http://www.tripadvisor.com/ v

14 client pkts, 118 server phts, 13 s,

Entire conversation {170 kB) w Show data as | ASCII w Stream
Find: | [ Findmext |
Filter Out This Stream Print Save as... Back Close Help
M “Realtek RTLES22CE 802.11ac PCle Adapter: Wi-Fi - [m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
amge ERE Re=F L5 = aaQaaqH
L] |-‘+ppl y & display filter . <Ctrl-/= =d '] +
Mo. Time Source Destination Protocol Info -
I 550 14.750 2601:98b:4403.. 2a03:2880:T003:.. TCP 6876 = 443 [ACK]
551 14.985 10.0.0.75 140.82.46.95 TLSv1.2 Application Data
| 55215.016  140.82.46.95 10.0.0.75 TLSv1.2 Application Data
553%15.063 10.0.0.75 140.82.46.95 TCP 3200 > 443 [ACK] .

Frame 553: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inte
Ethernet II, Src: 18:47:3d:4d:35:bb, Dst: 5c:e3:@e:d9:e8:57

Internet Protocol Version 4, Src: 10.0.0.75, Dst: 140.82.46.95

Transmission Control Protocol, Src Port: 3200, Dst Port: 443, Seq: 605, Ack:

< >

(O 2 wireshark_Wi-RDVES]1.pcapng

Packets: 554 - Displayed: 554 {100.0%) * Dropped: 0 {0.0%) || Profie: Lisa

M Quick Capture.peapng — m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
F L Re==EF LS Eaqaal
(W Tpply a display filter __<ctri/> = -+
Mo, Time Source Destination Protocol Info ~
| 550 14.750 2601:98b:4403.. 2a@3:2880:T003:.. TCP 6876 = 443 [ACK]
551 14.985 10.0.0.75 140.82.46.95 TLSv1.2 Application Data
552 15.016 140.82.46.95 10.0.0.75 TLSv1.2 Application Data
553 15.063 10.0.0.75 140.82.46.95 TCP 3200 > 443 [ACK] v

Frame 553: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inte
Ethernet II, Src: 18:47:3d:4d:35:bb, Dst: 5c:e3:0e:d9:e8:57

Internet Protocol Version 4, Src: 10.0.0.75, Dst: 140.82.46.95

Transmission Control Protocol, Src Port: 3200, Dst Port: 443, Seq: 605, Ack:

< >

O  Frame (frame), 54 bytes

Packets: 554 - Displayed: 554 (100.0%) - Dropped: 0 {0.0%) || Profie: Lisa




,‘ Wireshark - S5ave Capture File As ot

Savein: | Temp V| a' _?

l Mame Date modified Type

Mo iterns match your search.
Cuick access

Desktop
™

Libraries

This PC
£ >
File name: ~ | | Save

Metwork
Save astype: | Wireshark/... - pcapng (" ntar.gz;” ntar.zst;" ntarlz4;" ntar;, ~ Cancel

Help

[ ] Compress with gzip

Wireshark Acpdump/... - pcap { dmp gz dmp zst dmp Iz4 dmp;*® cap gz;".cap.zst;” cap. Iz4 «cap;” pocap.gz;” poap.zst;” poap lz4;” poap)
Endace ERF capture {*.erf.gz;" erf zst;" ef Iz4;" &)

HP-UX nettl trace (“trc1.gz;" tre1.zst;" tre 1124, " tre 1" tre 0.0z tre 0 zst; " tro zd; " trc )

InfoVista SView capture (*.5vw .gz;” Svw.zst;" Suw lzd;" Bvw)

K12 tewt file (" bet.gz;” et zst;” bat lzd;" tai)

Microsoft MetMon 1. {*.cap.gz;” cap.zst;” cap lz4;" cap)

Microsoft MetMon 2x (".cap.gz.” cap.zst;" cap lz4." cap)

Modified topdump - peap (*.dmp.gz;” dmp.zst;” dmp |z4;" dmp;* .cap.gz;” cap.zst;” cap lzd4." cap;” pcap.gz;” pcap zst;” peap lz4;* pcap)
MetX¥ray. Sniffer (Windows) 1.1 (*.cap.gz;” cap.zst." .cap lzd;" cap)

Mokia tcpdump - peap (" dmp.gz;” .dmp.zst;" dmp lz4;" dmp;" cap gz;" cap .zst;".cap lz4." cap;” pcap.gz.” pcap zst." pcap lz4;" pcap)
Movell LANalyzer (“tr1.gz;"trl.zst;" trl lzd;" tr1)

RedHat €.1 tcpdump - peap (*.dmp.gz;” dmp.zst;" dmp lzd;" dmp;” cap.gz;”.cap.zst;".cap lz4;" cap:” pcap.gz;” pcap.zst;” peap lz4;” pcap)




M Wireshark - Export Specified Packets x

Savein: | Temp v| @ [f EF [~
l Mame Date modified Type Size
@ Flow312 1/15/2022 10:45 AM Wireshark capture... 4KB

Cuick access

Desktop
|
Libraries
This PC
g File name: | w | I Save I
Metwork
Save as type: |'|.|"H’|resl"|ar‘ru'tcpdumpf... -pcap (".dmp.gz;” dmp.zst;” dmplz4;" dmp;".cap ~ | | Cancel |
[ ] Compress with gzip Help
Packet Range
(JCaptured (@) Displayed
(®) Al packets 71615 206
() Selected packets only 1 1
Marked packets only 0 0
First to last marked 0 0
(") Range: I 0 0
Remove lgnored packets 1] 1]

Export Objects L4 DICOM...
HTTP...
Print... Ctrl+P
IMEF...
Quit Ctrl+0Q SME...
TFTP...




M Wireshark - Export - HTTP object list — O x

Text Filter: | |ContentType: All Content-Types
PacTcet Hostname Content Type Size Filename 2
9188 www.wix.com text/html 0 bytes bowls

9195 www.hipchat.com image/png 884 bytes  straightface.png

9246 www.hipchat.com image/png 943 bytes  kiss.png

9324  webhosting.yahoo.com text/htrml B484 bytes forward.html

9391 www.hipchat.com image’png N2 bytes  frown.png

411 www.hipchat.com image/png 915 bytes  smile.png

9306  brumazz.wix.com text/html 0 bytes bowls

9511 www.hipchat.com image/png 2522 bytes no_files.png

9337 www.hipchat.com image/png 948 bytes  angry.png

9569  downloads.hipchat.com application/xml 231 bytes  announcement.txt W
< >

Save Save All Preview Help

A Wireshark - Export - HTTP object list = =

Pagket Hostname Content Type Size Filename
148 media-cdn.tripadvisor.com imagefjpeg 36 kB footstesp-to-the-summit.jpg

Text Filter: |footstesp-to-the-summit.jpgl

Save Save All Help

M Wireshark - Capture File Properties - Web Page.pcapng — O x
Details
File ~
Mame: C:\TempiWeb Page.pcapna
Length: 200 kB
Hash (SHAZ56):  6e2fl31ffdd0727ef4da7Th9e 2d4bf28bf09141cb 215 1fabSb 1141069545773
Hash £3b269 182147 7b3baectl 526 728475939856 7043
{RIPEMD 160):
Hash (SHA1): cf202dcfe7318b 16d9eedoe 2927845660ada6 239
Format: Wiresharky... - pcapng
Encapsulation: Ethernet
W
£ >
Capture file comments
HTTP traffic with interesting images|
Refresh Save Comments Copy To Clipboard Help




Packet Cormments » Add Mew Comment... Ctrl+Alk+C
Delete All Packet Comments

Configuration Profiles... Ctrl+Shift+A

Preferences... Ctrl+5hift+P

M “Web Page.pcapng

— O X
File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm @  DREB Qes=F L S =EaaqH
[ W apply a display filter ... <Cirl-/> -]+
Mo, Time Source Destination ~
| 1;9.999 172.16.133.41 23.62.105.87
20.051 23.62.105.87 172.16.133.41
30.051 172.16.133.41 23.62.105.87
40.053 172.16.133.41 23.62.105.87 .

Frame 1: 66 bytes on wire (528 bits), 66 bytes captu
Ethernet II, Src: ©0:21:70:67:6f:50, Dst: ©0:90:7f:3
Internet Protocol Version 4, Src: 172.16.133.41, Dst
Transmission Control Protocol, Src Port: 52678, Dst

£
0 ?  Frame (frame), 66 bytes

>
Packets: 206 * Displayed: 206 (100.0%:) || Profie: Lisa




M Wireshark . Expert Information - Web Page.pcapnc — O >

5».=_'fl.ﬂari't'_l,.rv Summary Group Protoco

CEwer  Newfagmentoverspsold dte (etnzmizson?)  Maformed TP

» Warning D-5ACK Sequence Sequence  TCP

» Warning This frame is a (suspected) cut-of-order segment Sequence  TCP

> Warning Previous segment(s) not captured (common at capture sta... Sequence  TCP

» Mote This frame undergoes the connection closing Seguence  TCP

> Mote This frame initiates the connection closing Sequence  TCP

> Mote ACK to a TCP keep-alive segment Sequence  TCP

» Mote TCP keep-alive segment Sequence  TCP

» Mote This frame is a (suspected) spurious retransmission Sequence  TCP

> Mote This frame is a (suspected) retransmission Sequence  TCP

> Mote Duplicate ACK (#1) Sequence  TCP

>

>

>

>

b

» Comment Packet comments listed below. Comment  Frame

< >
No displs)- fiver set.

Lirnit to Display Filter [+] Group by summary Search: |




Chapter 19: Discovering I/0O and Stream Graphs

Statistics

Telephony  Wireless  Tools  Help
Capture File Properties
Resolved Addresses
Protocol Hierarchy
Conversations
Endpoints

Packet Lengths

1/0 Graphs

Service Response Time

DHCP (BOOTP) Statistics
MetPerfMeter Statistics
OMC-RPC Programs
29West

AMNCP

BACnet

Collectd

DMS

Flow Graph

HART-IP

HPFEEDS

HTTP

HTTP2

Sametime

TCP Stream Graphs

UDP Multicast Streams
Reliable Server Pooling (RSerPool)

F5
1Pwd Statistics
IPvE Statistics

Ctrl+Alt+Shift+C

,‘ Wireshark - Packet Lengths « bigFlows.pcap — O
Tapic / ftem Count Awverage MinVal Max Val Rate(ms) Percent Burst Rate Burst Start
~ Packet Lengths 791615 44898 60 1514 2.6387 100% 9.8900 145.166
0-19 0 - - - 0.0000 0.00% - -
20-39 0 - - - 0.0000 0.00% - -
40-79 355620 62.38 &0 79 11854 44.52% 43100 145.166
80-159 68938 109.80 80 159 0.2298 8.71%  1.6100 148,589
160-319 135513 19644 160 319 0.4317 17.12%  1.2200 178456
320-639 26174 489.52 320 639 0.0872 3.31%  0.8400 82.395
640-1279 41159 1058.92 &40 1279 0.1372 5.20%  1.2200 190.283
1280-2559 164211 1480.60 1280 1514 0.5474 20.74%  4.2500 178.611
2560-3119 0 - - - 0.0000 0.00% - -
3120 and greater 0 - - - 0.0000 0.00% - -
Display filter: | | Apply
Copy Save as... Close




Statistics

Capture File Properties
Resolved Addresses
Protocol Hierarchy
Conversations
Endpoints

Packet Lengths

I/0 Graphs

Service Response Time

DHCP (BOOTP) Statistics
MetPerfMeter Statistics
OMNC-RPC Programs
20West

AMCP

BAChet

Collectd

DMS

Flow Graph

HART-IP

HPFEEDS

HTTP

HTTP2

Sametime

TCP Stream Graphs
UDP Multicast Streams

Telephony  Wireless

Tools

Ctrl+&lt+Shift+C

Help

AFP
CAMEL
DCE-RPC
Diameter
FC

GTP
H.225 RAS
LDAP
MEGACO
MGCP
MNCP
OMC-RPC
RADIUS
SCSl

SMB
SMB2
SNMP

M Wireshark - SMB Service Response Time Statistics - bigFlows.pcap — O *
Index Pru:ucedur;: Calls  Min 5RT (s} Max SRT (s)  Awg SRT (s) Sum SRT (=)
* SME Commands
4 Close 1 0.091574 0.0591574 0.091574 0.091574
& Logoff AndX 5 0.000073 0.104814 0.060347 0.302737
114 Megotiate Protocol 5 0.000124 0.114047 0.060312 0.301562
162 MT Create AndX 1 0.091141 0.0871141 0.051141 0.0591141
46 Read Andx 1 0.095082 0.095082 0.095082 0.085082
115 Session Setup AndX 9 0.000234 0102051 0.053429 0480838
37 Trans 5 0.000219 0.112529 0.061696 0.308479
117 Tree Connect AndX 5 0.000067 0101619 0.056816 0.284079
113 Tree Disconnect 5 0.000056 0.133316 0.069412 0.347062
A7 Write AndX 1 0.097691 0.057691 0091691 0.057691
Transaction? Sub-Commands
MT Transaction Sub-Commands
SME Commands
Transaction? Sub-Commands
MT Transaction Sub-Commands
Display filter: | | | Apply |
Copy Save as... Close




HTTF 4 Packet Counter

HTTP2 Requests

Sarnetime Load Distribution

TCP Stream Graphs * Request Sequences

‘ Wireshark . Flow - bigFlows.pcap - [m]

Time 172.16.133.1 72161555 172.16.133.254 172,16, 128,233 Comment
0.000 T LleulBDEr e MR TR B Sysiog: LOCALLDEBUG: 2013-02-26 17:03:27 Fr...
0.002 514 wﬁ 514 Syslog: LOCALL DEBUG: 2013-02-25 17:03:27 Fr...
0.000 514 LOCALD.ALERT: 2013-02-28 170271 £y Syslog: LOCALD,ALERT: 2013-02-26 17:03:27 Fre...
0.000 514 (LOCALLDEBUG: 2003-00-26 17:03:2) Sysiog: LOCALL DEBUG: 2013-02-26 17:03:27 Fr...
0.812 514 |LOCALLDEBUG: 2013-00-26 17:03:2. 1 ¢y Syslog: LOCALL DEBUG: 2013-02-26 17:03:28 Fr...
0.525 514 (LOCALLDEBUG: 20030026 17082 ) )y Syslog: LOCALL DEBUG: 2013-02-26 17:03:28 Fr...
0.096 443 V5, agent 192,168.150.2, subsgent L cyqqc sFow: V5, agent 192.168.150.2, sub-agent [D 0, 5
0,883 Fio Bl e e T Syskog: LOCALL DEBUG: 2013-02-26 17:03:29 Fr...
0.677 £14 LOCALLDEBUG: 20130226 17:03:3.01 gy Syslog: LOCALLDEBUG: 2013-02-26 17:03:30 Fir...
0,000 Fe REdE e e T Syskog: LOCALL DEBUG: 2013-02-26 17:03:30 Fr...
0.000 T MLCHE DEE IS S PR TR B Sysiog: LOCALLDEBUG: 2013-02-26 17:03:30 Fir...
0.003 514 wﬁ 514 Syslog: LOCALL DEBUG: 2013-02-26 17:03:30 Fr...
0.507 514 |LOCALLDEBUG: 2013-00-26 17:03:3. 1 ¢4y Syslog: LOCALL DEBUG: 2013-02-26 17:03:31 Fr...
0.456 514 (LOCALLDEBUG: 2003-00-26 17:03:3) Syslog: LOCALLDEBUG: 2013-02-26 17:03:31 Fr...

Packer 138807: Sysiog: LOCALL DEBUG: 2013-02-35 17:03:27 Finsbow? alsp="Deny-._r:i01 " msg="denied” pckr_len="32" ro'="64"ln
Limit to display filter Flow type: | All Flows ~ Addresses: | Any

Reset Diagram Export - Help

M \Wireshark - Export Specified Packets *
Savein: | Temp v | (< W5 W
Pl
I Marne Date modified Type Size
2% Flow312 1/15/2022 10:45 AM Wireshark capture...
Quick access
Desktop
(o |
Libraries
This PC
) < >
. File name: | w | | Save
Metwork
Save as type: Wireshark/tcpdump/ ... - pcap (".dmp gz;" dmp.. ~ Cancel

Help

] Compress with gzip

Packet Range
()Captured (@) Displayed
(®) All packsts 791615 3405
() Selected packets only 1
Marked packets only

First to last marked

) Range: I

Remove Ignored packets

[ R = O e R e

1]
1]
1]
1]




M Flow198.peap — [m| *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am 1 ® RB Res=Fos5Elaaan

[ |J\33 y a display filter ...

v]+

Mo, Time Source Destination Protocol Info — A

810.000 208.92.54.5 172.16.133.56 TCP 80 - 56237 [ACK] Seq -
820.000 172.16.133.56 208.92.54.5 TCP 56237 -+ 80 [ACK] Seq="_
830.241 208.92.54.5 172.16.133.56 [TCP Spurious Retran
840.000 172.16.133.56 208.92.54.5 [TCP Dup ACK 82#1] 5¢
850.036 208.92.54.5 172.16.133.56 [TCP Previous segment

[

[

860.000 172.16.133.56 208.92.54.5
87 0.000 208.92.54.5 172.16.133.56

TCP Dup ACK 82#2] 5
TCP Fast Retransmis

M Wireshark . Expert Information - Flow198.pcap - O X
SeverityV Summary Group Protocol Count &
Mote This frame is a (suspected) fast retransmission Sequence TCP 9
MNote This frame is a (suspected) spurious retransmission Sequence TCP 33
Mote This frame is a (suspected) retransmission Sequence TCP 42

v Mote Duplicate ACK (#1) Sequence TCP 21
1 [TCP Dup ACK 981] 56237 — 80 [ACK] Seq=1 Ack=T7932 Wi.. Sequence TCP
28 [TCP Dup ACK 26%1] 56237 — 80 [ACK] Seq=1Ack=20738... Sequence TCP
36 [TCP Dup ACK 3421] 56237 — 80 [ACK] Seq=1 Ack=2563%... Sequence TCP
38 [TCP Dup ACK 3422] 56237 — 80 [ACK] Seq=1 Ack=2563%... Sequence TCP
51 [TCP Dup ACK 49#1] 56237 — 80 [ACK] Seq=1 Ack=35483 ... Sequence TCP
&1 [TCP Dup ACK 59#1] 56237 — 80 [ACK] Seq=1 Ack=42871... Sequence TCP v
No slispis)- Siver ser.
Limit to Display Filter Group by summary Search: | |
Close Error
Warning
Chat
¥ Mote
Comment

M Wireshark - 1/0 Graphs - Flow198.pcap - O X
Wireshark 1/0 Graphs: Flow1598.pcap
A |
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Filtered packets  tcp.analysis.du... . Line Packets MNone 1
+ | |— W E‘g Mouse (@) drags () zooms Interval 1sec | [ ] Timeofday [ ]Logscale Automatic Update Reset
Save As.. Copy Copy from Help




Hever over the graph for detais.

Enabled Graph Mame Display Filter Color Style Y Axis Y Field
] Bursty ip.addr == 224.... [} ets
L] Filtered packets  ip.dst == 227.11.., . Line ets
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Filtered packets  tcp.analysis.du... . Stacked Bar ets
< Dot
Square
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Cross I
save Circle Y Copy |
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Bytes

Bits
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COUNT FRAMES(Y Field)
COUNT FIELDS(Y Field)
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LOAD(Y Field)

M Wireshark - 1/0 Graphs - Flow192.pcap - O

Wireshark IO Graphs: Flow 138.pcap
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TCP Stream Graphs r
LDP Multicast Streams

Reliable Server Pocling (RSerPool) L
F5 *
IPv4 Statistics L4

Tirme 5equence (Stevens)
Time Sequence (tcptrace)
Throughput

Round Trip Time
Window 5caling

Ml Sequence Mumbers (Stevens) for 208.92,54.5:80 — 172.16.133.56:56237

Sequence Numbers (Stevens) for 208,92, 54, 5:80 — 172 16. 133, 56: 56237

Flowi 198, peap

500000

000000 |-
500000 |

000000

Sequence Number (B)

500000

©

@
@

o 50 100 v
(4)
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Mmm{i}ukagﬁ Clmms @

© [=rl e

Reset
® Save As.. Clase Help
‘ Sequence Numbers (tcptrace) for 208.111.161.254:80 — 172.16.133.44:64678 x
Sequence Numbers (tcptrace) for 208.111.161.254:80 — 172, 16.133.44:64678
bigFlows. pecap
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M sequence Numbers (tcptrace) for 208.111.161.254:80 — 172.16.133.44:64678 it

Sequence Mumbers (toptrace) for 208,111,161, 25480 — 172.16.133. 4464675

bigFlows.pcap
125000 F
= 100000 F
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= [
E 75000 |
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z
S 50000
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o
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Mouse O drags @ ZOOMS Reset

Save As... Help

M Sequence Numbers (tcptrace) for 208.111.161.254:80 — 172.16.133.44:64678 X

Sequence Numbers (tcptrace) for 208.111.161.254:80 — 172.16.133.44:64678

bigFlows.pcap
70000 |-
4 Y Al T

@ : ¢ i

= 65000 | [} ——

o [

£ [ 4

3 [ iy

= 60000 | 1

g | —

[} L

g i ]

g 55000 T

w : 4t

50000 [ 14
L S} 2 h 1 N M 1 2 1
3.4 3.41 3.492 3.43
Time (s)

Hover over the graph for cetails, — 85 pkts, 112 kB — 50 pkts, 2147 bytes
Type Time /Sequence (tcptrace) v Select SACKs Stream Switch Direction
Mouse @ drags (O zooms Reset

e =




' Sequence Mumbers (teptrace) for 208.111.161.25&:80 — 1T2.16.133.44: 64678 x>

Seguence Numbers (topirace) for 208, 111. 161, 254:80 = 172,16, 133.44:64578
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M Throughput for 208.111.161.254:80 = 17216133, 4464675 (MA) w

Throughput for 208,111, 161 254:80 — 172,16, 133,44:64678 (MA)
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M Round Trip Time for 208.92,54.5:20 — 172,16.133.56:56237 >
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Chapter 20: Using Cloudshark for Packet Analysis

Upload Files

0 Capture Files

Drag & Drop Files Here O Date Added ~ User File Name File Size Packets Tags Bandwidth

click to browse

Welcome to CloudShark!

Get started by dragging & dropping capture files from your desktop onto
the "Upload Files" area to the left.

Import from URL

Capture Index Preferences

Choose the columns for the capture table. Drag additional fields into place as
well as reorder columns.

Show in Table:

| Date Added || User || File Name || File Size || Packets || Tags || Bandwidth

Additional Columns:

Capture Stat  Capture End  Duration Group DataSize Type Encapsulation

Byte Rate  Bit Rate Avg Packet Size Avg PacketRate  SHA-1

Options:

Show me | 30 v captures per page.

B save | or cancel

Uploads

Cloudshark allows you to automatically assign uploaded files to one of your
groups. This is useful if you're always sharing with a specific team.
Default Group:
Automatically assign any new uploads to | -- No Group - v ‘
Group Members can:
® Read-Only ) Read/Write
Guest Access

[] Share uploaded files with Guests



« Back to Capture Index

Capture Collections

Collections are used to share a small set of captures from a single landing page. You can add markdown-formatted text at the top of each collection to

explain or describe the group of captures it contains.
To create a new collection, start at the capture index and select the files to include. Click on the "Collections” button and choose to create a new collection

or add those files to an existing one.

You don’t have any Collections yet! .

Please go back to the main capture index and choose capture files to add to a Collection.

| Date Added ~ File Name Byte Rate Packets Encapsulation Bandwidth

[] @ Today 12:22 AM TCP Example.pcapng 49.2 KB/sec 2073 Ethernet M NAA

@ Read-only

) Packet annotations

#" File comments

" Public

[£) Saved graphs

|. A DeepSearch . 18 Open Tab @ Collections +«* Sharing & Add tags W Delete 22 Capture Files
File Size Packets Tags Bandwidth

O Date Added ~ File Name
= @ Tue Apr19, 2022 7:17 PM HTTF.pcap 249KB 40 oA

Index Filters

Filters can be applied to this table to find
exactly the capture files you're looking for.

[Add a Search Filter W ]

&1 Search | reset



e

Add a Search Fiter
File Name
Username

Group e
Sharing

Comments & Annotations
Tagged with

Uploaded Date

Upload Time

Capture Date

Capture Time

Filter Encapsulation find
exact P o b for
' Add a Search Fitter v |
File Name =

Enter partial flename
Capture Date =

0 0

is? Search | reset

Add Tags to 1 Capture

Please enter individual tags followed by commas. Existing tags will
be suggested as you type. Press 'save’ when you are done editing.

bld4 east hall x



Update Sharing Settings for 1 Capture File

Share with one of your groups: | (no change) v |

Other members of this group can:

O View Only
O Modify & Delete

Share with Guests

Public files are viewable by anyone who knows the URL for the file, without having to log-in.

@ No Change O Not shared O Public

B Save | or Cancel

Add 1 capture to a Collection

Collections are used to share small sets of capture files from a single page. Each
collection is assigned a unique URL and can be made public along with descriptive text.

Your Collections listis available under the Preferences menu.

Choose a Collection: | Create a new collection... |
Create 3 new collection...

Mew Collection B Save | OF cancel

Name: Basic Analysis

Describe this Collection [preview markdown]

This is a small collection with some basic packet captures for analysis.

Collection Access: ® Private O Public

Private collections are only visible to the owner. A public collection is only accessible to those who have been given the unique URL regardless if they are
logged in to a CloudShark account. This setting does not affect the individual files.

Individual File Permissions: Don't change any individual capture permissions v
1 Capture File:

Uncheck files to remove them from this collection.

File name Packets Size
TCP Example.pcapng 2073 1.2MB

<’ PublicFile



0 C§& Personal 5aaS  Li Preferences Help Log Out

HTTP.pcap 24.9 kb - 40 packets - more info

Start typing a Display Filter « Apply | Clear Filters = ‘ @ Analysis Tools ¥ | @ Graphs |
= No. Time Source Destination Protocol Length Info ~
1 ©.000000 192.168.1.148 174.143.213.184 TCP 74 57678 » 80 [SYN] Seq=0 Win=5840 Len=0 M55=146@ SACK_P
2 0.8465985 174.143.213.184 192.168.1.148 TCP 74 8@ - 57678 [SYN, ACK] Seg=8 Ack=1 Win=5792 Len=0 MSS=
3 8.846956 192.168.1.148@ 174.143.213.184 TCP 66 57678 - 80 [ACK] Seg=1 Ack=1 Win=5888 Len=0 TSval=221
4 @.847068 192.168.1.140 174.143.213.184 HTTP 200 GET /images/layout/logo.png HTTP/1.@
5 0.994268 174.143.213.184 192.168.1.148 TCP 66 88 + 57678 [ACK] Seg=1 Ack=135 Win=6912 Len=@ TSval=8
6 8.896673 174.143.213.184 192.168.1.148 TCP 1514 88 + 57678 [ACK] Seg=1 Ack=135 Win=6912 Len=1448 TSva
7 8.896782 192.168.1.148 174.143.213.184 TCP 66 57678 + 88 [ACK] Seg=135 Ack=1449 Win=8832 Len=0 TSva .,
< >

0008 08 26 62 2f 47 87

» Frame 4: 2080 bytes on wire (1608 bits), 288 bytes captured (1688 bits) 0010 @@ ba cb 5d 40 08
a c

» Ethernet II, Src: Asustek(_b3:01:84 (00:1d:60:b3:81:84), Dst: Actionte_2f:47:87 (00:26:62:2f:47:87)
¢ Internet Protocol Version 4, Src: 192.168.1.146, Dst: 174.143.213.184 @028 dS b8 el 4e 60 50
b Transmission Control Protocol, Src Port: 57678, Dst Port: 88, Seq: 1, Ack: 1, Len: 134 8e3e 88 2e 47 29 00 @0

+ Hypertext Transfer Protocol 8848 ba 48 47 45 54 28
29850 79 &f 75 74 2f 6c

8060 54 58 2f 31 2e 3@
0070 6e 74 3a 28 57 67
Bes8e 69 6e 75 78 2d 67
8090 74 3a 20 23 2f 2a v
< >

@ Columns Filters Decryption Decode As... Protocol Preferences Protocol Toggles

Profile Name

| New Profile

. Profile Sharing
Description (markdown allowed)

Sharing profiles across your team lets everybody start their
analysis from the same point. Changes you make to this
profile will affect all other users and capture files associated
with it

Access Permissions
Owner: | Lisa Bock v |
Group: | - No Group — v |

[C] Allow group to modify the profile

Y
| Create a NEW profie v | # create | or cancel
HTTP.pcap 24.9 kb - 40 packets - more info
http o Apply | Clear Filters =
=l No. Time Source Destination Protocol Length
4 8.847868 192.168.1.148 174.143.213.184 HTTP 208

36 8.199958 174.143.213.184 192.163.1.148 HTTP 391



@ www.cloudshark.org

Invalid display filter: "TCP" is neither a field nor a protocel name.

&) Graphs | ~ ' Export ™

All Traffic
Current Display Filter

Current Display Filter from HTTP.pcap

& Graph index # Open in Editor



+ Create a new Graph
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bytes
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Current Display Filter
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|

= [|All traffic

+

00:00:00.175 00:00:00.200 00:00:00.225

#* Edit this Graph B Open in new window +" Done

Settings and Display Options

Graph Title:
‘ New Graph ‘

Time Interval: Options:

Y-Acia Unitas: [ Include packet

pi
es v ,
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@ Analysis Tools = & Graphs

% Follow Stream
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Packet Lengths in HTTF.pcap

Click on a bar to filter the capture file to only those packets.

Packet Lengths

30

23
_ ww
23 packets
Lengths: 40-79
Average: 66.7
Min: 66
Max: 74
Rate: 0.0932

20

15

Mumber of Packets

8 Open in new window + Done

Showing 1 VoIP Call from voip-extension2downata pcap

Click on a row to open the SIP flow diagram for that conversation. If the conversation includes any RTP streams, they may be playable
within CloudShark.

Call ¢ ]SP::I: 15':: £ l;:;aalk er + From s To + Protocol # Packets

0 7477406 25.609087 192.168.5.10 ™07 <sip:107@192.168.5.5> <sip:84254978362@192.168.5.5> SIP 18

< >

+ View entire call flow @ SIP statistics 2 Open in new window + Done
Threat Assessment Summary for 2017-01-28-traffic-analysis-exercise.pcap
High Severity Medium Severity Low Severity Infermaticnal
View Advanced Threat Analysis »
Click on a gauge or the above link to open a new wi with ladder diagrams and additional analysis.
Er 2 Open in new window A Open Advanced Analysis » + Done



Threat Vectors for 2017-01-28-traffic-analysis-exercise.pcap

2 Summary A Statistics
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Zeek Logs for 2017-01-28-traffic-analysis-exercise.pcap

Logs and Presets
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O http.log 166
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Methods
Requests
O known_hosts.log 1
[ known_services.log 1
Summary
[ software.log 3
Summary
o ssl.log [
O weird.log 1
[ x509.log 7

0 Explore All Logs
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+ Done
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Submitted Dec 30, 2014 by nacnud

SNMPv3 over IPv4.
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