Chapter 01: Creating a Django project
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Chapter 02: Authentication and Authorization Using JWTs
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« public_id: string

* last_name: string
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* avatar: image
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* is_superuser

« created: datetime
* updated: datetime
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Chapter 03: Social Media Post Management

Post

e public_id: string

e author: FK<User>
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Chapter 04: Adding Comments to Social Media Posts

Comment
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Chapter 05: Testing the REST API
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Chapter 06: Creating a Project with React

CONTACT

Name Email

MName Email

Message

Message

Downloads

Latest LTS Version: 16.14.2 (includes npm 8.5.0)

ownload the Node.js source code or a pre-built installer for your platform, and start developing today.

LTS Current

Recommended For Most Users tF

Windows Installer (.msi)
Windows Binary (.zip)

0S Installer (.pkg)
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Edit src/App. js and save to reload.

Learn React

* App.js - social-media-react - Visual Studio Code P
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Edit src/App. js and save to reload.

Hello World

Accueil > Extensions > React Developer Tocls
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and save to reload.

Console [© R

Avertissements Journaux Informations Débogage

Uncaught TypeError: invalid assignment to const 'PI'
<anonymous>




Chapter 07: Building Login and Registration Forms

User machine

clal-media-react

> pu blic

Request with access token

Request with 2XX Code

Request with expired access token

Request with 401 Code

Request with refresh token

Request with new access token

Request with new access token

Request with 2XX Code

API Server




Welcome to the Postagram!

This is a new social media site that will allow you to share your thoughts and
experiences with your friends. Register now and start enjoying!
Or if you already have an account, please login.

First Name

Enter first name

Last name

Enter last name

Username

Enter username

Email address

Enter email

Password

Password
Bio

A simple bio ... (Optional)

Profile

Welcome!

Welcome to Postagram!

Login now and start enjoying!
Or if you don't have an account, please register.

Username

Enter username

Password

Password

Submit




Username

[ koladevaaa \/]
Password
[ 000000000 \/]

{"detail":"No active account found with the given
credentials"}



Chapter 08: Social Media Posts

/a‘ ( write a post ) Other profiles
) )

Krist Bell

View profile

@ Jane Alle

Hello here. Today I'm happy to share with you my first article I've been working on. It's about my beginnings in the

@ @

computer field. Mike Jones
O 22 like View profile

49 Like Comment

® Jane Alle

Today | spent one of my most beautiful evenings with incredible friends. | wish you to have friends as beautiful as

John Doe

View profile

S @
i

mine. o
JillLi
O 22 like
€9 Like Comment View profile

a Krist Bell

After two years of apprenticeship | am proud to invite you to my graduation next Tuesday. | look forward to seeing
you there.

© 33 like

Like Comment

Navigation bar

Postagram 7 O

O [Wn“te o post ]

Tare Alle
Hello here. 'Toch, I'm happy To share with you ...

Oio like
/ Dtke Ocomment

Post component

Create Post g
component

= Other profile

component

Tane Alle

Hello here. ’T'oolmf I'm hoppy to share with you ...
010 lke
Otke DOcomment

Tane Alle

He”n here. TDG‘A(,‘ I'm hnpplf to share with you ...
010 lke

Otike Ocomment
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Postagram -
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‘ ( write a post \

Postagram

B
& (Wn[e a post )

Oﬂ'ma Alle :

Helle here. "['odmf I'm hoppy to share with you ...
10 like

DLike O Comment

Postagram
Q ‘[\ Write a post )
e Kolawole Mangabo

This is a post created using React and Django.

O ke

{7 Like Comment

’ Kolawole Mangabo

This is my first post using React and Django.

O olike



Mangabo .
Modify

using React and Django. Delete

()) Comment

Success!

Postagram
Post deleted &

% | Write a post
E S

‘ Kolawole Mangabo

This a simple Post.

Q oiike

Like Comment

« Parent

Toaster

Trigger

Delete



Chapter 09: Post comments

Postagram @ z
@ Kolawole Mangabo

This a simple Post.

O olike

Like

Q (Write a comment \/)
@ Kolawole Mangabo

Nice post.

) ——

Like

O




Postagram

Kolawole Mangabo
2 weeks ago

This a simple Post.

O 0like

{7 Like

Comment!

Postagram

Comment posted successfully &

e Kolawole Mangabo

This a simple Post.

O 0like

Like

-

( ) -
§ [ Write a comment v ) Comment
AN S




Postagram

‘ Kolawole Mangabo

This a simple Post.

O 1like

I{b Like

a (Write a comment \/> Comment
v
@ Kolawole Mangabo

This is a simple comment.

Comment Deleted

Postagram

Comment deleted #

Kolawole Mangabo

This a simple Post.

O ke

9 Like

§ (Write a comment v’)
@ Kolawole Mangabo
33 minutes ago

This is the first comment.




Update Post

This is a simple comment modified.

Modify

Success!
Postagram

@ Kolawole Mangabo
2 weeks ago

This a simple Post.

O 1iike

{7 Like

3 (Wrile a comment \/)
o Kolawole Mangabo
1 hour ago

This is a simple comment modified.




This a simple Post.

O 1iike

{7 Like

§ (Write a comment

) |

@ Kolawole Mangabo

This is a simple comment modified.

O 1iike

{7 Like

.' | Kolawole Mangabo

Nice post.

O 0like



Chapter 10: User Profiles

‘% Write a post ) Suggested people

a ' Dingo Dog
(=8 ) Dingo 0og
0 toto toto

A simple post edited E'g
O 1ime mant m

Lk Comment Teller one

[+ 31 1 coRNBAnt 5y Kolawole Kolawole

- 2=

_:__,,_] Dings Dog

A simple post edited dd

07 Like Comment

“

Kolawole Mangabo
A simple bio.

4 posts

%\ | Kolawole Mangabo

atasdfasdias

[+ 3™

£ Le Comenent

&
Avatar
ﬁ‘% |
\ /
S
Browse_. Mo file sslected.
First Name
Kolawole
Last name
Mangabo
Bio
A simple bio.



Kolawole Mangabo
A simple bio.

4 posts

Name
Bio

Number of posts

< P
L Dingo Dog
(No bio.)
N 2 posts

-
Fﬂ Dingo Dog

A simple post edited

O ke 2 comments

Like Comment



<

":%} Michel Mangabo

afasdfasdfas

Q 1iike

{9 ke

Michel Mangabo
A simple bio.

4 posts

0.comments

Comment



Chapter 11: Effective Ul Testing for React Com-ponents

Test Suites: 1 failed, 1 total

Tests: 1 failed, 1 total
Snapshots: A total
Time: 2.6 5

Ran all test suites.
Watch Usage: Fress w to show nowe.l

src/App.test.is
¥ renders learn react link (134 ms)

® renders learn react link
useRouvtes() may be used only inm the context of a <Router> component.
src/App.test.js
+ renders learn react link (59 ms)

Test Svites: 1 passed, 1 total

Tests: 1 passed, 1 total
Snapshots: @ total
Time: 3.445 s

Ran all test suites.

Watch Usage: Fress w to show more.

v profile
W _tests__
h _shapshots_
o ProfileCard testjs.snap

A profileCard.test s




Chapter 12: Deployment Basics — Git, GitHub, and AWS

ail

Al A +B188

Initialize git in

Imp

Latest char
P

Quick setup — if you've done this kind of thing before

...or push an existing repository from the command line

gin https://github.com/ke

git log




¥ main ~ ¥ 14 brar

koladev32 M

README.md
conft

mal

Services
Features (46)
Blogs (1, )
in the Cloud
Documentation (131,557)

Knowledge Ar

Tutorials (19)

(@) Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on X
AWS using the AWS Launch Wizard for SQL Server. Learn more

Launch instance Service health

To get started, launch an Amazon EC2 instance, which

is @ virtual server in the cloud. ‘ G ‘ ‘ AWS Health Dashboard [
Region

US East (M. Virginia)

Migrate a server [

Status

(¥ This service Is operating normally
Mote: Your instances will launch in the US East (N.



Name and tags i

Name

Postagram backend Add additional tags

Q, search our full catalog including 1000s of application and OS images

Quick Start

Amazon mac0os Ubuntu Windows Red Hat S Q
Linux
3 Browse more AMIs
BW§ I, ubuntu® == Microsoft ‘ RedHat Including AMIs from
Mac AWS, Marketplace and

the Community

Amazon Machine Image (AMI)

Ubuntu Server 22.04 LTS (HVM), 55D Volume Type Free tier eligible
ami-052efd3dfo9dad4B825 (64-bit (x86)) / ami-070650c005cce4203 (64-bit (Arm)) v
Virtualization: hvm ENA enabled: true Root device type: ebs

Description

Canonical, Ubuntu, 22.04 LTS, amd&4 jammy image build on 2022-06-09

Architecture AMIID

¥ Summary
¥ Instance type o

Number of instances Info
Instance type B =

t2.micro ‘/ Free tier eligible
Family: t2  1vCPU 1 GIB Memory

On-Demand Linux pricing: 0.0116 USD per Hour

On-Demand Windows pricing: 0.0162 USD per Hour

v Compare instance types
Software Image (AMI)

Canonical, Ubuntu, 22.04 LTS, ...read more

ami-052efd Tm——
Virtual server type (instance type)
¥ Key pair (login) ine

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before yof launch
the instance.

t2.micro

Firewall (security group)

New security group
Key pair name - required

Storage (volumes)
Select v C  create new key pair

1 volume(s) - 8 GIB

v .
Network settings into Cancel Launch instance




EC2 Instances Launch an Instance

@ Success

Successfully initiated launch of instance (i-046ce7d05da&fob78)

» Launch log

Next Steps

Get notified of estimated charges

Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier

How to connect to your instance
Your instance is launching and it might be a few minutes until it is in the running state, when it will be ready for you to use

Click View Instances to monitor your instance's status. Once your instance is in the 'running' state, you can connect to it from the Instances screen. Find out how to connect to your
instance

View more resources to get you started

View all instances

Instances (1/‘\] Info @] Connect Instance state ¥ | | Actions ¥ ‘

Q

Name v Instance ID Instance state v Instance type ¢ Status check Alarm status Availability Zone ¥

Postagram ba... 1-046ce7 d ousmaionme @Running A& t2.micro @ Initializing Noalarms 4 us-east-1d

Connect to instance o
Connect to your instance i-046conuhiumiiei® (Postagram backend) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
[} i-046c: Tssmeissn: (Postagram backend)

1. Open an S5H client.

2. Locate your private key file. The key used to launch this instance is postagram.pem

3. Run this command, if necessary, to ensure your key is not publicly viewable.
chmod 400 postagram.pem

4. Connect to your instance using its Public DNS:
ec? il .compute-1.amazonaws.com
Example:

ssh -1 "postagram.pem” ubuntu@ec I=saesdege@nd? compuUte-1.aMazoNaws.com

(i) Note: In most cases, the guessed user name is correct. However, read your AMI usage instructions to check if
the AMI owner has changed the default AMI user name.




1AM Role Subnet ID
subnet- TN 55 [

Details Security Networking Storage Status checks Monitoring Tags

¥ Security details

1AM Role Owner ID
Tl

Security groups
50 - IR | | 4. (launch-wizard-4)

Inbound rules info

Security group rule ID Type Info Protocol Portrange Source Info Description - optional
Info Info Info

5gr-0c82606ee828f0238 | ggy v Tcp 22 Custom ¥ Q Del
JE— ete
‘ 0.0.0.0/0 X ‘

- Custom TCP v TCP 8000 Anywh... ¥ or Django application. Del
JE— ete
‘ 0.0.0.0/0 X ‘

Add rule

Cancel Preview changes m

DisallowedHost at /
Invalid HTTP_HOST header: "IEEE.22:8000'. You may need to add 'iGGcG_G_22'

Request Method: GET
Request URL: http:// | 22:8000/
Django Version: 4.0.1

Exception Type: DisallowedHost
Exception Value: Invalid HTTP_HoST header: * [ :2000" . You may need to acd 'S -22' to ALLOWED_HOST

Exception Location: /home/ubuntu/Full-stack-Django-and-React/venv/lib/python3.10/site-packages/django/http/request.py,
Python Executable: /home/ubuntu/Full-stack-Django-and-React/venv/bin/python

Python Version: 3.10.4
Python Path: [I'/home/ubuntu/Full-stack-Diango-and-React',

Page not found (04)

Request Method: GET
Request URL: http:/SETRNEN.22:8000/

Using the URLconf defined in coreroot.urls, Django tried these URL patterns, in this order:
1. admin/
2, api/
3. Mmedia/(?P<path=.")$

The empty path didn’t match any of these.

You're seeing this error because you have peeuc = True in your Django settings file. Change that to Faise, and Django will display a standard 404 page.



Chapter 13: Dockerizing the Django Project

(venv) koladev@koladevl123xxx:~f/PycharmProjects/Full-stack-Django-and-React$ docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
8c57aB88fdéa  django-postagram:latest "python manage.py ru." 6 seconds ago Up & seconds ©.0.0.0:8008->8008/tcp,

django.db.utils.0OperationalError: could not connect to server: Connection refused
Is the server running on host "localhost" (127.8.8.1) and accepting
TCP/IP connections on port 54327
could not connect to serwver: Address not available
Is the server running on host "localhost™ (::1) and accepting
TCP/IP connections on port 54327

Page not found (z04)

Request Method: GET
Request URL: http:/ocalhost/

Using the URLconf defined in coreroot.ur1s, Django tried these URL patterns, in this order:
1. admin/
2. api/
3. Amedia/(?P<path>.")%

The empty path didn't match any of these.

You're seeing this error because you have pbeeus = True in your Django settings file. Change that to ralse, and Django will display a standard 404 page.



Chapter 14: Automating Deployment on AWS

1 2 3
Build Deploy
Continuous Integration Continuous
Deployment

Actions secrets [ Update secret

Value

SECRET_KEY=foo
DATABASE_MNAME=coredb
DATABASE_USER=core
DATABASE_PASSWORD=wCh29&HE&T83
DATABASE_HOST=postagram_db
DATABASE_PORT=b5432
POSTGRES_USER=core
POSTGRES_PASSWORD=wCh29&HE&TS83
POSTGRES_DB=coredb

ENV=TESTING
DJANGO_ALLOWED_HOSTS=127.0.0.1,localhost

Update secret

F main ~ P15 ot Go to file Add file ~ Code ~

ﬂ koladev32 Merge pull request from PacktPublishing/chap14 '« t o 280

5] thub/workflows ¥ mir



build-test

Add secret




Repository secrets

ming traffic that's allowed to reach the instance.

Type Info Protocol Port range
Info Info
SSH v
Custom TCP v 8000
HTTP v

Source Info

Custom V¥

Custom v

Custom ¥

Description - optional Info

Q Delete ‘
0.0.0.0/0 X
Q Django application Delete ‘
0.0.0.0/0 X
Q Allow HTTP request Delete ‘
0.0.0.0/0 X

Cancel Preview changes




Chapter 15: Deploying Our React App on AWS

koladevigkoladev1Z23xxx:~/Full-stack-Django-and-React/soclal-media-react$ yarn bulld
yarn run vi.22.17

mized production build...

may se

bal add serve
5 build

bout deploy

‘deployment




Amazon 53 » Buckets » Create bucket

Create bucket .

Buckets are containers for data stored In 53. Learn more [4

General configuration

Bucket name

postagram

Bucket name must be globally unique and must not contain spaces or uppercase letters. See rules for bucket naming E

AWS Region

US East (N. Virginia) us-east-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Block public access to buckets and objects granted through new access control lists (ACLs)

53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access
ACLs for existing buckets and objects. This setting doesn't change any existing permissions that allow public access to 53 resources
using ACLs.

Block public access to buckets and objects granted through any access control lists (ACLs)
53 will ignore all ACLs that grant public access to buckets and objects.

Block public access to buckets and objects granted through new public bucket or access point policies
53 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to 53 resources.

Block public and cross-account access to buckets and objects through any public bucket or access point

policies
53 will ignore public and cross-account access for buckets or access points with policies that grant public access to buckets and
objects.

c Turning off block all public access might result in this bucket and the objects within becoming public
AWS recommends that you turn on block all public access, unless public access is required for specific and
verified use cases such as static website hosting.

| acknowledge that the current settings might result in this bucket and the
objects within becoming public.



Viewer

Viewer protocol policy

O HTTP and HTTPS /
© Redirect HTTP to HTTPS

() HTTPS only

Allowed HTTP methods

) GET, HEAD

() GET, HEAD, OPTIONS

© GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

L Cache HTTP methods
GET and HEAD methods are cached by default

OPTIONS

Restrict viewer access

If you restrict viewer access, viewers must use CloudFront signed URLS or signed cookies to access your content
O No

O Yes

Static website hosting

Use this bucket to host a website or redirect requests. Learn more E

Static website hosting
Disable
© Enable

Hosting type

© Host a static website
Use the bucket endpoint as the web address. Learn more E

Redirect requests for an object
Redirect requests to another bucket or domain. Learn more E

@ For your customers to access content at the website endpoint, you must make all your content publicly
readable. To do so, you can edit the 53 Block Public Access settings for the bucket. For more information, see
Using Amazon 53 Block Public Access Z

Index document
Specify the home or default page of the website.

Index.html
Error document - optional
This is returned when an error occurs.

Index.html

Static website hosting

Use this bucket to host a website or redirect requests. Learn more Z

Static website hosting
Enabled

Hosting type
Bucket hosting

Bucket website endpoint
‘When you configure your bucket as a static website, the website is available at the AWS Region-specific website endpoint of the bucket. Learn more Z

http://postagram.s3-website-us-east-1.amazonaws.com Z




Objects (8)

Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory Z to get a list of all objects in your bucket. For others to access your

Amazon 53 Buckets postagram

postagram ..

Publicl

Objects Properties Permissions

objects, you'll need to explicitly grant them permissions. Learn more Z

Q, Find objects by prefix

Name r'y Type ¥ Last modified

B asset-manifest.json json October 25, 2022, 23:45:35 (UTC+01:00)
B favicon.ico ico October 25, 2022, 23:45:44 (UTC+01:00)
D index.html html October 25, 2022, 25:45:37 (UTC+01:00)
[ logo192.png png October 25, 2022, 23:45:43 (UTC+01:00)
[ logos12.png png October 25, 2022, 23:45:41 (UTC+01:00)
D manifest.json json October 25, 2022, 25:45:40 (UTC+01:00)
B robots.txt txt October 25, 2022, 23:45:38 (UTC+01:00)
3 static/ Folder -

Welcome to Postagram!

Username

Enter username
Password

Login now and start enjoying!
Or if you don't have an account, please register. Password

Size ¥

369.0B

3.8KB

64408

5.2KB

9.4 KB

492.08B

67.0B

1 ©

Storage class v

Standard
Standard
Standard
Standard
Standard
standard

Standard
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CloudFront » Distributions » create
Create distribution
Origin

Origin doemain

Choose an AWS origin, or enter your origin's domain name.

| Q postagram.s3.us-east-1.amazonaws.com x ‘

Origin path - optional  Info
Enter a URL path to append to the origin domain name for origin requests.

| Enter the origin path ‘

MName
Enter a name for this erigin.

| postagram.s3.us-east-1.amazonaws.com ‘

Origin access  Info

© Public

Bucket must allow public access.

() Origin access control settings (recommended)
Bucket can restrict access to only CloudFront.

() Legacy access identities
Use a CloudFront origin access identity (OAl) to access the 53 bucket.

Add custom header - optional
CloudFront includes this header in all requests that it sends to your origin.

Add header



Viewer

Viewer protocol policy

() HTTP and HTTPS

© Redirect HTTP to HTTPS
() HTTPS only

Allowed HTTP methods

) GET, HEAD

() GET, HEAD, OPTIONS

© GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

L Cache HTTP methods
GET and HEAD methods are cached by default.

OPTIONS

Restrict viewer access

If you restrict viewer access, viewers must use CloudFront signed URLs or signed cookies to access your content.

O no
) Yes

CloudFront » Distributions

Distributions (3) infe

Create distribution

Q, Search all distributions 1 @
] D v | Descrip... ¥ | Domai.. ¥ | Alterna.. ¥ | oOrigins ¥ | Status ¥ | Lastmodified v
(] E24J1P2091J6Z6 - djtxbwwf... - postagram.s3-w (&) Enabled October 25, 2022 at 11:41:14 PM UTC

CloudFront » Distributions » E24J1P9091J6Z6

E24J1P9091J6Z6

General Origins Behaviors Error pages Geographic restrictions Invalidations Tags

Details

Distribution domain name ARN Last modified
djtxbwwfoicbe.cloudfront.net arn:aw ot ttSttad it : October 25, 2022 at 11:41:14 PM UTC

distribution/E24J1P9051J6Z6




