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Chapter 3: Basic Static and Dynamic Analysis for x86/x64 

 





























 

 

 

 

 

 

 



Chapter 4: Unpacking, Decryption, and Deobfuscation 

 











































 

 

 

 

 

 

 



Chapter 5: Inspecting Process Injection and API Hooking 

 























 

 

 

 

 

 

 

 

 



Chapter 6: Bypassing Anti-Reverse Engineering Techniques 

 

















 

 

 



Chapter 7: Understanding Kernel-Mode Rootkits 

 

 

























 

 

 



Chapter 8: Handling Exploits and Shellcode 

 





















 

 

 

 

 

 

 

 

 

 



Chapter 9: Reversing Bytecode Languages 

 





















 



Chapter 10: Scripts and Macros – Reversing, Deobfuscation, 
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Chapter 11: Dissecting Linux and IoT Malware 

 



























 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 12: Introduction to macOS and iOS Threats 

 



















 

 

 



Chapter 13: Analyzing Android Malware Samples 

 



















 

 


