
Chapter 1: Running Linux in a Virtual Environment 

 

 



 

 



 

 



 

 

 

 

 



 

 



 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 2: Securing Administrative User Accounts 

 

 

 

 

 

 

 

 

 



Chapter 3: Securing Normal User Accounts 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 4: Securing Your Server with a Firewall – Part 1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 6: Encryption Technologies 

 

 

 



 

 



 

 



 

 



 

 

 



 

 

 



Chapter 7: SSH Hardening 

 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 8: Mastering Discretionary Access Control 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 10: Implementing Mandatory Access Control with 
SELinux and AppArmor 

 

 



 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 11: Kernel Hardening and Process Isolation 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 12: Scanning, Auditing, and Hardening 

 



 

 



 



 



 

 

 



Chapter 14: Vulnerability Scanning and Intrusion Detection 

 



 

 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 



 

 

 

 

 

 



Chapter 15: Prevent Unwanted Programs from Running 

 



 

 



 

 



Chapter 16: Security Tips and Tricks for the Busy Bee 

 

 

 

 



 

 

 



 

 



 

 

 

 



 

 

 



 

 

 


