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Chapter 2: Anatomy of an loT Architecture
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Chapter 3: In-Situ Environmental Monitoring
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Chapter 4: Real-World Environmental Monitoring
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Chapter 5: OT and Industrial Control Systems
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Chapter 6: Enabling Industrial loT
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Chapter 7: PLC Data Acquisition and Analysis
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Breakdowns

Start up rejects '

Production rejects

Setup lead time Speed loss
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Chapter 8: Asset and Condition Monitoring

What has Why did something Something is going When will something Avoid something
happened happen to happen happen happening
Reactive Preventative Condition Based Predictive
1 L L 1
Failure. Driven | /L\I EAM.Dliven | /L\I Data.Driven | /L\I Al Tven | /L\I Risk gased
Ry Ay Ay p——y
Exploratory L Prescriptive
® Reduce Downtime ® Reduce Maintenance Costs ® Improve Efficiency
@ Prevent Asset Failures @ Extend Equipment Life @ Optimize Asset Strateqy

] e = 7 ] (" = i =
Unpredictable Improved uptime and Knowledge of Real-time monitoring Increased ability to
failures and predictability of runtime operations and operating manage equipment
production values equipment and metrics conditions and production
L8 A 1.8 2 L8 v 18 v 1 v

Asset Performance Management
(APM 4.0)

Condition Predictive
Monitoring Analytics

Monitorning Analytics Machine Learning




Visualization and Reporting

Quick Sight
A

Analytics and Machine Learning

Data Transformation and Storage @
=
B Data Lake Amazor] Athena
- y
e Raw —Eormatted - Curated | g
I__ Il.:\-.-lII L_..- il
A A AWS Glue
loT Analytics

Channel  Fipeline @ RDS

Cloud Data Ingestion

¥ 1

2,0 (@{

Rule loT Core

Device Management

WAN or VPN

Edge Servers and Applications

Device Controllers and Systems

Sensors and Actuators

5ilt

T Simulator
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e Simulato

Simulations Davices Simulations

Home Simulations

Simulatons (3

(m] Simulations Stage Devices Runs Last Rur Actions
O conveyer_belt sleeping 3 2022-03-30T17:55:25 230
O conveyer funning @ 33 2022-05-27T07:38.03.292Z
O  conveyer_problem_motor sleeping 0
For help please see the solution’s home page [

AWS loT Analytics

AWS loT Analytics X
AWS loT Analytics
Channels
» Pipelines Get started with AWS loT Analytics
Data stores Use this one-click quick start to create your channel, pipeline, data store, and dataset. These resources process and archive your raw loT device data.
Datasets
Notebooks conveyer_motor_data_channel @ Succeeded
conveyer_motor_data_datastore @ Succeeded
Settings conveyer_motor_data_pipeline @ Succeeded
Documentation [2 conveyer_motor_data_dataset () Succeeded
Forums [4
Contact us [2 Your resources have been created successfully. You can use the BatchPutMessage API operation or an AWS loT Core topic rule to send

data to your resources. You can enable logging for your resources on the Settings page.

@ New console experience
s Create more resources
Tell us what you think

conveyer_motor_channel Actions ¥
Details
Channel ARN Info Creation date
arn:aws:iotanalytics: NN channel/conveyer_motor_channel Apr 12, 2022 11:31:09 AM +0200
Status Last updated date
© Active Apr 12,2022 11:31:09 AM +0200
Monitoring Storage Tags
Th 3h 12h 1d 3d 1w C | Add to dashboard

IncomingMessages :

1



AWS loT Analytics X

Channels

4

Pipelines
Activities

Data stores

Datasets

Notebooks

Settings
Documentation [4
Forums [

Contact us [

@D New console experience

Tell us what you think

Pipeline activities

Chaining activities together enables you to process and prepare messages before storing them. You can enrich or

conveyer_motor_pipeline_enriched

Details

Pipeline ARN info
arn:aws:iotanalytics:us-west-
2:305723022616:pipeline/conveyer_motor_pi
peline_enriched

Created
Apr 16, 2022 10:33:41 AM +0200

Last updated
Apr 24,

Monitoring Activities Tags

Channel inputs

Name Type
conveyer_motor_channel Channel
Activities

Name Type
Math activity Transform
Add data from loT Core registry Enrich
Execute AWS Lambda function Transform

transform message attributes, or filter entire messages out of your pipeline.

» Calculate a message attribute

Transform

Incoming messages

"temp": 24,
"wibration": 48,
2798,
24,

rpm":
"current”:
"datetime":

sn": "3817748%3",

"2022-94-19T86:54:3@",

[~]

"timestamp”: "165835127@737",
" _id ": "MFsrgde"

Calculate message attributes
Provide a formula to create a new, calculated attribute.

Attribute name Formula

tempF (temp * 9/5) + 32

Outgoing messages
Below are the attributes to be included in the outgoing message.

"temp": 24,

"wibration": 48,

2798,

24,

"datetime": "2822-84-19T@6:54:3a@",
"s=n": "361774893",

"timestamp”: "165835127@737",

" id_": "MFsrgde”,

"tempF": 75

rpm":

"current”:




Connect one device

AWSloT > Manage > Things > 263632978
» Connect many devices

263632978 ..
Test
» Device Advisor Thing details
MQTT test client
Name Type
Manage 263632978 Conveyer_Motor
¥ All devices ARN Billing group
Things o E
am:awsiotus-west-2:305723022616:thing/263632978
Thing groups
Thing types
Fleet metrics. < Attributes Certificates Thing groups Device Shadows Interact Activity Jobs Alarms (357
» Greengrass devices
» LPWAN devices
3 Attributes (9) info
» Remote actions Attributes are key-value pairs that can be searchable or non-searchable. Searchable attributes can be
used to filter lists of things without using fleet indexing. Non-searchable attributes can be used to
b Greengrass devices find things, but only when fleet indexing s turned on.
B LEWAN devics ‘o o 1 vose v | 2p0 .
» Remote actions
» Message Routing Hertz 50 © Non-searchable
Retained messages Horsepower 150 © Non-searchable
» Security InsulationClasss B © Non-searchable
» Fleet Hub
Model p2-177978nx © Non-searchable
Divica Soviiade Phase 3 © Non-searchable
Billing groups RPM 2900 © Non-searchable
Settings ServiceFactor 115 © Non-searchable
Learn
Feature spotlight Type Induction © Non-searchable
Documentation [3 Voltage 380 © Non-searchable
¥ Enrich messages with 10T Core registry information | a ‘ ‘ v ‘ | Remove
Enrich
Incoming messages
"temp”: 24,
"vibration": 4@,
"rpm": 2798,
"current™: 24,
"datetime": "2822-04-19T@6:54:3@",
"sn": "381774893",
"timestamp™: "165@35127@737",
" id ": "MFsrgdae”,
"tempF": 75
Enrich messages with loT Core registry information
Append loT Core registry metadata to a message as a new attribute.
Attribute name Source for thing name
‘ equipment | ‘ sn v

Select an 1AM role that allows loT Analytics to read loT Core registry metadata.

Role

‘ loTAnalytics_DatasetRole v |




Outgoing messages

Below are the attributes to be included in the cutgoing message.

"thingaArn": "arn:aws:iot:ius-west-2:305723022616:thing/361774833",

{
"temp": 24,
"vibration": 4@,
"rpm": 2798,
"current™: 24,
"datetime": M2022-04-19TR6:54:38",
"sn": "361774893",
"timestamp™: "165@351278737",
" id_": “"MFsrgde”,
"equipment™: {
"defaultClientId": "361774823",
"thingName": "361774893",
"thingId": "ae248b%b-8ceb6-418f-b2Ba-62bodfd2dd4s”,
"thingTypeNams": "Conveyer Motor™,
"attributes™: {
"Type": "Induction™,
"Phase": "3",
"ServiceFactor™: "1.15",
"Horsepower™: "158",
"Woltage": "468",
"Model™: "p2-177378nx",
"InsulationClass": "B",
"Current™: "278",
"Hertz": "s5@",
"RPM": "2o@a"
s
"version™: 5,
"billingGroupMame": null
¥
¥

Update preview

Lambda function

motor_conveyer_enrichment

Outgoing messages
Below are the attributes to be included in the cutgoing message.

Mo attributes available

Update preview

Transform message with Lambda function

Use a Lambda function to process or enrich your message. AWS loT Analytics batches the messages before sending to
Lambda function.

Batch size




Code | Test | Monitor Configuration | Aliases | Versions

General
Environment variables (5)

configuration
The environment variables below are encrypted at rest with the default Lambda service key.
Triggers
Key Value
Permissions
database iot
Destinations
hostURL
Function URL
loglevel logging.DEBUG
Environment
variables password
username admin
Tags
VPC
Monitoring and

Navigator :: 2 Query 1 temperature_class_lookup temperature_class_lookup
SCHEMAS « BE ¥FFeon o \_,w Limtto 1000rows  + | 3 < Q [ =
Q. Filter objects 1e ISELECT * FROM iot.temperature_class_lookup;
v Eﬂ iot
v 3 Tables
v temperature_class_lookup
> Columns
» B Indexes
> % Foreign Keys
> @ Triggers
Views
L[-ﬁ Stored Procedures
, ?f:"”mo"s | Result Grid | H] 4% Fiter Rows: |edt: @) E Bl | eperyimpert: B §5) | wrep ool Conternt: T2 [
idtempclass  dass  temp
P (1 A 105
2 B 130
3 F 155
4 H 130
® Fm!

Apphy

class_lookup1 x

Output
[0l Action Output -
# Time Action Message
4 row(g) retumed

[] 7 09:30:13 SELECT " FROM ict temperature_class_lookup LIMIT 0, 1000

Administration  Schemas

Information ::::

Table: temperature_class_lookup

Columns:
I int PK

class varchar(45)
temp varchar(45)



Amazon 53 > Buckets > s3-datalake-iot-curated ) datast

__day=28/ » __hour=06/

__hour=06/

Objects ‘ Properties

> conveyer_motor_datastore_enriched/ » _ dt=2022-04-28 00:00:00/ > _ partition_sn=361774893/ > _ year=2022/ > _month=04/ >

Copy 53 URI

Objects (53)

Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [} to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [}

Copy S3 URI Copy URL M pownload Open [ Delete ‘ Actions ¥ | ‘ Create folder ‘ [@ upload
Q Find objects by prefix ‘ <1 > @
(] Name A Typev Last modified v Size ¥ Storage
class v

o April 28, 2022, 08:01:22 a0
- 1651125600000_1651125630000_305723022616_conveyer_motor_channel_0_2108.0.conveyer_motor_pipeline_enriched.json.gz 9z (UTC+02:00) B anaa
o ; April 28, 2022, 08:02:22 g0
- 1651125660000_1651125630000_305723022616_conveyer_motor_channel_0_2108.0.conveyer_motor_pipeline_enriched.json.gz 9 (UTC+02:00) 8
o April 28, 2022, 08:03:22 a0
- 1651125720000_1651125750000_305723022616_conveyer_motor_channel_0_2108.0.conveyer_mator_pipeline_enriched.json.gz % (UTC+02:00) 8 ane
o April 28, 2022, 08:04:22 a0
- 1651125780000_1651125810000_305723022616_conveyer_motor_channel_0_2108.0.conveyer_motor_pipeline_enriched.json.gz 9z (UTC+02:00) B anaa

m Aeeil 70 M99 NQNEID 24N

<“
AWS Glue

i~

Glue Crawler

A J

v

Amazon 53

AWS Glue Crawlers > conveyer_motor_enhanced
Data Catalog
Databases New
Name
Tables New Description

Stream schema registries Create a single schema for each 83 path

Security configuration

Schemas
Tags
Connections [ New State
Crawlers New Schedule
Classifiers New Last updated

Date created

Catalog settings Database
Table level
Table threshold

Service role

Data Integration and ETL

AWS Glue Studio

Jobs [ New Selected classifiers

. Data store
Interactive Sessions Include path
Notebooks (' New Connection
Data classification tools Exclude patterns

Sensitive data detection Configuration options

Record Matchin
na Schema updates in the data store

Triggers Inherit schema from table

Workflows Object deletion in the data store

Blueprints

Glue Data Catalog

Amazon Athena

Amazon Quicksight

conveyer_motor_enhanced

false

Ready

Sun Apr 24 15:01:40 GMT+200 2022
Mon Apr 18 11:18:30 GMT+200 2022
conveyer_glue_db

service-role/AWSGlueServiceRole-s3-datalake-iot-formatted

S3
53://s3-datalake-iot-curated/datastore/conveyer_motor_datastore_enriched

Update the table definition in the data catalog.
Update all new and existing partitions with metadata from the table
Mark the table as deprecated in the data catalog



Tables > conveyer_motor_datastore_enriched

| Edit table H Delete table

Name
Description
Database
Classification
Location
Connection
Deprecated
Last updated
Input format
Qutput format
Serde serialization lib

Serde parameters

Last updated 26 Apr 2022 08:05AM  Table ‘ersion (Current version) «

Partitions and indices || View partitions H Compare versions H Edit schema

conveyer_motor_datastore_enriched

conveyer_glue_db
json

53://53-datalake-iot-curated/datastore/conveyer_motor_datastore_enriched/

No
Thu Apr 28 08:05:42 GMT+200 2022
org.apache hadoop.mapred. TextinputFormat

org.apache hadoop.hive.glio. HivelgnoreKey TexiOutputFormat

org openx data jsonserde JsonSerDe

paths

_id_,current,datetime,rated_current,rated_hor

P

rated_ir

rated_rpm,rated_servicefactor,rated_terr

sizeKey 16621  objectCount €8  UPDATED_BY_CRAWLER conveyer_motor_enhanced  CrawlerSchemas
Table properties
CrawlerSchemaDeserializerversion 1.0 compressionType gzip  typeOfData  file
Schema
Showing: 1-250725
Column name Data type Partition key Comment
1 vibration int
2 rpm int
3 voltage_phase1 int
4 voltage_phase?2 int
5 voltage_phase3 int
Amazon Athena Query editor
Editor Recent queries Saved queries Settings Workgroup | primary v
Data c < Query 1 % Query 2 X Query 3 X © Query4 % + v
IR sc1cc7 ¢ FRoM “conveyer_glue_db”."conveyer_wotor_datastore_enriched” Limlt 18}
Data source
4
AwsDataCatalog v
SQL  Ln1, Col78 = m @
Database
e——. ; comct | [ v | [_cear ][ creme ¥
| @ Completed Time in queue: 112 ms Run time: 1.076 sec Data scanned: 4.06 KB |
Tables and views
Q . Results (10) 9 Copy H Download results |
Q 1 fo
v Tables (1) 1
3 - Tt h i h
g comvayer_motor_datastors_snridhed : 0o vibration ¥ v :auage,phase v ;o tage_phase ;u tage_phase ¥ @ - datethre = timestamp ¥
Partitioned
vibration int 3
1 38 3206 385 407 376 361774893 2022-04-26T07:27:02 1650958022
pm e
. 2 42 3032 379 405 382 361774893 2022-04-26T07:29:02 1650958142
voltage_phase1 it i
voltage_phase2 nt 3 3 63 3114 381 385 383 361774893 2022-04-26T07:45:03 1650959103
voltage_phase3 it 3 4 65 3014 386 402 383 361774893 2022-04-26T07:20:01 1650957601
n swing §
5 95 2793 384 401 381 361774893 2022-04-26T07:07:01 1650956821
datetime sting  §
. 6 57 2797 387 380 382 361774893 2022-04-28T06:20:20 1651126820
timestamp int
current 3 7 89 3085 380 396 377 361774853 2022-04-26T07:33:02 1650958382
temp L 8 99 3192 377 399 382 361774893 2022-04-28T06:52:23 1651128743
Jid_ string §
] 51 3131 377 356 381 361774893 2022-04-26T07:53:03 1650959583
tempf int
Tl 10 99 3069 379 399 384 361774893 2022-04-28T06:51:23 1651128683



Table details

Table name Table alias

conveyer_motor_datastore_enriched conveyer_motor_datastore_enriched

Catalog Schema

AwsDataCatalog conveyer_glue_db

Data source name Data source type

conveyer_motor_enriched ‘ Athena

d]] Field wells

Sheet1 v+
I Phase Voltage timestamp between
N @ voltage_phasel @ voltage_phase? @ voltage_phasel @ rated_voltage. 2022/04/28 06200 - 2022/04/28 08:00
Insights a0
Insight
IH' e Average voltage_phasel for Apr 28, 2022 is 382.57, 16.83% lower than rated_voltage of 460.
Parameters
& insight
e B P P A PP A I AP
4'1:_;5“'/‘,1’};.*“";“?;"P;.“"._..“"pé;*};#;‘?;‘?;#;é;é;";#;f;él._.*‘*';.f’;,*":pﬁf’,,fv ,,.*’y Awerage valtage_phase1 for Apr 28, 2022 is 382.57, 4.24% lower than voltage_phase2 of 399.49.
‘ AT A e g T T T e e
Themes Insight
@ Awerage voltage_phase1 for Apr 28, 2022 is 382.57, 0.47% higher than voltage_phase3 of 380.77.
Temp

Insight

A " A
v \,_/\_/\JV\/\/ Mverage temp for Apr 28, 2022 is 89.13, 31.44% lower than rated_temp of 130.

B R A A T e e




Chapter 9: Taking It Up a Notch — Scalable, Robust, and
Secure Architectures
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Asset Administrative Shell

Asset

Asset Administrative Shell

| A
A
Sub Model : Identification
Manufacturer : ABC Inc
GLN : 1234d44de
Serial Number : 343434
Product Designation : Motor
Date of Manufacturing : Jan 2023

l

Sub Model : Technical Specificatior Sub Model : Operation Q 0 Sub Model : Documentation
: Title : Operating Manual
Max Rotation Speed : 5000 rpm Rotation Speed : 4000 rpm H Type : PDF
Maxl.mrq”e # 200 Nm. 4 Torque:100Mm { | Digital File: Op_Motor_2023.pdf
Cooling Type : BA-Liqui Temperature Setpoint : 65 ; Document ID : 03-23
Temperature Setpoint : 95 : Document Owner : ABC Inc
e o | e
K - 5 . H by \
i’ A} ' v | ' \
77777777 1 e e e | H B e e | !
[y / \ , : [y ;
i Future sub models e ! Future sub models Seq”
1
i

Component Suppliers

O & &
A B C

Machine Suppliers

Production Facility

“—

End Product
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Collect

~
—
o]
ooo

Bandwidth/speed
Data volume
Network latency

*  Availability

* Enterprise integration

* Global plant network

* Geo-political boundaries
* Compute power

+ Storage

¢ Audit and governance

Privacy
Security
Autonomy
Cost
GUEN AWS Cloud

AWS loT Greengrass

&yran

Edge ML Connector
Interface

Sensors &
Machines

Edge

: Amazon Kinesis  Amazon
: Data Firehose S3

]
|
AWS 10T |
|
]
]

AWS loT
Core SiteWise
______________ I
Store

Transform

Insights

',Amazon Kinesis Amazon Kinesis AWS Amazon Amazon
Data Streams Data Analytics Lambda SageMaker  OpenSearch
Service

=

Amazon Amazon

Redshift OpenSearch
Dashboard

ML Inference & Reporting

Telemetry Data

Non-Exhaustive Application List

Artificial Intelligence

Subdomains

Complex data analytics

¥

Machine learning

X

Neural networks

©

Cybernetics

%
H

Problem solving

8

Robotic process automation

Fault detection

Predictive maintenance

Visual quality inspection

Advanced scheduling

Waorkforce optimization

Supply chain optimization

Demand-predicted production

Threat modeling and prevention

Conversational chatbots




Training Data M-
Program Training Algorithm
¥
Human-Programmed Traini Trained Al
Algorithms raining Model
k4 h 4
Input Application —* Output Input " Application |—5{ Predicted
Output
Storage | Compute Storage | Compute
Execute Inference

Level O

System functions autonomously and adaptively

Delimited autonomy in large areas with warnings

Partial autonomy in limited defined areas

Selected functional assistance

No autonomy
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Chapter 10: Intelligent Systems at the Edge

AWS loT Greengrass Core Device AWS Cloud

Components

LiLLl
O— -.i
—o| < )
|
Device AWS loT AWS loT Core
Greengrass
Internal
Communication
AWS loT X AWS loT Greengrass Core devices Set up one Greengrass core device
) Set up one Greengrass core device
Monitor
Step 1: Register a Greengrass core device
Connect

Connect one device

P Connect many devices

Test
P Device Advisor

MQTT test client

Manage

P All devices

¥ Greengrass devices
Core devices
Components
Deployments
Groups (V1)

P LPWAN devices

P Remote actions

P Message Routing

Retained messages
P Security

P Fleet Hub

Greengrass core devices are AWS loT things. Enter a thing name to be used to create a Greengrass core device.

Core device name
The name of the AWS loT thing to create. We generated the following name for you.

GreengrassQuickStartCore-183135fe70b

The name can be up to 128 characters. Valid characters: a-z, A-Z, 0-9, colon (), underscore (), and hyphen (-)

Step 2: Add to a thing group to apply a continuous deployment

Add your Greengrass core device to an AWS loT thing group. If the thing group has an active Greengrass deployment, your new core device
receives and applies the deployment when you finish the setup process. To deploy to only the core device, select No group.

Thing group
Enter a new group name
© Select an existing group
MNo group

Thing group name

GreengrassQuickStartGroup v

Step 3: Install the Greengrass Core software

Operating System

Lo B RETT ALTEE R



Step 3: Install the Greengrass Core software

Operating System

O Linux Windows

Step 3.1: Install Java on the device
The AWS loT Greengrass Core software runs on Java. Follow instructions to install the Java runtime on the device. Learn
more [

Step 3.2: Configure AWS credentials on the device

The Greengrass installer uses AWS credentials to provision the AWS resources that it requires. You can provide
credentials as environment variables. Copy the command below to your device's terminal. Replace the text after the '='
sign with the specified information. Learn more [

export AWS_ACCESS_KEY_ID=<AWS_ACCESS_KEY_ID>

export AWS_SECRET_ACCESS_KEY=<AWS_SECRET_ACCESS_KEY>
export AMS_SESSION_TOKEN=<AWS_SESSTON_TOKEN>

Step 3.3: Run the installer
AWS loT Greengrass provides an installer that you can use to set up a Greengrass core device in a few minutes. The

installer runs on the device and does the following:

1. Provisions the Greengrass core device as an AWS loT thing with a device certificate and default permissions. Learn
more [

2. Creates a system user and group, ggc_user and ggc_group, that the software uses to run components on the device.

3. Connects the device to AWS loT.

4. Installs and runs the latest AWS loT Greengrass Core software as a system service.

Download the installer

Run the following command on the device to download the AWS IoT Greengrass Core software.

curl -5 https://d2s8p&8vgquiwee. cloudfront.net/releases/greengrass-nucleus-latest.zip >

greengrass-nucleus-latest.zip &2 unzip greengrass-nucleus-latest.zip -d
GreengrassInstaller

Run the installer

The AWS |aT Greengrass Core software is a JAR file that installs the software when you run it for the first time. Run the following command
on the device.

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE -jar ./GreengrassInstaller/lib

/Greengrass.jar --aws-region us-west-2 --thing-name GreengrassQuickStartCore-183135fe78b
--thing-group-name GreengrassQuickStartGroup --component-default-user ggc_user:ggc_group
--provision true --setup-system-serwvice true --deploy-dev-tools true

(@ The installation process takes a few minutes. When the installer completes, you can find your device in the
list of Greengrass core devices on the Core devices page. If the installation fails or you can't see the device,

you can troubleshoot the issue and try again. Learn more [4

This install command deploys the Greengrass Command Line Interface (CLI) to your device. You can use the

Greengrass CLI to develop and debug components on your core device. Learn more [

Cancel View core devices



AWS loT Greengrass Core devices Greengrass-103

Greengrass-103

Overview

Greengrass core devices are AWS loT things that run the Greengrass Core software.

Thing Status Status reported
Greengrass-103 [4 @ Hesalthy 3 minutes ago
Greengrass Core software version Platform

256 linux/aarch64

Components Deployments Thing groups Client devices Tags

Components (0)
This Greengrass core device runs these compenents. To edit the compenents on this core device, create a deployment to it or to ene of its thing groups.

Name v Version v Status v

No components

This core device doesn't run any Greengrass components.

Cloud Data Ingestion

Amazon loT Core
Y

Device Management

WAN of VPN

Edge Servers apd Applications

db. Local

Response
MO ridge Process:

Madbus
Modbus :
Request \\ Q f Rezsponzs

. Guery PL

Modbus TCP

vice Controllers and Syste

Modbus PLC




| I L pyModSlave - 4

File Options Commands View Help

Y | f£C 5 D H ¥ E &8 00 »

F

Modbus Mode TCP Unit ID 1 S SimCycle (msec) 2000 =

D0 Cpils o Discrete Inputs ar Input Registers &0 Holding 4 ;P

%>  StartAddr 0 > Noof Coils 50 > [ sim

00 01 02 03 04 05 06 o7 08
00 1 0 1 0 1 0 0 0 0

10 1 1 0 0 0 1 1 0 1
20 0 1 0 1 0 1 0 0 0
30 1 1 1 0 1 1 0 1 0

40 0 0 0 1 1 0 1 0 1

Greengrass service role info Detach role ‘ ‘ Change role

AWS loT Greengrass works with other AWS services, such as AWS |oT and AWS Lambda.

Greengrass needs your permission to access these services and read and write data on your behalf. The default

permissions are described in the AWSGreengrassResourceAccessRolePolicy [4 managed policy.
If you have a service role that's already defined, you can attach it. Otherwise, you must create one first. Info

Current service role Policies attached to this role
arn:aws:iam::305723022616:role/service- AWSGreengrassResourceAccessRolePolicy

role/Greengrass_ServiceRole




] File Edit Selection View Go Run Terminal Help quest.py - / [SSH: 103] - Visual Studio Code D& g - O x
@ EXPLORER @ modbusrequestpy X [} com.envirenmentsense.modbus.modbusrequest-1.0.0json >~ M
~ OPEN EDITORS home > greengrass > compenents > artifacts > com.environmentsense.modbus.modbusrequest > 1.00 > &
/7 X @ modbusrequest.py ~/components/artifacts/com.environmentsens... 313 B " " ;
{} com.environmentsense.modbus.modbusrequest-1.0.0,json ~ 34 publish_message = PublishMessage()
Qo v /[SSH: GREENGRASS-103] 35 publish_message.binary_message = BinaryMessage()
o B greengrass-nucleus-latest.zip 36 publish_message.binary message.message = bytes(message, "utf-8")
~ home 37 request.publish_message = publish_message
> ggc_user 38
 greengrass iz while True:
L—'-J e _E 41 operation = ipc_client.new publish_to topic()
> .config 42 operation.activate(request)
no > local 43 future = operation.get_response()
> pki 44 future.result(FUTURE_WAIT TIME)
i » wscode-server 45
— > Bookshelf 46 # Append the message to the log file.
47 logger.info(message
~ components e ES ( 2¢)
 artifacts 49 logger.debug("going to sleep")
> com.environmentsense.loTCoreTest 50 time.sleep(SLEEP_TIME)
~ com.environmentsense. modbus.modbusrequest / 1.0.0 51
# modbusrequest.py 52
> com.environmentsense. modbus.modbusresponse
v recipes TERMINAL  PORTS (@)  JUPYTER  PROBLEMS  CUTPUT - bash 4+ [0 @ ~ X
{} com.environmentsense.iotcoretest-1.0.0,json -
{} com.environmentsense. modbus.modbusrequest-1.0.0,json greengrassfigg103:/ $ sudo /greengrass/v2/bin/greengrass-cli deployment create --recipeD
. . ir /home/greengrass/components/recipes --artifactDir /home/greengrass/components/artifa
{} com.environmentsense. madhusmodbusresnonse-1.0.0.san " . ol
> OUTLINE cts --merge "com.environmentsense.modbus.modbusrequest=1.8.98 I
> TIMELINE
> NPM SCRIPTS

@oAho W2 LF  Python

Thing Status Status reported
Greengrass-103 [ @ Healthy 5 hours ago
Greengrass Core software version Platform

2.7.0 linux/aarch64

Components Deployments Thing groups Client devices Tags

Components (7) info

This Greengrass core device runs these components. To edit the components on this core device, create a deployment to it or to one of its
thing groups.

Q, Search <1y @

Name v Dependency type v Version v Status v

com.environmentsens
e.modbus.modbusreq Root 1.0.0 © Running

uest

aws.greengrass.Nucleu

Root 2.7.0 @ Finished
s I
aws.greengrass.labs.M
greeng Root 1.02 © Finished
odbusTCP -
aws.greengrass.LocalD
9 d Root 225 © Running

ebugConsole

aws.greengrass.clientd
evices.mgtt.Bridge - T Hen

aws.greengrass.Cli Root 2.7.0 © Running



AWS loT » Greengrass » Deployments » baseConfig_deployment

baseConfig_deployment

‘ Latest revision: 91 ¥ ‘ ‘ Copy to new target ‘ ‘ Delete revision ‘ ‘ Cancel ‘ ‘ Revise ‘
Overview
Target Target type Deployment created
Greengrass-103 Core device 19 days ago
Device status Deployment status
® Healthy ® Completed

Components (5) View configuration

Name v Version v
aws.greengrass.Cli 270
aws.greengrass.LocalDebugConsole 225
O aws.greengrass.Nucleus 270
[«] aws.greengrass.clientdevices.mqgtt.Bridge 222

aws.greengrass.labs.ModbusTCP 1.02

Configure aws.greengrass.clientdevices.mqtt.Bridge

Component version

Version: 2.2.2 v

Configuration
The configuration update to apply for this component in the deployment. This update modifies the existing configuration on each core device, or the component’s default configuration if the component is new to
the core device. Specify the configuration keys to reset and the configuration values to merge. Learn more

Previous configuration Configuration update w examples [4
Revision or default configuration Reset paths
- A list of JSON pointers that define which configuration values to reset to their default values. If a
Revision: 91 v value has no default value, the deployment removes that value from the configuration. The

deployment resets these values before it merges the values in the configuration to merge. Specify
a single empty string to reset the entire configuration to its default values. Learn more [

Configuration update

[
"reset": [1,
"merge”: { 1
"mqttTopicMapping” e

“AlllLocalMessages

Configuration to merge
The configuration to merge with the configuration on each core device. The deployment merges
this JSON object after it resets the values that you specify in the list of reset paths. Learn more [/}

y T
2w

3 b "mqttTopicMapping”: {
3w "AlllLocalMessages": {
4 "topic™: "#",
g "source”: "Pubsub”,
6 "target”: "IotCore”
7 }
[
o By



Subscriptions # | Pause H Clear || Export H Edit ‘

Favorites

¥ modbus/response/conveyer

All subscriptions

August 21, 2022, 10:27:27 (UTC+0200)

"type": "ReadCoils",
"id": "TestRequest",
"bits™: [

true,

true,

false,

true,

false,

true,

true,

false,

false,

true




Chapter 11: Remote Monitoring Challenges
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Does the user need it?

Can the product be technically manufactured?

Feasible

Desirable X Sustainable
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Will the product be profitable for the business?
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Chapter 12: Advanced Analytics and Machine Learning

‘ Visualization and Reporting ‘

Analytics and Machine Learning

Machine Rules
Learning Analysis
3

A A

Data Transformation and Storage

‘ Storage HTransformationH Decoding |

k,

Filtering

A

Cloud Data Ingestion

‘ Device Management ‘

| WAN or VPN |

Edge Servers and Applications
‘ Aquisition H Preprocessing H Forwarding ‘

Device Controllers and Systems

‘ Sensors and Actuators ‘

Visualization and Reporting

Analytics and Machine Learning @i‘?

Sagemaker

Data Transformation and Storage

o Data Lake  af
B N \v4

<

Raw LamEda Clue Curated

Cloud Data Ingestion

Device Data

Q)—5i<

Device Management

| WAN or VPN |

Edge Servers and Applications

AWSE Greengrass

Device Controllers and Systems

Device IP Network
Modbus TCP

Sensors and Actuators




Subscriptions #

‘ Pause H Clear H Export H Edit |

# LV

¥ modbus/response/conveyer

"type": "ReadInputRegisters"”,
"id": "e®s245@2",
"bytes": [

e,

15

October 04, 2022, 10:07:57 (UTC+0200)

¥ modbus/request/conveyer

"id": "eesz245e2",
"function™: "ReadInputRegisters”,
"address™: 11,

"quantity": 1

October 04, 2022, 10:07:57 (UTC+0200)

¥ modbus/response/conveyer

"type”: "ReadHoldingRegisters”,
"id": "@es245e2”,

DataBrew > Jobs » modbus-conveyer-current-databrew-job

modbus-conveyer-current-databrew-job

October 04, 2022, 10:07:55 (UTC+0200)

&

50 RULES

WHATS NEw

iid

DATASET

]

PROJECT

s53://s3-datalake-iot-format.

json 1 output

\

El

RECIPE

Version 1.1

S3 modbus-conveyer-current-dat... mndhns-(nnvtytr-(ulrenk-\h [E] modbus-conveyer-current-dat...

\
modbus-conveyer-current-dat.. \ @ Succeeded, 16 minutes ago

modbus-conveyer-current-dat...

0 Recipe steps

[e::) ) Dataset: modbus-conveyer-current-dataset ] Project: modbus-conveyer-c; databy [E] Recipe: modbi yer-ci databrew-recipe m OpeN PROJECT
onTAsETS
Job run history ‘ Job details ‘ Data lineage EO
Recipe
=
REOPES. | o° Lineage | £ CloudTrail logs

rom [vion v ] [a] @) 2]

s3
s3://s3-datalake-iot-curate.



= modbus-conveyer-current-databrew
- Last job run an hour ago, no job runs scheduled

P Dataset: modbus-conveyer-current-dataset  J§ Sample: First n sample (500 rows)

iz} SC VYt m A AR

B B =8 0

T oM e

O

JOB DETAILS

o

LINEAGE

ACTIONS

DATASETS FILTER SORT COLUMN FORMAT CLEAN EXTRACT MISSING INVALID DUPLICATES OUTLIERS SPLIT MERGE CREATE FUNCTIONS CONDITIONS MORE RECIPE
- - Bt NEST-UNNEST »
® Viewing 3 columns ¥ 500 rows FA crip [ screma ili PROFILE E] Recipe (0 ¢
PROJECTS PIVOT
# current 7 - ABC datetime YV td eee e id [ GROUP
E Distinct 2 Unigue 1 Total 500 @ Distinct 500 Unigue 500 Total 500 Distinct 1 dehUS-COnVe Dﬂ JOIN
feeres I 2022-08-22T0%:45052 ; 0,25, | 00824502 Version 1.0 (1 unpi
h .
e = UNION
r@ IZDZZ 09-22T16:19:232 1 02%
vin median Mean Made max ; e
parues 15 15 15.47 5 250 Iznzz-ug-urmuaszz 1 02% & TEXT >
All other volues 497 99.4% B SCALE >
Iz‘ 15 2022-09-22T21:02:357 00824502
s & MAPPING >
15 2022-09-23T00:09:44Z 00824502
ENCODE >
15 2022-09-23T02:03:50Z 00824502
wharsnew | 15 2022-09-22T21:59:382 00824502 SENSITIVE >
e 9n33_n09ITIANNET nAna3aEna
DataBrew » Jobs » modb yer-current- job > Editjob
Edit modbus-conveyer-current-databrew-job
Job type
E Recipe job
A recipe job runs the transformation from the associated recipe on the papulation of the assaciated dataset
Associated dataset Associated recipe
modbus-conveyer-current-dataset db yer-current-dat ipe
S3|  s3//s3-datalake-iot-formatted /modbus/onve 24502 /current/2022/ Warking version
Job output settings info
Running a job generates autput files at specified file destinations.
QOutput 1
Output to File type Delimiter Compression Setting summary Info
Output location Output format CSV separator Available types
File output storage
| T Amazons3 v o v | commen) D Create a new folder for each job run

S3 bucket owner's AWS account

© Current AWS account
305723022616

() Another AWS account

S3 location
Format is: s3://bucket/folder/

s3://s3-datalake-iot-curated/traini dbus/current/ ‘ ‘ Browse

Apps

Configure apps to manage your ML workflow using SageMaker.

Studio ‘ Studio Lab ‘ Canvas ‘ RStudio

File output
single file output

Custom partition by column values

Disabled

Output path preview

53://s3-datalake-iot-curated/trainingdata/modbus/
current/modbus-conveyer-current-databrew-job_09
0ct2022_timestamp_part00000.csv

@i; Studio

Amazon SageMaker Studio provides a single, web-based visual interface where you can perform all ML development steps, including building notebooks, experiment

management, automatic model creation, debugging, and model and data drift detection.

‘ Learn more




Z Fle Edit View Run Kemel Git Tabs Settings Help & Reportabug
- Launcher x
| RUNNING INSTANCES
v Get started
O connime aves .
@ | e sessions
TERMINAL SESSIONS JumpStart models, algorithms,
= and solutions
Sagehaker JumpStart
.
e Model: Create image classification models —
_® Model: Create text classification models —
v ,
///'4.
» Go to SageMaker JumpStart”
/
e
~ ML tasks and components
New data flow (+]
Prepare and visualize your data with SageMaker Data
Wrangler. View data flows
New feature group [+]
Create a new feature group in the feature store to logically group
and manage features. View feature store
v Notebooks and compute resources
LIN : .
Z Flle Edt View Run kKemel Gt Tebs Settings Help Report abug
| &
o Launcher x
R
RUNNING INSTANCES a XOoQO» mcw
& ml3.medium 2CPU - 4 GiB import boto3

import botocore
import sagemaker
import sys

Jupyter Notebook

RUNNING APPS

8. SageMaker JumpStart *

Build models automatically
SageMaker Autopilot
Video: Get started with Autopilot @

Blog: Getting started with Autopilot —

New autopilot experiment —

Import & explore data

Explore data from $3, Athena, Redshift, Snowfiake and
Databricks. Start by imparting your data

Organize ML companents and automate MLOps with built-in or
custom project templates. View projects

New project

[ Untitled.ipynb [ ]

o«

Code v

Import & Explore Data for ML
SageMaker Data Wrangler

Blog: Accelerate data preparation with data quality and
insights —

Blog: Pandas user-defined functions are now available —

Start now — .

New compilation job

Create a new compilation job. View compilation jobs

New Autopilot experiment

Create prediction models from your data and start making
predictions in a few clicks. View current experiments

2vCPU~+4GB Cluster Python 3 (Data Science) ~ Share

»
o
¢

datascience-1.0 mlt3.medium

.
Oy KERNEL SESSIONS
[® Untitled.ipynb ml 3 medium
¢ |
I v TERMINAL SESSIONS
» <

from time import gutime, strftime

# S3 bucket where training input and output will be stored.
bucket = sagemaker.Session().default_bucket()

prefix = “sagemaker/rcf-mod
execution_role = sagemaker.get_execution_role()
region = boto3,Session().region_name

# S3 bucket where the original testing data is stored.

downloaded_data_bucket = "s3-datalake-iot-curated"

#downLoaded_data_prefix = “testdata/current/modbus-conveyer-current-databrew-job_245ep2622_1664067637228"
downloaded_dsta_prefix =

print(f

aining input/output will be stored in: s3://{bucket}/{prefix}")

print(f"Downloaded training data will be read from s3://{downloaded_data_bucket}/{downloaded_data_prefix}")

Training input/output will be stored in: s3://segemaker-us-west-2-385723022616/sagemaker/rcf-modbus

“trainingdata/modbus/current/modbus-conveyer-current-databren- job_@90ct2022_1665313856936"

ob_090c£2022_1665313856936

Downloaded training data will be read from s3://s3-detelake-iot-curated/trainingdata/medbus/current/modbus-conveyer-current-databrew-3

l [J:|\

current_data.head()

current datetime id
0 17 2022-09-23T07:22:047 524502
1 14 2022-09-23T11:12:152 824502
2 13 2022-09-23T0%56:12Z 524502
3 12 2022-09-23T13:20:227 824502
4 16 2022-09-24T04:35:067 824502

let's look at the data elements

current_data.info

<bound method DataFrame.infc of current datetime id
a 17 2922-29-23T@7:22:047 824502
1 14 2922-29-23T11:12:152 824502
2 13 2922-89-23T@9:56:127 824582
3 12 2922-89-33T13:20:227 B24582
4 16 2922-89-24T@4:35:@62 824582
2646 14 2922-29-22T1@:53:8827 824582
2647 16 2922-89-23T11:22:8927 B24582
2645 14 2922-89-22T11:12:@9Z7 E24582
2548 14 2922-89-22T11:42:182 EB24582
2658 17 2922-29-22T11:29:09Z7 824582

[2651 rows x 3 columns]>



%matplotlib inline

import matplotlib
import matplotlib.pyplot as plt

matplotlib.rcParams["figure.dpi"] = 188

#current_data.plot("datetime™, “current”)
#gplt.ylim(8, 38)

current_data[588:788].plot{"datetime"”, "current")
plt.ylim{@, 38)

(@, 3@)

30

— current

25 A

20 A

15 A

10 4

0 T T T T T T T T
202 2-09ZTET0 0 S EPD SA R AT SR B SRR SFEEALER SR AED 94 0 P2 2 8:507

datetime




Appendix 1 - General Cybersecurity Topics
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Level 4 - Enterprise network

Enforcement / Isolation
iDMZ
Enforcement / Isolation

Level 3 Factory network
Enforcement / Isolation
] Automation network
LEV’EI 2 g_l
Enforcement / Isolation
Level 1 00 Control network
[ILILI]
Level O E Production network

Infra
Security
Software OT Security
Security r/_ —\ﬁ Management
aT
Cybersecurity
Program

OT Network
Security

OT Physical
Security



Software Infrastructure OT Security OT Network OT Physical
Security Security Management Security Security
Secure patching Endpoint Continuous threat Behavior anomaly User monitoring
hardening detection detection
Configuration it Physical access
- ntrusion Shtval
management Root of trust Observability (MELT) et control
Applica_tion Events management Inteusion Pessr acing
hardening Access control g prevention
PRTr Perimeter
Application Network integrity %
whitelisting Device identity SIEM Thansaetiant surveillance
Software integrity Privileged access Disaster
checks Asset management management recovery
PEN testing Secure remote SzCUfitV Threat and vulnerability
access governance detection
Identity Next Generation Firewall
management (NGFW)
Applications Monitoring. Management

Secure patching

Access management

Data transfer (read/write)

Secure remote access

Network monitoring

Continuous threat detection

Vulnerabilities detection

Perimeter monitoring

Disaster recovery and backup

Asset inventory management

DMZ management

Incident response




