
Chapter 1: Welcome to the IoT Revolution 

 

 

 

 

 

  



Chapter 2: Anatomy of an IoT Architecture 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 



 



Chapter 3: In-Situ Environmental Monitoring 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

  



Chapter 4: Real-World Environmental Monitoring 

 

 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

  



Chapter 5: OT and Industrial Control Systems 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

  



Chapter 6: Enabling Industrial IoT 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 



 



 

  



Chapter 7: PLC Data Acquisition and Analysis 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 



 

  



Chapter 8: Asset and Condition Monitoring 

 

 

 

 

 

 

 

 

 

 

 



 



 

 

 

 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

  



Chapter 9: Taking It Up a Notch – Scalable, Robust, and 

Secure Architectures 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



  



Chapter 10: Intelligent Systems at the Edge 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 



 

 

 

 

 



 

 

 



 

 

 

 



 

  



Chapter 11: Remote Monitoring Challenges 

 

 

 

 



 

 

 

 

 



 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

  



Chapter 12: Advanced Analytics and Machine Learning 

 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

  



Appendix 1 - General Cybersecurity Topics 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 


