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Chapter 2: Developing Cloud-Native Applications
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Tanzu Application Platform

&  Your Organization Catalog

.. Components = @ surrorT

c = FILTERS

@

Owned (0)

Name System Qwner Type Lifecycle Description Tags Actions

No records to display

VMware Tanzu Application

Application Accelerators

#
Create new software components using accelerators
)
<] Available Accelerators @ SUPPORT
*
Q Accelerators
23 .
e A= / | APPSSO Starter Java Java Function
o) (ot f(x) - .
2 N 0 -3
Spring Boot application that supports single sign-on (SS0) via Spring Security OAuth 2 A FaaS Java function powered by Function Buildpacks for Knative
YOUR ORGANIZATION CL nju . e P gle sian-on (550} via Spring v P 4 "
jent library

Y : [cvoose |
AN
v I Tanzu Java Restful Web App IO\ Tanzu Java Web Ul

A Spring Boot Restful web application including OpenAPI v3 document generation and Spring Boot application with server side rendered web Ul. Application Supports single
ity OAuth 2 Client library.

TAGS

database persistence, based on a three-layer architecture sign-on (SSO) via Spring Se

CHOOSE CHOOSE

Accelerator Components L
K8s P

Kubernetes q&b / \

Accelerator Cluster
Repositories

O e
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Accelerators
K8s
CRD Architecture
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N
s ®

OCI Registry
(For Images)

Git Server
(For Templates)  iche

Tanzu Application Platform

watches/pulls

Accelerator IDE

Plugin

Accelerator TAP

GUI Plugin

. Accelerator Tanzu -

CLI Plugin

hesiclones

wafches reconciles

manag
TAP SourceController reconciles_ | TAP Imagefiaposiiory <___,/

CRD manages
Flux? SourceControllar econciles—» Flux2 GitRepositery CRD

i Create

Accelerators

angle-double-line

Home
Docs Q
PERSONAL
% Starred

Settings

YOUR ORGANIZATION

All

TAGS

Choose an accelerator to generate a new component

Hello Fun

(tanzu)
A simple Spring Cloud Function serverless app
VIEW REPOSITORY

New Accelerator

((tanzu

TR o
ccelerator )

Generate yami for a new Accelerator resource.

VIEW REPOSITORY

function ) (serverless )

@ surPORT

Hello ytt

S

Demonstrates how to use the YTT transform to generate YAML

(yamt) (ytt)

VIEW REPOSITORY

CHOOSE CHOOSE

Node Express

A Node.js sample app using Express

express ) ((tanzu )
= ™ -/

VIEW REPOSITORY

CHOOSE CHOOSE




19 lines (19 sloc) 535 Bytes Raw Blame |;| [_Q V4 ﬁ

1 apiVersion: accelerator.apps.tanzu.vmware.com/vlalphal

2 kind: Accelerator

3  metadata:

4 name: openapi-accelerator

5 namespace: accelerator-system

6 spec:

7 displayName: OpenAPI 3.8 Spring Boot

8 description: Takes an OpenAPI 3.0 spec and gives you a Spring Boot skeleton API application
9 iconUrl: https://github.com/simple-starters/icons/raw/master/icon-cloud.png
10 tags:
11 - spring
12 - cloud
13 - openapi
14 - rest
15 git:
16 ignore: ".git/"
17 url: https://github.com/rhardt-pivotal/openapi-accelerator
18 ref:
19 branch: main

, Tanzu Application Platform

VIEW REPOSITORY CHOOSE

1)
(=] OpenAPI 3.0 Spring Boot
l‘.u_.l spring cloud openapi
& Takes an OpenAPI 3.0 spec and gives you a Spring Boot skeleton API application

VIEW REPOSITORY CHOOSE

v Spring PetClinic
4



Explore Project

openapi-accelerator.zip openapi-v3.0.yaml [ DOWNLOAD ” COPY ]
B accelerator-log.md 1 openapi: 3.0.0
B build.gradle 2 servers:
> gradle 3 - url: "http://petstore.swagger.io/v2'
B gradlew | A
] gracillew.bat 5 description: >-
B settings.gradie 6 This is a sample server Petstore server. For this sample, you can use the api key
@ 8iE ) 7 ‘special-key' to test the authorization filters.
¥ main 8 version: 1.0.0
v resources 9 title: OpenAPI Petstore
B openapi-v3.0.yaml| Ticense:
11 name: Apache-2.9
12 url: "https://www.apache.org/licenses/LICENSE-2.0.html"'
13 tags:
14 - name: pet
15 description: Everything about your Pets
16 name: store
17 description: Access to Petstore orders
18 name: user

CLOSE

¢ swagger

OpenAPI Petstore ®

[ Base URL: localhost:8080/v2 ]
http://localhost:8080/api-docs

This is a sample server Petstore server. For this sample, you can use the api key special-key to test the authorization filters.

Apache-2.0
pet-api-controller the petAp >
store-api-controller thestore API >
user-api-controller the user Al >
pet >
store %

user >



38 lines (32 sloc) 869 Bytes

1
2
3
4
5
6
7

plugins {

id 'org.springframework.boot' version '2.5.6"

id 'io.spring.dependency-management' version '1.0.11.RELEASE'
id "org.openapi.generator" version "5.2.1"

id 'java'

C ) spring initializr

Project Language
@ Maven Project ® Java Q Kotlin
QO Gradle Project QO Groovy

Spring Boot
O 2.7.0 GNAPSHOT) () 2.6.3 (SNAPSHOT)
® 262 QO 2596NAPSHOT) QO 258

Project Metadata



Search Gradle plugins

search by tag or keyword
ﬁ Gradle

org.openapi.generator
Owner: 8 Jim Schubert

OpenAPI Generator allows generation of API client libraries (SDK generation), server stubs, documentation and configuration automatically
given an OpenAPI Spec (v2, v3)

https://fopenapi-generator.tech/

#openapi-3.0 #openapi-2.0 #openapi #swagger #codegen #sdk

Version 5.3.1 (Iatest) Other versions ~
Created 21 December 2021.

OpenAPI Generator allows generation of API client libraries (SDK generation), server stubs, documentation and configuration
automatically given an OpenAPI Spec (v2, v3)

Users > roberthardt > work2 > tanzu > accelerator > openapi-accelerator > build.gradle
plugins {
id 'org.springframework.boot' version: '2.6.2"'
id 'io.spring.dependency-management' version-'1.@.11.RELEASE'
id "org.openapi.generator" version "5.3.1"
id 'java'

group = ‘com.example'’
version = '0.0.1-SNAPSHOT'
sourceCompatibility = '11'

repositories {
mavenCentral()

dependencies {
implementation 'org.springframework.boot:spring-boot-starter-hateoas'
testImplementation 'org.springframework.boot:spring-boot-starter-test'

test {
useJUnitPlatform()




What Spring can do

Microservices Reactive Cloud Web apps

Quickly deliver
production-grade features
with independently

evolvable microservices.

Spring's asynchronous,
nonblocking architecture
means you can get more

from your computing

Your code, any cloud—we've
got you covered. Connect
and scale your services,

whatever your platform.

Frameworks for fast, secure,
and responsive web
applications connected to

any data store.

resources.

A

Serverless

Event Driven Batch

The ultimate flexibility. Scale Integrate with your Automated tasks. Offline

up on demand and scale to enterprise. React to processing of data at a time

zero when the business events. Act on your to suit you.

demand. streaming data in realtime.




Chapter 3: Building Secure Container Images with Build
Service

| ® Layers }
Cmp Size Command
73 MB FROM 3f26145e37dal97
43 MB apt-get update &% apt-get install -y --no-install-recommends tzdaota curl ca-certificates fontconfig lo
128 MB set -eux; ARCH="$(dpkg --print-architecture}"; case "${ARCH}" in aarch64|armé4) ES

48 MBE COPY target/*.jar app.jar # buildkit]

| ® Layers |
Cmp Size Command
73 MB FROM 3f26145e37dal9v
43 MB apt-get update &% apt-get install -y --no-install-recommends tzdata curl ca-certificates fontconfig lo
128 MB set -eux; ARCH="$(dpkg --print-architecture)"; case "${ARCH}" in aarch64|armé4) ES
@ B WORKDIR /application
48 MB COPY application/dependencies/ ./ # buildkit
246 kB COPY application/spring-boot-loader/ ./ # buildkit
@ B COPY application/snapshot-dependencies/ ./ # buildkit

102 kB COPY application/application/ ./ # buildkit|

Dependencies

</>

Operating System

Application Code Tanzu Build Service OCl Image



kpack CRD

kpack

kpack CLI

Buildpack Group

Builder

Lifecycle

\

Cloud Native Buildpacks

VMware

Supplied
Components
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Tanzu Build Service




Chapter 4: Provisioning Backing Services for Applications
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VMware Application Catalog

Curate Customize Secure Populate Empower
Pick your apps Pick your operating Embed configs, Apps pushed to Operators access metadata
and formats system or use your install agents and private registries and artifacts, developers

own golden image tooling access self-service artifacts

vmw VMware Cloud Services

B8 Services Services O, search for a service
7\ Identity & Access Management >
i Billing & Subscriptions Organization Recommended All
£3 Support Requests .
My services
/O\ VMware Tanzu Service Mesh /Q\ VMware Tanzu Mission Control /O) VMware Application Catalog Trial

(D) VMware Marketplace

vmw VMware Application Catalog

Catalog

8
< My Applications My Requests
&

My Corp Catalog

‘You don't have applications added to your catalog

ADD NEW APPLICATIONS




vmw VMware Application Catalog

«

< Add New Applications

] Applications

& Base Images
A @ BaseImage
E] Automation Center

All the applications will be based on the base image you select

Select the platform where you want to deploy applications

Kubernetes

Virtual Machines

(n|

Select the VMware supported base image or you can add your own custom base image

() Centos7
() Photon 05 3.0

() Distroless

NEXT

vmw VMware Application Catalog

« Add New Applications

£ Applications
© Base Images
&) Automation Center

I > 1. @ Baselmage

I v 2. @ Applications

(") Debian 10

(_) Custom Base Image

Al the applications will be based on the base image you select

The list of applications you want to build

Show only available | @ Some of the application are disabled as they are not available for the base image or you have them already in your catalog

Search Applications Format
MySGL Al
Application Branch
MysaL 80
MysaL 57
MysaL 80
| > MySQL Server Exporter o

(22 1 Active Artfocts 25 23 et

This kaged by VMware. The
to one or mare open source licenses and VMware provides the software on an AS-IS basis.

v 3 Registry

All the applications and their updates will be pushed to this registry.

are owned by the respective companies, and use of them does not imply any affiiation or endorsement. The software is licensed to you subject

The Registry to store the applications

Format

Helm Chart

Container Image

Container Image.

Container Image

Hems per page 10 1-4014 nems. 1

(@ Your organization does nat have any registry yet. Please, configure a registry using the following bottom. If you want VMware to host your registry, please open a support request

in Cloud Services Platform (CSP).




Add Registry

Registries are used to push newly requested applications, application
updates and storing custom base images

Provicer Google Container Registy (GCR) e

MName Main Google Container Registry

Provide a short name

Description
Google Container Registry to store
container images.
Vi
Registry URL https://gcr.io/myvacregistry
URL to connect to your registry. Add the https protocol
Credentials '
{JSON) { "access_key": "_json_key",
"access_secret": [
"type": "service_account”, y
Content of the Credentials JSOM file provided by Google Container
Registry
v 4. & Request Name and Description Describe your application request
Name

My Corp Catalog

Description (Optional)

This description is for your reference

BACK NEXT



~ 5 Summary Review your request

Applications Base Image Registry

MySQL (Chart) Ubuntu 18.04 VMware will reach out to gather more details about your

registry
MySQL (Container)

BACK

@ Kubeapps

Welcome to

Kubeapps

Your cluster operator should provide you with a
Kubernetes API token

@ Kubeapps Applications Catalog

[ default g default
Applications @ [ ] e

(@) Deploy applications on your Kubernetes cluster with a single click.

Welcome To Kubeapps




Catalog

My Applications

Active Artifacts @

25 8

Total

Reguest Name

My Request 1

> My Request 2

> My Request 4

> My Request 3

Used Avallable

My Recjuests

17 1

Requested By
User1

User 3

User1

User 2

In Progress

Requests

1 1

New Completed

Request Date

7/20/2021, 5:22:28 PM
7/23/2021, 5:52:35 PM
7/27/2021, 8:45:36 PM

7/23/2021, 6:43:01 PM

Status
@ Completed

) Completed

@ In Progress EXX

(@ Rejected

Items per page 10

ADD NEW APPLICATION

Completion Date
7/29/2021,12:37:04 PM

7/29/2021,12:37:04 PM

1- 4 of 4 tems K < 1 /10 2> 2

[ Applications
@ Base Images

£ Automation Center

Catalog

TAC Demo Catalog

Filter your catalog
My

By Type
(- 2
Container Image
") Helm Chart
7 Virtual Machine
By Status
QA
) Released
Pending
By Operating System
o~

") Centos 7
Scratch

Debian 10

Appiication

Argo Workflows

15 Heim chant

MySQL
{5 Helm Chart

MySaL

15 Helm Chart

MySQL
[M Container Image

MySGL Server Exporter
[ Container Image

MySQL

[M Container Image

Scratch

CentOS 7

Centos 7

CentOS 7

Cent0S 7

CentOS 7

Release Version

8027

8.028

8.028

013.0

57.37

ADD NEW APPLICATIONS

Release Status Released At
© Released 1 week ago DETAILS
@) Released 2 weeks ago DETAILS
(2 Released 2days ago DETAILS
@ Released 2days ago DETAILLS.
@ Released 2 days ago DETAILS
@ Released 3 hours ago DETAILS
page 10 1-30f 3 Appii 1

This software listing is packaged by VMware. The respective trademarks mentioned in the offering are owned by the respective companies, and use of them does not imply any
affilation or endorsement. The software is licensed to you subject to ane or more open source licenses and VMware provides the software on an AS-IS basis.



“ catalog

(’\ MySQL packaged by VMware
(S cmen

Decumentation

[P ——— oconon ([T o seceiee |

Valigation Reports

Bulld Time Reports

[resen—

Release Process
@ Release
Helm Chart Information
Details about the Helm Chart
Digest sha256:8071933e7b5%adf14fdd461398321 1688037 c4d41066T2ddS0870=
Name mysql
Version 8.8.16

Url @ https://charts. s vmware. com/demnzlmysql—s. 8.16.tgz

T e———




Demo Organization

Organization ID:
Change Organization

ORGANIZATION SETTINGS

View Organization

USER SETTINGS

My Account

Set Default Organization

My Account

Profile Preferences Security My Roles API Tokens

Email eoit
Email Address

Alternative Email Contact (optional) @



My Account

Profile Preferences

Security My Roles API Tokens

API Tokens
API| Tokens
MFA
Generate API tokens to authenticate when calling VMware Cloud Services APIs. (3)
@ These tokens are scoped within the organization Demo Organization
No API Tokens
No API tokens were found in the organization Demo Organization.
GENERATE A NEW API TOKEN
Profile Preferences Security My Roles APl Tokens
APl Tokens
Generate a New API Token
MFA

Token Name WAC Access Token

Token TTL @ 6 months

Define Scopes

Scopes provide a way to implement granular access control.

Service Roles

[ All Roles (D)
Organization Roles Q) search
~ [5) Al Organization Roles > [] @ Tanzu Service Mesh - Prod-2e
> |:| [ Tanzu Support Community

[T} Billing Read-only (T)

IS I
& Developer @ > @ VMware Application Catalog

|:| Organization Member @ > ] @ WMware Cloud Assembly

[] Organization Owner ) > [J [# vMware Cloud DR

|:| Support User @ > |:| (,5‘1 WMware Cloud On Dell EMC
> [] Ty VWMware Cloud Sizer
The OpenlD scope requests and receives information about authenticated sessions and users of your app.
] OpeniD
Email preferences

ﬂ Send me email reminders when this token is about to expire in Seven Days -

GENERATE CANCEL



Token Generated

Your token "WAC Access Token" has been generated within the organizatior Demo Organization. Your token will
expire at 3. Keep in mind that you will need to exchange this APl token for an authentication token.

Learn more

G2fSWus7akCbJ7IbVWIisSOlJimemmm===4dY2g|Bad0k903AnKyfxxUISdBAORME

[% CoPY @ PRINT

@ Make sure to store this token in a safe place where you can access it. Once you click "Continue”, you will not be able to
retrieve this token again.

Current Context

@ Kubeapps Applications Catalog

) default & default ™
ADMINISTRATION
I App Repositories

@ Operators

Current Context

G default & default

@ Kubeapps Applications Catalog

Ap pl Ica tio n Reposlto ries - Show repositories in all namespaces

Global Repositories:

Access Level Namespace Actions

Public

Namespace Repositories: default
Na 1 Rep re available in their na

The current names d 't ha!




Add an App Repository

MName
demo-catalog

URL
https://charts === vmware.com/demo/

Description (optional)

VAC integration for Kubeapps demo

Repository Type
Helm Repository
OCI Registry

Select the p ge storage type.

Repository Authorization Token
None (Public) G2fSWus7akCbJ7IbVWisSt—
Basic Auth
Bearer Token
Use Docker Registry Credentials
Custom

Associate Docker Registry Credentials (optional) &

No existing credentials found.

Skip TLS Verification

redentials to 3rd party URLs (lcon and Tarball files)

Custom Sync Job Template (optional)

#Y2gIBad40k903AnKyxxUISAE

It's possible to modify the default sync job. When doing this, the pre-validation is not supported. More info




@ Kubeapps Applications Catalog

Cata | Og O, mysql cluster

FILTERS Search: mysqgl cluster Repository: demo-catalog =

Category

[] Analytics ey
[] Application Server

[] cms

[] crm

[] certificate Authority

Chart to create a Highly available
MySGL cluster

[] Database

[] Developer Tools E———
[] E-Commerce

[] E-Learning

[] Forum

[] Infrastructure

|:| Log Management

[] Machine Learning

|:| Project Management

[ wiki

[] work Flow

Application Repository
demo-catalog

[] bitnami

Current Context

@Kuheapps Applications Catalog

default [ default

App Version
8028

Package Version

Categories
Database $ helm repo add bitnami https://charts.bitnami.com/bitnami

$ helm install my-release bitnami/mysql

Maintainers

Related




@ Kubeapps Applications

demo-catalog/mysql|

Helm Chart

App Version

Package Version

8.8.17

Categories

Maintainers

.

Related

.

@ Kubeapps Applications.

demo-catalog/mysql
- Helm Chart

App Version

Maintainers

Related

Current Context

default 1E default

Package Version @ 8.817/ App Version 8.0.28 ~

MySQL architecture

+ standalone
replication tandaloneor replication®

Authentication configuration

Primary database configuration

Persistent Volume Size

Secondary database configuration

Persistent Volume Size

Current Context

0 default [ default ™

Select a cluster and a namespace to
manage applicatio

0 Cluster

defautt

& Namaspace

CREATE NAMESPACE




e demo-mysql-db
Ch

Versiens

Access URLs Application Secrets

nysql-

Description
110 ¢ y av MySGl Installation Notes

CHART NAME:

mysql
CHART VERSION: 8.8.17
APP VERSION: 8.0.28
*+ Please be patient while the chart is being deployed *+
Tip:
Watch the deployment status using the command: kubectl get pods -w --namespace kube-system

Services:

WARNING: Rolling tag detected (sys-2b0109it/demo/bitnami/tac-shell:7), please note that it is strongly recommended to avoid using rolling tags in a production

environment.

+info https://docs.bitnami. i how-to/1 1ling-t iners/

Application Resources

Statefuisets
NamE DESIRED UP.TO-DATE

demo- b 1

Instaliation Values

1

3
5

vmw VMware Application Catalog

«

Catalog

[ Applications

& Base Images

Demo Organization Catalog D NEW APPLICATIONS

E] Automation Center

Filter your catalog Base Image Release Release Released At

Wersion Status
mysql
MySQL
By Type Y 10 heurs
[ CentOS7 5737 (&) Released ago DETA..
° All Container
Image
Container Image
Helm Chart My SOL
£5 Helm CentOS7 8.0.28 (2) Released 1weekago DETA..

Virtual Machine Chart



Catalog

My Applications My Requests

Active Artifacts @ Requests
25 8 17 1 1 1
Total Used Avallable In Progress New Completed
Request Name Requested By Request Date Status Completion Date
My Request 1 User 1 7/20/2021, 5:22:28 PM @ completed 7/29/2021,12:37:04 PM
» My Request 2 User 3 7/23/2021, 5:52:35 PM @ Completed 7/29/2021,12:37:04 PM
» My Request 4 User1 7/27/2021, 8:45:36 PM @ In Progress EEX -
» My Request 3 User 2 7/23/2021, 6:43:01 PM (D Rejected -

Items per page 10 ¥ 1-4 of 4 Items.

~
A
-
v
h4



Chapter 5: Defining and Managing Business APlIs

AP Route Configurations N
{Open Source and Commercial)

Polyglot App
Backends H
Mobile Apps Kubernetes-Native
Custom Resources !
db, Authentication
10T \ REAC S
Scopes
¥
Enterprise ldentity
Provider
oipc

VMware Tanzu Application Platform

APIs
A Home
Your Organization API Explorer
B Docs
@® Create
@ sSUPPORT
N APIs
8= Supply Chains PERSONAL
All (0) =
Security Analysis
& Owned o
£ Settings
* S o Name System Owner Type Lifecycle Description Tags Actions
Starred
No records to display
'YOUR ORGANIZATION

All o]




LOGIN

Sign-in redirect URIs @ Allow wildcard * in login URI redirect.
http://localhost:8080/login/oauth2/code/sso
http://localhost:8084/login/oauth2/code/sso

http://localhost:8085/login/oauth2/code/sso

#%) Animal Rescue

& & D) localhost W @Incognito(3)

‘® Animal Rescue Signout

CRETT

Chocobo Paprika

Rescued on 2019-12-25 Rescued on 2020-01-02

She is chubby, lazy, but always polite. She is very active and funny, always in a
She does not need much attention from mood to play and to be petted.Sometimes
you, but when she does, there is no way she gets too excited about playing so

you can resist petting her. she runs into walls and tables.

& 3 Pending Adopters & 6 Pending Adopters



openapi: "3.0.1",
- info: {
title: "Animal Rescue",
description: "Sample application for Spring Cloud Gateway commercial product demos.",
version: "1.0.0-K8s"
}.
- externalDocs: {
url: "https://github.com/spring-cloud-services-samples/animal-rescue/"

Y,
- servers: [
-1
url: "http://animal-rescue.my.domain.io"
}
1.
- paths: {

- /api/animals: {
summary: "Route ID: animal-rescue-animal-rescue-backend-routes-0",

- get: {
- tags: [
"pet adoption"
1,

summary: "Retrieve pets for adoption."”,
description: "Retrieve all of the animals who are up for pet adoption.",
- responses: {
- 200: {
description: "Ok",
- headers: {
- X-Remaining: {
description: "RateLimit: number of requests remaining",
- schema: {
type: "integer"

}.
- 429: {
description: "Too Many Requests. RateLimit=2,10s",
- headers: {
- X-Retry-In: {
description: "RateLimit: time in milliseconds until retry",
- schema: {
type: "integer"

}
}
0].paths["/api/animals"].get.responses['429"] ]

< C' @ localhost:8086/apis

vmw API| portal for VMware Tanzu

API portal

APl portal fo

Swagger Petstore

This is a sample server Petstore server. You
can find out more about Swagger at
[http://swagger.io](http:/s er.io) or on
[irc.freenode.net, #swagger]
(http:/swagger.io/irc/). For this sample, you

can use the api key special-keyto test the...

VIEW APIS —

Animal Rescue

Sample application for Spring Cloud Gateway

commercial product demos.

VIEW APIS —

Swagger Petstore - OpenAPI 3.0

This is a sample Pet Store Server based on the
OpenAPI 3.0 specification. You can find out
more about Swagger at [http:/swagger.io]
(http:4/: r.io). In the third it ion of the
pet store, we d to the design first

approach! You can now help us improve the..

VIEW APIS —




Request URL

http://localhost:8084/api/animals

Server response

Code Details

Response body

"id": 1,
"name": "Chocobo",
"rescueDate": "2019-12-25",
"avatarUrl": "https://cdn.pixabay.com/photo/2016/02/10/16/37/cat-1192026_1280.jpg",
"description": "She is chubby, lazy, but always polite. She does not need much
attention from you, but when she does, there is no way you can resist petting her.",
"adoptionRequests": [
{

"id": 2,

"adopterName": "Gareth",

"email": "gareth€email.com",

"notes": "Blah blah",

"animal": 1

"id": 1,
"adopterName": "Bella",

"email”: "bellafemail.com”,

“pet adoption"
: "Retrieve pets for adoption."
: "ROB EDIT - Retrieve all of the anmals who are up for pet

Path=/api/animals/{animalld}/adoption-requests
Method=POST




pet adoption

GET /api/animals Retrieve pets for adoption.

ROB EDIT - Retrieve all of the anmals who are up for pet adoption.

Parameters




Chapter 6: Managing Container Images with Harbor

¥ . \

-
=

a-.
=

Central Harbor Repository

Private Network

Remote Harbor Repository Remote Harbor Repository

/

Ay
Web Portal ‘ kubelet ‘ HEdM  Helm ‘ @ docker/notary client | ORAS Oras (OCI compatible clients)

Proxy (API Routing)

Tdentity Providers

B sonvae | o
aom
dy omc

tion || o
; Scan Manager

Chart Museum Notary Dacker Distribution

GC Controller (a party) (3 party) Log Collector Job Service (3" party)

a : storage e Local / Remote Storage
v storage (block, file, object)

Scan Providers

@) Cent0S/Clair l

i ] Aqua/Trivy

SCAN

— . *chorAnchore/Engine

D DoSec

Replicated Registry
Providers

ruicars 3 Distribution
gy

Legend
Name | Harbor Components Name | Dependent Components | Name | Default == ication channels with external providers

B ocker Hub
& Huawei SWR
Amazon ECR
@ Google Ger
@ Azure ACR

@f_ Al ACR

W ouay
O Artifactory
U Gitlab
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Harbor

SGEE Projects

- LIGHT

% Harbor API V2.0

Harbor

2, Projects PI’OJeCtS

Logs

o Administration

@ Registrie:
tions i
Project Name

Distributions

> Labels

O Interr

1 Garbage Collection

Configura

Access Level




@ Harbor

m Admin

Public OByte of uniimited

S Administration

admin

£ Projects Storage used

75663KIB of unlimited

[E Logs

| EVENT LOG

Helm

Artifacts Pulls ast Modified Time

0

Harbor

& Projects Projects

Projects Repositories
=| Logs

‘o Administration

Repositories Count Chart Count

Admin




New Project

Project Name
Access Level (i)
Storage Quota (3)

Proxy Cache (i)

@ Harbor

S Projects Projects
Logs
Administration
& Users

7 Robot Accounts
71 Registries

: Replications Project Name
Distributions
Labels

~ Project Quotas

) Interrogation Services

] ‘Garbage Collection

Configuration

Dl Projects
El Logs
£ Administration
& Users
Robot Accounts
7 Registries
: Replications
Distributions.
Labels
(3 Project Quotas
) Interrogation Services
Garbage Collection

3} Configuration

Project Name

project-1

D Public

Access Level

Public

Private

Access Level

Public

Private

Projects
Private
Public

Total

Role Type
Project Admin Project

Project Admin Project

Projects
Private
Public

Total

Role Type
Project Admin Project

Project Admir Project

Repositories
Private o
Public 1

Total 1

Repaositeries Count Chart Count

Repositories
Private [s]
Public 1

Total 1

Repositories Count Chart Count




admin

Harbor
Access Level Storage used
Private OByte of 2618

tem Admin

ss project-1

Repositories Configuratior

Summary

Project registry

Deployment security Enable content

Vulnerability scanning

CVE allowlist

None

@ LIGHT

Harbor API V2.0

Harbor

Access Level

Private

54 Projects
El Logs Systern Admin

w Administration
Membe

T Artifacts

Interr:




& Harbor

£ Projects
& Logs

£o Administration

Artifacts

figurat

Harbor

project-1

& Projects
E Logs

% Administration
Project registry

Deployment security

plicati

Distributions

Vulnerability scanning

CVE allowlist

# LIGHT
Harbor API V2.0

Nor

Vulnerabi

Ne vulnerability

Annotations

Storage used

756.63KiB oi zcis

Logs



Harbor

2, Projects
El Logs

» Administration

B 120 180 240

Scanned by: TrivyEUnknewn
Quration: 11 sec

Harbor

%, Projects Registries

Logs

Administration

Name Status Endpoint URL v  Provider Verify Remcte




New Registry Endpoint

Connection tested successfully.

Provider Docker Hub

Docker Hub

Description
The public Docker Hub

repository

Endpoint URL

Access ID

Access Secret

Verify Remote Cert ()

Harbor

£ Projects Rengtl’IeS

[F Logs

o Administration

Mame Status Endpoint URL

Healthy

Frovider

cer Hub

Verify Remote Cert

true




£ Projects Replications

z| Logs

S Administration
Name Status T Source registry Replication Mode Destination Registry:Nz
Replications

Distributions
We couldn't find any replication rules!

New Replication Rule

replication-from-docker-hub

Description
To allow pulling authorized images from Docker

Hub

Replication mode Push-based (3 Pull-based (@)
Source registry Docker Hub-https:/hub.docker.com

Source resource filter Name: library/mysaql
Tag: matching
Resource: image @
Destination Namespace:

Flattening:

Trigger Mode ELIVE]

Bandwidth

Override (@)




Replications

T | Bandwidth

Executions

Duration

Confirm Rule Replication

Do you want to replicate the rule replication-from-docker-
hub?

CANCEL REPLICATE

Projects Replications

L

+  Trigger




Harbor

&, Projects
Logs
& Administration
Users
Robot Accounts
Registries

Replications

Project Name Access Level

Distributions X
Public
Labels
Project Quotas
) Interrogation Services

1] Garbage Collection

Configuration

&2 Projects

Logs =

[=T=] tem Admin

le]g=1aY;

co Administration

Summary Helm Charts

Distributions

Labels

] Garbage Collectiol

nfiguration

Members

T

Projects
Private
Public
Total

Role Type

Project Admin Project

Project Admin Project

Scanner

Artifacts Pulls




Harbor

&= Projects

Logs

% Administration

& LIGHT

Harbor API V2.0

Harbor

e Admin

vices

mysql

Info Artifacts

Projects

Pull Command g Vulnerabilities

Not

Not Scanned

Not Scanned

Not Scanned

Not Scann

121.15MiB

Not Scanned

Not Scanned

Not Scanned

Mot Scanned




Harbor

& Projects
Logs

= Administration

s library | systems

TAG RETENTION

Add Tag Retention Rule

For the repositories

By artifact count or number of days

Tags

matching ™ mysql

Enter multiple comma separated repos,repo*,or *

retain the most recently pulled # artifacts

matching v = untagged artifacts

Enter multiple comma separated tags, tag*, or **. Optionally include all
untagged artifacts when applying the ‘including’ or ‘excluding’ selector by
checking the box above




Harbor

& Projects
— (=
[E] Logs oY ||bra ry System Admin
& Administration
2 Users
Summary Repositories Helm Charts Members Labels Scanner P2P Preheat Policy Robot Accounts
)} Robot Accounts
) Registries
= TAG RETENTION
< Replications
«; Distributions

Retention rules
O Labels
ulled 1 artifacts tags matching **
(2 Project Quotas
nterrogation Services
Garbage Collection

None
nfiguration

Retention Run

A Executing the retention policy can have adverse effects to the artifacts in
this project and affected artifact tags will be deleted. Press CANCEL and
use a DRY RUN to simulate the effect of this policy. Otherwise press RUN

to proceed.
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Harbor
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« Distributions T Artifacts
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Project Quotas
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Chapter 7: Orchestrating Containers across Clouds with
Tanzu Kubernetes Grid

oo

Ao Eh B

©

TKG Interface

TKG Core

F1CLOUD NATIVE
i Landscape

EEm L
iz T

TKG Extensions

>_

Tanzu CLI/UI

& CARVEL

Cluster API

k

£} protonos @ Ubuntu AWS AMI :8: BYOI

8 - & @

kubernetes kubeadm Csl Core

@ ~ren
containerfs] fweeve  &eted

écaLico

yfluentmt

@), contour
@_@ envoy Z

Pinniped

15 Grafana
5 HARBOR

% VELERO

JExternal-dns

cert-manager




1
7\
N

1 —
1

- D ' TKG

Operator Desired State ' Management
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TKG TKG TKG
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vmware CUSTOMER CONNECT Products and Accounts Knowledge Communities Support Learning

Home / VMware Tanzu Kubernetes Grid

Download Product

Documentation Release Notes
Release Date 2022-05-31
Type Product Binaries
Product Downloads Drivers & Tools Open Source Custom 1SOs OEM Addons @

File Information

VMware Tanzu CL11.5.4

VMware Tanzu CLI for Linux
DOWNLOAD NOW
File size: 230 MB

File type: gz

Read More

VMware Tanzu CLI for Mac
File size: 245.51 MB

File type: gz

Read More

VMware Tanzu CLI for Windows
DOWNLOAD NOW
File size: 235.34 MB

File type: zip
Read More



End User License Agreement

VMWARE END USER LICENSE AGREEMENT

THE TERMS OF THIS END USER LICENSE AGREEMENT (“EULA”) GOVERN YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS
THAT MAY APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

BY DOWNLOADING, DEPLOYING, OR USING THE SOFTWARE, YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA. IF YOU DO NOT AGREE
TO THE TERMS OF THIS EULA, YOU MUST NOT DOWNLOAD, DEPLOY, OR USE THE SOFTWARE, AND YOU MUST DELETE OR RETURN THE
UNUSED SOFTWARE TO US OR THE VMWARE CHANNEL PARTNER FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) DAYS OF ITS

ACQUISITION AND REQUEST A REFUND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE.

EVALUATION LICENSE. If you license the Software for evaluation purposes (an “Evaluation License™), your use of the Software is only permitted for a period of
thirty (30) days (unless we specify otherwise), and you may not use the Software with production data. Notwithstanding any other provision in this EULA, an Evaluation
License of the Software is provided “AS IS” without indemnification, support or warranty of any kind, express or implied.

( | agree to the terms and conditions outlined in the End User License AgreemenD

Kubectl 1.22.9 for VMware Tanzu Kubernetes Grid 1.5.4

Kubectl cluster cli v1.22.9 for Linux

File size: 12.9 MB
File type: gz

Read More

Kubectl cluster cli v1.22.9 for Mac

File size: 14.13 MB
File type: gz

Read More

Kubectl cluster cli v1.22.9 for Windows

File size:13.13 MB
File type: gz

Read More

~ » tanzu plugin list
NAME
cluster
kubernetes-release
login
management-cluster
package
pinniped-auth
secret

DESCRIPTION

Kubernetes cluster operations

Kubernetes release operations

Login to the platform

Kubernetes management-cluster operations

Tanzu package management

Pinniped authentication operations (usually not directly invoked)
Tanzu secret management

SCOPE
Context
Context
Standalone
Standalone
Standalone
Standalone
Standalone

DOWNLOAD NOW

DOWNLOAD NOW

DOWNLOAD NOW

DISCOVERY
default-tkg-aws-mgmt-cluster
default-tkg-aws-mgmt-cluster
default

default

default

default

default

VERSION
ve.11.

ve.11
vo.11.
v@.11
ve.11.

amoao oo

DECLINE

STATUS

installed
installed
installed
installed
installed
installed
installed



w Tanzu

) Welcome to the VMware Tanzu Kubernetes Grid Installer

1 laas Provider

AWS CREDENTIAL TYPE @

° Credential Profile (recommended)

VMware Tanzu Kubernetes Grid delivers the services that T teams need 1o effectively SUPPOIT development teams that develop and configure Kubernetas-based applications in a complex world. It balances
the needs of development teams to access resources and services, with the needs of centralized IT organizations to maintain and control the development environments

To begin using Tanzu Kubernetes Grid, you first deploy a management cluster to your chosen infrastructure. The management cluster provides the entry point for Tanzu Kubemetes Grid integration with your

platform, and allows you ta deploy multiple workdoad clusters.
Product documentation can be found here.

Deploy the management cluster

VMware vSphere

i

Deploy your management cluster on VMware vSphere

DEPLOY

() One-Time Credentials

Amazon Web Services

Deploy your management cluster on Amazon Elastic

Compute Cloug

Validate the AWS provider credentials for Tanzu Kubernetes Grid

Microsoft Azure

Deploy your management cluster on Microseft Azure

EPLOY

Select an already existing AWS credential profile. If you select a profile, the access keys and session token information configured for your profile are temporarily passed to the installer
without displaying actual values in the Ul

Credential profiles can be configured using the AWS CLL.

(

AWS CREDENTIAL PROFILE (D)
tkg v

REGION (@

us-east-1 b4

CONNE

~

2. VPC for AWS

VPC for AWS

Specify VPC settings for AWS

© Create new VPC on AWS () Select an existing VPC

VPC CIDR (@
10.0.0.0/16

NEXT



3. Management Cluster Settings Development cluster selected: 1 node control plane

Management Cluster Settings

I ™
[=——]
Development Production
Single control plane node. Recommended for a development environment. Three control plane nodes. Recommended for a production environment.
INSTANCE TYPE (D t3.large & INSTANCE TYPE ()
\ =/
MANAGEMENT CLUSTER NAME (OPTIONAL) (@) EC2 KEY PAIR ©

tkg-aws-mgmt-cluster

MACHINE HEALTH CHECKS @ BASTION HOST @ ENABLE AUDIT LOGGING @
Enable Enable Enable

AWS CLOUDFORMATION STACK (D)

Automate creation of AWS CloudFormation Stack

AVAILABILITY ZONE 1 (D AZ1 WORKER NODE INSTANCE TYPE (3)

us-east-la t3.large

4. Metadata Specify metadata for the management cluster

Optional Metadata

LOCATION (OPTIONAL) (D)
optional [2=]

DESCRIPTION (OPTIONAL) D

optional

LABELS (OPTIONAL) (@

key : value

NEXT




5. Kubernetes Network Cluster Pod CIDR: 100.96.0.0/1

Kubernetes Network Settings
CNI Provider: Antrea

CLUSTER SERVICE CIDR (© CLUSTER POD CIDR (©
100.64.0.013 100.96.0.0/M

Proxy Settings

(3 Enable Proxy Settings

NEXT

6. Identity Management Specify identity management

Optionally Specify Identity Management with OIDC or LDAPS

(C, Enable Identity Management Settings)

7. 0OS Image OS Image: amazon-2-amd64 (ami-0092b98bc500b4c18)

OS Image with Kubernetes v1.22.9+vmware.1-tkg.1

(0S IMAGE @

amazon-2-amdé4 (ami-009 C‘
\=

NEXT

8. CEIP Agreement Join the CEIP Program for TKG

VMware's Customer Experience Improvement Program ("CEIP") provides VMware with information that enables VMware to improve its products and services and fix problems.
By choosing to participate in CEIP, you agree that VMware may collect technical information about your use of VMware products and services on a regular basis. This
information does not personally identify you.

For more details about the Program, please see http:/www.vmware.com/trustvmware/ceip.html

Participate in the Customer Experience Improvement Program




< b Deploy Management Cluster on Amazon Web Services

> (@ laaS Provider Validate the AWS provider credentials for Tanzu Kubernetes Grid
> @ VPC for AWS Specify VPC settings for AWS

> @ Management Cluster Settings Development cluster selected: 1 node control plane

> (@ Metadata Specify metadata for the management cluster

> (@ Kubernetes Network Cluster Pod CIDR: 100.96.0.0/1

> @ Identity Management Specify identity management

> @ OS Image OS Image: amazon-2-amd64 (ami-0092b98bc500b4c¢18)

> (@ CEIP Agreement Join the CEIP Program for TKG

[ REVIEW CONFIGURATION ]

QOS Image

0OS Image OS Image: amazon-2-amdé4 (ami-0092b98bc500b4c18)

CEIP OPT-IN yes

CLI Command Equivalent

tanzu management-cluster permissions aws set && tanzu management-cluster create tkg-aws-mgmt-cluster --file

/Users/panditpa/.config/tanzu/tkg/clusterconfigs/@ub3dgsrzz.yaml -v 6 [ copy cLI coMMAND

[ DEPLOY MANAGEMENT CLUSTER J

EDIT CONFIGURATION EXPORT CONFIGURATION

Deploying Tanzu Kubernetes Grid on AWS

Deployment of the Tanzu K Grid management cluste

MEER

Validate

install providers on bootstrap cluster




@ Instaliation compiete, You Can NOw Close the Drowser ...
Deploying Tanzu Kubernetes Grid on AWS
Deployment of the Tanzu Kubernetes Grid management cluster to AWS is successful

Logs

| [08

/) Validate configuration

- )

(L) contigure prerequisite

() oemeroe custercomturanon
l\.: Setup bootstrap duster

mstall provicers on bootstrap chuster
(L) create management cluster

) Move cluster-apl objects from bootstrap
uster ment cluster

~ » tanzu mc get

NAME NAMESPACE ~ STATUS  CONTROLPLANE WORKERS KUBERNETES ROLES
tkg-aws-mgmt-cluster tkg-system running 1/1 1/1 v1.22.9+vmware.1 management
Details:
NAME READY SEVERITY REASON
/tkg-aws-mgmt-cluster True
ClusterInfrastructure - AWSCluster/tkg-aws-mgmt-cluster True
ControlPlane - KubeadmControlPlane/tkg-aws-mgmt-cluster-control-plane True
L—Machine/tkg-aws—rngmt—cluster—contr'ol—plane—d144m True
Workers
LMachineDeployment/tkg—aws—mgmt—cluster‘—md-@ True
L4WGchine/tkg-aws—mgmt-cluster-md-@—?c8864bbcf-?9d2v True
Providers:
NAMESPACE NAME TYPE PROVIDERNAME
capa-system infrastructure-aws InfrastructureProvider aws
capi-kubeadm-bootstrap-system bootstrap-kubeadm BootstrapProvider kubeadm
capi-kubeadm-control-plane-system control-plane-kubeadm ControlPlaneProvider kubeadm
capi-system cluster-api CoreProvider cluster-api

~ » tanzu cluster list

PLAN

dev

SINCE MESSAGE
45m
4om
45m
46m

46m
46m

VERSION
vl.2.0
v1.0.1
v1.0.1
v1.0.1

WATCHNAMESPACE

NAME NAMESPACE (STATUS | CONTROLPLANE WORKERS |[KUBERNETES ROLES  PLAN

tkg-aws-workload-cluster default running) 1/1 1/1 v1.21.11+vmware.1l) <none> dev
~ » kubectl get nodes
NAME STATUS  ROLES AGE  VERSION
ip-10-0-17-250.ec2.internal  Ready <none> 72m  v1.21.11+vmware.1l
i1p-10-0-20-55.ec2.internal Ready control-plane,master 73m v1.21.11+vmware.l
~ » tanzu cluster list

NAME NAMESPACE STATUS  CONTROLPLANE ROLES  PLAN

tkg-aws-workload-cluster default running 1/1

WORKERS| KUBERNETES
1/1 v1.21.11l+vmware.l

<none> dev



~ » tanzu cluster scale tkg-aws-workload-cluster -w
Successfully updated worker node machine deployment
Workload cluster 'tkg-aws-workload-cluster' is bein

~ » tanzu cluster list

3
replica count for cluster tkg-aws-workload-cluster
g scaled

NAME NAMESPACE STATUS  CONTROLPLANE |WORKERS| KUBERNETES ROLES PLAN

tkg-aws-workload-cluster default running 1/1 3/3 vl.21.11+vmware.1l <none> dev
~ » tanzu cluster list

NAME NAMESPACE STATUS  CONTROLPLANE WORKERS | KUBERNETES ROLES  PLAN

tkg-aws-workload-cluster default running 1/1 3/3 v1l.21.11+vmware.1l| <none> dev
~ » tanzu kubernetes-release get

NAME VERSION COMPATIBLE ACTIVE UPDATES AVAILABLE

v1.20.15---vmware.1-tkg.2 v1.20.15+vmware.l-tkg.2 True True True
v1.21.11---vmware.1l-tkg.3 v1.21.1l+vmware.1l-tkg.3 True True True
v1.22.9---vmware.l-tkg.1 v1.22.9+vmware.l-tkg.l1 True True False

~ » tanzu cluster upgrade tkg-aws-workload-cluster --tkr vl

Upgrading workload cluster 'tkg-aws-workload-cluster' to kubernetes version 'v1.22.9+vmware.l'.

Validating configuration...

.22.9---vmware . 1-tkg.1
Are you sure? [y/N]: y

unable to create AWS client. Skipping validations that require an AWS client
updating additional components: 'addons-management/kapp-controller' ...

Verifying kubernetes version...

Retrieving configuration for upgrade cluster...

Create InfrastructureTemplate for upgrade...

Upgrading control plane nodes...

Patching KubeadmControlPlane with the kubernetes version vl
Updating the KCP object with k8s wversion v1.22.9+vmware.l

.22 .9+vmware.1. ..

Waiting for kubernetes version to be updated for control plane nodes

Upgrading worker nodes. ..

Patching MachineDeployment with the kubernetes version v1.22.9+vmware.l...
Waiting for kubernetes version to be updated for worker nodes...
unable to create AWS client. Skipping validations that require an AWS client

updating additional components: 'metadata/tkg' ...

unable to create AWS client. Skipping validations that require an AWS client
updating additional components: 'addons-management/standard-package-repo' ...

Waiting for packages to be up and running...
Cluster 'tkg-aws-workload-cluster' successfully upgraded to

Name A
tkg-aws-workload-cluster-control-plane-bwlrz
tkg-aws-workload-cluster-control-plane-v1-22-9-vmware-1-cvrvszh
tkg-aws-workload-cluster-control-plane-v1-22-9-vmware-1-cvthzst
tkg-aws-workload-cluster-md-0-15z14
tkg-aws-workload-cluster-md-0-nrmc8
tkg-aws-workload-cluster-md-0-s7t8l
tkg-aws-workload-cluster-md-0-v1-22-9-vmware-1-pe5Swg-bq45v
tkg-aws-workload-cluster-md-0-v1-22-9-vmware-1-pe5wg-d9fcr

tkg-aws-workload-cluster-md-0-v1-22-9-vmware-1-pe5wg-h4jq6

kubernetes version 'v1.22.9+vmware.l’

Instance ID

1-0d096a46a1c57f0ba
-070d2f53f5d716c81
I-030b1f7960fag9f5b7
I-03b9d7f74d5ed2eas
1-092be694c504019bc
I-0655711379df414de
i-078d97bac3162ddc3
1-02f7a631f5234a3f5

I-Ob1eac85b961f6ch3

Instance state v
© Terminated ®
© Terminated @&,
@ Rumning @&
© Terminated @&,
© Terminated ®
© Terminated @&,
@ Rumning @&
@ Running @&
®@Running @&

Instance type ¢
t3.large
t3.large
t3.large
t3.large
t3.large
t3.large
t3.large
t3.large

t3.large



~ » tanzu cluster list
NAME NAMESPACE STATUS
tkg-aws-workload-cluster default

CONTROLPLANE WORKERS | KUBERNETES ROLES  PLAN
running 1/1 3/3 vl1.22.9+vmware.1l| <none> dev

~ » tanzu cluster delete tkg-aws-workload-cluster
Deleting workload cluster 'tkg-aws-workload-cluster'. Are you sure? [y/N]: y

Workload cluster 'tkg-aws-workload-cluster' is being deleted

Name Instance ID Instance state v Instance type ¥
tkg-aws-workload-cluster-control-plane-bwirz I-0d096a46a1c57f0ba © Terminated @ &) t3.large
tkg-aws-workload-cluster-control-plane-v1-22-9-vmware-1-cvrvs2h -070d2f53f5d716c81 © Terminated @&, t3.large
tkg-aws-workload-cluster-control-plane-v1-22-9-vmware-1-cvthzst -030b17960fa9f5b7 © Terminated @ Q t3.large
tkg-aws-workload-cluster-md-0-15z14 -03b9d7f74d5ed2eas © Terminated @&, t3.large
tkg-aws-workload-cluster-md-0-nrmc8 1-092be694c504019bc © Terminated @ Q t3.large
tkg-aws-workload-cluster-md-0-s7t8l 1-0655711379df414de © Terminated @ &) t3.large
tkg-aws-workload-cluster-md-0-v1-22-9-vmware-1-pe5wg-bq45v 1-078d97bac3162ddc3 © Terminated @ t3.large
tkg-aws-workload-cluster-md-0-v1-22-9-vmware-1-pe5wg-d9fcr -02f7a631f5234a3f5 © Terminated @ &) t3.large
tkg-aws-workload-cluster-md-0-v1-22-9-vmware-1-peswg-h4jq6 I-Ob1eac85b961f6ch3 \@ Terminated @ Q A t3.large




Ready after 16s

Installing providers to cleanup cluster...

Fetching providers

Installing cert-manager Version="v1.5.3"

Waiting for cert-manager to be available...

Installing Provider="cluster-api" Version="v1.0.1" TargetNamespace="capi-system"

Installing Provider="bootstrap-kubeadm" Version="v1.0.1" TargetNamespace="capi-kubeadm-bootstrap-system"
Installing Provider="control-plane-kubeadm" Version="v1.0.1" TargetNamespace="capi-kubeadm-control-plane-system"
Installing Provider="infrastructure-aws" Version="v1.2.0" TargetNamespace="capa-system"

installed Component=="cluster-api" Type=="CoreProvider" Version=="v1.0.1"

installed Component=="kubeadm" Type=="BootstrapProvider" Version=="v1.0.1"

installed Component=="kubeadm" Type=="ControlPlaneProvider" Version=="v1.0.1"

installed Component=="aws" Type=="InfrastructureProvider" Version=="v1.2.0"

Waiting for provider control-plane-kubeadm

Waiting for provider cluster-api

Waiting for provider bootstrap-kubeadm

Waiting for provider infrastructure-aws

Waiting for resource capi-kubeadm-bootstrap-controller-manager of type *vl1.Deployment to be up and running
Waiting for resource capi-kubeadm-control-plane-controller-manager of type *vl1.Deployment to be up and running
Waiting for resource capi-controller-manager of type *vl1.Deployment to be up and running

Waiting for resource capa-controller-manager of type *v1.Deployment to be up and running

Passed waiting on provider bootstrap-kubeadm after 5.141313736s

Passed waiting on provider cluster-api after 5.179712151s

Passed waiting on provider infrastructure-aws after 5.265423202s

Passed waiting on provider control-plane-kubeadm after 10.14069577s

Success waiting on all providers.

Moving Cluster API objects from management cluster to cleanup cluster...

Performing move. ..

Discovering Cluster API objects

Moving Cluster API objects Clusters=1

Creating objects in the target cluster

Deleting objects from the source cluster

Waiting for the Cluster API objects to get ready after move...

Waiting for resource tkg-aws-mgmt-cluster of type *vlbetal.Cluster to be up and running

Waiting for resources type *vlbetal.MachinelList to be up and running

Deleting management cluster...

Waiting for tkg-aws-mgmt-cluster resource of type *vlbetal.Cluster to be deleted

Management cluster 'tkg-aws-mgmt-cluster' deleted.

Deleting the management cluster context from the kubeconfig file '/Users/panditpa/.kube/config'
warning: this removed your active context, use "kubectl config use-context" to select a different one
Deleting kind cluster: tkg-kind-cbur8ctvqc7r4crv@i2@

Management cluster deleted!



Chapter 8: Enhancing Developer Productivity with Tanzu
Application Platform

Tanzu Application Platform
1 B\
Developer Tools
Tanzu CLI and Plugins IDE Plugins (VS Code and IntelliJ)
N 4
Tanzu Application Platform GUI
Application Accelerators Application Live View ‘ Supply Chain Visualization { API Portal ]
Simple Secure Path to Production | App and Platform Security TAP AuthN and AuthZ )
Supply Chain Choreographer
App SSO Supply Chain Security Tools
| Live View Convention Senice Cartographer Conventions | »
Cloud Native Runtimes | Senvices Toolkit i ( Erabiamont
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VMware Tanzu Application Platform

Your Organization Catalog

A Home
1B Docs
G) create Components i o SuEPORT
B APIs TYPE
=8« Supply Chains All v All(5) =
& Settings
PERSONAL
& Name System Owner Type Lifecycle Description Tags Actions
@ Ownec 4
redis- yelb team-a service experimental Redis Server £ ﬁ?
server T T P ” 4
* Starrec 0
tanzu-java- default
4 e service experimental  Tanzu Java. @ 7T
YOUR ORGANIZATION web-app feam
Al 5 yelb- yelb team-a service experimental  Yelb App Se Z /¥
appserver
yelb-db yelb team-a service experimental Yelb. [CV e
OWNER
o yelb-ui yelb team-a service experimenta Yelb Ul App [V g




VMware Tanzu Application Platform

# Home Overview Dependencies API Runtime Resources
1B Docs
About o f i
@® Create / Links
© =] *
® APIs No links defined for this entity. You can add
VIEW VIEW VIEW
M . links to your entity YAML as shown in the
=5« Supply Chains SOURCE TECHDOCS API -
highlighted example below
& Settings DESCRIPTION

metadata:
name: example

Tanzu Java Web App

links:
OWNER SYSTEM TYPE - url: https://dashboar
default-team No System service title: My Dashboard

icon: dashboard
LIFECYCLE TAGS

. e
experimental (app-acceterator .
( spring i web /‘,( tanzu )

- J

Has subcomponents

Name Owner Type Lifecycle Description

No subcomponent is part of this component
Learn how to change this

vmw Learning Center for Tanzu Application Platform

)

Embedded Code Editor TERMINAL CONSOLE EDITOR 22:43 7 (
EXPLORER I deployment.yaml 1 X o

Editors vi and nano are provided for working from the

terminal, however not everyone will be familiar with using

~ EXERCISES nginx-sample ! deployment.yaml > (=] ap:

these editors. For that reason a GUI based IDE usually ? WELEHLE 1 iversion: /vl
provides a better experience for workshops as you don't v nginx-sample 2 iznd? ;egl;y:\z:: —
have to worry so much about the users experience level. ! deploymentyam| 1 3 metadata:
! service.yaml 4 name: nginx
The embedded IDE which can be enabled for the 5 labels:
workshop environments is VS Code. This runs in the same 6 app: nginx
container that the workshop session uses and is available ; Sp:;e(mr.
unqer the "Editor" tab, or you can provide a clickable 9 matchLabels:
action to expose the tab. 10 app: nginx
11 template:
12 metadata:
Dashboard: Open dashboard "Editor" (] 13 labels:
14 app: nginx
15 spec:
16 containers:
17 - name: nginx
In order to help guide users when viewing, creating or 18 image: bitnami/nginx:latest
editing files, a range of clickable actions are provided 19 porks:
which can act directly on the VS Code editor. i? S.santainerPorts, 880

Actions include being able to open a file
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|

Your Organization Catalog

#A Home
B Docs Components ~ @ suPPORT
@ Create TYPE
# APIs All v Owned (4) =
=%= Supply Chains PERSONAL 7
Settings Name System Owner Type Lifecycle Description Tags Actions

& Ownec 4
redis-server yelb team-a service experimental Redis Server

B/sw
% Starrec 0
yelb- P—
velb team-a service experimental Yelb App Se.. (_ python ) @ 7 i}
appserver ~ S
YOUR ORGANIZATION J—
yelb-db yelb team-a service experimental Yelb :: sal ) B 7y
All 4
yelb-ui yelb team-a service experimental Yelb Ul App [Z AV« d
OWNER
v
LIFECYCLE
v

VMware Tanzu Application Platform

AN

Generate Accelerator

A Home
I8 Docs r = Tanzu Java Web App
‘ A sample Spring Boot web application built with Tanzu supply-chain
® Create
# APIs

o Configure accelerator
=8=  Supply Chains
Name *
Settings
© ° tanzu-java-web-app

Provide a name for your new project
Prefix for the container image repository *

gcr.io/my-gep-project/tanzu-java-web-app)

EXPLORE FILE NEXT

e Review and generate

CANCEL



ork

tanzu

User Workspace

v Extensions (
ELFATHES)

$

Tiltfile

= Settings X

3 Settings Found =

Turn on Settings Sync

Tanzu: Local Path
Path on the local filesystem to a directory of source code to build (defaults to working directory). Optional.

Tanzu: Namespace

Namespace that workloads will be deployed into (defaults to namespace set in kubeconfig). Please ensure you've
created the namespace with the proper credentials as specified in the

Optional.

workload1

Tanzu: Source Image
Destination for an image containing source code to be published. Required.

gcr.io/my-project/tanzu-java-web-app-remote-src



[ ) Tiltfile

@ EXPLORER

\ TANZU-JAVA-WEB-APP 2 CEO &

2 .mvn

v config
workload.yaml
src

> target
.gitignore
.tanzuignore
accelerator-log.md
catalog-info.yaml

i LICENSE
mvnw
mvnw.cmd
pom.xml
README.md

Tiltfile
Open to the Side

Open With...
Reveal in Finder

Open in Integrated Terminal
Convert to Template

Select for Compare

Open Timeline

Cut

Copy
> OUTLINE
> TIMELINE

> JAVA PRO
S MAVEN Rename S

SECY YN IR: Delete * &

| Tanzu: Live Update Start

Tanzu: Live Update Stop

Copy Path
Copy Relative Path




[I] (= acmedemo-tkg@tap-install.us-west-2.eksctl.ioldefault) ~/D/tanzu-java-web-app>

NAME READY  STATUS RESTARTS  AGE
tanzu-java-web-app-00002-deployment-85bbdf95¢c9-hv78t  2/2 Running 6m56s
tanzu-java-web-app-build-1-build-pod 0/1 Completed 15m

tanzu-java-web-app-build-2-build-pod 0/1 Completed 8m53s
tanzu-java-web-app-config-writer-dqcfl-pod 0/1 Completed 7m29s
tanzu-java-web-app-config-writer-fzhdt-pod 0/1 Completed @ 14m
[I] (% acmedemo-tkg@tap-install.us-west-2.eksctl.ioldefault) ~/D/tanzu-java-web-app> I&

Greetings from Spring Boot + Tanzu!



Chapter 9: Managing and Controlling Kubernetes Clusters
with Tanzu Mission Control

vm Tanzu Mission Control

& Clusters @

40%

154 GB/16.02 68 16 CPUs / 4 CPUS

6% 38%

185 G8 /303368 3CPUs /8 CPUS

2% 24%
936 MB / 45.49 GB 2.88 CPUS /12 CPUS

31% 23%

363G8/1.54G8 14 CPUs / 6 CPUS

459 42%

519 G8 /1154 G8 2.51CPUs / 6 CPUS

55%
633G8/11.54 68

' 13% 45%
136 GB /10.56 GB 169 CPUs / 3.76 CPUs

C 13% 34%
28168/ 2111 68 257 CPUs / 7.52 CPUs

10%

3.09 GB/30.33 68 3.98 CPUSs / 8 CPUs.

1% 22%

936 MB / 98.56 GB 5.73 CPUs / 26 CPUs

Latest CLI version: vO.1-1798d717 N A % 4% 29%
St ~ ) 31568/ 7581 GB 5.8 CPUs /20 CPUS

vmw VMware Cloud Services

What's New
P v—

. ‘/ B O NIST 800-53 AC-8 audit requi... "What's New" Banner

Support Requests
i 7 you about the lat

Services

Organization

My services ¢

G VMware Marketplace VMware Tanzu Service Mesh

VMware Tanzu Mission Control




vmw Tanzu Mission Control

Clust:

aunchpad

All clusters

Name

Cluster group

vmw Tanzu Mission Control

7 Launchpad

Cluster group:

Inspe

ents

Sa Administration

ers © Last updated 1 minute ago [ESTEENTSIEN

Health s \ Management cluster

default X

No viewabl

you hav

& Administration

Accounts Access Integrations Management clusters Roles Subscription Target loca!

Account credentials

This is a view of your organization and the associated credentials for accounts you use. Adding an account

credential allows y start using VMware Tanzu Mission trol add data protection and much more

Name

Proxy

nfigurations

Provider name

0)

No filtered credentials.

Credentials using this filter that you have ¢

rmission to view will show up




Mission Control

& Administration

Integrations Management clusters C Subscription Target locations Proxy configurations

Launchpad

Cluster g
Management clusters
Clusters

view of the registered management clusters in your application. Registering a management cluster
ou to use VMware Tanzu Mission Con to manage cluster lifecycle on various in’ tructure
platforms

Namespaces

Workloads
% Tanzu Kubernetes Grid

vSphere with Tanzu

Health

| Events @

R No filtered management clusters.
S Administration 9

>mation center Management clusters using this filter that you have permission to view will

Audit logs

u Mission Control

Register management cluster

unchpad

Name and assign Name this management cluster registration and select its default cluster group

Name
tkg-aws-mgmt-cluster

Default cluster group for managed workload clusters
default

Description (optional)
My first management cluster on TM¢

Labels (optional)

2. Proxy Configuration (optional) hoose a proxy configuration to enable the connection

Register Register access to the management cluster




vmw Tanzu Mission Control

Register management cluster

Name and assign Name this management cluster registration and select its default cluster group

v 2. Proxy Configuration (optional) Choose a proxy configuration to enable the connection

Note that proxy is currently supported only for management clusters on vSphere and Azure with versions 1.3 and above. Updating the proxy is currently not supported once a proxy has been set on the dluster.

Set proxy for the management cluster  (j No

Register Register access to the management cluster

Administration

on center

Audit lo

wmw Tanzu Mission Control

Register access to the management cluster

uster running

documentation

/installer 5863fc091cfa5]5as0u

Administration

Aut




vmw Tanzu Mission Control

For additional

Launchpad

https://globalstanzuse.tmc.cloud.vmware.com/installer! Scd%afefibyfdaefedicdci83seT7ddObaScabc70ff4714e095863fc091cfa515ks0u

Cluster group

extension-manager
"true”
+ "1.0"

: vmware-system-tmc

s vl
ConfigMap
stack-config

: vmware-system—tmc
: "true”

t "mc:01G1FGZF3ISBGHEGNBMRRDCVIEY "
: "b011ef56-1670-4d99-$179-35828912858b"
+ "tkg-aws-mgmt-clust
: "ridimc:b011e£56-1670-4d 912 tlg-aws-mgm
: https://globalstan:
1 globalstanzuse.tmec.cloud.vmware .com
v |+
- BEGIN CERTIFICATE
MITFFjCCAv6gAwIBAgTRAJErCErPDBinl/ bWLiWnX1owDQYIKoZ ThveNAQELBOA
TzELMAKGA1UEBhMCVVMXKTAnBgNVBAOTTE L udGVybmV0 TFN1Y3VyaXR5 TFI1c2Vh
| gHDEWHhCHMj AWOTAOMDAWMDAY

vmw Tanzu Mission Control

tkg-aws-mgmt-cluster @ vnwomn

Launchp:
Complete the registration of this management cluster
URL to you ! t Il the Tanzu Mission Control agent on the Tanzu Kubernetes Grid management cluster running on your infrastructure. This URL expires in 48 hours
Instructions of how your admi trator can complete the registration of this management cluster are described in the VMware documentation

on TMC needs 1

https://qglobalstanzuse.tnc.cloud.vaware.con/installer?id=5c49afefibd64aefedic4c0839e7dd0bascasc70££47146095863 009 1cfa515Esource=ragist

Policies
Inspections

Events

Administration




vmw Tanzu Mission Control

& Administration

Accounts Access Integrations Management clusters ption Target locations Proxy configurations

@ Launchpad

&y Cluster groups
Management clusters
Clusters

This is a view of the registered management clusters in your application. Registering a management cluster

s enables you to use VMware Tanzu Mission Control to manage cluster lifecycle on various infrastructure
orkspaces
platforms

Namespaces

Workloads

Health Status ; Provider

Reac Tanzu Kubernetes Grid on AWS
} Inspections

Events

Ss Administration

Automation center

udit logs

vmw Tanzu Mission Control

tkg-aws-mgmt-cluster ket Last updated ess than a mintrte ago

Type Tanzu Kubernetes Grid (v1.5) Management cluster version  V1.22.5+vmware.l Proxy for management cluster Not set
Default cluster group Created Default proxy for workload clusters  Not set

Labels

Description My first management cluster on TMC

omponent health Agent and extensions health
Namespac
controller-manager agent-updater cluster-health-extension extension-manager extension-updater
eted-0 intent-agent lem-tkg-operator resource-retriever sync-agent tmc-auto-attach
@ scheduler

Provisioners  Workload clusters

Created

Administration

Automation center




vmw Tanzu Mission Control

& Administration

Accounts Access Integrations Management clusters Roles Subscription Target locations Proxy configurations

1 Launchpad

3 Cluster groups
Management clusters
sters

This view of the registered management clusters in your application. Registering a man; ment cluster

ables you to use VMware Tanzu Mission Control to manage cluster lifecycle on various infrastructure
Workspaces >
platforms

Namespaces
Workloads

: Catalog
Access
Health Status v | Provider
Policies
aws Tanzu Kubernetes Grid on AWS

) Inspections

Events

Ss Administration

Automation center

Audit logs

nzu Mission Control

Clusters

All clusters

of all clusters across your org tyou ions to view.

can in different cluster groups al n exist in one or more ph environment.

Create or attach a cll

Name Health Status Version Management cluster
Cluster group | default x ) Type [ Provisioned

Health Status Provider Version table memory

D

Administration No viewable clusters.

tion center tl o ol il up here

Audit lo




vmw Tanzu Mission Control

Create cluster

Select the management cluster from which this cluster will be provisioned.

1 Launchpad

o, Cluster groups

& Clusters

Management cluster Status Health Provider
s Workspaces
tkg-aws-mgmt-cluster Ready Healthy aws Tanzu Kubernetes Grid on AWS
Namespaces

Waorkloads

: Catalog

Access

€, Policies
= Inspections

] Events

£o Administration

E] Automation center

g| Audit logs

vmw Tanzu Mission Control

Create cluster

This cluster will be provisioned using Tanzu Kubernetes Grid on AWS

© Launchpad

g Cluster groups . Choose provisioner Choose your cluster's provisioner

& Clusters

Management cluster
] Workspaces tkg-aws-mgmt-cluster
blamiezpaces Provisioner
default

Workloads
For additional permission TMC needs to provision cluster on TKG AWS

Catalog
Access
3 FEIEE Name and assign Choose your cluster's name and assign it to a cluster group

) Inspections

" Events Configure Select your region, SSH Key, Kubernetes version and networking options

Select control plane Choose between a single node or highly available control plane
% Administration

Automation center . Edit node pool Customize the default node pool

) Audit logs




vmw Tanzu Mission Control

Create cluster

This cluster will be provisioned using Tanzu Kubernetes Grid on AWS

Launchpad

% Cluster groups Choose provisioner Management cluster: tkg-aws-mgmt-cluster. Provisioner: default.
& Clusters
2. Name and assign Choose your cluster's name and assign it to a cluster group

] Workspaces

] Namespaces Cluster name

tkg-aws-workload-cluster

Name must start and end with a letter or number, contain only lowercase letters, numbers, and hyphens, and be a max length of 63 characters
Workloads
Cluster group

default
Catalog

Access Description (optional)
First workload cluster on TMC
3, Policies

Inspections Labels (optional)

‘ K
Events =

% Administration

=] Automation center

Audit logs . Configure Select your regicn, SSH Key, Kubernetes version and networking options

vmw Tanzu Mission Control

Name and assign Cluster name: tkg-aws-workload-cluster. Cluster group: default.

Launchpad
~ 3. Configure Select your region, SSH Key, Kubernetes version and networking options

i, Cluster groups

Region

& Clusters R

Workspaces <R

Namespaces
Kubernetes version
v1.22.5+vmware.1-tkg.4

Workloads

Create new VPC -:: ) Select an existing VPC

Catalog
VPC CIDR (IPv4)

Access 10.0.0.0/16

Sl Kubernetes network defaults

Inspections Pod CIDR

'] Events 100.96.0.0/1

Service CIDR

“» Administration 100.64.0.0/13

=] Automation center
. @ These network defaults can not be changed after the cluster is created.

g Audit logs




u Mission Control

hoose provisioner Management cluster: tkg-aws-mgmt-cluster. Provisioner: default.
1 Launchpa

Name and assign Cluster name: tkg-aws-workload-cluster. Cluster group: default.
r groups

& Clusters Configure Region: us-east-1. SSH key: Kubernetes version:

v1.22 5+vmware.1-tkg.4. VPC CIDR: 10.0.0.0/16

~ 4. Select control plane Choose between a single node or highly available control plane

O

Single node Highly available

nded for ent environments nd r prod n er
Instance type c4.2xlarge v Instance type c4 2xlarge
Availability zone 1 Public CIDR (AZ 1) Private CIDR (AZ 1)

us-east-1a , 10.0.1.0/24 10.0.0.0/24

API server port (optional)

6443

A ut must b
Automation center

5. Edit node pool Customize the default node pool




Mission Control

This cluster will be provisioned using Tanzu Kubernetes Grid on AWS

T Choose provisioner Management cluster: tkg-aws-mgmt-cluster. Provi

r grour Name and assign Cluster name: tkg-aws-workload-cluster. Cluster group: default.

& Clusters
Configure Region: us-east-1. SSH key: Kubernetes version:
v1.22 5+vmware.1-tkg.4. VPC CIDR: 10.0.0.0/T6

Select control plane Control plane type: Single node. Instance type: c4.2xlarge.

Edit node pool Customize the default node pool

Description (optional)

Number of worker nodes
2

=] Audit logs
Worker instance type

c4 2xlarge

vmw Tanzu Mission Control

& tkg-aws-workload-cluster @ uncoun

Cluster group Type Tanzu Kubernetes Grid Total cores 0CPUs Service CIDR  100.64.0.0/13
Management cluster tkg-aw mt e Kubernetes version  v1.22 5+vmware.1-tkg.4 Region us-east-1 VPC CIDR 10.0.0.0/16
Provisioner default Node count o Availability zones  us-east-1a SSH key name

Provider Unknown Total memory 0B Pod CIDR 100.96.0.0/11 Created

Labels (" tmc.cloud.vmware com/creator:

ur cluster is being created




Type Tanzu Kubernetes Grid
% Kubernetes version V1.2 5+vmware.1-tg.4
default Node count 3

Aws Total memory. 44.68 GB

Component health

% controlier-manager kube-apiserver @ scheduler

Agent and extensions health
agent-updater
extension-manager

package-deployment
% tmc-observer

cluster-auth-pinniped @ cluster-heatth-extension
) extension-updater @ gatekeeper-operator
% policy-insight-extension

cluster-secret
inspection @ intent-agent
@ policy-sync-extension sync-agent

Inspection

anzu Mission Control

Auton

ion center

Clusters

All clusters

Name Health Status Version

Cluster group | default Management cluster

Health

ealthy

Total cores 24 CP
Reglon us-east-1
Avallability zones  us-east-la
Pod CIDR 100.96.0.0/M

Service CIDR
VPC CIDR
SSH key name
Created

Requested/Allocatable memory
%

Worker nodes @

2 nodes healtny

Integrations

Last updated 2 minutes ago

100.64.0.0/13
10.0.0.0/16

TMC Adapter

O]

No viewable integrations.

Data protection

1 Data protection is not enabled
Back up your cluster data and persistent volumes

tkg-aws-mgmt-cluster

[y —

Version




u Mission Control

Attach cluster

AT Name and assign Choose your cluster's name and assign it to a cluster group

& Clusters

Cluster name
gke-cluster-1

Cluster group
default

Description (optional)
My first attached cluster on TMC

els (optional)

tion

utomation center Proxy Configuration (optional) hoose a proxy configuration to enable the connection

Install agent Install the Tanzu Mission Control agent on your cluster and verify its connectiol

zu Mission Control

Attach cluster

Launchpad

Name and assign Choose your cluster's name and assign it to a cluster group

v 2. Proxy Configuration (optional) Choose a proxy configuration to enable the connection

Set proxy for this cluster  { No

Install agent nzu Mission Control agent on your cluster and verify its connection




Mission Control

Attach cluster

Launch

r groups Name and assign Cluster name: gke-cluster-1 Cluster group: default

& Clusters
Proxy Configuration (optional) Choose a proxy configuration to enable the connection

3. Install age! Install the Tanzu Mission Control agent on your cluster and verify its connection

n center

Audit logs

vmw Tanzu Missio

Clusters @ Last updated less than a minute ago. ([ETTSPENTTY)

All clusters

Clusters

Name Health
Status Ready % ) ClUster group

s | G




Mission Control

gke-cluster-1

Overview Nodes Namespaces

Launchp:
ections Events

er groups )
Cluster group Provider Google Cloud Node count 4

Management cluster  attached Type Attached Total memory 11.27 GB

& Clusters
Provisioner attached Kubernetes version  v1.21.6-gke.1503 Total cores 3.76 CPUs

Labels (
Description My first attached cluster on TMC

Requested/Allocatable CPU Requested/Allocatable memory
4%

Component health Worker nodes

controller-manager eted-1 eted-0 kube-apiserver scheduler 4 nodes healthy

Agent and extensions health Integrations

agent-updater cluster-auth-pinniped cluster-health-extension cluster-secret
extension-manager extension-updater gatekeeper-operator inspection intent-agent
package-deployment policy-insight-extension policy-sync-extension sync-agent
tmc-observer

Automation center

Mission Control

% Cluster groups

All cluster groups
4 Cluster groups
This is a view of all cluster groups across your organization that you have permissions to view. Cluster

lusters
usters in a

teams.

ve provided a default cluster group to help you get started

Description

Cluster group

(&

No filtered cluster groups.

Cluster groups using this filter that you have permission to view will show up here.




Create cluster group

Name
Cluster groups trme-demo-clusters

Clus

Description (optional)
My first cluster group

Namespaces Labels (optional)

Mission Control

% Cluster groups

1 Launchpad

All cluster ups
Cluster groups
= F © nization tha r s to view. Clust
Clusters ur organiza 0 view. Cluster
can be used to group clusters and apply a commo f policies to th sters. Clustersina

t in one or more p al

We have provided a default cluster group to hel u get started.
Namespaces

Description
Cluster group | default tmc-demo-clusters
Cluster group Labels Description

ault ult clt

Automation center

Audit lo




vmw Tanzu Mission Control

Launchpad

Cluster groups

% Clusters

] Workspaces

Namespaces

Workloads

Catalog
Access

Y, Policies
Inspections

| Events

Administration

] Automation center

vmw Tanzu Mission Control

@ Launchpad

% Cluster groups

& Clusters

S Workspaces

®) Namespaces

Workloads

: Catalog

[g] Access

A, Policies
Inspections

Events

Administration

-] Automation center

] Audit logs

& Cluster groups

All cluster groups

This is a view of all cluster groups across your organization that you have permissions to view. Cluster

groups can be used to group clusters and apply a common set of policies to these clusters. Clusters in a

cluster group can exist in one or more physical environments, and can be shared across teams

We have provided a default cluster group to help you get started

Description

Cluster group | default x tmc-demo-clusters

Cluster group Labels
default

tmc-demo-clusters

% default

Qverview Integrations

The default group of clusters

This is a view of the Kubernetes clusters which are not in their own group.

Description

Default cluster group

My first cluster group

@ This default cluster group is shared to all members of this organization. Creating your own cluster group

provides you with more control.

Create or attach a cluster to this group or create a cluster group of your own.

Description Default cluster group

Name Version Cluster group

Health Healthy 3

Health Status

Healthy Ready

Healthy Ready

Management cluster

Provider Version

¢ Google Cloud v1.21.6-gke 1503

aws AWS v1.22. 5+vmware.1-...




Move cluster

Movin rs to the selected ster group will cause them to ad

inherited pol of that grou

/N Any workloads running in these clusters may be affected by this change of
inherited policies.

Cluster group

tmec-demo-clusters|

@ Cluster groups

All cluster groups

Description
Cluster group | default x tmec-demao-clustars
Cluster group Labels Description

Default c!




Tanzu Mission Control

mc-demo-clusters e

Labels

Description My first cluster group

Name. Varsi Cluster group Management clustar

Health

Mission Control

838 Workspaces

All workspaces

Automation center

n that you have permissions to

from one or more cluster

nd can be sh

Last updated 1 minute age |

Chustar group




Create workspace

Launchpad

Name
c-demo-workspace

Description (optional)

B Workspaces My first workspace

Name: Labels (optional)

Mission Control

88 Workspaces

All workspaces

B Workspaces

) Name

Labels

Description

NOTKSY




vmw Tanzu Mission Control

& Cluster groups @

All cluster groups
& Cluster groups

Description
Cluster group | default

Cluster group Description

vmw Tanzu Mission Control

% tmc-demo-clusters @

Overview Integrations

Launc

& Cluster groups
Your group of clusters

This is a view of all clusters within this cluster group that you h permi ns to view. You can apy
common set of policies to these clusters. Clusters in a cluster group can exist in or more physical

vironments, and ca shared across teams

Create or attach a cluster to this group

Labels

Description My first cluster group

Name Status Version Cluster group Management cluster

Health Healthy X

o Administration
Name Health Status Provider Version
B Autor

Healthy

Audit logs <
53 r 3 U \ thy Ready




u Mission Control

& tkg-aws-workload-clus

Nodes \ pools Namespaces Vv

aunchpad

Managed Workspace

Attach a namespace

Attaching a na and ngittoa gives you the abili
manage its poli
@ There is no detach operation for a namespace. To release a namespace from Tanzu Mission

Control management, you must delete the namespace from the cluster.

Select an existing workspace
tme-demo-workspace|

u Mission Control

& tkg-aws-workload-cluster

Launchpad

No pools Namespaces lo.
groups

& Clusters
[LELELLL




vmw Tanzu Mission Control

g8 Workspaces ®

All workspac

CREATE WORKSPACE

vmw Tanzu Mission Control

8 tmc-demo-workspace

Launchp

Namespaces 2
Labels

Description My first workspace

Namespaces

Cluster Labels

tme.cloud vmware com/creator: panditpa

tmc.cloud vmware com/creator: panditpa




u Mission Control

& Administration

Accounts Integrations Management clusters Roles Subscription Target locat Proxy configurations

] Launchpad

uster groups X
Account credentials
Clusters
This is a view of your organization and the associated credentials for accounts you use. Adding an account

credential allows you to start using VMware Tanzu Mission Control add data protection and much more
Workspaces

Namespa
Workloads

Catalog

Access Provider name
. Pol

Inspections @

Events
No filtered credentials.
& Administration . _ ~
redentials using this filter that you have permission to view will show up here

omation center

nzu Mission Control

& Administration

Accounts Integrations Management clusters Target locations Proxy c

Launch|

Account credentials

This is y r Z and the associated credenti unts you use. Adding an account

credential all / t usil iware Tanzu Mission Control add data protection and much m

TMC provisioned storage

ned storage
patible

Integrations Provider name

Tanzu

Inspections @

No filtered credentials.

Administration
up here

tion center




vmw Tanzu Mission Control

Create account credential

Cluster groups

Credential name

Credential name

2. AWS configuration

AWS role ARN

S Administration

Automation center

Mission Control

Credential name: tmc-demo-aws-credentials

tmec-demo-aws-credentials

Log into the AWS console and add the template.

Enter the role ARN created in AWS.

Create account credential

Launchpad
ccount credentia
ster groups

Credential name

Credential name

2. AWS configuration

AWS role ARN

S Administration

Automation center

ised b

TMC n AWS 53 storage for data protec

Credential name: tmc-demo-aws-credentials

tmec-demo-aws-credentials

Template generated

Log into the AWS console and add the template.

Enter the role ARN created in AWS.




u Mission Control

Create account credential

Launchpz

ccount ¢ tial will be used by TM ision AWS 53 storage for data prote
Credential name Credential name: tmc-demo-aws-credentials

v 2.  AWS configuration Log into the AWS console and add the template.

Log into the to apply the template. For step-by-step instructions, refer to the

Policies AWS role ARN Enter the role ARN created in AWS.

Insy

S Administration

] Automation center

vmw Tanzu Mission Control

Create account credential

ntial wil used by TMC ’ AWS 53 storage for data prote
ter groups

Credential name Credential name: tmc-demo-aws-credentials
AWS configuration Log into the AWS console and add the template.

~ 3. AWSrole ARN Enter the role ARN created in AWS.

ARN
VMwareTMCProviderCredentialMait

Amazon Resource Names are one way to enable acce

S Administration




iew of

all

Administration

Automation cen

nzu Mission Control

arget locatior

1. You can associate a storage provider w

providers

TMC provisioned storage

joned storage

) Inspec

Administration

1 Automation center

Audit lo

ement clusters

Target locations Proxy

ou use. Adding an account

ion and much

Provider name

ption Target locations Proxy configurati

th clusters that are allowed to use it using a target

Account credential

O

No filtered target locations.

Bucket/Blob

ow up here




vmw Tanzu Mission Control

Create target location

This target location will use TMC provisioned AWS S3 storage for data protection.

Ister groups

Credential

#] Names| Account credential

tmec-demo-aws-credentials

To

Cluster groups

Name and create

S Administration

vmw Tanzu Mission Control

) Launchpad

Create a data protection credential to link your AWS account

Choose the cluster groups that can use this target location

Name this target location and create it

Create target location

This target location will use TMC provisioned AWS S3 storage for data protection.

Credential

v 2. Cluster groups

Cluster group

dtme-demo-clusters x

Name and create

Se Administration

Account credential: tmc-demo-aws-credentials

Choose the cluster groups that can use this target location

Name this target location and create it




Mission Control

Create target location

aunchpad

This target location will use TMC provisioned AWS 53 storage for data protection.

Credential

Cluster groups
] Nam

~ 3. Name and create

Name
tmec-demo-target-location

S Administration

zu Mission Control

Administration

Launchpad

Integrations M

Target locations

ew of th

protection. You can

locations.

compatible

Policies

7 Inspections Account credential

S Administration

\utomation center

Account credential: tmc-demo-aws-credentials

up: tme-demo-clusters

Name this target location and create it

Target locations Pro nfigur

Bucket/Blob




vmw Tanzu Mission Control

<4
% tmc-demo-clusters

Overview

@ Launchpad
Integrations
@, Cluster groups

Your group of clusters
& Clusters

This Is a view of all clusters within this cluster group that you have permissions to view. You can apply a

common set of policies to these clusters. Clusters in a cluster group can exist in one or more physical

Workspaces )
environments, and can be shared across teams.

Namespaces
Create or attach a cluster to this group.

Workloads

: Catalog

Access Labels

Policies

Description My first cluster group
Inspections

Events

Version

Administration
Healthy

Automation center
Name

Audit logs gke-cluster-1

tkg-aws-workload-cluster

vmw Tanzu Mission Control

Overview Nodes Namespaces Workloads Add-ons

«

Provider

Type

tmc-demo-clusters
attached
attached

Cluster group
Management cluster
Provisioner

@ Launchpad

AT EEITS Labels (" tme.cloud.vmware.com/creator

solcsters! Description My first attached cluster on TMC

Requested/Allocatable CPU

87*

3.26 CPUs /376 CPUs

1 Workspaces

Namespaces

I Workloads Component health

controller-manager etcd-1 etcd-0 kube-apiserver

Catalog

Agent and extensions health
Access

cluster-health-extension
gatekeeper-operator

agent-updater
extension-manager
package-deployment
tmc-observer

Cluster-auth-pinniped
extension-updater
policy-insight-extension

€, Policies
Inspections

| Events

& Administration

Automation center

2 Audit logs

Inspection

Run your first inspection to ensure your cluster follows best practices

Health

Secrets

Kubernetes version

policy-sync-extension

Cluster group

Status

Healthy Ready

Healthy Ready

Inspections  Events

Google Cloud
Attached
V1.21.6-gke.1503

scheduler

cluster-secret
inspection intent-agent
sync-agent

Management cluster

Provider Version

% Google Cloud v1.21.6-gke.1503

aws AWS v1.22 5+vmware.1-

Node count 4 Created

Total memory 11.27 GB
Total cores 3.76 CPUs

Requested/Allocatable memory
4%

4s3ca/nzrca

Worker nodes

4 nodes healthy

Integrations

O]

No viewable integratid

Integrations that you have permission to

Data protection

4 Data protection is not enabled
Back up your cluster data and persistent volumes




Enable data protection

enable data

learn mo

vmw Tanzu Mission Control

gke-cluster-1 Last updated 1 minute ago
N s N ‘Workloads
. Hide Tanzu workloads Hide system workloads

& Clusters

cantrol-pia

control-piane

component

component: velero

108 of 8 Warkdoads:

vmw Tanzu Mission Control

& gke-cluster-1

Overview  Ned a Worklo:

Cluster group d s Provider Google Cloud Nodecount 3 Created
Management cluster  attached Type Attached Total memory 39.88 GB
Clusters Provisioner attached Kubernetes version v1.21.6-gke.1503 Totalcores 1176 CPUs

ster group

Labels (" tmc.cloud.vms
Requested/Allocatable memory

Component health Worker nodes

controller-manager etcd-1 eted-0 kube-apiserver scheduler 3 nodes healthy

Agent and extensions health Integrations

agent-updater cluster-auth-pinniped cluster-health-extension cluster-secret =
data-protection extension-manager extension-updater gatekeeper-operator inspection

intent-agent package-deployment policy-insight-extension policy-sync-extension

sync-agent tmc-observer @

No viewable integrations.

you have permis:
E] Audit logs

Inspection Data protection
Run a backup to protect your cluster data and persistent volumes

Run your first i on to ensure




vmw Tanzu Mission Control

«

Create backup

@ Launchpad
v 1.  What to backup Select to back up the entire cluster, certain namespaces or resources matching a
label selector
i, Cluster groups
& Clusters

Back up the entire cluster, gke-cluster-1

Workspaces
-':_w Back up selected namespaces
Namespaces

(") Back up resource using a label selector

m Workloads

i1 Catalog
5] Access

Where to store the backup The target location for the backup file
€, Policies

2] Inspections . When to backup Choose to backup now or on a schedule

| Events
Back up retention Select how long to keep the back up

Se Administration
@ Name and create Name this back up and create it

Automation center

2| Audit logs

vmw Tanzu Mission Control

&

Create backup

[ Launchpad
What to backup Back up the entire cluster gke-cluster-1
3, Cluster groups

& Clusters v 2. Where to store the backup The target location for the backup file

| Workspaces
All locations (O) Currently available locations

@ Namespaces
Target location
tmc-demo-target-location »

Workloads

To create a new target location, visit Administration > Target locations.

i Catalog
[8] Access

€, Policies . When to backup Choose to backup now or on a schedule

Z Inspections

e 4. Back up retention Select how long to keep the back up

5. Name and create Name this back up and create it
S Administration

E] Automation center




vmw Tanzu Mission Control

Create backup

Launchpad

What to backup Back up the entire cluster gke-cluster-1

Where to store the backup The target location for the backup file

v 3. When to backup Choose to backup now or on a schedule

Schedule type

A backup will be ¢ s you complete th

4. Back up retention Remove backup after 30 days

5. Name and create Name this back up and create it




vmw Tanzu Mission Control

&

Create backup

@ Launchpad

What to backup Back up the entire cluster gke-cluster-1

&, Cluster groups

& Clusters Where to store the backup The target location for the backup file

& Workspaces When to backup Choose to backup now or on a schedule

) Namespaces
4. Back up retention Remove backup after 30 days

Workloads

Retention (days)
! Catalog 30

7] Access
y, Policies
<] Inspections

[¥] Events 5. Name and create Name this back up and create it

Administration

] Automation center

vmw Tanzu Mission Control

«

Create backup

@ Launchpad

What to backup Back up the entire cluster gke-cluster-1

i, Cluster groups

Clusters Where to store the backup The target location for the backup file

2 Workspaces When to backup Choose to backup now or on a schedule

] Namespaces
Back up retention Remove backup after 30 days

m Workloads
Name and create MName this back up and create it

:: Catalog

7] Access Name
tmec-cluster-backup-demo

3 Policies .
Marne must start and end with a letter or number, contain only lowercase letters, numbers, and hyphens, and be a max length of 63 characters.

=1 Inspections

[=] Events




Mission Control

& gke-cluster-1

Launchp

ctions Data protection

er groups
Last backup

& Clusters Last restore

Backups

vmw Tanzu Mission Control

& gke-cluster-1

Nodes ar 5 Workloads.

er groups

& Clusters
Namespace




Mission Control

ections Data protection Events

er groups
Last backup

& Clusters Last restore

Backups

Target lo

Completed tme-demo-target-location

vmw Tanzu Mission Control

Restore backup | & gke-cluster-1

Launchpad
‘What to restore Select to restore from the entire backup, certain namespaces or resources matching
a label selector

S Clusters ore the entire backup, tme-cluster-backup-demo
1 Wol
] Nam
Source Namespace Target Namesp
default None
gatekes tem None
None
None

nginx

ministration

Automation center

2. Name and create Name and start this restore




Mission Control

Restore backup |

What to restore

& Clusters v 2. Name and create

| Wor
Name

] Nam S tme-cluster-restore-demo

vmw Tanzu Mission Control

Status

@ Launchpad

Schedules

=i Restores

n center

Backup name

gke-cluster-1

Restore 1selected namespaces

Name and start this restore

Created

Created Target location

®

No viewable schedules.

W up here.,

Status

Target location

Schedule




Launch
Woarkloads

Cluster groups

Clusters
Namespace

ation

Automation center

vmw Tanzu Mission Control

Security policies

defi ] ditions that a pod must run with in ¢

Security policies for cluster group tmc-demo-clusters

Inherited clustergroups security policies

> privil

@ security policies are supported on Kubernetes version 1.16 or higher. Refrain from applying security policies
versions of Kubernetes,

Direct Security policies
No direct policies
'CREATE SECURITY POLICY




vmw Tanzu Mission Control

Direct Security policies

Security templa

Baseline

Policy name
tme-security-policy-demo

a

haring host
ilege escalat

capabilities al
& tmc-demo-clusters

Include only specific namespaces (optional)

Assignments sele

Exclude specific namespaces (optional)

Label sele

vmw Tanzu Mission Control

&, Policies

Security

Security policies

ditions that a

Security policies for cluster group tmc-demo-clusters

Inherited clustergroups security policies

Direct Security policies
v tme-security-policy-demo

Security template

Baseline

CREATE SECURITY POLICY

& tme-demo-clusters




vmw Tanzu Mission Control

&, Policies
rity Image registry

Workspaces . ..
Image registry policies

Glo

Image registry policies for workspace tmc-demo-workspace
Inherited workspaces image registry policies
No inherited policies

ect Image registry policies
No direct policies

Policies
Assignments
Templates

Insights

[ tmc-demo-workspace

u Mission Control

Image registry policies for workspace tmc-demo-workspace

er grou

ers > Inherited workspaces image registry policies
No inherited policies

Worksp
Direct Image registry policies

Namespa:
Image registry template
Require Digest
the

Policy name

Policies
[ tme-demo-workspace
Assignments Include only specific namespaces (optional)
Label selectors

le

Exclude specific namespaces (optional)
Label selectors
bel selex

ration

jon center




u Mission Control

4 Policies

Security Image registry Network Quota Custom

Launchi

Workspaces a f-n
Image registry policies

ies allow administraf cify the image re

Image registry policies for workspace tmc-demo-workspace

Inherited workspaces image registry policies
No inherited policies.
Policies Direct Image registry policies
TS v tmc-image-registry-policy-demo

Image template
Tem 9 Pl

[ tme-demo-workspace

Automation center

u Mission Control

&, Policies

) Launchpad

Security Image registry Network uota Custom

Cluster groups
>

Custom policies for cluster group tmc-demo-clusters

Inherited clustergroups custom policies
Workspaces £ No inherited policies
Namespaces

Direct Custom policies
No direct policies

Workloads

: Catalo
Access
Policies
Assignments
Templates
Insights
Ins

Events

% Administration

nation center demo-clusters




Direct Custom policies

Custom policy
tmc-require-labels w

Enforce labels on Kubernetes resources Label keys (required) and values {optional) provided will be enforced on specified target resources

Policy name
tmc-deployment- policy-demo

Name must start and end with a letter or numbar, and can contain only lowercase letters, numbers, and hyphens.

Target Resource
TargetKubernetesResources is a list of kubernetes api resources on which the policy will be enforced, identified using apiGroups and kinds. You can use

'kubectl api-resources' to view the list of available api resources on your cluster.
Kinds API Groups

API Group

AP| Group

Parameters

Configure the details of this template

Labels

Key
app

Value

vmw Tanzu Mission Control

«
&, Policies

Security Image registry Network Quota Custom

T Launchpad

y Cluster groups Cluster groups

5 Custom policies

2 Clusters
> Custom policies allow you to implement policies based on custom policy templates that you define to fit the

> needs of your organization's Kubernetes objects.
Workspaces
) Namespaces

Workloads Custom policies for cluster group tme-demo-clusters

Catalog Inherited clustergroups custom policies
Na inherited policies
2] Access

2\, Policies Direct Custom policies
Assignments * tme-deployment-policy-demo

Template
Templates "

tmc-require-labels
Insights
2 Inspections

Events

% Administration

Automation center & tmc-demo-clusters

£ Audit logs




Tanzu Mission C

u Mission Control

@ Inspections

Cluster

Cluster groups

Clu:

Result

Network ¢

O issues

Quota

Inspection

Lite

chmark

1to 2 of 2 Inspections

Last updated about 1 hour ago

rity &

Started




vmw Tanzu Mission Control

Run inspection

Launchpad

Cluster
gke-cluster-1

Inspection type




vmw Tanzu Mission Control

CIS benchmark inspection

Cluster

Kubernetes version
Nodes

Started

Duration

V1.2110-gke. 2000
3

23

Tests  Succeeded Waming  Failed

v () 4.2.1 Ensure that the --anonymous-auth argument is set to faise (Scored)




Chapter 10: Realizing Full-Stack Visibility with VMware Aria
Operations for Applications

Kubernetes Clusters > CPU Utilization by Node Filter key = value

=2
cluster  kerrupt v & clusters_group_by none

SAVE

& clusters_metric Memory Usage

CPU Utilization by Node

0950 AM 09:55 AM  10:00 AM

10:05AM 1010 AM  1DASAM 1020 AM  10:25AM  10:30 AM

AVERAGE | Horizontal Scale: 697 point buckets across, 1 bucket - 10 sec (est)

LINE PLOT ~ Data Format Axis

Source

10:35AM 1040 AM  10:45AM 1050AM 1055AM  THODAM  TMOSAM  1H0AM  TISAM  N20AM  TI25AM  1GDAM  TISSAM  1LA0AM 145 AM

Legend Drilldown Link Description Anomaly Detection Advanced
waL <f> | 1imit(250, ts("kubernetes.node.cpu.node_utilization", cluster=

kerrupt") * 100)
ADD QUERY

(D) Request Latency

count

50 avg

max

25 75 95 99

200
100

20

10

z

1
) I mill

s7us 118.11us 244.75u5 507.16us 1.05ms 2.18ms

4.51ms 9.35ms 19.38ms 40.15ms 83.2ms 172.4ms 357.24ms 740.26ms

1.53s



High CPU usage

ONGOING For 5 minutes

Current Status FIRING
Description Runbook: https:#/www.wavefront.com/resolve
Setting Alert fires if Condition is true for 2 minutes. Alert resolves if Condition is false for 2 minutes.

Alert Targets

High CPU usage
1

.9
.B
o7
.6
.5
.4
.3
2 ————
<1 -
N:57 AM 58 AM 30 59 AM 30 12:00 PM 30 1zo1PM 30 1202PM - 30 12:03 PM 30 12:04 PM 30 12:05 PM
AVERAGE | Horizontal Scale: 298 point buckets across, 1 bucket - 1sec (est) [WARN] Alert Fired: High CPU usage x
Affected Start
‘E‘f} Ranked sources and point tags. More likely causes for the alert come first.
) GMT+0000 (UTC) L .
pod ( . oy e (1D0%) )( P ——— :mo%)) region (us-west-? (33%)) service (invanlnry( ms - e DO EBOaEI94e | (33%)
End
appication buia
GMT+0000 (UTC)
Data Newly Affected Sources(s) OPEN IN CHART EDITOR
D DR a6 I Sde 7, i-
05d992ac6ab3ce3s1
[=] LINE PLOT ~ Data
| View Alert [
Display Expression waL </> | tsCcpu.usage) Newly Affected Sources/Labels: 0 o ® :
Do OpfES0eE84e 7T cpu.usage
See More Details v ) .
@ i Condition waL <[> 0w = :
tacocat
stylingDB
packaging
printing
notification r
shopping
AmazonSNS

payments

deliver invegory

payments-db
o

warehouse




S

Public Clouds

- (")

Host Telegraf Agent

3—0

Software Telegraf Agent
Package ¢ o A
—> 8
—
L
EEE Wavefront Proxy
L 1]
Custom App  Wavefront SDK
Log Files

Enterprise's Private Network

vmware Tanzu Why Tanzu Products Consulting Get Started

. VMware Tanzu Observability by Wavefront

Enterprise observability for

multi-cloud environments

Why invest in siloed monitoring tools when you can invest in a future-
proof system that scales with you?

START FREE TRIAL © SEE HOW IT WORKS

Tanzu Observability Service

Resources




Get metrics flowing in 10
minutes

G

Get your login credentials right after
sign up and begin to visualize and
analyze your data immediately.

- Get access to 250+

840 ) Integrations
B =

Ingest and see all your data easily
through our prebuilt integrations and
dashboards.

Get live support &
documentation

Get your questions answered
immediately via Slack or our docs.

Already have a trial account? Log in

Welcome to

7~ VMware Tanzu

“—/ Observability

Set Your Password

= Minimum 8 characters.

« Atleast 1digit.

= Atleast 1special character (|@#%%...).

+ Atleast1letter.

password ®

Confirm Password 3

REGISTER

\ V)
By accessing this Service, you agree to the

Terms of Service

Start your trial now

dit car

I'm not a robot e

reCAPTCHA
Privacy - Terms.

SIGN UP NOW

ou agree to our Terms of Service.

seconds for the pr




ﬁ_\, Trial expires in a month | UPGRADE

& Dashboards ~ @ Alerting~ [l cations ~ ¢ Integrations @ Bro ~ /&y GetStarted

Get Started

Welcome, sy

Monitor Your Public Cloud, Monitor Your Containers Monitor Your Application Browse 200+ Integrations

AWS, Azure, GCP Kubernetes Distributed Tracing Linux, Windows, and more

vmware
F .. Vot

Useful Links
%) Create a dashboard

[ Documentation

#Beachps

Invite Your Coworkers

Enter emails, comma separated

INVITE

A\ Trial expires in a month | UPGRADE

VMware Tanzu
Observability

Get Started

Welcome st S g — -

B Applications ~ tegrations [ Browse v | &y Get Started

Monitor Your Public Cloud, Monitor Your Containers Monitor Your Application Browse 200+ Integrations

AWS, Azure, GCP Kubernetes Distributed Tracing Linux, Windows, and more

A D od A=

Useful Links
9 Create a dashboard

™ Documentation

Invite Your Coworkers

Enter emails, comma separated

INVITE




VMware Tanzu
Observability

& Da ds v @ Alerting v [l Applications~ & In vse ~ 48 Get Started

< Monitor Your Containers

Kubernetes

Kubernetes
Wavefront provides a comprehensive solution for monitoring Kubernetes.
Collects real-time metrics from all layers of a Kubernetes environment (clusters, nodes, pods, containers, and the Kubernetes control plane).

Supports plugins such as Prometheus, Telegraf, and Systemd; enabling you to collect metrics from various workloads.

You don't have data flowing yet.

When data is flowing, your dashboards will show up here.

Where do you want to install the Wavefront Collector for Kubernetes?

Install in Tanzu Cluster Install in Kubernetes Cluster Install in OpenShift Cluster

DA
(& & 00 == S

Kubernetes Quick Install using Helm
If you prefer not to use Helm, follow the manual installation instructions.

Install Helm: Ensure that you have Helm installed. This is a one-time install.
After you have Helm installed, copy and run the following command in the command line.

helm repo add wavefront https://wavefronthq.github.io/helm/ && helm repo update

Enter your cluster name, then copy and run the following command in the command line.

Cluster Name Your cluster name

> ADDITIONAL SETTINGS

kubectl create namespace wavefront && helm install wavefront wavefront/wavefront \
--set wavefront.url=https://longboard.wavefront.com \
--set wavefront.token= \
--set clusterName="<YOUR_CLUSTER_NAME>" --namespace wavefront



@ Dashboards ~  © #

FROM CHART ~

Kubernetes Summary @ ¥ JUMP TO ~ Filter key = value A

clust -

v Introduction ¢
This dashboard provides a high level summary of all your Kubernetes clusters. Use the dropdown menu at the top to select a particular cluster. Note: This dashboard requires Wavefront Collector for Kubernetes v1.0.8 or higher.

~ Summary & Health &

(D) custor level motrics (D) rode loval metrics (D) Pod level motrics (O container level matrics

1

Clusters Containers

(@ Points Sent : Nodes Per Cluster : Pods Per Cluster s Containers Per Cluster
Cluster Value Cluster Value Cluster Value Cluster

@ Dashboards ~ &

Anomaly Detectio Timezone
Kubernetes Summary @ ¥r JUMP TO ~ A <L i
dluster * v
~ ion &
This dashbioard provides a high level summary of all your Kubernetes clusters. Use the dropdown menu at the top 1o select a particular cluster, Note: This dashboard requires Wavefront Collector for Kubernetes v1.0.8 or higher.
~ Summary & Health &
(D) custer level metrics (D Node level metrics (D Pod tevel metrics (D) container level metrics

1

Clusters

Containers

(D Points Sent : Nodes Per Cluster : Pods Per Cluster : Containers Per Cluster E
Cluster Value Cluster Value Cluster Value Cluster Value|



& Dashboards v

e ][5 cas 2 roums- |

Compare | oFF ~ | Tim
Kubernetes Clusters & 77 | JumpTo - Fiiter key = value A =
custer oks-workloag-cluster1
v Clusters &
s oty [iomi-] v § o
Containers
Pods
v Summary &

2 o 4 1

Active Nodes Inactive Nodes Namespaces Pod Containers

1GiB 0.7 %

Cluster Memory Usage

Node CPU Utilization Avg

Node Storage Utilization Avg

‘oo | Dashboards « | & i

[@7ave] [FA ] vast2roves- |

Anomaly Detection

mpars | 9F ~ || Timezone | BROWEER GRFAULT =
Kubernetes Clusters) Kubernetes Nodes & 17 | sumptow |

Filter key =value

key=vave A o=
e Someomeen =

v Nodes

Nodes

v Summary

Grounty [ wone -] wewc [ cruusace -] I Kubemswsonjecs

Containers

Clusters

1 1

Active Pods od Containers Average Memory Utilization

0.6 16.2%

Average CPU Utilization Average Storage U Bytes Transferred Rate



Anomaly Dete L LT v

Show Events | FROM CHART ~

Clusters Nodes Pods @ 7y | JumeTo v Filter key = value

Cluster  eks-workioad-cluster-1  Namespace * ~ Node *

. Pods

Group by Metric : Kubernetes Objects :
BT Clusters

POD_NAME
LABEL K8S-APP
NODENAME Nodes
AMESPACE_NAME

N
TYPE
CLUSTER Containers
LABEL EKS AMAZONAWS.CO

LABEL.KAPP KI4S10/ASSOC

LABELAPP

LABEL.KAPP. 1 &
LABEL.APP KUBERNETES 10/
LABEL.APP KUBERNETES IO/

96.6MiB 433.3KiB

“ Summary

1 2.3

Pod Containers Average CPU Usage Rate

Average Memory Usage Bytes Transferred Rate

v Pods

£

Memory Usage by Pod

CPU Usage Rate by Pod H H Restarts Rate by Pod E
oo T

—_
oy

i) "m*.‘\{' A.r | { “'\IJ N
A R R

@ Dashboards ~

@ uve | |24 [rast2Hours. | Anomaly Detection | ofF ~ | Compara | off v | Timazone | BROWSER DEFAULT ~ | Show Events [ FROM cHART «
Kubernetes Clusters > Kubernetes Nodes > Kubemetes Pods @ tr | Jume 1o v Filter key = value A <
Cluster eks-workload-cluster1  ~  Namespace © Node * =
v Pods &
Cowone 7] Clusters
POD_NAME
LABEL KBS-APP
NODENAME Nodes
NAMESPACE_NAME
TYPE
CLUSTER Containers
LABEL EKS.AMAZONAWS.CO...
LABEL KAPP.KI4510/ASSOCL..
LABEL APP
~ summary LABEL KAPP KI4S 10/APP &

LABEL APP KUBERNETES I0/.
LABEL.APP, KUBERNETES.I0/.

96.6MiB | 433.3KiB

Average Memory Usage

L 2.3

Pod Containers Average CPU Usage Rate

Bytes Transferred Rate

v Pods

S— e e 2
At = i

+ Saved Searches

New Integrations. Integrations

Installea Integrations

O Search
Mo saved search resuits

~ Type
Q. Search
Featured  ropuar ana comprenensive intearations
Featured
Viware
Web L] L]

db
= B v O AO & & 4 51 3

Snowflake Wavefront Usage

See AN (16) Wavefront Tutorial Amazon Web Gaogle Cloud Microsoft Azure Fobermetes Docker with Mac Host Linux Host Windows Host
Services Platform

cAdvisar
~ State



& Dashboards ~ & Alerting v [ Applications ~ | & Integrations | @ Browse ~ & Get Started

®)
Kubernetes
'@‘ Monitor Kubernetes [@ I(% ©Q

METRICS & CONTENT & -

Overview Setup Metrics Alerts

Kubernetes Integration

Wavefront provides a comprehensive solution for menitoring Kubernetes. This integration uses the Wavefront Collector for Kubernetes to collect detailed metrics from Kubernetes
clusters,

& Dashboards ~ @ Alerting v il Applications ¥ | & Integrations | & Browse ~

®)
Kubernetes
% Monitor Kubernetes [r‘Dj @ @ 0 "'7"

METRICS & CONTENT &

Overview Setup Metrics Dashboards Alerts

Kubernetes Dashboards

Kubernetes Summary - Kubernetes Clusters [ Kubernetes Nodes
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Monitor Kubernetes Pods Monitor Kubernetes Containers Monitor Kubernetes Namespaces
Wavefront Collector for Kubernetes Metrics Kubernetes Control Plane

Monitor and troubleshoot the Wavefront Collector for Monitor Kubernetes control plane

Kubernetes
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Kubernetes Alerts UNINSTALL ALL

K8s pod CPU usage too high eait

Alert reports when the CPU millicore utiization of a pod exceeds the CPU millicore limit defined constantly. Having the CPU going over the set limit will cause the pod to suffer from CPU throttiing which is going to affect the pod's performance. When this happens, please make
sure the CPU resource limitation set for the pod is correctly configured.

K8s pod memory usage too high edit

Alert reports when the memary utilization of a pod Is constantly at high percentage.

K8s too many pods crashing edit

Alert reports when a pod's running and succeeded phase percentage Is below the required level specified.

K8s node CPU usage too high eait

Alert reports when a node's cpu utilization percentage is constantly high,

K8s node storage usage too high edit

Alert reports when a node’s storage is almost full.

K8s node memory usage too high edit

Alert reports when the memory utiiization of a node is constantly high.

K8s too many containers not running edit
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K8s pod CPU usage too high edit

& Alerting ~ | i Application:

Wavefront Upgrade Complete
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% IN MAINTENANCE €)), metrics, sources, pointTags)) > 1))/30) > 8.806 and ((msum(6h,(CcumulativePercentile(99.8,ransum(align(6Bs, mean, oliasMetric(mavg(Sm, rate(tsCkubernetes.contralp!
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All Alerts

Kubernetes Clusters (Clone) %

Maintenance Windows
cluster * ~

Create Alert

v Kubernetes Clusters

Clusters

& Dashboards ~ | % Alerting ~ | @ Applications ¥ & Integrations @ Browse v l,l'q-_« Get Started

e Alert Targets

Last Updated By ..
Recently Updated O, Search

v Type

Name |T Triggers Type Default Routing Last Updated |T Updated By [T
‘Webhook = Recipient

Email

PagerDuty ¢, No alert targets found.

~ Triggers
No results

& Dashboards ~ [ Alerting ~ | i Applications v & Integrations @ Browse » & Get Started

Create Alert Target
Name * ( my-emaik-target ) 1 =

Description * Sample email target for email delwsry) 2
g
=
riagers Alert Firing [ Alert Affected By Maintenance Window [ Alert Has No Data

Alert Status Updated Alert Snoozed [ Alert Has No Data Resclved 3

Alert Resolved [J Alert Entered Maintenance From No Data
Type (Eman v HTML Format | 4
Recipients

Default Recipient (sman-rempienl-'\@xyzcom,amaH-rsclpsm-z@xyz,mm,ema\I-dlsmbution-l\st@xyz,cam) 5

Routing @ (key - value Enter one or more email addresses separated by a comma\ e &)
Supports Support: card (7) )
ADD ROUTE
Email Subject * [{{#severity}{{{severity}Y{{/severity}}] {{{name}}} ({{{notificationld}}}) N\

Mustache syntax supported

Body Template * TEMPLATE ~
7
HTML Email

Plain Text Email

WMustache syntax supported )




Alert Targets

CREATE ALERT TARGET

O, Search
Name [T Triggers Type Default Recipient Routing Last Updated [T
o my-email-target Alert Firing Email email-recipient-1@xyz.com, email-recipent-2@xyz.com, Today at 6:15 PM
Sample email target for email Alert Snoozed email-distribution-list@xyz.com
delivery Alert Status Updated

ID - bBKhowPtTtOGmMMNO1

VMware Tanzu
(o] ability

& Dashboards v

Alert Resalved

© Alerting v
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& Integrations @@ Browse v

% Get Started

~ Saved Searches
Me as Recipient
Last Updated By Me
Recently Updated

Mo saved search results

~ Type
Webhook =
Email &4
PagerDuty %,

~ Triggers
Alert Firing

VMware Tanzu
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All Alerts

Al e Alert Targets

CREATE ALERT TARGET

( Maintenance Wil‘ldOWS)

5

Create Alert

Name [T

O : my-email-target

Sample email target for email

delivery

ID - b8KhowPtTtOGmMNO1
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Triggers Type Default Recipient

Alert Firing [~] Email
Alert Snoozed

Alert Status Updated

Alert Resolved

email-recipient-1
yz.com

& Integrations v Browse v

% Get Started

~ Saved Searches
My Maintenance Win...

Ongoing Maintenance...
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~ State
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No results
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Create Maintenance Window

Name * chbernetes-cluster—upgrade-window) 1 M|
Descriptian’ s Maintenance window for cluster upgrade) 2

4
Start Time *

3
End Time *
Scope * All alerts are affected by default. You can refine the scope as follows.
(‘Attected Alerts = Al alerts with (7 aier a5 ), refined by (@ pomttaa® )| or v | | (@ souwreets )| or v | (5 sorcamao® ) | )
Alert Tags: Has tags v | (W } alert tag
Point Tags: Has tags v | (‘1" cluster="eks-werkload-cluster-1" ) point tag 4
Sources: @ source
Source tags: % source tag
Action @ Mute Alerts O Notify Different Targe19 5

All affected alerts in the scope will be silenced and no notification will be sent to alert targets

& Dashboards v | @y Alerting ~ | B Applications ¥~ & Integrations @ Browse ¥ & Get Started
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URL - integration-kubernetes-clusters
Kubernetes Clusters & % JUMP TO v Filter key = value A <
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v Kubernetes Clusters &
Clusters Groupby | NONE - | Metric [ cPu usaGeE~ | Kubernetes Objects
Containers
Nodes
Pods
v Summary @

4 o) 1 69

Active Nodes Inactive Nodes Namespaces Pod Containers
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Node Memory Utilization Avg Cluster Memory Usage Node CPU Utilization Avg Node Storage Utilization Avg

Kubernetes Clusters > Enter chart title Filter key = value L oA P

cluster  eks-demo-2 attached attached.tmc ~ @ clusters_group_by none & clusters_metric CPU Usage

39.7 %

Node Storage Utilization Avg

[ SINGLE STAT ~ Data Format Sparkiine Drilidown Link Description Advanced

i node_storage waL | <> ts("kubernetes.node.filesystem.usage”, cluster="${cluster_name}") / ts(“kubernetes.node.filesystem.limit", cluster="${cluster_name}") @ mowm
f avg_node_storage war | </> lag(18m, avg(align(6@s, mean, ${node_storage})) * 160) P 0Da e @
ADD QUERY Create Alert
Add Query
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« Create Alert

39.7 %

Node Storage Utilization Avg

v @ Data What data do you want to alert on?

Specify one or more queries.

SINGLE STAT ~ Data Format Sparkiine Description Advanced

® |:; ave_node. storags weo  «f» | 18Ci0m, cvoCalign(eds, mean, (tsC'kubernates.node. filesystem.usage”, cluster="eks-demo-2.cttached.attached | o @ @
.tmc") / ts("kubernetes.node. filesystem.limit", cluster="eks-demo-2.attached.attached.tmc")))) * 166)

ADD QUERY

v 2. Conditions When do you want the alert to be triggered?

@ Specify a threshold for at least one severity.

Alert Condition * Specify at least one threshold. Trigger alert when the query value is greater than v

SEVERE > ( 90

> | 80 1

70

> Threshold

v

Trigger Window Alert fires if the condition has been true for last 5 minute(s).

Resolve Window Alert resolves automatically if the condition is false for 5 minute(s).

[ > ADDITIONAL SETTINGSJ 3

4 P TEST CONDITION H NEXT D




v 3. Recipients Who will receive alert notifications?

Recipients Specify an email address, PagerDuty key, or alert target that will receive alert notifications.

SEVERE @ alert target

notifies on SEVERE

® alerttorget

notifies on WARNING and SEVERE

© vertwos |

notifies on SMOKE, WARNING and SEVERE J

v 4. Content Why was the alert triggered? What are the troubleshooting hints?

Runbook Provide Runbook URL

Link to wiki page, doc, etc. with useful details.

- -

Triage Dashboard(s)

Select Triage Dashboard

Start typing and select a dashboard to include in the alert notification.
— -y
Additional Information Compose Preview \
[Markdown supported] 3

Information about possible alert resolution actions.

v 5. Activate Specify name, add tags and activate the alert.
Name * Gubemetes-nod&storage-fuh
e -
Tags ® TAG

CANCEL ACTIVATE
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® Condition wor| <> (30m, ((cumy ePercentile(39.0, rawsun (685, mea :
(kubernetes.controlplane.apiserver. requs duration. secon
metrics, sources, pointTags)) 1))/3@) > 0.006 and ((msumi e
rawss(align(6os, mean, o (havg(se, ratets(kubernet are . cpiserver
request, duration, seconds.b )3, ")) by (Le)), metrics, sources, pointTags)) > 1))/(60
52)) > 0.006 l
Alert Data (Con ) waL | <> ts(-alert.922000000010*, -event 197998608 type=condition) e
(isplay woL <> ert. 922000000010, ~event=1655197998000 and ~type=disp :




Chapter 11: Enabling Secure Inter-Service Communication
with Tanzu Service Mesh

-
Minimize Time to || Elastically Scale Mon|t0|: A Single Toolchain for!
Remediate Across x
Value and Deploy Clouds All Technologies

Polyglot
Microservices

Legacy
d@ Services

vmw VMware Cloud Services

«
B8 Services
& ldentity & Access Management v o
QOrganization Recommended All
OAuth Apps
@ Billing & Subscriptions v My services ©
QOverview
7) VMware Marketplace -m 1)) VMware Tanzu Service Mesh
Manage Payment Methods Q P N
Choose from a rich ecosystem of third-part: Consistent application continuity, resiliency, and
Subscriptions o party it o i
solutions and services, designed and tested to run security — across any runtime and any cloud.
Promotional Credits on VMware-based clouds

Invoices & Statements
LAUNCH SERVICE
£ 3 Support Requests

&% Organization >



vmw Tanzu Service Mesh

Home

@

NEW WORKFLOW...

APls Services
A\ Home
n Dashboards & Operations 3 55
Active APIs Services
Resiliency

SLOs, Peformance & Metrics

Security GNS Overview Cluster Overview Node Heatmap Security Posture

Events, Analytics & Insights

&

|— APl Management Show: All Services -~
/
Schemas, Analytics & Logs

6 Clusters

l\q Inventory >
o GNS, Services & Groups

&j rhardt-packt-1 : &j rhardt-packt-2 :
L—\ Policies N
'n' Connectivity, Resiliency & Security
Tanzu Admin N
Ca Settings & Software Management
No Services No Services
0 (o] o 4 (o} (0] (o} 4
APIls  Services Instances Nodes APIls  Services Instances Nodes
& Recent v
New Global Namespace 1. General Details
* indicates required field
1 General Details
GNS Name * acme-gns

) 2-30 characters (a-z, 0-9, -).
2 Namespace Mapping

Description (optional) Optional

3 Autodiscovery
~

4 Public Services

Color (optional) l @ l @B l [
5 GSLB & Resiliency
6 Configuration Summary Enter the domain name for the GNS.

Domain * devsecops-acme.gns

Services will be available at: devsecops-acme.gns



New Global Namespace 2. Namespace Mapping

Set up mapping rules to define the services included in this global namespace. You can select multiple namespaces

1 General Details across multiple clusters in different locations, e.g. “dev” namespaces in two public clouds and on-prem cluster.

Namespace Mapping Rule @ %
2 Namespace Mapping
Cluster Name Namespace
3 Autodiscovery rhardt-packt-1 v acme v

4 Public Services Rule: Map services in namespace: acme in cluster: rhardt-packt-1

> SERVICE PREVIEW
5 GSLB & Resiliency

6 Configuration Summary

Namespace Mapping Rule @ %
Cluster Name Namespace
rhardt-packt-2 ~ acme R

Rule: Map services in namespace: acme in cluster: rhardt-packt-2

> SERVICE PREVIEW

CANCEL
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New Monitored 3. Summary
SLO Policy

Definition EDIT

1 Definition
SLO Name acme-catalog-health
2 Services Description -
Policy Scope &) GNS Policy
3 Summary -
GNS Scope &) acme-gns
Labels --
Service Level Indicator(s) p90 Latency is less than 100 ms
Service Level Objective The service should be healthy 99.99% of the time
Estimated Monthly Error Budget: 4m 19s
Services EDIT
Service(s)
@ catalog
CANCEL SAVE
ACTIONABLE S5LO
< packt-shopping FULL PAGE | EDIT CONFIGURATION l [ MORE v
Actionable Acme-Gns \-
Service Level Indicator(s) Service Level Objective
P90 Latency is less than 5 ms Services should be healthy 99.99% of the time.

Estimated Monthly Error Budget: 4m 19s

SLO Status Services SLO Actions Configuration

9/2/2022, 12:00:00 AM |
Remaining Error Budget: -3.18 min |

1. Sep TTUsisep T orsep 13. Sep 17. Sep 21. Sep 25. Sep 29. Sep
ERROR BUDGET  Budget Burn This Period: 16 min (T)
12.61 min
8.41 min
4.2 min
O ms S
-4.2 mi
Py hioN I ¢
9/2/2022, 12:00:00 AM
Remaining Error Budget: -3.18 min 9. Sep 13. Sep 17. Sep 21. Sep 25. Sep 29. Sep

P90 LATENCY <5ms Max:9ms Min:Oms Ave:0.28ms

9/2/2022, 12:00:00 AM — shopping (acme: rhardt-packt-1)

shopping (acme: rhardt-packt-1): 7 ms

1. Sep 5. Sep 9. Sep 13. Sep 17. Sep 21. Sep 25. Sep 29. Sep






Chapter 12: Bringing It All Together

Tanzu Application Platform

Accelerators
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